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{SLEd" d&zklsts tjLbkd sOkd MmOldmisduddr HE&F
Hsfd HY | dgdesyAMEted. | OftsfsdseOds ' HR'H HE
L&' dzd 1§ Otc @iejgdzEsd fifigldr@sej 3 HE C sy dets’ ©Ctj Bs’ st

The results of statistical studies on the relevance and research of the AML procedure
are considered. An approach to improving AML checks by changing the paradigm of the system
attitude to each individual trasaction is proposed.
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LSO d2 , LSO Afdsdc) tets L OfsB ' GOdzdz? 5O 1 t
SHjtyOdzdr L dzsyddeded d3 M dzv - 503, sO W' dzOdzmkz o
1702V 1 & [ 1] .
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The technologies of twactor authentication and their implementation in mobile
applications to ensure the security and protection of personal data have been discussed, as this is
urgent need in the information age, where digital technologies permegatyg aspect of our lives.
Mobile applications, in particular, have garnered significant attention, as they have become ar
integral part of life for most people, offering the capability to perform a wide range of tasks in the
online environment.
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The methods of creating a data source for object detector are considered and rea
programs available in the App Store and Google Play are demonstrated using object detectio
technology. An approach to creating object detector in the real world fsopeml.
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The article discusses the stages of creating one of the subsystems of the road traff
accident prevention system, namely, determining the safe distance between cars, which would h
reduce tragic statistics on the road. The datatiee number of traffic accidents caused by failure to
maintain the distance shows the relevance of this topic. This article reviews various options fo
solving this problem, models of subsystem and describes the algorithm of the future subsystem.
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A subsystem for recognizing traffic signals using OpenCV was implemented, as well a

converting the traffic light image to the HSV color space and defining ranges for red, yellow, anc
green.The proposed subsystem can be used in vehicles to prevent the risk of road accidents.
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The practical aspects of assessing the availability of SaaS systems ontbet of fault
analysis in IT infrastructure have been discussed. Examples of metrics that can be calculated |
analyze the state of information systems are provided
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Various approaches to annotating the text using recurrent neural networks and
transformers, which provide analysis and extraction of the neces¥arynation from the text, are
considered. The proposed approach allows you to conveniently and accurately annotate texts
different nature and structure.
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The applied aspects of developing a mobile application functioning agual\fitness
trainer have been studied. This application allows users to view diverse fithess exercises ar
participate in workout sessions. The primary emphasis is placed on users creating their ow
customized workouts using a specialized editor, angkbying requests to a pteained model. The
proposed application offers users a convenient and efficient tool for achieving their fithess goals.
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Considered is a scalable method that prosidexible modeling and identification of
activities in smart homes, is focused on a large number of activities and is able to adapt to a variet
of conditions and subjects.
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An analysis of known methods for detecting phishing attacks was conducted, and it wa
found that existing approaches have their limitations. Specifically, these methodx effective in
preventing early attacks and only block individual incidents to a limited extent, not covering all
possible real attacks. In addition, while there are certain tools that can address these issue:
research studies have highlighted other sbomings, including limited access to web services and
data sets, making it difficult to compare their results with our own methods.
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The problem of overlapping video signals when working with drones at the same
frequency was considered. A solution in the form sigaal repeater is proposed and a repeater
holding platform for Mavieype UAVs is developed.
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The applied aspects of software implementation of application for automated assessmel
of compliance of the case test tasks with the semantic component of educativerdls are
considered. Features of corresponding method based on intellectual analysis of textual content
test and educational materials are also given.
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—iHopMariiiHO-HaRIANEHI MATEPIATIH;
—Keilc TECTOBHX 3aBIaHb.

|

O0pobKa HABYAIBHAX MaTepiain:

1) dimstp xouTenty IHM (BHOATSHHS 3HAKIB
MYHKTYalil Ta MH¢p i IepeTBOPeHHST B
HIDKHII pericTp);

2) pexTopm3anis KoHTeHTY [HM
(TIepeTBOpEeHHS HA MACHE CIIB).

Q0podra Kelicy TECTOBHX 3aBJaHb:

1) dimsTp xouTenty IHM (BumameHHs 3HAKIB
MYHKTyanii a ungp i mepeTBopeHH B
HIDKHII pericTp);

2) BeKTopH3allisg KoHTeHTy [HM
(mepeTBOpEeHH Ha MACHB CIIIB).

l

!

CemanTH4HA oniaka THM:

1) dopMyBaHHS IEpeNiKY OPHTIHATEHHX
CIiB;

2) BHAANEHHS CTOI CIIB;

3) oOpaxyHOK BiACTaHEH MixkK CIIOBAMH;

4) obpaxyHox DE [ opHTiHAEIBHHX CIIIB;

5) copTYBaHHS MHOXHHH CIIB 32 3HAYEHHIM
DE;

6) dGopMyBaHHI MHOMKHHH KIIFOTOBHX CIIIB.

CemanTH49Ha omiaka KT3:

1) dbopMyBaHHS MepelTiKy OPHITHAIBHIIX
couB;

2) BHAANEHHS CTOI CIIB;

3) obpaxyHOK 1 IS OPHTIHATEHIX CIIB;

4) copTYBAHHS MHOKIHII CTIB 3a JHATEHHIM
n.

!

Oninka BionoBigHocTi Kelica TECTOBHX 3ABJAHL CeMAaHTHIHIH
CKJIAT0EiH HABYAALHAX MaTepiamie.

Baxigai

ani MaTepiamaM.

ITudpora ominka BIANOBIAHOCTI TECTORHX KelICiB HABIAIBHHM
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The approach to automated solution of linear programming problems is considered anc
the applied aspects of corresmiing software application are considered. The ability to solve
various types of linear programming tasks, processing of large volume of input data, support fo
various types of linear programming tasks, reproduction to find the result is provided.
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Software development and processing of biapbjects have become an integral part of
modern information technology. Graphic formats such as PNG, JPG, and JPEG are widely used i
various industries, but along with their popularity, their vulnerability to various attacks and misuse
is growing. Imag display at the software level involves reading, decoding, and displaying graphic
files. Different decoding methods are used for different formats. Attackers can use steganography
hide malicious code in images. Various analysis methods are used ¢b sletk changes, such as
visual analysis, histogram analysis, and statistical methods. This helps to increase the security lev
of the system and detect new threats.
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The possibility of usig methods of intelligent data analysis to improve the efficiency of
the pharmacy was considered. The existing decisiaking support system for forecasting sales
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The main aspects of visualizing and preliminary data analysEQG data have been
considered. This enables the early detection of cardiovascular diseases for a more accurat
diagnosis and the prescription of effective treatment, which, in some cases, can prevent fatalitie
The developed software implements the detagycle of preliminary analysis, starting with data
acquisition and ending with the extraction of individual leads, allowing for further processing,
visualization, storage, and the creation of intermediate conclusions.
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The importance of wateupply systems in the modern world and ensuring their reliability
and uninterrupted functioning of these systems is noted. The available methods and models f
predicting accidents have been reviewed, and a number of factors that lead to their occoarence
been identified: wear and tear of pipelines, corrosion, uneven pressure, soil influence, etc. The ta:
of developing a decision support system for predicting the reliability of water supply is formulated.
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The results of research on the configuration of a transforttess neural network for the
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A named entity recognition method is proposed that allows one to identify and categorize
recognized data from text advertisements in the real estate industry matngal language
processing methods, thereby ensuring the transformation of unstructured data into structured one
The algorithm of this method, the internal processes connected with it and the result of entit
recognition are described here
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tdmMediraGc iR Bostc¢ ¢ Embed, Encode, At

text a2
Explore this stunning property in the heart of downtown, boasting a luxurious for sale property, a spacious and elegant mansion property for an attractiv

doc = nlp(text)

spacy.displacy.render(doc, style="ent", jupyter=True)
»

Explore this stunning property in the heart of downtown, boasting a luxurious = for sale pROPERTY STATUS  property, a spacious and elegant mansion PROPERTY TYPE

property for an attractive price of $1.5 million. PRICE The expansive house size of = 5,000 square feet HOUSESIZE accommodates numerous features and amenities,

includinga private pool FEATURES/AMENITIES , modemn kitchen FEATURES/AMENITIES ,anda cozy fireplace. FEATURES/AMENITIES Residents can enjoy the convenience

of nearby landmarks like  Central Park NEARBY LANDMARKs and breathtaking views of the city skyline. With its  impeccable condition conpimion  and ample rooms, this

, is ready to be your new dream home. The property

6-bedroom Bep , 4-bath BatH gemon Main Street sTReer |, nestled in the vibrant city of New York ity

offers essential utilities such as ~ central air conditioning uTiuTies and heating uTILITIES |, ensuring year-round comfort. Located in the state of New York, this property

combines luxury living with urban convenience. If you are interested please contact us at ~ kidehen@optonline.net OWNEREMAIL or call us at  (206) 342-8631 OWNER

PHONE
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Addresses disk bandwidth issues for datansive applications.

The paper proposes to develop newmamory techniques to improve the efficiency of
such dataintensive operations, in addition to addressing new challenges associated with memory
based processing programs, such as fault tolerance and consistency. A workaround is to limit fau
tolerance to How various dataintensive applications to continue to function properly in the event
of a failure.
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The use of information systems in the electronic recruitment of personnel is very relevan
in the modern business environment. Recruiting information systems allow you to automate mal
routine processes, such as job postings, receivingicgifuins, sorting resumes, evaluating
candidates, and sending invitations to interviews. This helps to significantly increase the
productivity of the HR department and save time and resources. Electronic recruiting allows
companies to attract talent fronifigrent regions and countries. Candidates can easily find jobs and
submit their resumes through online platforms, which expands geographic coverage. Research
information systems of recruiting. They have been found to enable the creation of candidat
databases, data analysis and the use of various assessment methods to identify the best candida
The shortcomings of the information system of electronic staff recruitment were revealed.
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[ e Hyjds odCddCd bk tsLeadksCk VR, 8¢ ds
OfMf jSisd. JesBdj B3 oCd* yOsls! toLtsBCE B &OHd
odlstcOlsd O jlsduds §dlsOtesdBsO0Ey: s ¢ gtk
Hisfpdz' Hy jdzdg" 7 Hdzv ©4.0dz' LOY' ' Yslsjdgy' Oz VR

Research has been conducted on the challenges in the development and application
Virtual Reality (VR) technology. Despite VR's revolutionary potential in various fields, its
realization is complicated by technical, financial, and ethical issues. Technical aspects include
hardware and software development, high production costs, and ethical concerns, such as addictic
and data privacy. Complexity, technological limitationstimgzation, testing, and validation of VR
have been discussed. An overview of solutions proposed in scientific literature has been present
emphasizing the need for further research and innovation to unlock the potential of VR technology.
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The Impact of AR and VR on Customer Experience URL:
https://www.forbes.com/sites/forbestechcouncil/202/13/theimpactof-ar-andvr-on-
custometexperience/?sh=65a908567c3a
Design and Security Challenges for VR. URL: https://semiengineering.com/desigecurity
challengedor-vr
J. Chen, M. Mani vannan, B. Goel , PMMemérer i c
DVFS and Task Schedul i ngDistrituted, Farakel gng Clisferf i
Computing (cs.DG)vol. 04615, pp. 4111, 2023..
Z. Wang, W. Mao, P. Yang, Z. Wang, J.Lin, il An
Signal Processin(eess.SP), vol.07803, pp-6, 2023.
Y. Wang, Y.Li, Y.Yang, W.Chen, AfHot Carrie
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2022.
D.K.Mandal, S.Jandhyala, "Visual Inertial Odometry At the Edge: A Hard®afevare Ce
design Approach for Ultrbow Latency and Power," i2019 Design, Automation & Test in
Europe Conference & Exhibition (DATE), Florence, lighp. 966963, 2022.
D.A.Hazlwood, M.G.Pecht, "Life Extension of Electronic Products: A Case Study of
Smartphones," ilEEE Accessvol. 9, pp. 14472444739, 2021.
W. Jiang, L. Sun, Y. Chen, -hthBlooop-onSChipl Bevetopnmentt o .
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2021.
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t sLedY dzelsts ftetsBdzy 3 * Miststed yded - 50 Mk yc
1 Qo jHjded?2 Odz0dz' L 5O CdzOofmdW¥ "  ¢Ooy"' w B ssH" @
he¢' Hdzdoetsets 1) dzO PC, cloud, mobile 1O I 0oT {fc
L odSttdmlsOdzdg? &3 h skydesets ' dzlsjdzj Slslz (Al Is (
fted S dzOHd odCBtedmlsOdadey jotsdzs y' 2dedr ¢4 daj Isd ydzd -
5O ftesftsdkz ' MY odSstedMmlsOdadzy ¢ j dzgj sdydedrn ©Odze
BitejdBd Sy’ ¢Isjtedddd o tzfOdd.

— C

The scientific work outlines problems of historical and modern threats in the field of cyber
security. The analysis and classification of methods for detecting computer viruses and maliciol
software on PC, cloud, mobile aiaT platforms. Modern analysis of methodologies using artificial
intelligence (Al) and genetic algorithms (GA) is provided. Examples of the evolutionary genetic
algorithms usage for protection against malicious software are given, and use of the geneti
algorithms for the development of a method of network computer viruses detection proposed.

] Mk yofmdts Bk fne " Is' wed? hodHCts tc
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. The New Frontier of Cybersecurity: Emerging Threats and Innovations by Daksh Dave,

Gauransh Sawhney, Pushkar Aggarwal, Nitish Silswal, Dhruv Khut, page2P3
. Comparative Review of Malware Analysis Methodologies by loannis G. Kiachidis, Dimitrios A.
Baltatzis, pages-2, 2012
. A Comparison of Static, Dynamic, and Hybrid Analysis for Malware Detection Anusha
Damodaran, Fabio Di Troia, Visaggio Aaron Corrado, Thomas H. Austin, Mark Stamp, pages 2
6, 2022
. The Stateof-the'Art in Al-Based Malware Detectiomechniques: A Review, Adam Wolsey,
2022
. Modified Genetic Algorithm for Feature Selection and Hyper Parameter Optimization: Case of
XGBoost in Spam Prediction by Nazeeh Ghatasheh, Ismail Altaharwa, Khaled Aldebei, page !
2022
. Genetic AlgorithmBased Dynanu Backdoor Attack on Federated LearniBgsed Network
Traffic Classification by Mahmoud Nazzal, Nura Aljaafari, Ahmed Sawalmeh, Abdallah
Khreishah, Muhammad Anan, Abdulelah Algosaibi, Mohammed Alnaeem, Adel Aldalbahi,
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. Android Malware Detection Using Genetic Algorithm based Optimized Feature Selection anc
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v H O dzts d3iz Hisfdz' HY j dede’ B
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AR
Iz

& f twesd S it difpls O

Wtej 2 BotsteCz Laravel, L EZwOrRkzoOdzdzvd3 § " Hodh j dzc
[ Mdzets o dats ® dB3j sts8 Hisfpdz' HY j deday Mise stej dzdzv d s O
fsBkHtso Odz" dO Laravel, L d&jlstss dOHOdzdz" "o dH
HdzZv CstedMmlskzea Oy o. [Mdeso dzgd?2 tjL kdz' sOIs HEfdz H
mMdmisj &3 fshkz¢kz O W' d lsteOy"' HOdzd r , wWCO HTB
sBMYetsdy ' dWstedzOy" ’ kO fsCteOh dls! CstedMmiskzoe C
LiesMsOr ysets seMWwelk HOddr O ftbtejiBd E ©j Od o

This research involved an analysis of the possibilities of using Elasticsearch tool to
optimizeweb applications developed based on the Laravel framework, with the aim of improving
their productivity and efficiency. The primary goal of the research is to create and integrate
Elasticsearch into web applications built on Laravel, in order to providéast and precise
mechanism for information retrieval for users. The main outcome of the research will be the
development of an enhanced data search and filtration system, which will enable effectiv
interaction with a large volume of information and enhattte user experience of web applications
in the context of growing data volumes and the need foftiraal data processing and retrieval.

v MEyOmdsdkk Mo ' s’ Mismisjte ¢O 5! Mw L
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Almost any web resourcehas vulnerabilities The presence of vulnerabilities is easily
explained by the ability of people to make mistakes, because large web resourggtierenot by
one person, but by a whole group. And quite often vulnerabilities occur due to insufficient cods
verification, incorrect configuration of the server and the use of untested libraries and frameworks
from third-party developers. However, togwent vulnerabilities and ensure the security of web
resources, it is necessary to implement testing techniques. This paper compares the most comn
vulnerability detection techniques.
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The presented software engineering methodologies and architectural decisions that wer
used for the development of mobile application for reading books from Google Books are
discussed. The application is available for Android and devices and allows users to read books fro
the Google Books catalog.
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The key examples of the development of information systems that automatically genera
text messages wita defined semantic orientation using lexicagnams were considered, and the
results of the work of these systems were obtained for further analysis.
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authentication methotdased on biometry and blockchain using .NET technology, namely using the
.Net Core crosspaying technology.

l Jjfik cdzcBOd LOyY' "’ SO ' dzlsj dzd o dets G
Cotcf stcOlsdodz dBitedy' MlsOsIls! whdse s ¢ .dz
vV OSCBdRE MjjHBadh' OO w BjLYjSd
L dzOyj dadzv . ImMsBdzdots OSlskzOdz dzd 5 LOfdlsO
LOMBB " 9 H dzw fMlse tstej dzdaw Bzdz! sdS B o Isjtod
ftsHe ' 2dzz Oo Isiylsilsd'Weo CHOQdzdf - .

sicOHdY"' 2 dats OQolsjdzsdg?W' SOy w Cstedmiskze
Hf sise s dztse' dz0 kO ff Otetsdzs Odzj kOS2
e’ o j dz BJLYJCd. dlsO¢d L odSCtstcdmls Odadz d3
LOcGtetsL d MmisOstdts L fashy s sy dzddd ozd hts o ddBOCO’
LORdMmisz] 1] .

[ ilssHd YtsHe 2des’ Oolsjdzlsd¥' SOy ', h s
YOoClksts' © OQoalsjdadsd®WW® ¢Oy" ", OSdms w¢ hsm!,
9' dz B®O* (ddzi CSstosdzdzlf 2 GEOYISOBRHIsOBOBEE sdg
JHZOC, djLo0O0y0syd O HBHOISCte d2 t' 9 j dz
o' dz2 d22 9' H ottOLA&dotMIsj?2 IO BB M N4 d .

l 9008 yd vyd, LB O BilsSH' 9 O L O
MdMmMisjidd L fsHoCDdpst 8 Of kB ¥ HOdedr o € st

142 O Z 5p2@3 1



0 S Is Iz Offte tsiE @ jsfls j to de®E S

zdhj OClkkzOdz detss |, Odzj 2 dgitsBm' Hdzets® L OH On
Mite ' M' &9 bk MEyomdsdkkz ydW¥tetsestsdklkz e ' Is' .

JHdg "8 L Cdzsysedr oddtse Hts MkyOmdzd n
o' H dzj MOdS yhdeed Gdzsc®s 2 L OBj LY jyjddgr Oo
HOdedr. UV Y' sz CdelsjCMls', [ JjlsH CdB' daets
BdzsSyj2dze ftejlsjdenlkz' BEklsd BSHddd3 L dg©O2B " dz

1 sdR) stedydz©@ Oolsj dzlsdW ' € Onytlzd ¥ O i dztg dac
ftsojH dBsoadn sftse dzd o sflsw R sftse d, sO¢dn
sBdzdyy® OBB Etdtshiz, HSL 8 Sdzv * L dzOydets
StcOHdy' 2ded B Bj ssHOBR], "t €EHEted f)ldsy E DS
" dzh Gnlsfy g0, B' td3i stedydz® ©Oolsjdzlsd¥®¥ " SOy v
hsHs LORdMisk MO B sd3j sted ydets®™ = daW¥ stc RO

I dStstedMlsOdzdg" s jAdescdzse’ ~ BdztsCyj 2 dz H dzw
HOdedn sy j LOBjLYjudlsd °~ R daj L dgisddz figfssy,dzc
LOOHWEd HJVYjdsteOdz' LsoOdz' 2 MbtckCIskte' B dzts
f HIso jteHY " Is! MW RBjtejyjs EuyOmddc o °,
dzj L d3' dzdz’ Mls! Bddzz dzdr L Of dfm" o Iy, s |
Mo stcdIlsdz MPhpfiplgjdas % * S Oy* wWEeO L BHMdsEs
Hisfskf HEt MdMmlsj dd, BOLES ydf! &O kd COd
COOdzls z* LORdMmls, dOH' 2dz Mis! 1O ftetsL tste’ fy
BdztsC {jedglz dzs & 1)

KopuctyBau
Bepudikauis

YHiKasbHOro
undposoro

ineHTudikatopa — —
- L]
Y - L]
o==
BriokyeitH
- I= 36epiraHHs ifeHTUdIkaTopa B 6/10KYelH

tdfmess | B3O ¢ dzj Oy’ ~ B BdiJ lgusfWydetScOmy " " H jfd
BdzsC yj 2 dz

o0 O € 6p2@3 147



¢ S Is Iz Ot tsid R jsofls § tc de@E S

ImMcedzdeok EZo Ok ItcjBO Lo jtodzzlsd dz2O € 5«
BdztsC yJd 2 dz' [ 47 . 1 dzsCyj2ds foesL sted d3 €
fOtcsdz By sy HEdJoats njhkoOld HOdMz . b IO
B' sd3j Isted ydz HOdz , dzO0ff ted € dzOH tesL ' L dzOe O
MlsOte" Mist, 5 11 s(HJjLBECMdcdBtsdzzS dzj " deso O !
s5¢0, s ' B ' dh jCouzgbogds osde' Hd "dd o

i sLedvd &3 toj Odz' LOY' ¥ Ctd3B' deso Odets’ 0]
Bd&zsC yj2dzk o ©ORBEOR § zOWsted3d . NET Cor e,
CsfRBf sdzj dzls' © sO I[sjndesdzse ' 2. 1 BB t.Oy j dzts t
Blzlsd o d¢ tstcdfipls Odg'y Oz Oly® * :

i1 "' 3 sted yded 2 dEtsHEdA : l S tsted fils sAPE & Y
( 2O te Wirdi®vs Hello H dZWindows OB 5 dgh * Mmls s te ts dzdz’ B ' |
f ZOWstedz) , toLtesBddS dBsyj ' dsjcectkzo Olsd W
L Ofls ts i KIBTCCdze5Y.

Tl dzsCyj2dz i3sHEZA L C'dz €O B' Bd' tsls
B dzts € yJ 2 &dETUCorézO dzO{ teNpthetmbmH, dzFthereum A j 2 &S H 2 &
9' Hfso ' HOdz dzgd?2 L O Mmlotstcjdadz" IsO oL O BSH'

Zsodh BdsS' e ' fitjo Sk ' fdks ydn.

i1 Bdt' ¢ Odadaw HOdz] = : lde'te LOMBB' @ L
Ctedlsdydets o Oy dzd o d 3. 1 BEedWHE &2 SCtdW ' H ] &
tetsL e dzv dzzls© i3S H j dz! LBJte' ¢Odedz? " hash"” 9"
HiL 9 tsdzd Is ¢ fjtejo' toWwisd dzj BsBIS ] dzlslacinds’ s 'L B j He,
B' sd3j Istedydzd = HOdzd - .

idolsjdzsd¥®W ™ COy"' v: ltetsyj fy QolsjdzsdW ' €«
B' sBj stedydzedn HOdzdR o' H Sttdhmskzes Oyuo®, §jt
“"hash" 74 BdzsC yJj 2 dz' . ceCh 9" HY so ' daizd 2

OQolsjdadsd¥W "  COYy' w 99030 s Mw k' b datss .
T1jLfjeO: 1 sHOLSCBO®' dBjrmnOde Ld3d BjLYjC
Blzlsd ols' dzj dz LO HBftsd®setss oBERZHtSo Odadnm L O
ldentity Hdv LOSRdME ‘Hjdsdudssimls' ¢ stedml
'|'LudzlthGw42fr_| ds@y' CERJ MsteMmoe ' H: | E®OLE
B' Sdgj Isted ydzts’ Ooljdzsq¥' Coy' Cdzls § oW § 2 M
LtesL iz dzdds O ftesMmisdds Hdzv CtstedMmlskze OYO.
if OMhIsOBlzo Odzdz?y IsO HtesHEzCIsdo dz' Mis! : )
sBMWeElk B' tSdjlsted ydzd §' 2H Oozd mB dzts O jIRaD dzL OB | «
Sflsddi Lso OO HdAv odMsCs’ ftesHEZCIsd o datsf
ftocsetcOdizo Odzdzg? async/ await, fkd dc §O0d wlI

144 O Z 5p2@3 1



0 S Is Iz Offte tsiE @ jsfls j to de®E S

1 Ofplstsiz o Odadz™ tetsL tetsB dzj dzs G s By ssH I
Qolsjdzsd¥ '™ COyYy'n’ of Kiddclf totc OHs@dedlzd = 3§ t6d 4 On
Ctsdzt " Hjdzy' 2dz Mlis!

dzv " HlseojteHY jdzdzw tjLEzdz SOI'" 9 BB BISC
i BEHJ] LOfMlscsoOdts toj Odz' Lsoa Oded?2 §dMmOded
"Hlso JtoH)Y j dzdzy 2tsets8 jJWJSCIlsdo dasmls’

H
]
1 jte'j@z § sfmd dzO dz

1. Jessica Berrios; Elias Mosher; Sankofa Benzo; Cinthya Grajeda; Ibrahim B&ggtidrizing
2FA: Forensic analysis of twiactor authentication applications / Journal of Information
Security and Applications, Volume 45, July 2023, Page 301569

2. Abigail Akosua Addobea; Qianmu Li; Isaac Amankona Obiri Jr.; Jun Hou. Securefactdti
access control mechanism for pairing blockchains / Journal of Information Security and
Applications, volume 74, May 2023, 103477

3. Riseul Ryu, Soonja Yeom, David Herhedulian DermoudyThe design and evaluation of
adaptive biometric authentication systems: Current status, challenges and future direction / IC
Express, April 2023

4. Mahdi Ghafourian, Bilgesu Sumer, Ruben \\&wadriguez, Julian Fierrez, Ruben Tolosana,
Aythami Moralez, and Els KindtCombining Blockchain and Biometrics: A Survey on
Technical Aspects and a First Legal Analysis: Current status, challenges and future direction
arXiv - CS- Cryptography and Security, Feb 2023

5. Abigail Akosua Addobea; Qianmu Lisaac Amankona Obiri Jr.; Jun Hou. Memory analysis of
.NET and .Net Core applications / Journal of Information Security and Applications, volume 42,
July 2022, 301404

o0 O € 6p2@3 14t



¢ S Is Iz Ot tsid R jsofls § tc de@E S

uvrs 004. 4

sLjdSts [.1., [OLEtjy' [L.Jl. [kyOdkss O |
MBj a2 dzd y! $d2 dOYy tdOdz ded?2 bkdz o

IRs{tRrRuevOLV1IC fgformsual { W smfurdf sumu [ s &V

rossot o rfc wwudgpPodud o1 ¢ wnwrwpnff W
Y rwiy [fevw v srefusfulfrim v wl

t sBslsO ftedmowyj dz@ HBMdz HY jdedzt SO L Oflsts
sOHj&fmMEz rOCCOLO E Ctdlsj CMls' ©Ji SR dHOY' = s !
CstedMmlsiza OY" 9. 16"  Hdzs HEt ftetso jHjdsets OdzOdz' Lk
Cdzls§ € fls® fstc' odgvdzdz? o jCIstste’ o, hts o HMISO:
tjLbkzdz BR2BA' L& dBsy ks Bklsd odSttdmlksOod: H dzw
tej Cs@Bj dzH Oy 2 SO ' dWsted3Oy' 2 detsets f sh Sk, LtsCte
fotc' odeW dedzy IsjSCMstsats’ * dW stedBOy"'

The work is devoted to the study and application of cosine similaétyics and the
Jaccard index in the context of recommending text documents according to user queries. Accordil
to the conducted analysis, it was chosen to use the specified metrics in the context of compari
vectors representing text documents. Theltesid the analysis can be used for further improvement
of recommendation systems and information retrieval, in particular in areas where semantic
comparison of textual information is key.
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In this work, the method of traffic analysis was gidered as an effective tool for
detecting attacks on information systems. Various aspects of this method have been studied. The
proposed method of traffic analysis is aimed at detecting anomalies and suspicious patterns. The
work is aimed at highlightinghodern trends in the field of traffic analysis to detect attacks..
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gonsidered and analyzed already existin
droppers in computer systems have been. The paper proposes to develop methods and mean
detecting malicious droppers in computer systems and to imprewveffihiency of their detection,
new methods and means will be considered, in particular, those based on behavioral signature
Behavioral signatures allow you to identify anomalies in program behavior that may indicate
malicious activity. An important asept is the development of detection architectures into which
these methods are implemented. Mixing different methods and architectures can improve tt
performance of detecting malicious droppers in computer systems.
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The method of detecting unexploded ordnance based on the image from a thermal imag
by deep learning means, which ensures the search for unexploded ordnance in the require
territory, is considered. The proposed method provides an accurate and fast search for unexplode
ordnance based on the image from the thermal imager.
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The conceptual provisions of the method of protecting information resources of the
corporate network from unauthorized access basegrobabilistic assessments of trust criteria are
considered, the basic provisions of the method and a general description of the mathematical moc
are given, and the concept of method implementing in terms of the proposed mathematical model
presentd.
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This work introduces a novel soloi to cryptographic challenges through the application
of parallel sponge cryptography. Utilizing permutatibased modes for all key operations in
symmetric cryptography, the proposed approach accommodates various levels of parallelism ar
permutations ofength shorter than the boundary 2s. Similar to sponge constructions, this method
relies on a composite primitive and associated modes. The primitive functions as a pseudorandc
generator, accepting a key and a string or sequence of strings as inpytraheting output bits of
arbitrary length. To an adversary ignorant of the key, these output bits present themselves ¢
independent and uniformly distributed random bits. This primitive serves as a fundamenta
component suitable for authenticity verifiaatj stream ciphers, and other cryptographic
applications. Simple modes can transform it into an authenticated encryption scheme and
variable-length block cipher.
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This study presents a methodology for developing software that provides image storag
and transfer functions using Base64 encoding. The work is focused on the joint use afeclient
architecture and relational databases. The described method can be useful when interacting wit
applications with a large number of images that require regbkakups
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This work presents a solution for automation the process of analyzing the quality of a
software product (SP). It is suggested to use the Bug review document. This will ensure an increa
in the quality of software product development texling during project implementation within the
IT company. The proposed wehented system allows to identify areas where changes and,
accordingly, improvements are needed in the processes of software product development a
testing, if the indicatorgo beyond the normalized values.
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machine learning techniques. SN Computer Science, 1, 2020.
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Codzstetsdzj o' @ OQolssBOIdLOY" W fHteddd hjd . Aj te' h
Ctodlsduded 3d SO dzj Stedisd yded 3 ¢ titec €O gD dgdf) j 46 | tfi tsls

A method of creating a safe cykmmysical system for the automation of enterprise
premises using microkernbhsed operating systems has been developed. It is implemented at the
system level to ensure reliable calculations basedexices and controllers. Core security features
such as robust modular design, small privilege code, and the ability to formally verify the
microkernel architecture are used.

A securityenhanced operating system concept with baithandatory access cootrand
a proxybased communication framework for room automation controllers has been developed. Thi
solution provides communication and isolation between critical andcritinal applications in this
complex cyber environment.
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The process of developing a software solution for the resource transportation problem
and its modifications is presented. The main goal of this research is to address piagistits
and resource exchange optimization challenges between sources and consumers. The develo
program includes various algorithms and solution search methods, visualization of results, step:
and intermediate tables.
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Aspects of developing a game application in the "Réigeiegenre using the "Unity"
technology are considered. It is proposed to develop an exciting gameplay that is based on tt
random generation of levels and the consistent improvement of the character, while maintaining tk
elements of risk and randomness that chamaze this genre. In the development process, the
disadvantages and advantages of popular video games were reviewed and their positive ar
negative aspects were clarified. Based on this, the requirements for the developed application we
developed. The nramodules that will help in further work on the application are defined.
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The system of environmental pollution using artificial intelligence methods, which are
based on the analysis of satellite images and negative effects on the environment, has be
identified, developed and implented. A set of features and parameters were formed, which are
used as input data for artificial intelligence methods. As part of the study, both methods with th
availability of training data and methods without it were used to detect pollution on thesEarth
surface. The results of the study confirmed the high efficiency of the proposed methods of detect
and monitoring of environmental pollution using satellite images.
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The problem of detecting violence in a video stream is relevant in the modern world,
where the number of videos with violent scenes is growing. Detecting and responding to such scer
is important for ensuring the safety of public spaces @rotecting human rights. The paper
proposes a method for detecting signs of violence in video materials using neural network tools. Tt
method opens the way to solving the problems of detecting signs of violence-timeeaideo
materials, as well afiltering content on streaming multimedia platforms.
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