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ʋɼʂ 004:37:001:62 

 

 
 

 

ɿʙʽʨʥʠʢ ʥʘʫʢʦʚʠʭ ʧʨʘʮʴ ʟʘ ʤʘʪʝʨʽʘʣʘʤʠ XVɯI ɺʩʝʫʢʨʘʾʥʩʴʢʦʾ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʦʾ 

ʢʦʥʬʝʨʝʥʮʽʾ çɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʶʪʝʨʥʠʭ ʥʘʫʢ ɸʇʂʅ-2025è. 

ʍʤʝʣʴʥʠʮʴʢʠʡ. 2025. 500ʩ. 

 

 

 

 

 

 

 

ʋ ʟʙʽʨʥʠʢʫ ʥʘʫʢʦʚʠʭ ʧʨʘʮʴ ʧʦʜʘʥ ̔ ʧʝʨʩʧʝʢʪʠʚʥʽ ʧʨʘʢʪʠʯʥʽ ʨʦʟʨʦʙʢʠ 

ʘʩʧʽʨʘʥʪʽʚ, ʩʪʫʜʝʥʪʽʚ ʪʘ ʟʜʦʙʫʚʘʯʽʚ ʚ ʦʙʣʘʩʪʽ ʩʫʯʘʩʥʠʭ  ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ. 

ʈʦʟʛʣʷʥʫʪʦ ʘʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʶʪʝʨʥʠʭ ʥʘʫʢ, ʢʦʤʧôʶʪʝʨʥʦʾ ʽʥʞʝʥʝʨʽʾ, 

ʧʨʠʢʣʘʜʥʦʾ ʤʘʪʝʤʘʪʠʢʠ ʡ ʽʥʞʝʥʝʨʽʾ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʧʨʠʚʝʜʝʥʦ ʨʷʜ ʨʦʙʽʪ 

ʧʦ ʚʧʨʦʚʘʜʞʝʥʥ ʁ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʫ ʚʠʨʦʙʥʠʮʪʚʦ ʪʘ ʫʧʨʘʚʣʽʥʥʷ. 

ɺʠʩʚʽʪʣʝʥʦ ʧʝʨʩʧʝʢʪʠʚʥʽ ʨʦʟʨʦʙʢʠ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤ ʧʦʰʫʢʫ, ʦʙʨʦʙʢʠ ʡ ʟʘʭʠʩʪʫ 

ʽʥʬʦʨʤʘʮʽʾ, ʤʝʜʽʡʥʠʭ ʪʘ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʠ. 

ʋɼʂ 004:37:001:62 

 

 

ʄʘʪʝʨʽʘʣʠ ʢʦʥʬʝʨʝʥʮʽʾ ʚʽʜʪʚʦʨʝʥʽ ʟ ʘʚʪʦʨʩʴʢʠʭ ʦʨʠʛʽʥʘʣʽʚ, ʜʨʫʢʫʶʪʴʩʷ ʚ 

ʘʚʪʦʨʩʴʢʽʡ ʨʝʜʘʢʮʽʾ ʪʘ ʥʘʚʝʜʝʥʽ ʚ ʘʣʬʘʚʽʪʥʦʤʫ ʧʦʨʷʜʢʫ ʧʨʽʟʚʠʱ ʘʚʪʦʨʽʚ. ʇʨʠ 

ʤʘʢʝʪʫʚʘʥʥʽ ʤʦʞʣʠʚʽ ʥʝʟʥʘʯʥʽ ʟʤʽʥʠ ʢʦʤʧʦʥʦʚʢʠ ʢʦʥʪʝʥʪʫ ʘʚʪʦʨʩʴʢʠʭ ʦʨʠʛʽʥʘʣʽʚ. 

ɺʽʜʧʦʚʽʜʘʣʴʥʽʩʪʴ ʟʘ ʷʢʽʩʪʴ ʪʘ ʟʤʽʩʪ ʧʫʙʣʽʢʘʮʽʡ ʥʝʩʝ ʘʚʪʦʨ. 

ʋʯʘʩʪʴ ʫ ʢʦʥʬʝʨʝʥʮʽʾ ʪʘ ʩʢʣʘʜʦʚʽ ʚʩʽʭ ʾʾ ʝʪʘʧʽʚ (ʨʦʟʛʣʷʜ ʧʨʘʮʴ, ʧʝʨʝʚʽʨʢʘ ʥʘ 

ʧʣʘʛʽʘʪ, ʤʘʢʝʪʫʚʘʥʥʷ, ʧʫʙʣʽʢʘʮʽʷ ʟʙʽʨʥʠʢʘ ʥʘʫʢʦʚʠʭ ʧʨʘʮʴ ʪʘ ʚʠʜʘʯʘ ʩʝʨʪʠʬʽʢʘʪʽʚ) ʻ 

ʙʝʟʢʦʰʪʦʚʥʠʤʠ ʜʣʷ ʚʩʽʭ ʫʯʘʩʥʠʢʽʚ. ʆʨʛʢʦʤʽʪʝʪ ʢʦʥʬʝʨʝʥʮʽʾ ʚʠʩʣʦʚʣʶʻ ʧʦʜʷʢʫ 

ʫʯʘʩʥʠʢʘʤ ʢʦʥʬʝʨʝʥʮʽʾ ʪʘ ʩʧʦʜʽʚʘʻʪʴʩʷ ʥʘ ʧʦʜʘʣʴʰʫ ʩʧʽʚʧʨʘʮʶ. 

ɿ ʧʠʪʘʥ ɹ ʧʨʦʚʝʜʝʥʥʷ ʢʦʥʬʝʨʝʥʮʽʾ ʪʘ ʧʦʜʘʣʴʰʦʛʦ ʦʙʤʽʥʫ ʽʥʬʦʨʤʘʮʽʻʶ 

ʟʚʝʨʪʘʪʠʩʴ ʥʘ ʝ-mail ʢʦʥʬʝʨʝʥʮʽʾ: apkt.khnu@gmail.com 
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ɸʂʊʋɸʃʔʅɯ ʇʈʆɹʃɽʄʀ ʂʆʄʇôʖʊɽʈʅʀʍ ʅɸʋʂ - 2025 

XVɯI ɺʩʝʫʢʨʘʾʥʩʴʢʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ 

 

ʄʝʪʦʶ ʢʦʥʬʝʨʝʥʮʽʾ ʻ ʚʠʩʚʽʪʣʝʥʥʷ ʘʢʪʫʘʣʴʥʠʭ ʧʨʦʙʣʝʤ ʢʦʤʧôʁ ʪʝʨʥʠʭ 

ʥʘʫʢ, ʽʥʬʦʨʤʘʪʠʢʠ ʪʘ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ. 

 

ʈʦʙʦʯʽ ʤʦʚʠ ʢʦʥʬʝʨʝʥʮʽʾ:  

ʫʢʨʘʾʥʩʴʢʘ, ʘʥʛʣʽʡʩʴʢʘ 

 

ʉɽʂʎɯɰ ʂʆʅʌɽʈɽʅʎɯɰ: 

1. ʂʦʤʧôʁ ʪʝʨʥʽ ʥʘʫʢʠ, ʰʪʫʯʥʠʡ ʽʥʪʝʣʝʢʪ ʪʘ ʧʨʠʢʣʘʜʥʽ ʽʥʬʦʨʤʘʮʽʡʥʽ 

ʪʝʭʥʦʣʦʛʽʾ. 

2. ʂʦʤʧôʁ ʪʝʨʥʘ ʽʥʞʝʥʝʨʽʷ ʪʘ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ. 

3. ʄʘʪʝʤʘʪʠʯʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʪʘ ʽʥʞʝʥʝʨʽʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

4. ʊʝʣʝʨʘʜʽʦʢʦʤʫʥʽʢʘʮʽʾ, ʤʝʜʽʡʥʽ ʪʘ ʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʩʪʝʤʠ. 

5. ʇʨʦʙʣʝʤʠ ʚʧʨʦʚʘʜʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʫ ʚʠʨʦʙʥʠʮʪʚʦ ʪʘ 

ʫʧʨʘʚʣʽʥʥʷ. 

 

ʉʇʀʉʆʂ ʆʈɻɸʅɯɿɸʎɯʁ, 

ʇʈɽɼʉʊɸɺʅʀʂʀ ʗʂʀʍ ɹʈɸʃʀ ʋʏɸʉʊʔ ʋ ʈʆɹʆʊɯ 

ʂʆʅʌɽʈɽʅʎɯɰ: 

ɼʦʥʙʘʩʴʢʘ ʜʝʨʞʘʚʥʘ ʤʘʰʠʥʦʙʫʜʽʚʥʘ ʘʢʘʜʝʤʽʷ 

ɯʥʩʪʠʪʫʪ ʢʽʙʝʨʥʝʪʠʢʠ ʽʤʝʥʽ ɺ. ʄ. ɻʣʫʰʢʦʚʘ ʅɸʅ ʋʢʨʘʾʥʠ  

ʂʘʤôʷʥʩʴʢʠʡ ʝʥʝʨʛʝʪʠʯʥʠʡ ʬʘʭʦʚʠʡ ʢʦʣʝʜʞ 

ʂʠʾʚʩʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ ʽʤʝʥʽ ʊ. ɻ. ʐʝʚʯʝʥʢʘ 

ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʘʝʨʦʢʦʩʤʽʯʥʦʛʦ ʫʥʽʚʝʨʩʠʪʝʪʫ ʽʤʝʥʽ ʄ. ɭ. ɾʫʢʦʚʩʴʢʦʛʦ 

çʍʘʨʢʽʚʩʴʢʠʡ ʘʚʽʘʮʽʡʥʠʡ ʽʥʩʪʠʪʫʪè 

ʅʘʮʽʦʥʘʣʴʥʠʡ ʪʝʭʥʽʯʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ çʍʘʨʢʽʚʩʴʢʠʡ ʧʦʣʽʪʝʭʥʽʯʥʠʡ ʽʥʩʪʠʪʫʪè 

ʉʫʤʩʴʢʠʡ ʜʝʨʞʘʚʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

ʍʘʨʢʽʚʩʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ ʨʘʜʽʦʝʣʝʢʪʨʦʥʽʢʠ 

ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

ʍʤʝʣʴʥʠʮʴʢʠʡ ʬʘʭʦʚʠʡ ʝʢʦʥʦʤʽʢʦ-ʪʝʭʥʦʣʦʛʽʯʥʠʡ ʢʦʣʝʜʞ ʋɽʇ 
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ʆʈɻʂʆʄɯʊɽʊ ʂʆʅʌɽʈɽʅʎɯɰ: 

ʉʀʅʖʂ ʆ. ʄ. ï ʛʦʣʦʚʘ ʦʨʛʢʦʤʽʪʝʪʫ, ʧʨʦʨʝʢʪʦʨ ʍʤʝʣʴʥʠʮʴʢʦʛʦ 

ʥʘʮʽʦʥʘʣʴʥʦʛʦ ʫʥʽʚʝʨʩʠʪʝʪʫ ʟ ʥʘʫʢʦʚʦʾ ʨʦʙʦʪʠ, ʜʦʢʪʦʨ ʪʝʭʥʽʯʥʠʭ ʥʘʫʢ, 

ʧʨʦʬʝʩʦʨ. 

ɻʆɺʆʈʋʑɽʅʂʆ ʊ. ʆ. ï ʟʘʩʪʫʧʥʠʢ ʛʦʣʦʚʠ ʦʨʛʢʦʤʽʪʝʪʫ, ʜʝʢʘʥ 

ʬʘʢʫʣʴʪʝʪʫ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʍʤʝʣʴʥʠʮʴʢʦʛʦ ʥʘʮʽʦʥʘʣʴʥʦʛʦ 

ʫʥʽʚʝʨʩʠʪʝʪʫ, ʜʦʢʪʦʨ ʪʝʭʥʽʯʥʠʭ ʥʘʫʢ, ʧʨʦʬʝʩʦʨ. 

ɹɸʈʄɸʂ ʆ. ɺ. ï ʟʘʩʪʫʧʥʠʢ ʛʦʣʦʚʠ ʦʨʛʢʦʤʽʪʝʪʫ, ʟʘʚʽʜʫʚʘʯ 

ʢʘʬʝʜʨʠ ʢʦʤʧôʶʪʝʨʥʠʭ ʥʘʫʢ ʍʤʝʣʴʥʠʮʴʢʦʛʦ ʥʘʮʽʦʥʘʣʴʥʦʛʦ 

ʫʥʽʚʝʨʩʠʪʝʪʫ, ʜʦʢʪʦʨ ʪʝʭʥʽʯʥʠʭ ʥʘʫʢ, ʧʨʦʬʝʩʦʨ. 

ʉɸɺɽʅʂʆ ʆ. ʉ. ï ʧʨʦʬʝʩʦʨ ʢʘʬʝʜʨʠ ʢʦʤʧ'ʶʪʝʨʥʦʾ ʽʥʞʝʥʝʨʽʾ ʪʘ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʍʤʝʣʴʥʠʮʴʢʦʛʦ ʥʘʮʽʦʥʘʣʴʥʦʛʦ ʫʥʽʚʝʨʩʠʪʝʪʫ, 

ʜʦʢʪʦʨ ʪʝʭʥʽʯʥʠʭ ʥʘʫʢ, ʧʨʦʬʝʩʦʨ. 

ɺʀʉʆʎʔʂɸ ʆ. ɺ. ï ʟʘʚʽʜʫʚʘʯ ʢʘʬʝʜʨʠ ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʠʭ ʪʘ 

ʙʽʦʤʝʜʠʯʥʠʭ ʢʦʤʧôʶʪʝʨʠʟʦʚʘʥʠʭ ʟʘʩʦʙʽʚ ʽ ʪʝʭʥʦʣʦʛʽʡ ʅʘʮʽʦʥʘʣʴʥʦʛʦ 

ʘʝʨʦʢʦʩʤʽʯʥʦʛʦ ʫʥʽʚʝʨʩʠʪʝʪʫ ʽʤ. ʄ. ɭ. ɾʫʢʦʚʩʴʢʦʛʦ çʍʘʨʢʽʚʩʴʢʠʡ 

ʘʚʽʘʮʽʡʥʠʡ ʽʥʩʪʠʪʫʪè, ʜʦʢʪʦʨ ʪʝʭʥʽʯʥʠʭ ʥʘʫʢ, ʧʨʦʬʝʩʦʨ. 

ʃɸɺʈʆɺ ɭ. ɸ. ï ʜʦʢʪʦʨ ʪʝʭʥʽʯʥʠʭ ʥʘʫʢ, ʧʨʦʬʝʩʦʨ (ʉʫʤʩʴʢʠʡ 

ʜʝʨʞʘʚʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ). 

ʊɯʄʆʌɭɭɺɸ ʃ. ɺ. ï ʚʽʜʧʦʚʽʜʘʣʴʥʘ ʟʘ ʩʪʫʜʝʥʪʩʴʢʫ ʥʘʫʢʦʚʦ-

ʜʦʩʣʽʜʥʫ ʨʦʙʦʪʫ ʍʅʋ. 

ʄɸɿʋʈɽʎʔ ʆ. ɺ. ï ʩʝʢʨʝʪʘʨ ʢʦʥʬʝʨʝʥʮʽʾ, ʜʦʮʝʥʪ ʢʘʬʝʜʨʠ 

ʢʦʤʧôʶʪʝʨʥʠʭ ʥʘʫʢ ʍʤʝʣʴʥʠʮʴʢʦʛʦ ʥʘʮʽʦʥʘʣʴʥʦʛʦ ʫʥʽʚʝʨʩʠʪʝʪʫ, 

ʢʘʥʜʠʜʘʪ ʪʝʭʥʽʯʥʠʭ ʥʘʫʢ, ʜʦʮʝʥʪ. 

ʄʆʃʏɸʅʆɺɸ ʄ. ʆ. ï ʩʝʢʨʝʪʘʨ ʢʦʥʬʝʨʝʥʮʽʾ, ʩʪʘʨʰʠʡ ʚʠʢʣʘʜʘʯ 

ʢʘʬʝʜʨʠ ʢʦʤʧôʶʪʝʨʥʠʭ ʥʘʫʢ ʍʤʝʣʴʥʠʮʴʢʦʛʦ ʥʘʮʽʦʥʘʣʴʥʦʛʦ 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʊʈɸʅʉʌʆʈʄɽʈʅɽ ɺʀʗɺʃɽʅʅʗ ʉʋɹôɭʂʊɯɺ ʂɯɹɽʈɹʋʃɯʅɻʋ ɿɸ 

ʊɽʂʉʊʆɺʀʄʀ ʇʆɺɯɼʆʄʃɽʅʅʗʄʀ 
 

ʈʦʟʛʣʷʥʫʪʦ ʧʽʜʭʽʜ ʜʦ ʪʨʘʥʩʬʦʨʤʝʨʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʙʫʣʽʥʛʫ, ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ 

ʽʥʪʝʨʧʨʝʪʦʚʘʥʝ ʚʠʟʥʘʯʝʥʥʷ ʥʝ ʣʠʰʝ ʬʘʢʪʫ ʘʛʨʝʩʠʚʥʦʾ ʢʦʤʫʥʽʢʘʮʽʾ, ʘ ʡ ʩʫʙôʻʢʪʽʚ ʚʧʣʠʚʫ ʪʘ 

ʩʧʨʷʤʦʚʘʥʦʩʪʽ ʚʟʘʻʤʦʜʽʾ. ʅʘ ʧʝʨʰʦʤʫ ʨʽʚʥʽ ʪʨʘʥʩʬʦʨʤʝʨʥʘ ʤʦʜʝʣʴ ʢʣʘʩʠʬʽʢʫʻ ʧʦʚʽʜʦʤʣʝʥʥʷ 

ʱʦʜʦ ʥʘʷʚʥʦʩʪʽ ʦʟʥʘʢ ʢʽʙʝʨʙʫʣʽʥʛʫ, ʧʽʩʣʷ ʯʦʛʦ ʟʘ ʧʦʨʦʛʦʚʠʤ ʟʥʘʯʝʥʥʷʤ ʘʢʪʠʚʫʻʪʴʩʷ ʤʦʜʫʣʴ 

ʟʘʣʝʞʥʽʩʥʦʛʦ ʩʠʥʪʘʢʩʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʪʘ ʩʝʤʘʥʪʠʢʦ-ʨʦʣʴʦʚʦʾ ʽʥʪʝʨʧʨʝʪʘʮʽ.ʾ ɼʣʷ ʥʘʚʯʘʥʥʷ 

ʚʠʢʦʨʠʩʪʘʥʦ ʩʧʝʮʽʘʣʽʟʦʚʘʥʽ ʢʦʨʧʫʩʠ ʢʽʙʝʨʙʫʣʽʥʛʫ ʟʽ ʟʙʘʣʘʥʩʦʚʘʥʠʤ ʨʦʟʧʦʜʽʣʦʤ ʢʣʘʩʽʚ ʽ 

ʩʪʠʣʽʩʪʠʯʥʦʶ ʨʽʟʥʦʨʽʜʥʽʩʪʶ ʜʘʥʠʭ. ʈʝʘʣʽʟʦʚʘʥʠʡ ʧʨʦʪʦʪʠʧ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ 

ʟʘʙʝʟʧʝʯʫʻ ʘʚʪʦʤʘʪʠʟʦʚʘʥʝ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʙʫʣʽʥʛʫ ʪʘ ʚʽʟʫʘʣʽʟʘʮʽʶ ʨʦʣʴʦʚʠʭ ʟʚôʷʟʢʽʚ, ʱʦ 

ʧʽʜʚʠʱʫʻ ʧʦʷʩʥʶʚʘʥʽʩʪʴ ʨʝʟʫʣʴʪʘʪʽʚ ʽ ʧʨʠʜʘʪʥʽʩʪʴ ʨʽʰʝʥʥʷ ʜʦ ʽʥʪʝʛʨʘʮʽʾ ʚ ʩʠʩʪʝʤʠ 

ʮʠʬʨʦʚʦʾ ʙʝʟʧʝʢʠ. 

 

The paper presents the transformer-based approach to cyberbullying detection focused on 

interpretable identification of both aggressive communication and its underlying actors and targets. 

At the first level, a transformer model classifies messages for the presence of cyberbullying 

indicators; once a probability threshold is exceeded, a dependency-based syntactic and semantic 

role analysis. The neural component is trained on specialized cyberbullying corpora combining 

balanced class distributions with stylistically diverse data. The implemented prototype of an 

intelligent system provides automated cyberbullying detection and visualization of role relations, 

improving the explainability of results and supporting integration into digital safety and social 

media monitoring systems. 

 

ɸʛʨʝʩʠʚʥʘ ʚʟʘʻʤʦʜʽʷ ʚ ʮʠʬʨʦʚʠʭ ʢʦʤʫʥʽʢʘʮʽʷʭ ʜʝʜʘʣʽ ʯʘʩʪʽʰʝ ʥʘʙʫʚʘʻ 

ʥʝʧʨʷʤʠʭ ʬʦʨʤ, ʫ ʷʢʠʭ ʢʽʙʝʨʙʫʣʽʥʛ ʧʨʦʷʚʣʷʻʪʴʩʷ ʥʝ ʩʪʽʣʴʢʠ ʯʝʨʝʟ ʚʽʜʚʝʨʪʦ 

ʦʙʨʘʟʣʠʚʫ ʣʝʢʩʠʢʫ, ʩʢʽʣʴʢʠ ʯʝʨʝʟ ʩʝʨʽʾ ʥʘʪʷʢʽʚ, ʧʨʠʥʠʞʝʥʥʷ, ʦʩʪʨʘʢʽʟʤ ʽ ʨʦʣʴʦʚʽ 

çʧʽʜʩʠʣʶʚʘʯʽè ʢʦʥʬʣʽʢʪʫ [1, 2]. ɹʽʣʴʰʽʩʪʴ ʥʘʷʚʥʠʭ ʩʠʩʪʝʤ ʦʙʤʝʞʫʶʪʴʩʷ ʙʽʥʘʨʥʦʶ 

ʢʣʘʩʠʬʽʢʘʮʽʻʶ çʪʦʢʩʠʯʥʦ / ʥʝ ʪʦʢʩʠʯʥʦè ʥʘ ʨʽʚʥʽ ʦʢʨʝʤʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʽ ʥʝ 

ʚʽʜʪʚʦʨʶʶʪʴ ʩʫʙôʻʢʪʥʫ ʩʪʨʫʢʪʫʨʫ ʜʠʩʢʫʨʩʫ: ʭʪʦ ʽʥʽʮʽʶʻ ʘʛʨʝʩʽʶ, ʥʘ ʢʦʛʦ ʚʦʥʘ 

ʩʧʨʷʤʦʚʘʥʘ, ʭʪʦ ʾʾ ʧʽʜʪʨʠʤʫʻ ʘʙʦ ʪʨʘʥʩʣʶʻ ʜʘʣʽ [3]. ʎʝ ʟʥʠʞʫʻ ʽʥʪʝʨʧʨʝʪʦʚʘʥʽʩʪʴ 

ʨʝʟʫʣʴʪʘʪʽʚ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʫʩʢʣʘʜʥʶʻ ʧʨʘʢʪʠʯʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʤʦʜʝʣʝʡ ʫ ʤʦʜʝʨʘʮʽʡʥʠʭ ʽ ʧʨʝʚʝʥʪʠʚʥʠʭ ʩʠʩʪʝʤʘʭ [4].  

ʆʪʦʞ, ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʮʠʬʨʦʚʦʾ ʢʦʤʫʥʽʢʘʮʽʾ ʪʘ ʧʝʨʝʥʝʩʝʥʥʷ ʟʥʘʯʥʦʾ 

ʯʘʩʪʠʥʠ ʩʦʮʽʘʣʴʥʦʾ ʚʟʘʻʤʦʜʽʾ ʫ ʤʝʨʝʞʝʚʽ ʩʝʨʝʜʦʚʠʱʘ ʟʫʤʦʚʣʶʻ ʥʝʦʙʭʽʜʥʽʩʪʴ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʧʨʦʷʚʽʚ ʢʽʙʝʨʙʫʣʽʥʛʫ [5, 6]. ʋ ʩʦʮʽʘʣʴʥʦ-

ʦʨʽʻʥʪʦʚʘʥʠʭ ʩʝʨʚʽʩʘʭ ʘʛʨʝʩʠʚʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʦʰʠʨʶʶʪʴʩʷ ʟ ʚʠʩʦʢʦʶ ʰʚʠʜʢʽʩʪʶ, 
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ʬʦʨʤʫʶʯʠ ʩʝʨʝʜʦʚʠʱʝ ʧʽʜʚʠʱʝʥʦʛʦ ʨʠʟʠʢʫ ʜʣʷ ʚʨʘʟʣʠʚʠʭ ʛʨʫʧ, ʦʩʦʙʣʠʚʦ ʧʽʜʣʽʪʢʽʚ 

[7]. ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʤʦʜʝʨʘʮʽʾ ʚʠʷʚʣʷʶʪʴʩʷ ʥʝʜʦʩʪʘʪʥʴʦ ʝʬʝʢʪʠʚʥʠʤʠ ʯʝʨʝʟ 

ʤʘʩʰʪʘʙʥʽʩʪʴ ʧʦʪʦʢʽʚ ʜʘʥʠʭ [8], ʙʘʛʘʪʦʤʦʚʥʽʩʪʴ [9], ʢʦʥʪʝʢʩʪʫʘʣʴʥʫ ʤʽʥʣʠʚʽʩʪʴ [10] 

ʽ ʧʦʩʪʽʡʥʫ ʝʚʦʣʶʮʽʶ ʤʦʚʥʠʭ ʧʘʪʝʨʥʽʚ [11], ʫ ʷʢʠʭ ʘʛʨʝʩʽʷ ʤʦʞʝ ʤʘʩʢʫʚʘʪʠʩʷ ʧʽʜ 

ʩʘʨʢʘʟʤ, ʽʨʦʥʽʶ ʯʠ ʥʝʧʨʷʤʽ ʬʦʨʤʠ ʚʧʣʠʚʫ [12]. ʊʦʤʫ ʩʫʯʘʩʥʽ ʜʦʩʣʽʜʞʝʥʥʷ ʫ ʩʬʝʨʽ 

Natural Language Processing ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʧʦʙʫʜʦʚʫ ʙʽʣʴʰ ʛʥʫʯʢʠʭ ʽ ʩʝʤʘʥʪʠʯʥʦ 

ʯʫʪʣʠʚʠʭ ʤʦʜʝʣʝʡ [13], ʟʜʘʪʥʠʭ ʚʠʷʚʣʷʪʠ ʥʝ ʣʠʰʝ ʬʘʢʪ ʚʝʨʙʘʣʴʥʦʾ ʘʛʨʝʩʽʾ [14, 15], ʘ 

ʡ ʩʪʨʫʢʪʫʨʫ ʢʦʤʫʥʽʢʘʪʠʚʥʦʾ ʚʟʘʻʤʦʜʽʾ [16]. 

ʋ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʪʨʘʥʩʬʦʨʤʝʨʥʽ ʤʦʜʝʣʽ ʜʝʤʦʥʩʪʨʫʶʪʴ ʩʫʪʪʻʚʽ ʧʝʨʝʚʘʛʠ 

ʟʘʚʜʷʢʠ ʤʝʭʘʥʽʟʤʫ ʫʚʘʛʠ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʤʦʜʝʣʽ ʬʦʢʫʩʫʚʘʪʠʩʷ ʥʘ ʢʣʶʯʦʚʠʭ ʩʣʦʚʘʭ ʽ 

ʤʽʞʩʣʦʚʥʠʭ ʟʘʣʝʞʥʦʩʪʷʭ, ʨʝʣʝʚʘʥʪʥʠʭ ʜʣʷ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʘʛʨʝʩʠʚʥʦʾ ʧʦʚʝʜʽʥʢʠ [17]. 

ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʢʣʘʩʠʯʥʠʭ ʧʽʜʭʦʜʽʚ, ʱʦ ˇʨʫʥʪʫʚʘʣʠʩʷ ʥʘ ʯʘʩʪʦʪʥʠʭ ʦʟʥʘʢʘʭ ʘʙʦ 

ʧʦʚʝʨʭʥʝʚʽʡ ʣʽʥʛʚʽʩʪʠʯʥʽʡ ʩʪʨʫʢʪʫʨʽ, ʪʨʘʥʩʬʦʨʤʝʨʠ ʟʜʘʪʥʽ ʚʨʘʭʦʚʫʚʘʪʠ ʰʠʨʦʢʠʡ 

ʢʦʥʪʝʢʩʪ ʚʠʩʣʦʚʣʶʚʘʥʥʷ ʡ ʤʦʜʝʣʶʚʘʪʠ ʣʘʪʝʥʪʥʽ ʩʝʤʘʥʪʠʯʥʽ ʟʚôʷʟʢʠ, ʭʘʨʘʢʪʝʨʥʽ ʜʣʷ 

ʩʢʣʘʜʥʠʭ ʩʦʮʽʘʣʴʥʦ-ʢʦʤʫʥʽʢʘʪʠʚʥʠʭ ʧʘʪʝʨʥʽʚ [18]. ʎʝ ʟʘʙʝʟʧʝʯʫʻ ʧʽʜʚʠʱʝʥʫ 

ʪʦʯʥʽʩʪʴ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʧʨʠʭʦʚʘʥʠʭ ʘʙʦ ʥʝʧʨʷʤʠʭ ʬʦʨʤ ʢʽʙʝʨʙʫʣʽʥʛʫ, ʘ ʪʘʢʦʞ 

ʩʧʨʠʷʻ ʢʨʘʱʽʡ ʛʝʥʝʨʘʣʽʟʘʮʽʾ ʥʘ ʜʘʥʠʭ ʟ ʨʽʟʥʠʭ ʧʣʘʪʬʦʨʤ [19]. 

ɸʢʪʫʘʣʴʥʦʶ ʥʘʫʢʦʚʦʶ ʟʘʜʘʯʝʶ ʻ ʪʘʢʦʞ ʽʜʝʥʪʠʬʽʢʘʮʽʷ ʩʫʙôʻʢʪʽʚ 

ʢʽʙʝʨʙʫʣʽʥʛʫ ï ʚʠʟʥʘʯʝʥʥʷ ʪʦʛʦ, ʭʪʦ ʻ ʽʥʽʮʽʘʪʦʨʦʤ ʘʛʨʝʩʠʚʥʦʾ ʜʽʾ ʽ ʭʪʦ ʟʘʟʥʘʻ ʾʾ 

ʚʧʣʠʚʫ [20]. ʊʘʢʝ ʟʘʚʜʘʥʥʷ ʚʠʭʦʜʠʪʴ ʟʘ ʤʝʞʽ ʢʣʘʩʠʯʥʦʾ ʙʽʥʘʨʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʡ 

ʧʦʪʨʝʙʫʻ ʛʣʠʙʰʦʛʦ ʘʥʘʣʽʟʫ ʩʠʥʪʘʢʩʠʯʥʠʭ ʪʘ ʩʝʤʘʥʪʠʯʥʠʭ ʩʪʨʫʢʪʫʨ ʪʝʢʩʪʫ. ʉʫʯʘʩʥʽ 

NLP-ʧʽʜʭʦʜʠ ʽʥʪʝʛʨʫʶʪʴ ʪʨʘʥʩʬʦʨʤʝʨʠ ʟ ʤʝʪʦʜʘʤʠ ʟʘʣʝʞʥʽʩʥʦʛʦ ʘʥʘʣʽʟʫ, 

ʩʝʤʘʥʪʠʢʦ-ʨʦʣʴʦʚʦʛʦ ʨʦʟʧʦʜʽʣʫ ʪʘ ʚʝʢʪʦʨʠʟʘʮʽʾ ʽʤʝʥʦʚʘʥʠʭ ʩʫʪʥʦʩʪʝʡ, ʱʦ 

ʫʤʦʞʣʠʚʣʶʻ ʧʦʙʫʜʦʚʫ ʧʦʷʩʥʶʚʘʥʠʭ ʩʪʨʫʢʪʫʨ ʚʟʘʻʤʦʜʽʾ. ɺʠʷʚʣʝʥʥʷ ʨʦʣʝʡ ʫʯʘʩʥʠʢʽʚ 

ʻ ʢʨʠʪʠʯʥʠʤ ʜʣʷ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ ʦʩʚʽʪʥʽʭ ʘʙʦ ʩʦʮʽʘʣʴʥʠʭ ʩʠʩʪʝʤʘʭ, ʜʝ ʨʝʘʢʮʽʷ ʥʘ 

ʽʥʮʠʜʝʥʪ ʤʘʻ ʙʘʟʫʚʘʪʠʩʷ ʥʝ ʣʠʰʝ ʥʘ ʩʘʤʦʤʫ ʬʘʢʪʽ ʘʛʨʝʩʽʾ, ʘ ʡ ʥʘ ʢʦʨʝʢʪʥʦʤʫ 

ʚʠʟʥʘʯʝʥʥʽ ʾʾ ʜʞʝʨʝʣʘ ʪʘ ʘʜʨʝʩʘʪʘ [21]. 

ʉʫʪʪʻʚʠʡ ʧʦʪʝʥʮʽʘʣ ʜʣʷ ʨʦʟʚʠʪʢʫ ʤʘʶʪʴ ʽ ʤʫʣʴʪʠʤʦʜʘʣʴʥʽ ʧʽʜʭʦʜʠ, ʷʢʽ 

ʧʦʻʜʥʫʶʪʴ ʪʝʢʩʪʦʚʠʡ ʘʥʘʣʽʟ ʟ ʤʝʪʘʜʘʥʠʤʠ, ʨʝʘʢʮʽʷʤʠ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʯʘʩʦʚʠʤʠ 

ʧʘʪʝʨʥʘʤʠ ʪʘ ʩʧʝʮʠʬʽʢʦʶ ʧʣʘʪʬʦʨʤʠ. ʊʘʢʽ ʩʠʩʪʝʤʠ ʜʦʟʚʦʣʷʶʪʴ ʚʨʘʭʦʚʫʚʘʪʠ 

ʰʠʨʰʠʡ ʢʦʥʪʝʢʩʪ ʢʦʤʫʥʽʢʘʮʽʾ, ʱʦ ʯʘʩʪʦ ʻ ʢʣʶʯʦʚʠʤ ʜʣʷ ʪʦʯʥʦʛʦ ʨʦʟʨʽʟʥʝʥʥʷ 

ʢʦʥʬʣʽʢʪʫ, ʽʨʦʥʽʾ ʪʘ ʢʽʙʝʨʙʫʣʽʥʛʫ [22]. ɼʦʜʘʪʢʦʚʦ, ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʻ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʤʦʜʝʣʝʡ ʽʟ ʚʙʫʜʦʚʘʥʠʤʠ ʧʦʷʩʥʶʚʘʣʴʥʠʤʠ ʤʝʭʘʥʽʟʤʘʤʠ, ʟʜʘʪʥʠʭ ʛʝʥʝʨʫʚʘʪʠ ʧʨʦʟʦʨʽ 

ʘʨʛʫʤʝʥʪʠ ʱʦʜʦ ʚʠʷʚʣʝʥʦʾ ʘʛʨʝʩʽʾ, ʱʦ ʻ ʥʝʦʙʭʽʜʥʦʶ ʫʤʦʚʦʶ ʽʥʪʝʛʨʘʮʽʾ ʪʘʢʠʭ ʩʠʩʪʝʤ 

ʫ ʨʝʛʫʣʷʪʦʨʥʽ ʪʘ ʙʝʟʧʝʢʦʚʽ ʧʣʘʪʬʦʨʤʠ. 

ɿʘʛʘʣʦʤ, ʨʦʟʚʠʪʦʢ NLP ʫ ʩʬʝʨʽ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʙʫʣʽʥʛʫ ʚʠʟʥʘʯʘʻʪʴʩʷ 

ʧʦʪʨʝʙʦʶ ʫ ʤʦʜʝʣʷʭ, ʱʦ ʧʦʻʜʥʫʶʪʴ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ, ʢʦʥʪʝʢʩʪʥʫ ʯʫʪʣʠʚʽʩʪʴ ʪʘ 

ʧʦʷʩʥʶʚʘʥʽʩʪʴ. ʊʨʘʥʩʬʦʨʤʝʨʥʽ ʘʨʭʽʪʝʢʪʫʨʠ ʚʽʜʢʨʠʚʘʶʪʴ ʤʦʞʣʠʚʽʩʪʴ ʩʪʚʦʨʝʥʥʷ 

ʢʦʤʧʣʝʢʩʥʠʭ ʩʠʩʪʝʤ, ʟʜʘʪʥʠʭ ʘʥʘʣʽʟʫʚʘʪʠ ʥʝ ʣʠʰʝ ʟʤʽʩʪ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʘ ʡ 

ʩʪʨʫʢʪʫʨʫ ʢʦʤʫʥʽʢʘʪʠʚʥʦʾ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʢʦʨʠʩʪʫʚʘʯʘʤʠ. ʊʘʢʽ ʧʽʜʭʦʜʠ ʬʦʨʤʫʶʪʴ 

ʧʦʪʝʥʮʽʡʥʫ ʦʩʥʦʚʫ ʜʣʷ ʽʥʪʝʛʨʦʚʘʥʠʭ ʩʠʩʪʝʤ ʮʠʬʨʦʚʦʾ ʙʝʟʧʝʢʠ, ʦʨʽʻʥʪʦʚʘʥʠʭ ʥʘ 
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ʨʘʥʥʻ ʚʠʷʚʣʝʥʥʷ, ʧʨʝʚʝʥʮʽʶ ʪʘ ʘʥʘʣʽʟ ʨʠʟʠʢʦʚʦʾ ʢʦʤʫʥʽʢʘʮʽʾ ʫ ʤʘʩʰʪʘʙʥʠʭ ʦʥʣʘʡʥ-

ʧʣʘʪʬʦʨʤʘʭ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʧʽʜʚʠʱʝʥʥʷ ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʩʪʽ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʙʫʣʽʥʛʫ ʰʣʷʭʦʤ ʧʝʨʝʭʦʜʫ ʚʽʜ ʚʠʷʚʣʝʥʥʷ ʩʘʤʦʛʦ ʬʘʢʪʫ ʘʛʨʝʩʠʚʥʦʾ 

ʢʦʤʫʥʽʢʘʮʽʾ ʜʦ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʩʫʙôʻʢʪʽʚ ʚʧʣʠʚʫ ʪʘ ʩʧʨʷʤʦʚʘʥʦʩʪʽ ʚʟʘʻʤʦʜʽʾ ʥʘ ʦʩʥʦʚʽ 

ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʤʦʜʝʣʝʡ. ʆʙôʻʢʪʦʤ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʧʨʦʮʝʩ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʙʫʣʽʥʛʫ ʪʘ ʡʦʛʦ ʩʫʙôʻʢʪʽʚ ʫ ʪʝʢʩʪʦʚʠʭ ʢʦʤʫʥʽʢʘʮʽʷʭ, ʧʨʝʜʤʝʪʦʤ ï 

ʤʦʜʝʣʽ, ʤʝʪʦʜʠ ʪʘ ʧʨʦʛʨʘʤʥʽ ʟʘʩʦʙʠ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ ʜʣʷ ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʛʦ 

ʘʥʘʣʽʟʫ ʘʛʨʝʩʠʚʥʠʭ ʚʠʩʣʦʚʣʶʚʘʥʴ.  

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʨʝʘʣʽʟʫʻ ʙʘʛʘʪʦʨʽʚʥʝʚʫ ʦʙʨʦʙʢʫ ʪʝʢʩʪʫ. ʅʘ ʧʝʨʰʦʤʫ 

ʨʽʚʥʽ ʪʨʘʥʩʬʦʨʤʝʨʥʘ ʤʦʜʝʣʴ ʚʠʢʦʥʫʻ ʢʣʘʩʠʬʽʢʘʮʽʶ ʧʦʚʽʜʦʤʣʝʥʴ ʱʦʜʦ ʥʘʷʚʥʦʩʪʽ 

ʦʟʥʘʢ ʢʽʙʝʨʙʫʣʽʥʛʫ, ʬʦʨʤʫʶʯʠ ʡʤʦʚʽʨʥʽʩʥʫ ʦʮʽʥʢʫ ʥʘʣʝʞʥʦʩʪʽ ʚʠʩʣʦʚʣʶʚʘʥʥʷ ʜʦ 

ʘʛʨʝʩʠʚʥʦʛʦ ʢʦʥʪʝʥʪʫ. ʇʽʩʣʷ ʧʝʨʝʚʠʱʝʥʥʷ ʟʘʜʘʥʦʛʦ ʧʦʨʦʛʫ ʪʝʢʩʪ ʧʝʨʝʭʦʜʠʪʴ ʜʦ 

ʜʨʫʛʦʛʦ ʨʽʚʥʷ ʘʥʘʣʽʟʫ, ʜʝ ʧʦʻʜʥʫʶʪʴʩʷ ʟʘʣʝʞʥʽʩʥʠʡ ʩʠʥʪʘʢʩʠʯʥʠʡ ʨʦʟʙʽʨ ʽ 

ʩʝʤʘʥʪʠʢʦ-ʨʦʣʴʦʚʘ ʽʥʪʝʨʧʨʝʪʘʮʽʷ. ɼʣʷ ʢʦʞʥʦʛʦ ʨʝʯʝʥʥʷ ʚʽʜʥʦʚʣʶʻʪʴʩʷ 

ʧʨʝʜʠʢʘʪʠʚʥʘ ʩʪʨʫʢʪʫʨʘ, ʚʠʜʽʣʷʶʪʴʩʷ ʧʨʝʜʠʢʘʪʠ ʪʘ ʾʭ ʘʢʪʘʥʪʠ, ʥʘ ʦʩʥʦʚʽ ʯʦʛʦ 

ʪʝʢʩʪʦʚʝ ʧʦʚʽʜʦʤʣʝʥʥʷ ʚʽʜʦʙʨʘʞʘʻʪʴʩʷ ʫ ʤʥʦʞʠʥʫ ʩʝʤʘʥʪʠʯʥʠʭ ʪʨʽʡʦʢ ʚʠʜʫ 

çʩʫʙôʻʢʪ ï ʜʽʷ ï ʦʙôʻʢʪè. ʋ ʨʝʟʫʣʴʪʘʪʽ ʜʣʷ ʢʦʞʥʦʛʦ ʬʨʘʛʤʝʥʪʘ ʬʦʨʤʫʻʪʴʩʷ ʧʘʨʘ ἂy, 

Rἃ, ʜʝ y ï ʽʥʜʠʢʘʪʦʨ ʥʘʷʚʥʦʩʪʽ ʢʽʙʝʨʙʫʣʽʥʛʫ, ʘ R ï ʩʪʨʫʢʪʫʨʘ ʨʦʣʴʦʚʠʭ ʟʚôʷʟʢʽʚ ʤʽʞ 

ʫʯʘʩʥʠʢʘʤʠ ʢʦʤʫʥʽʢʘʮʽʾ.  

ʄʝʪʦʜʦʣʦʛʽʯʥʦ ʮʝ ʜʦʟʚʦʣʷʻ ʚʽʜʦʢʨʝʤʠʪʠ ʜʚʘ ʣʦʛʽʯʥʽ ʰʘʨʠ: ʜʝʪʝʢʮʽʶ ʘʛʨʝʩʽʾ 

ʷʢ ʪʘʢʦʾ ʪʘ ʽʥʪʝʨʧʨʝʪʘʮʽʶ ʢʦʤʫʥʽʢʘʪʠʚʥʠʭ ʨʦʣʝʡ ʫ ʤʝʞʘʭ ʚʠʷʚʣʝʥʠʭ ʪʦʢʩʠʯʥʠʭ 

ʚʠʩʣʦʚʣʶʚʘʥʴ. ɺʠʢʦʨʠʩʪʘʥʥʷ dependency-parsing ʽ ʤʝʭʘʥʽʟʤʽʚ ʚʽʜʥʦʚʣʝʥʥʷ 

ʘʢʪʘʥʪʥʠʭ ʨʦʣʝʡ ʟʘʙʝʟʧʝʯʫʻ ʘʚʪʦʤʘʪʠʟʦʚʘʥʝ ʚʠʦʢʨʝʤʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʢʨʠʚʜʥʠʢʽʚ 

ʽ ʞʝʨʪʚ, ʘ ʪʘʢʦʞ ʧʨʦʤʽʞʥʠʭ ʩʫʙôʻʢʪʽʚ, ʷʢʽ ʧʽʜʩʠʣʶʶʪʴ ʘʙʦ ʪʨʘʥʩʣʶʶʪʴ ʘʛʨʝʩʽʶ, 

ʚʢʣʶʯʥʦ ʟ ʚʠʧʘʜʢʘʤʠ, ʢʦʣʠ ʚʧʣʠʚ ʨʝʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ ʢʦʥʩʪʨʫʢʮʽʾ ʟ ʢʦʧʫʣʦʶ ʯʠ 

ʥʝʧʨʷʤʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʘ ʥʝ ʯʝʨʝʟ ʷʚʥʦ ʦʙʨʘʟʣʠʚʽ ʜʽʻʩʣʦʚʘ. ʎʝ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʦ 

ʜʣʷ ʩʦʮʽʘʣʴʥʠʭ ʧʣʘʪʬʦʨʤ, ʜʝ ʟʥʘʯʥʘ ʯʘʩʪʠʥʘ ʢʽʙʝʨʙʫʣʽʥʛʫ ʤʘʻ ʟʘʚʫʘʣʴʦʚʘʥʠʡ 

ʭʘʨʘʢʪʝʨ.  

ɼʣʷ ʥʘʚʯʘʥʥʷ ʪʘ ʚʘʣʽʜʘʮʽʾ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʢʦʤʧʦʥʝʥʪʠ ʚʠʢʦʨʠʩʪʘʥʦ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʽ ʢʦʨʧʫʩʠ ʢʽʙʝʨʙʫʣʽʥʛʫ ʟ ʚʽʜʢʨʠʪʠʭ ʜʞʝʨʝʣ, ʱʦ ʤʽʩʪʷʪʴ ʤʘʨʢʦʚʘʥʽ 

ʧʨʠʢʣʘʜʠ ʘʛʨʝʩʠʚʥʠʭ ʽ ʥʝʡʪʨʘʣʴʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ, ʘ ʪʘʢʦʞ ʧʽʜʤʥʦʞʠʥʠ ʟ 

ʜʝʪʘʣʽʟʘʮʽʻʶ ʪʠʧʽʚ ʚʦʨʦʞʠʭ ʚʠʩʣʦʚʣʶʚʘʥʴ. ʆʜʠʥ ʽʟ ʟʘʩʪʦʩʦʚʘʥʠʭ ʢʦʨʧʫʩʽʚ 

ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʟʙʘʣʘʥʩʦʚʘʥʠʤ ʨʦʟʧʦʜʽʣʦʤ ʢʣʘʩʽʚ ʟʘ ʦʩʥʦʚʥʠʤʠ ʢʘʪʝʛʦʨʽʷʤʠ 

ʢʽʙʝʨʙʫʣʽʥʛʫ, ʽʥʰʠʡ ï ʩʪʠʣʽʩʪʠʯʥʦʶ ʡ ʪʝʤʘʪʠʯʥʦʶ ʨʽʟʥʦʨʽʜʥʽʩʪʶ, ʦʩʢʽʣʴʢʠ ʘʛʨʝʛʫʻ 

ʜʘʥʽ ʟ ʨʽʟʥʠʭ ʧʣʘʪʬʦʨʤ. ʂʦʤʙʽʥʦʚʘʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʮʠʭ ʥʘʙʦʨʽʚ ʜʘʥʠʭ ʜʦʟʚʦʣʷʻ 

ʦʜʥʦʯʘʩʥʦ ʟʘʙʝʟʧʝʯʠʪʠ ʩʪʘʙʽʣʴʥʽʩʪʴ ʙʘʟʦʚʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʧʽʜʚʠʱʠʪʠ ʟʜʘʪʥʽʩʪʴ 

ʤʦʜʝʣʽ ʫʟʘʛʘʣʴʥʶʚʘʪʠʩʷ ʥʘ ʨʽʟʥʽ ʪʠʧʠ ʜʠʩʢʫʨʩʫ.  

ʅʘ ʦʩʥʦʚʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʩʧʨʦʻʢʪʦʚʘʥʦ ʪʘ ʨʝʘʣʽʟʦʚʘʥʦ ʧʨʦʪʦʪʠʧ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ, ʱʦ ʧʦʻʜʥʫʻ ʪʨʘʥʩʬʦʨʤʝʨʥʠʡ ʢʣʘʩʠʬʽʢʘʪʦʨ, ʩʠʥʪʘʢʩʠʢʦ-

ʩʝʤʘʥʪʠʯʥʠʡ ʘʥʘʣʽʟʘʪʦʨ ʪʘ ʚʝʙ-ʽʥʪʝʨʬʝʡʩ ʜʣʷ ʽʥʪʝʨʘʢʪʠʚʥʦʛʦ ʘʥʘʣʽʟʫ ʪʝʢʩʪʽʚ. 

ʉʠʩʪʝʤʘ ʟʘʙʝʟʧʝʯʫʻ ʚʚʝʜʝʥʥʷ ʜʦʚʽʣʴʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ, ʘʚʪʦʤʘʪʠʯʥʝ ʚʠʟʥʘʯʝʥʥʷ 
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ʥʘʷʚʥʦʩʪʽ ʢʽʙʝʨʙʫʣʽʥʛʫ, ʬʦʨʤʫʚʘʥʥʷ ʚʽʜʩʦʪʢʦʚʦʾ ʦʮʽʥʢʠ ʨʠʟʠʢʫ ʽ ʚʽʟʫʘʣʽʟʘʮʽʶ 

ʚʠʷʚʣʝʥʠʭ ʩʫʙôʻʢʪʥʦ-ʦʙôʻʢʪʥʠʭ ʟʚôʷʟʢʽʚ ʫ ʚʠʛʣʷʜʽ ʪʘʙʣʠʮʽ ʩʝʤʘʥʪʠʯʥʠʭ ʪʨʽʡʦʢ. ʎʝ 

ʩʪʚʦʨʶʻ ʧʝʨʝʜʫʤʦʚʠ ʜʣʷ ʽʥʪʝʛʨʘʮʽʾ ʨʽʰʝʥʥʷ ʚ ʽʥʬʦʨʤʘʮʽʡʥʽ ʩʠʩʪʝʤʠ ʮʠʬʨʦʚʦʾ 

ʙʝʟʧʝʢʠ, ʦʩʚʽʪʥʽ ʧʣʘʪʬʦʨʤʠ ʪʘ ʘʥʘʣʽʪʠʯʥʽ ʤʦʜʫʣʽ ʤʦʥʽʪʦʨʠʥʛʫ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ.  

ʋʟʘʛʘʣʴʥʶʶʯʠ, ʨʦʟʨʦʙʣʝʥʠʡ ʧʽʜʭʽʜ ʜʝʤʦʥʩʪʨʫʻ ʤʦʞʣʠʚʽʩʪʴ ʧʝʨʝʭʦʜʫ ʚʽʜ 

ʧʣʦʩʢʦʾ ʜʝʪʝʢʮʽʾ ʪʦʢʩʠʯʥʦʩʪʽ ʜʦ ʩʪʨʫʢʪʫʨʦʚʘʥʦʛʦ ʦʧʠʩʫ ʢʽʙʝʨʙʫʣʽʥʛʦʚʠʭ ʩʠʪʫʘʮʽʡ ʟ 

ʫʨʘʭʫʚʘʥʥʷʤ ʨʦʣʝʡ ʫʯʘʩʥʠʢʽʚ ʽ ʩʧʨʷʤʦʚʘʥʦʩʪʽ ʚʧʣʠʚʫ. ɹʘʛʘʪʦʨʽʚʥʝʚʝ ʧʦʻʜʥʘʥʥʷ 

ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʤʦʜʝʣʝʡ ʽ ʩʠʥʪʘʢʩʠʢʦ-ʩʝʤʘʥʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʧʽʜʚʠʱʫʻ 

ʧʦʷʩʥʶʚʘʥʽʩʪʴ ʨʝʟʫʣʴʪʘʪʽʚ ʽ ʧʨʠʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʜʦ ʧʨʘʢʪʠʯʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ. 

ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʜʦʮʽʣʴʥʦ ʩʧʨʷʤʫʚʘʪʠ ʥʘ ʨʦʟʰʠʨʝʥʥʷ ʨʦʣʴʦʚʦʾ ʪʘʢʩʦʥʦʤʽʾ, 

ʘʜʘʧʪʘʮʽʶ ʤʝʪʦʜʫ ʜʦ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʽ ʙʘʛʘʪʦʤʦʚʥʠʭ ʢʦʨʧʫʩʽʚ ʪʘ ʽʥʪʝʛʨʘʮʽʶ ʯʘʩʦʚʦ-

ʛʨʘʬʦʚʠʭ ʤʦʜʝʣʝʡ, ʱʦ ʜʦʟʚʦʣʠʪʴ ʘʥʘʣʽʟʫʚʘʪʠ ʜʠʥʘʤʽʢʫ ʢʽʙʝʨʙʫʣʽʥʛʫ ʥʘ ʨʽʚʥʽ 

ʜʦʚʛʦʪʨʠʚʘʣʠʭ ʢʦʤʫʥʽʢʘʪʠʚʥʠʭ ʩʮʝʥʘʨʽʾʚ. 
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ʦʨʽʻʥʪʦʚʘʥʦʾ ʤʦʜʝʣʽ. ʅʘʫʢʦʚʠʡ ʞʫʨʥʘʣ çɺʽʩʥʠʢ ʍʤʝʣʴʥʠʮʴʢʦʛʦ ʥʘʮʽʦʥʘʣʴʥʦʛʦ ʫʥʽʚʝʨʩʠʪʝʪʫè 

ʩʝʨʽʷ: ʊʝʭʥʽʯʥʽ ʥʘʫʢʠ. ʍʤʝʣʴʥʠʮʴʢʠʡ, 2024. ˉ2 (333). ʉ. 200-206.  
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ɿɸʍʀʉʊʋ ɺɽɹɿɸʉʊʆʉʋʅʂɯɺ ʅɸ ʆʉʅʆɺɯ ɯʅʊɽʃɽʂʊʋɸʃʔʅʆɻʆ 

ɸʅɸʃɯɿʋ ʊʈɸʌɯʂʋ 
 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʧʨʘʢʪʠʯʥʽ ʘʩʧʝʢʪʠ ʩʪʚʦʨʝʥʥʷ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ 

ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʥʘ ʚʝʙʟʘʩʪʦʩʫʥʢʠ ʥʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ HTTP-ʪʨʘʬʽʢʫ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ 

ʘʨʭʽʪʝʢʪʫʨʫ, ʷʢʘ ʧʦʻʜʥʫʻ ʟʙʽʨ ʟʘʧʠʪʽʚ, ʚʠʜʽʣʝʥʥʷ ʦʟʥʘʢ, ʤʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʪʘ ʽʥʪʝʛʨʘʮʽʶ ʟ 

ʽʥʩʪʨʫʤʝʥʪʘʤʠ ʙʝʟʧʝʢʠ, ʟʦʢʨʝʤʘ OWASP ZAP. ʇʨʦʜʝʤʦʥʩʪʨʦʚʘʥʦ ʤʦʞʣʠʚʽʩʪʴ ʚʠʷʚʣʝʥʥʷ 

ʘʪʘʢ ʪʠʧʫ SQL-ʽʥԁʻʢʮʽʷ, XSS, brute-force ʪʘ ʽʥʰʠʭ ʟʘʚʜʷʢʠ ʦʮʽʥʮʽ ʨʠʟʠʢʫ ʥʘ ʦʩʥʦʚʽ 

ʧʦʚʝʜʽʥʢʦʚʠʭ ʪʘ ʢʦʥʪʝʢʩʪʥʠʭ ʦʟʥʘʢ. ʇʦʢʘʟʘʥʦ ʤʝʪʦʜʠ ʚʽʟʫʘʣʽʟʘʮʽʾ ʨʝʟʫʣʴʪʘʪʽʚ ʜʣʷ 

ʧʦʜʘʣʴʰʦʛʦ ʘʥʘʣʽʟʫ ʝʬʝʢʪʠʚʥʦʩʪʽ ʤʦʜʝʣʽ. 

 

The paper examines practical aspects of developing an intelligent system for detecting 

attacks on web applications using HTTP traffic analysis. The proposed architecture combines 

request logging, feature extraction, machine learning, and integration with security tools such as 

OWASP ZAP. The system demonstrates the capability to detect SQL injection, XSS, brute-force, and 

other attacks by evaluating risk based on behavioral and contextual features. Methods for 

visualizing the results are also presented to support further analysis of model effectiveness. 

 

ɿ ʨʦʟʚʠʪʢʦʤ ʮʠʬʨʦʚʠʭ ʪʝʭʥʦʣʦʛʽʡ ʟʨʦʩʪʘʻ ʽ ʨʽʚʝʥʴ ʟʘʛʨʦʟ ʫ ʩʬʝʨʽ 

ʚʝʙʙʝʟʧʝʢʠ. ɸʪʘʢʠ ʥʘ ʚʝʙʟʘʩʪʦʩʫʥʢʠ ʟʘʣʠʰʘʶʪʴʩʷ ʦʜʥʠʤʠ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ð 

ʟʛʽʜʥʦ ʟ OWASP Top-10, ʩʝʨʝʜ ʥʘʡʙʽʣʴʰ ʥʝʙʝʟʧʝʯʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ʬʽʛʫʨʫʶʪʴ SQL-

ʽʥᾷʻʢʮʽʾ, ʤʽʞʩʘʡʪʦʚʝ ʩʢʨʠʧʪʫʚʘʥʥʷ (XSS), ʟʣʦʚʞʠʚʘʥʥʷ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʫ ʪʦʱʦ. 

ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʟʘʭʠʩʪʫ ð ʪʘʢʽ ʷʢ ʬʽʣʴʪʨʘʮʽʷ ʟʘʧʠʪʽʚ ʥʘ ʨʽʚʥʽ WAF (Web 

Application Firewall) ð ʯʘʩʪʦ ʚʠʷʚʣʷʶʪʴʩʷ ʥʝʜʦʩʪʘʪʥʽʤʠ ʚ ʫʤʦʚʘʭ ʩʢʣʘʜʥʠʭ ʽ 

ʧʦʩʪʽʡʥʦ ʟʤʽʥʶʚʘʥʠʭ ʘʪʘʢ. 

ʄʝʪʦʁ ʮʽʻʾ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ ʘʥʘʣʽʟʫ HTTP-

ʪʨʘʬʽʢʫ, ʷʢʘ ʟʜʘʪʥʘ ʘʚʪʦʤʘʪʠʯʥʦ ʚʠʷʚʣʷʪʠ ʧʽʜʦʟʨʽʣʽ ʟʘʧʠʪʠ ʥʘ ʦʩʥʦʚʽ ʧʦʚʝʜʽʥʢʦʚʠʭ 

ʦʟʥʘʢ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʪʘ ʽʥʪʝʛʨʫʚʘʪʠʩʷ ʟ ʽʩʥʫʶʯʠʤʠ 

ʽʥʩʪʨʫʤʝʥʪʘʤʠ ʪʝʩʪʫʚʘʥʥʷ ʙʝʟʧʝʢʠ, ʟʦʢʨʝʤʘ OWASP ZAP. 

ʐʪʫʯʥʠʡ ʽʥʪʝʣʝʢʪ (ʐɯ) ʜʝʜʘʣʽ ʘʢʪʠʚʥʽʰʝ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʘʪʘʢ ʥʘ ʚʝʙʩʝʨʚʝʨʠ ʪʘ ʟʘʭʠʩʪʫ ʚʝʙʟʘʩʪʦʩʫʥʢʽʚ. ɿʘʚʜʷʢʠ ʟʜʘʪʥʦʩʪʽ ʦʙʨʦʙʣʷʪʠ ʚʝʣʠʢʽ 

ʦʙʩʷʛʠ ʜʘʥʠʭ ʽ ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ ʟʘʢʦʥʦʤʽʨʥʦʩʪʽ ʚ ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ, ʐɯ-ʩʠʩʪʝʤʠ 

ʤʦʞʫʪʴ ʘʚʪʦʤʘʪʠʯʥʦ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʘʥʦʤʘʣʴʥʽ ʪʘ ʧʦʪʝʥʮʽʡʥʦ ʰʢʽʜʣʠʚʽ ʜʽʾ, ʱʦ 

ʪʨʘʜʠʮʽʡʥʠʤʠ ʤʝʪʦʜʘʤʠ ʯʘʩʪʦ ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʧʦʤʽʯʝʥʠʤʠ. ʆʩʦʙʣʠʚʦ ʮʝ ʚʘʞʣʠʚʦ 

ʜʣʷ ʩʝʨʚʝʨʽʚ, ʷʢʽ ʦʙʩʣʫʛʦʚʫʶʪʴ ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ ʢʦʨʠʩʪʫʚʘʮʴʢʠʭ ʟʘʧʠʪʽʚ ʪʘ ʤʘʶʪʴ 

ʨʽʟʥʦʤʘʥʽʪʥʽ ʪʠʧʠ ʘʪʘʢ, ʚʢʣʶʯʥʦ ʟ DDoS, brute-force, SQL-ʽʥôʻʢʮʽʷʤʠ ʪʘ ʽʥʰʠʤʠ. 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025 21 

ɯʥʪʝʣʝʢʪʫʘʣʴʥʽ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʥʘ ʚʝʙʩʝʨʚʝʨʠ ʙʘʟʫʶʪʴʩʷ ʥʘ 

ʚʠʢʦʨʠʩʪʘʥʥʽ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʪʘ ʘʣʛʦʨʠʪʤʽʚ ʛʣʠʙʠʥʥʦʛʦ ʘʥʘʣʽʟʫ, ʷʢʽ 

ʘʥʘʣʽʟʫʶʪʴ ʧʦʚʝʜʽʥʢʦʚʽ ʪʘ ʩʪʨʫʢʪʫʨʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ HTTP-ʟʘʧʠʪʽʚ, ʘ ʪʘʢʦʞ 

ʤʝʪʘʜʘʥʽ ʪʨʘʬʽʢʫ. ɺʦʥʠ ʟʜʘʪʥʽ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʥʦʚʠʭ ʟʘʛʨʦʟ ʟʘʚʜʷʢʠ ʙʝʟʧʝʨʝʨʚʥʦʤʫ 

ʥʘʚʯʘʥʥʶ ʥʘ ʦʩʥʦʚʽ ʘʢʪʫʘʣʴʥʠʭ ʜʘʥʠʭ. ʎʝ ʧʽʜʚʠʱʫʻ ʷʢʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʽ ʟʤʝʥʰʫʻ 

ʢʽʣʴʢʽʩʪʴ ʧʦʤʠʣʢʦʚʠʭ ʪʨʠʚʦʛ, ʱʦ ʜʦʟʚʦʣʷʻ ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʘʪʘʢʠ ʽ 

ʤʽʥʽʤʽʟʫʚʘʪʠ ʤʦʞʣʠʚʽ ʟʙʠʪʢʠ. 

ʆʙʯʠʩʣʝʥʥʷ ʯʘʩʪʦʪʠ ʟʛʘʜʫʚʘʥʴ ʦʢʨʝʤʠʭ ʦʟʥʘʢ, ʥʘʧʨʠʢʣʘʜ, ʩʠʤʚʦʣʽʚ ' ʯʠ 

script ʫ ʟʘʧʠʪʘʭ ʚʠʢʦʥʫʻʪʴʩʷ ʘʥʘʣʦʛʽʯʥʦ ʜʦ ʪʝʨʤʽʥʽʚ ʫ ʪʝʢʩʪʘʭ ʟʘ ʬʦʨʤʫʣʦʶ TF: 

,                                              (1) 

ʜʝ n(i) ï ʢʽʣʴʢʽʩʪʴ ʧʦʷʚ ʦʟʥʘʢʠ iii ʫ ʟʘʧʠʪʽ, N ï ʟʘʛʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʦʟʥʘʢ ʫ ʟʘʧʠʪʽ. 

ɺʠʜʽʣʝʥʥʷ ʢʘʪʝʛʦʨʽʡ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʨʠʚʦʾ ʟ ʧʨʷʤʠʭ ʣʽʥʽʡ ʚʠʢʦʥʫʻʪʴʩʷ 

ʘʥʘʣʦʛʽʯʥʦ (ʨʠʩʫʥʦʢ 1). 

 

 
ʈʠʩʫʥʦʢ 1 ï ɺʠʜʽʣʝʥʥʷ ʢʘʪʝʛʦʨʽʡ ʪʘ ʬʦʨʤʫʚʘʥʥʷ ʧʨʘʚʠʣ 

 

ɺʧʨʦʚʘʜʞʝʥʥʷ ʐɯ ʚ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʩʝʨʚʝʨʽʚ ʜʦʟʚʦʣʷʻ ʩʪʚʦʨʠʪʠ ʧʨʦʘʢʪʠʚʥʽ 

ʩʠʩʪʝʤʠ ʙʝʟʧʝʢʠ, ʷʢʽ ʥʝ ʣʠʰʝ ʚʠʷʚʣʷʶʪʴ ʘʪʘʢʠ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʘʣʝ ʡ ʧʝʨʝʜʙʘʯʘʶʪʴ 

ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʝʬʝʢʪʠʚʥʦ ʟʘʧʦʙʽʛʘʪʠ ʽʥʮʠʜʝʥʪʘʤ. ʊʘʢʽ ʧʽʜʭʦʜʠ 

ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʽ ʚ ʫʤʦʚʘʭ ʧʦʩʪʽʡʥʦʛʦ ʟʨʦʩʪʘʥʥʷ ʩʢʣʘʜʥʦʩʪʽ ʪʘ ʤʘʩʰʪʘʙʽʚ 

ʢʽʙʝʨʟʘʛʨʦʟ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʟʘʭʠʩʪ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʩʠʩʪʝʤ ʽ ʜʘʥʠʭ. 
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ɯʥʜʠʢʘʪʦʨʘʤʠ ʧʦʪʝʥʮʽʡʥʦ ʥʝʙʝʟʧʝʯʥʠʭ ʘʙʦ ʘʥʦʤʘʣʴʥʠʭ HTTP-ʟʘʧʠʪʽʚ 

ʤʦʞʫʪʴ ʚʠʩʪʫʧʘʪʠ ʷʢ ʦʢʨʝʤʽ ʢʣʶʯʦʚʽ ʩʣʦʚʘ, ʪʘʢ ʽ ʰʘʙʣʦʥʠ, ʩʪʨʫʢʪʫʨʥʽ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʟʘʧʠʪʫ ʯʠ ʧʦʚʝʜʽʥʢʦʚʽ ʦʟʥʘʢʠ. ɰʭ ʬʦʨʤʘʣʽʟʘʮʽʷ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʽ 

ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ ʘʚʪʦʤʘʪʠʯʥʦ ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʟʘʧʠʪʠ ʟʘ ʨʽʚʥʝʤ ʧʽʜʦʟʨʠ (ʪʘʙʣʠʮʷ 1). 

 

ʊʘʙʣʠʮʷ 1 ï ʇʽʜʭʦʜʠ ʜʦ ʧʦʰʫʢʫ ʦʟʥʘʢ ʘʪʘʢ ʫ HTTP-ʟʘʧʠʪʘʭ 

ʊʠʧ ʪʝʨʤʽʥʫ ʇʽʜʭʽʜ ʜʦ ʬʦʨʤʘʣʽʟʘʮʽʾ 

ʂʣʶʯʦʚʽ ʩʣʦʚʘ ɺʠʟʥʘʯʘʶʪʴʩʷ ʟʘ ʯʘʩʪʦʪʦʶ ʧʦʷʚʠ ʚ ʪʽʣʽ 

ʟʘʧʠʪʽ.  

ʇʽʜʦʟʨʽʣʽ ʰʘʙʣʦʥʠ ʈʝʛʫʣʷʨʥʽ ʚʠʨʘʟʠ, ʱʦ ʚʢʘʟʫʶʪʴ ʥʘ ʤʦʞʣʠʚʽ 

ʽʥôʻʢʮʽʾ ʘʙʦ ʩʧʨʦʙʠ ʦʙʭʦʜʫ ʙʝʟʧʝʢʠ. 

ɸʥʦʤʘʣʴʥʘ 

ʜʦʚʞʠʥʘ 

ɺʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʟʥʘʯʝʥʥʷ, ʱʦ ʧʝʨʝʚʠʱʫʻ 

ʩʪʘʪʠʩʪʠʯʥʽ ʤʝʞʽ. 

ʂʽʣʴʢʽʩʪʴ 

ʩʧʝʮʩʠʤʚʦʣʽʚ 

ɺʝʣʠʢʘ ʢʽʣʴʢʽʩʪʴ ʩʠʤʚʦʣʽʚ, ʭʘʨʘʢʪʝʨʥʠʭ ʜʣʷ 

ʘʪʘʢ. 

ʇʦʚʝʜʽʥʢʦʚʽ 

ʦʟʥʘʢʠ 

ʅʝʟʚʠʯʥʘ ʯʘʩʪʦʪʘ ʟʘʧʠʪʽʚ, ʘʥʦʤʘʣʴʥʽ User-

Agent ʘʙʦ IP, ʱʦ ʥʝ ʚʣʘʩʪʠʚʽ ʪʠʧʦʚʽʡ 

ʧʦʚʝʜʽʥʮʽ 

 

ʆʪʞʝ, ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʽʥʪʝʣʝʢʪʫʘʣʴʥʘ ʩʠʩʪʝʤʘ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ ʟʘʙʝʟʧʝʯʫʻ 

ʝʬʝʢʪʠʚʥʝ ʚʠʷʚʣʝʥʥʷ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʶ ʘʥʦʤʘʣʴʥʠʭ ʪʘ ʧʦʪʝʥʮʽʡʥʦ ʰʢʽʜʣʠʚʠʭ HTTP-

ʟʘʧʠʪʽʚ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʦʤʧʣʝʢʩʥʦʛʦ ʥʘʙʦʨʫ ʦʟʥʘʢ ʪʘ ʧʨʘʚʠʣ. ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ ʩʧʨʠʷʻ ʧʽʜʚʠʱʝʥʥʶ ʙʝʟʧʝʢʠ ʚʝʙʟʘʩʪʦʩʫʥʢʽʚ ʟʘ 

ʨʘʭʫʥʦʢ ʩʚʦʻʯʘʩʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʪʘ ʟʤʝʥʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʧʦʤʠʣʢʦʚʠʭ 

ʩʧʨʘʮʴʦʚʫʚʘʥʴ. ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʜʫʪʴ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʤʝʪʦʜʽʚ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʙʽʣʴʰ ʛʥʫʯʢʦʛʦ ʪʘ ʘʜʘʧʪʠʚʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʥʦʚʠʭ ʪʠʧʽʚ 

ʘʪʘʢ, ʘ ʪʘʢʦʞ ʥʘ ʽʥʪʝʛʨʘʮʽʶ ʩʠʩʪʝʤʠ ʫ ʨʝʘʣʴʥʽ ʧʨʦʛʨʘʤʥʽ ʢʦʤʧʣʝʢʩʠ ʜʣʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʾʭ ʟʘʭʠʱʝʥʦʩʪʽ ʚ ʫʤʦʚʘʭ ʧʦʩʪʽʡʥʦ ʟʨʦʩʪʘʶʯʠʭ ʢʽʙʝʨʟʘʛʨʦʟ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʌɯɿʀʏʅɯ ʊʆʇʆʃʆɻɯɰ ʈʆɿɻʆʈʊɸʅʅʗ ɸɻɽʅʊʅʆɰ ʉʀʉʊɽʄʀ 

ʄʆʅɯʊʆʈʀʅɻʋ ʄɽʈɽɾɽɺʆɻʆ ʊʈɸʌɯʂʋ ɯʆʊ 
 

ʈʦʟʛʣʷʜʘʻʪʴʩʷ ʤʫʣʴʪʠʘʛʝʥʪʥʠʡ ʧʽʜʭʽʜ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ IoT, ʱʦ 

ʙʘʟʫʻʪʴʩʷ ʥʘ ʧʨʠʥʮʠʧʘʭ ʨʦʟʧʦʜʽʣʝʥʠʭ ʩʠʩʪʝʤ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʪʨʠ ʬʽʟʠʯʥʽ ʪʦʧʦʣʦʛʽʾ 

ʨʦʟʛʦʨʪʘʥʥʷ ʘʛʝʥʪʥʦʾ ʩʠʩʪʝʤʠ ï ʙʝʟʧʨʦʚʽʜʥʫ, ʧʨʦʚʽʜʥʫ ʪʘ ʢʦʤʙʽʥʦʚʘʥʫ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ 

ʛʥʫʯʢʽʩʪʴ, ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʽ ʥʘʜʽʡʥʽʩʪʴ ʘʥʘʣʽʟʫ. ʄʦʜʝʣʶʚʘʥʥʷ ʚ Cisco Packet Tracer 

ʧʽʜʪʚʝʨʜʠʣʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʘʨʭʽʪʝʢʪʫʨʠ ʪʘ ʾʾ ʧʨʠʜʘʪʥʽʩʪʴ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʫ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

 

A multi-agent approach to monitoring IoT network traffic based on distributed systems 

principles is considered. Three physical topologies for deploying the agent system are proposed - 

wireless, wired, and combined, which provide flexibility, scalability, and reliability of analysis. 

Simulation in Cisco Packet Tracer confirmed the effectiveness of the architecture and its suitability 

for real-time detection of cyber threats. 

 

ʇʨʦʻʢʪʫʚʘʥʥʷ ʘʨʭʽʪʝʢʪʫʨʠ ʙʫʜʴ-ʷʢʦʾ ʪʝʭʥʽʯʥʦʾ ʩʠʩʪʝʤʠ ʻ ʚʠʟʥʘʯʘʣʴʥʠʤ 

ʝʪʘʧʦʤ, ʦʩʢʽʣʴʢʠ ʩʘʤʝ ʘʨʭʽʪʝʢʪʫʨʥʘ ʥʝʚʽʜʧʦʚʽʜʥʽʩʪʴ ʜʦʩʠʪʴ ʯʘʩʪʦ ʩʪʘʻ ʢʣʶʯʝʤ 

ʧʨʦʙʣʝʤʠ ʾʾ ʟʘʩʪʦʩʫʚʘʥʥʷ. ɿʘʤʽʩʪʴ ʩʧʨʦʙ ʘʜʘʧʪʫʚʘʪʠ ʮʝʥʪʨʘʣʽʟʦʚʘʥʫ ʤʦʜʝʣʴ, 

ʧʨʦʧʦʥʫʻʪʴʩʷ ʧʽʜʭʽʜ, ʱʦ ʙʘʟʫʻʪʴʩʷ ʥʘ ʧʘʨʘʜʠʛʤʽ ʨʦʟʧʦʜʽʣʝʥʠʭ ʩʠʩʪʝʤ ï 

ʤʫʣʴʪʠʘʛʝʥʪʥʠʭ ʩʠʩʪʝʤ (ʄɸS - Multi -agent system) [1]. 

ʇʨʦʻʢʪʦʚʘʥʘ ʤʫʣʴʪʠʘʛʝʥʪʥʘ ʩʠʩʪʝʤʘ ʷʚʣʷʻ ʩʦʙʦʶ ʩʫʢʫʧʥʽʩʪʴ ʘʚʪʦʥʦʤʥʠʭ 

ʧʨʦʛʨʘʤʥʠʭ ʩʫʪʥʦʩʪʝʡ (ʘʛʝʥʪʽʚ), ʷʢʽ ʚʟʘʻʤʦʜʽʶʪʴ ʤʽʞ ʩʦʙʦʶ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʩʢʣʘʜʥʦʾ 

ʟʘʜʘʯʽ, ʱʦ ʥʝ ʤʦʞʝ ʙʫʪʠ ʚʠʨʽʰʝʥʘ ʦʜʥʠʤ ʘʛʝʥʪʦʤ. ʄʦʞʥʘ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʥʘʩʪʫʧʥʽ 

ʢʣʶʯʦʚʽ ʚʣʘʩʪʠʚʦʩʪʽ ʧʨʦʛʨʘʤʥʠʭ ʘʛʝʥʪʽʚ, ʱʦ ʨʦʙʣʷʪʴ ʮʝʡ ʧʽʜʭʽʜ ʽʜʝʘʣʴʥʠʤ ʜʣʷ ʮʽʣʝʡ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ IoT: 

- ʘʚʪʦʥʦʤʥʽʩʪʴ ï ʟʜʘʪʥʽʩʪʴ ʜʽʷʪʠ ʙʝʟ ʧʨʷʤʦʛʦ ʚʪʨʫʯʘʥʥʷ ʣʶʜʠʥʠ; 

- ʨʝʘʢʪʠʚʥʽʩʪʴ ï ʟʜʘʪʥʽʩʪʴ ʩʚʦʻʯʘʩʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʟʤʽʥʠ ʚ ʦʪʦʯʝʥʥʽ; 

- ʧʨʦʘʢʪʠʚʥʽʩʪʴ ï ʟʜʘʪʥʽʩʪʴ ʜʽʷʪʠ ʟʘ ʚʣʘʩʥʦʶ ʽʥʽʮʽʘʪʠʚʦʶ; 

- ʩʦʮʽʘʣʴʥʽʩʪʴ ï ʟʜʘʪʥʽʩʪʴ ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʽʥʰʠʤʠ ʘʛʝʥʪʘʤʠ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ 

ʩʧʽʣʴʥʦʾ ʤʝʪʠ. 

ɻʦʣʦʚʥʘ ʧʝʨʝʚʘʛʘ ʄɸS ʧʦʣʷʛʘʻ ʚ ʘʨʭʽʪʝʢʪʫʨʥʦʤʫ ʽʟʦʤʦʨʬʽʟʤʽ. ɿʘʤʽʩʪʴ ʟʙʦʨʫ 

ʪʨʘʬʽʢʫ ʚ ʻʜʠʥʫ ʪʦʯʢʫ, ʄɸS "ʧʨʠʥʦʩʠʪʴ" ʘʥʘʣʽʪʠʯʥʽ ʦʙʯʠʩʣʝʥʥʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʜʦ 

ʜʞʝʨʝʣ ʪʨʘʬʽʢʫ. ʇʨʦʧʦʥʦʚʘʥʘ ʘʛʝʥʪʥʘ ʩʠʩʪʝʤʘ ʤʦʞʝ ʙʫʪʠ ʨʦʟʛʦʨʥʫʪʘ ʫ ʪʨʴʦʭ 

ʦʩʥʦʚʥʠʭ ʬʽʟʠʯʥʠʭ ʪʦʧʦʣʦʛʽʷʭ, ʱʦ ʽʣʶʩʪʨʫʶʪʴ ʾʾ ʛʥʫʯʢʽʩʪʴ. ʄʦʜʝʣʶʚʘʥʥʷ ʮʠʭ 
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ʪʦʧʦʣʦʛʽʡ ʙʫʣʦ ʚʠʢʦʥʘʥʦ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʨʦʛʨʘʤʥʦʛʦ ʩʠʤʫʣʷʪʦʨʘ Cisco Packet 

Tracer, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʚʽʨʪʫʘʣʴʥʦ ʩʪʚʦʨʶʚʘʪʠ ʪʘ ʪʝʩʪʫʚʘʪʠ ʤʝʨʝʞʝʚʽ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʅʘ ʚʩʽʭ ʪʨʴʦʭ ʩʭʝʤʘʭ, ʢʦʤʧʦʥʝʥʪʠ ʩʠʩʪʝʤʠ ʤʘʶʪʴ ʥʘʩʪʫʧʥʝ ʧʨʠʟʥʘʯʝʥʥʷ: 

- ʚʫʟʣʠ (PC-PT) ï ʦʜʥʦʧʣʘʪʥʽ ʢʦʤʧôʶʪʝʨʠ (ʆʇʂ), ʥʘ ʷʢʠʭ ʨʦʟʛʦʨʥʫʪʦ 

ʧʨʦʛʨʘʤʥʠʡ ʢʦʤʧʣʝʢʩ ʘʛʝʥʪʽʚ ʤʦʥʽʪʦʨʠʥʛʫ; 

- ʮʝʥʪʨʘʣʴʥʠʡ ʚʫʟʦʣ (Server-PT) ï ʚʥʫʪʨʽʰʥʽʡ ʩʝʨʚʝʨ. ɺʽʥ ʽʜʝʘʣʴʥʦ 

ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʨʦʟʛʦʨʪʘʥʥʷ MQTT-ʙʨʦʢʝʨʘ (ʜʣʷ ʢʦʦʨʜʠʥʘʮʽʾ ʘʛʝʥʪʽʚ) ʪʘ ʩʝʨʚʝʨʘ 

SIEM (ʜʣʷ ʧʨʠʡʦʤʫ ʬʽʥʘʣʴʥʠʭ ʟʚʽʪʽʚ); 

- ʤʝʨʝʞʝʚʝ ʦʙʣʘʜʥʘʥʥʷ (HomeRouter, Switch) ʟʘʙʝʟʧʝʯʫʻ ʟʚ'ʷʟʥʽʩʪʴ ʤʝʨʝʞʽ. 

ʄʘʨʰʨʫʪʠʟʘʪʦʨ ʪʘʢʦʞ ʚʠʩʪʫʧʘʻ ʷʢ ʰʣʶʟ ʜʦ ʽʥʪʝʨʥʝʪʫ; 

- ̔ ʥʪʝʨʥʝʪ (Ethernet (Cloud)) ï ʟʦʚʥʽʰʥʷ, ʥʝʢʦʥʪʨʦʣʴʦʚʘʥʘ ʤʝʨʝʞʘ, ʱʦ ʻ 

ʦʩʥʦʚʥʠʤ ʜʞʝʨʝʣʦʤ ʟʦʚʥʽʰʥʽʭ ʟʘʛʨʦʟ; 

- ʧʨʠʩʪʨʽʡ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ (Laptop-PT Admin) ï ʨʦʙʦʯʘ ʩʪʘʥʮʽʷ 

ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ. ʋ ʧʨʦʚʽʜʥʠʭ ʩʮʝʥʘʨʽʷʭ ʚʽʥ ʧʽʜʢʣʶʯʝʥʠʡ ʯʝʨʝʟ ʢʦʥʩʦʣʴʥʠʡ ʢʘʙʝʣʴ 

ʜʣʷ ʧʨʷʤʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ ʢʦʤʫʪʘʪʦʨʘ. 

ʅʘ ʨʠʩʫʥʢʫ 1 ʧʨʝʜʩʪʘʚʣʝʥʦ ʩʭʝʤʘʪʠʯʥʝ ʟʦʙʨʘʞʝʥʥʷ ʙʝʟʧʨʦʚʽʜʥʦʾ ʪʦʧʦʣʦʛʽʾ 

ʤʝʨʝʞʽ. 

 

 
ʈʠʩʫʥʦʢ 1 ï ɹʝʟʧʨʦʚʽʜʥʘ (Wi-Fi) ʪʦʧʦʣʦʛʽʷ ʨʦʟʛʦʨʪʘʥʥʷ ʩʠʩʪʝʤʠ 

 

ʋ ʜʘʥʽʡ ʪʦʧʦʣʦʛʽʾ ʚʩʽ ʧʨʠʩʪʨʦʾ (PC-PT PC1-PC4, Laptop-PT Admin ʪʘ Server-

PT Server) ʧʽʜʢʣʶʯʝʥʽ ʜʦ ʤʝʨʝʞʽ ʯʝʨʝʟ ʙʝʟʧʨʦʚʽʜʥʠʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ HomeRouter-

PT-AC. 
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ɿʘʭʦʧʣʝʥʥʷ ʚʽʜʙʫʚʘʻʪʴʩʷ ʚ ʥʘʩʪʫʧʥʠʡ ʩʧʦʩʽʙ. ɺʫʟʣʠ ʆʇʂ ʧʝʨʝʚʦʜʷʪʴʩʷ ʚ 

ʨʝʞʠʤ ʤʦʥʽʪʦʨʠʥʛʫ. ʎʝ ʜʦʟʚʦʣʷʻ ʢʦʞʥʦʤʫ ʘʛʝʥʪʫ ʧʘʩʠʚʥʦ ʤʦʥʽʪʦʨʠʪʠ ʪʘ 

ʟʘʭʦʧʣʶʚʘʪʠ ʚʝʩʴ Wi-Fi ʪʨʘʬʽʢ ʫ ʩʚʦʻʤʫ ʨʘʜʽʫʩʽ ʜʽʾ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʩʠʩʪʝʤʥʽ 

ʙʽʙʣʽʦʪʝʢʠ, ʪʘʢʽ ʷʢ libpcap [2]. ʊʘʢʠʤ ʯʠʥʦʤ ʜʦʩʷʛʘʻʪʴʩʷ ʛʥʫʯʢʽʩʪʴ, ʤʦʙʽʣʴʥʽʩʪʴ, 

ʣʝʛʢʽʩʪʴ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʪʘ ʚʠʷʚʣʝʥʥʷ ʩʧʝʮʠʬʽʯʥʠʭ Wi-Fi ʘʪʘʢ. 

ʅʘ ʨʠʩʫʥʢʫ 2 ʧʨʝʜʩʪʘʚʣʝʥʦ ʩʭʝʤʘʪʠʯʥʝ ʟʦʙʨʘʞʝʥʥʷ ʧʨʦʚʽʜʥʦʾ ʪʦʧʦʣʦʛʽʾ 

ʤʝʨʝʞʽ. 

 

 
ʈʠʩʫʥʦʢ 2 ï ʇʨʦʚʽʜʥʘ (Ethernet) ʪʦʧʦʣʦʛʽʷ ʨʦʟʛʦʨʪʘʥʥʷ ʩʠʩʪʝʤʠ 

 

ʋ ʧʨʦʚʽʜʥʽʡ ʢʦʥʬʽʛʫʨʘʮʽʾ ʧʨʠʩʪʨʦʾ (PC-PT PC1(1)-PC4(1)) ʧʽʜʢʣʶʯʝʥʽ ʜʦ 

ʮʝʥʪʨʘʣʴʥʦʛʦ ʢʝʨʦʚʘʥʦʛʦ ʢʦʤʫʪʘʪʦʨʘ (Switch0). ʂʦʤʫʪʘʪʦʨ ʧʽʜʢʣʶʯʝʥʠʡ ʜʦ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ HomeRouter-PT-AC(1), ʷʢʠʡ ʪʘʢʦʞ ʦʙʩʣʫʛʦʚʫʻ Server-PT 

Server(Copper) ʪʘ ʤʘʻ ʚʠʭʽʜ ʚ ɯʥʪʝʨʥʝʪ. 

ʉʧʦʩʽʙ ʟʘʭʦʧʣʝʥʥʷ ʧʦʣʷʛʘʻ ʚ ʥʘʩʪʫʧʥʦʤʫ. ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʪʝʭʥʦʣʦʛʽʷ 

SPAN (Switched Port Analyzer) ʥʘ ʢʝʨʦʚʘʥʦʤʫ ʢʦʤʫʪʘʪʦʨʽ Switch0. ʊʝʭʥʦʣʦʛʽʷ SPAN 

ʻ ʬʫʥʢʮʽʻʶ ʤʝʨʝʞʝʚʠʭ ʢʦʤʫʪʘʪʦʨʽʚ, ʱʦ ʜʦʟʚʦʣʷʻ ʜʟʝʨʢʘʣʽʟʫʚʘʪʠ (ʢʦʧʽʶʚʘʪʠ) 

ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ ʟ ʦʜʥʦʛʦ ʘʙʦ ʢʽʣʴʢʦʭ ʧʦʨʪʽʚ ʥʘ ʽʥʰʠʡ ʧʦʨʪ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ 

ʙʝʟʧʝʢʠ ʘʙʦ ʘʥʘʣʽʟʫ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ. ʂʦʤʫʪʘʪʦʨ Switch0 ʥʘʣʘʰʪʦʚʫʻʪʴʩʷ ʥʘ 
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ʢʦʧʽʶʚʘʥʥʷ ʚʩʴʦʛʦ ʪʨʘʬʽʢʫ (ʥʘʧʨʠʢʣʘʜ, ʟ ʧʦʨʪʫ, ʱʦ ʚʝʜʝ ʜʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ) ʥʘ 

ʦʜʠʥ ʟ ʧʦʨʪʽʚ, ʜʦ ʷʢʦʛʦ ʧʽʜʢʣʶʯʝʥʠʡ ʥʘʰ ʆʇʂ-ʘʛʝʥʪ (ʥʘʧʨʠʢʣʘʜ, PC-PT PC1(1)) [3]. 

ʊʘʢʠʤ ʯʠʥʦʤ ʜʦʩʷʛʘʻʪʴʩʷ ʧʦʚʥʘ ʚʠʜʠʤʽʩʪʴ ʪʘ ʚʠʩʦʢʘ ʥʘʜʽʡʥʽʩʪʴ ʟʘʭʦʧʣʝʥʥʷ 

ʚʩʴʦʛʦ ʧʨʦʚʽʜʥʦʛʦ ʪʨʘʬʽʢʫ ʙʝʟ ʚʪʨʘʪ, ʱʦ ʻ ʢʨʠʪʠʯʥʠʤ ʜʣʷ ʪʦʯʥʦʛʦ ʘʥʘʣʽʟʫ. 

ʅʘ ʨʠʩʫʥʢʫ 3 ʧʨʝʜʩʪʘʚʣʝʥʦ ʩʭʝʤʘʪʠʯʥʝ ʟʦʙʨʘʞʝʥʥʷ ʢʦʤʙʽʥʦʚʘʥʦʾ ʪʦʧʦʣʦʛʽʾ 

ʤʝʨʝʞʽ. ʄʝʨʝʞʘ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʩʝʛʤʝʥʪʽʚ: ʧʨʦʚʽʜʥʦʛʦ (PC-PT PC1-Combo...) ʪʘ 

ʙʝʟʧʨʦʚʽʜʥʦʛʦ (PC-PT PC1 Wifi-Combo...). ʄʘʨʰʨʫʪʠʟʘʪʦʨ HomeRouter-PT-PC 

Combo ʦʙ'ʻʜʥʫʻ ʮʽ ʩʝʛʤʝʥʪʠ, ʦʙʩʣʫʛʦʚʫʻ ʩʝʨʚʝʨ Server-PT Server-Combo ʪʘ ʤʘʻ ʚʠʭʽʜ 

ʚ ɯʥʪʝʨʥʝʪ. ʋ ʜʘʥʽʡ ʢʦʥʬʽʛʫʨʘʮʽʾ, ʪʦʧʦʣʦʛʽʷ ʻ ʥʘʡʙʽʣʴʰ ʝʬʝʢʪʠʚʥʦʶ ʽ ʧʦʻʜʥʫʻ 

ʦʙʠʜʚʘ ʧʽʜʭʦʜʠ.  

 

 
ʈʠʩʫʥʦʢ 3 ï ʂʦʤʙʽʥʦʚʘʥʘ (ʛʽʙʨʠʜʥʘ) ʪʦʧʦʣʦʛʽʷ ʩʠʩʪʝʤʠ  

 

ɼʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʦʚʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʪʨʘʬʽʢʫ ʥʝʦʙʭʽʜʥʘ ʢʦʤʙʽʥʘʮʽʷ 

ʘʛʝʥʪʽʚ: 

ʤʦʥʽʪʦʨʠʥʛ ʧʨʦʚʽʜʥʦʛʦ ʩʝʛʤʝʥʪʘ ï ʦʜʠʥ ʟ ʆʇʂ (ʥʘʧʨʠʢʣʘʜ, PC1-Combo) 

ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ SPAN-ʧʦʨʪʫ ʢʦʤʫʪʘʪʦʨʘ Switch Combo; 

ʤʦʥʽʪʦʨʠʥʛ ʙʝʟʧʨʦʚʽʜʥʦʛʦ ʩʝʛʤʝʥʪʘ ï ʦʜʠʥ ʟ ʆʇʂ (ʥʘʧʨʠʢʣʘʜ, PC1 Wifi-

Combo) ʥʘʣʘʰʪʦʚʫʻʪʴʩʷ ʥʘ ʨʝʞʠʤ ʤʦʥʽʪʦʨʠʥʛʫ (Monitor Mode). 
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ʂʣʶʯʦʚʘ ʧʝʨʝʚʘʛʘ ʛʽʙʨʠʜʥʦʾ ʪʦʧʦʣʦʛʽʾ ï ʭʦʯʘ ʬʽʟʠʯʥʦ ʪʨʘʬʽʢ ʟʙʠʨʘʻʪʴʩʷ 

ʨʽʟʥʠʤʠ ʘʛʝʥʪʘʤʠ ʟ ʨʽʟʥʠʭ ʩʝʨʝʜʦʚʠʱ, ʣʦʛʽʯʥʦ ʚʦʥʠ ʩʪʘʥʦʚʣʷʪʴ ʻʜʠʥʫ ʩʠʩʪʝʤʫ. ʊʘʢ 

ʜʦʩʷʛʘʻʪʴʩʷ ʚʩʷ ʧʦʪʫʞʥʽʩʪʴ ʘʛʝʥʪʥʦʛʦ ʧʽʜʭʦʜʫ.  

ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʘʛʝʥʪʽʚ-ʢʦʦʨʜʠʥʘʪʦʨʽʚ ʪʘ ʩʧʽʣʴʥʠʡ MQTT-ʙʨʦʢʝʨ (ʥʘ 

Server-Combo), ʩʠʩʪʝʤʘ ʤʦʞʝ ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ ʘʪʘʢʠ, ʱʦ ʧʝʨʝʪʠʥʘʶʪʴ ʩʝʛʤʝʥʪʠ. 

ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʟʣʦʚʤʠʩʥʠʢ ʟ ʽʥʪʝʨʥʝʪʫ ʧʦʯʠʥʘʻ ʦʜʥʦʯʘʩʥʦ ʩʢʘʥʫʚʘʪʠ Wi-Fi ʪʘ 

ʧʨʦʚʽʜʥʽ ʧʨʠʩʪʨʦʾ, ʘʛʝʥʪ-ʢʦʦʨʜʠʥʘʪʦʨ ʩʢʦʨʝʣʶʻ ʘʣʝʨʪʠ ʚʽʜ ʦʙʦʭ ʘʛʝʥʪʽʚ ʚ ʻʜʠʥʠʡ, 

ʙʽʣʴʰ ʩʝʨʡʦʟʥʠʡ "ʽʥʮʠʜʝʥʪ" ʙʝʟʧʝʢʠ [4]. 

ɺʠʩʥʦʚʢʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʤʫʣʴʪʠʘʛʝʥʪʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʜʦʚʦʜʠʪʴ ʧʝʨʝʚʘʛʠ 

ʨʦʟʧʦʜʽʣʝʥʦʛʦ ʧʽʜʭʦʜʫ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ IoT-ʪʨʘʬʽʢʫ, ʜʦʟʚʦʣʷʶʯʠ çʧʨʠʥʦʩʠʪʠ 

ʘʥʘʣʽʪʠʢʫè ʜʦ ʜʞʝʨʝʣ ʟʘʤʽʩʪʴ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʟʙʦʨʫ. ɸʛʝʥʪʥʘ ʤʦʜʝʣʴ ʟʘʙʝʟʧʝʯʫʻ 

ʘʚʪʦʥʦʤʥʽʩʪʴ, ʨʝʘʢʪʠʚʥʽʩʪʴ, ʧʨʦʘʢʪʠʚʥʽʩʪʴ ʽ ʩʦʮʽʘʣʴʥʽʩʪʴ ï ʚʣʘʩʪʠʚʦʩʪʽ, ʢʨʠʪʠʯʥʽ ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʪʘ ʣʦʢʘʣʽʟʘʮʽʾ ʘʪʘʢ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. ʊʨʠ ʬʽʟʠʯʥʽ ʪʦʧʦʣʦʛʽʾ (ʙʝʟʧʨʦʚʽʜʥʘ, 

ʧʨʦʚʽʜʥʘ, ʢʦʤʙʽʥʦʚʘʥʘ) ʜʝʤʦʥʩʪʨʫʶʪʴ ʛʥʫʯʢʽʩʪʴ ʨʦʟʛʦʨʪʘʥʥʷ: Wi-Fi ï ʤʦʙʽʣʴʥʽʩʪʴ ʽ 

ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ; Ethernet ï ʥʘʜʽʡʥʽʩʪʴ ʟʘʭʦʧʣʝʥʥʷ ʯʝʨʝʟ SPAN; ʛʽʙʨʠʜʥʠʡ ʚʘʨʽʘʥʪ ï 

ʢʦʤʧʣʝʢʩʥʠʡ ʤʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ. ʄʦʜʝʣʶʚʘʥʥʷ ʚ Cisco Packet Tracer ʧʽʜʪʚʝʨʜʠʣʦ 

ʧʨʘʢʪʠʯʥʫ ʟʘʩʪʦʩʦʚʥʽʩʪʴ ʩʭʝʤ ʽ ʜʦʟʚʦʣʠʣʦ ʚʽʜʧʨʘʮʶʚʘʪʠ ʩʮʝʥʘʨʽʾ ʟʘʭʦʧʣʝʥʥʷ ʪʘ 

ʢʦʨʝʣʷʮʽʾ ʧʦʜʽʡ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʅɽʁʈʆʄɽʈɽɾɽɺɸ ʆʎɯʅʂɸ ʉʊɸʅʋ ɹʋɼɯɺɽʃʔ ɿɸ ɺɯɿʋɸʃʔʅʀʄʀ 

ɼɸʅʀʄʀ 
 

ʈʦʟʛʣʷʥʫʪʦ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʧʽʜʭʽʜ ʜʦ ʦʮʽʥʢʠ ʩʪʘʥʫ ʙʫʜʽʚʝʣʴ ʟʘ ʦʨʪʦʬʦʪʦʧʣʘʥʘʤʠ 

ʪʘ ʘʝʨʦʬʦʪʦʟʥʽʤʢʘʤʠ, ʘʢʪʫʘʣʴʥʠʡ ʜʣʷ ʧʽʩʣʷʚʦʻʥʥʦʾ ʚʽʜʙʫʜʦʚʠ ʪʘ ʟʥʦʰʝʥʦʛʦ ʞʠʪʣʦʚʦʛʦ 

ʬʦʥʜʫ. ɺʠʢʦʨʠʩʪʘʥʦ ʦʜʥʦʩʪʘʜʽʡʥʽ ʩʝʛʤʝʥʪʘʮʽʡʥʽ ʜʝʪʝʢʪʦʨʠ YOLOv8/YOLOv11/YOLOv12 ʫ 

ʣʝʛʢʠʭ ʤʦʜʠʬʽʢʘʮʽʷʭ ʟ ʪʘʡʣʫʚʘʥʥʷʤ ʟʦʙʨʘʞʝʥʴ, ʙʘʣʘʥʩʫʚʘʥʥʷʤ ʢʣʘʩʽʚ ʪʘ ʘʫʛʤʝʥʪʘʮʽʷʤʠ. 

ʈʦʟʤʽʪʢʘ ʧʦʻʜʥʫʻ ʤʘʩʢʠ çʙʫʜʽʚʣʷ/ʬʦʥè ʽ ʪʨʠ ʨʽʚʥʽ ʧʦʰʢʦʜʞʝʥʴ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʩʧʽʣʴʥʦ 

ʥʘʚʯʘʪʠ ʩʝʛʤʝʥʪʘʮʽʶ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʶ. ʅʘʡʢʨʘʱʠʡ ʨʝʟʫʣʴʪʘʪ ʧʦʢʘʟʘʣʠ ʢʦʥʬʽʛʫʨʘʮʽʾ 

buildings-seg-8s-new ʪʘ buildings-seg-11n-new: mAP50 ʜʦ 0,35 ʜʣʷ ʤʘʩʦʢ, 0,39 ʜʣʷ ʨʘʤʦʢ ʽ 

ʤʘʢʨʦ-F1 å0,78 ʜʣʷ ʪʨʴʦʭ ʢʣʘʩʽʚ ʩʪʘʥʫ. ɿʘʧʨʦʧʦʥʦʚʘʥʝ ʨʽʰʝʥʥʷ ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʯʥʦ 

ʙʫʜʫʚʘʪʠ ʢʘʨʪʠ ʧʦʰʢʦʜʞʝʥʴ ʽ ʬʦʨʤʫʚʘʪʠ ʧʨʽʦʨʠʪʝʪʠ ʜʣʷ ʽʥʞʝʥʝʨʥʠʭ ʦʙʩʪʝʞʝʥʴ. 

 

The paper presents a neural-network approach to building condition assessment from 

orthophotos and aerial imagery, motivated by post-war reconstruction and aging urban stock. 

Lightweight one-stage segmentation detectors of the YOLOv8/YOLOv11/YOLOv12 families are 

trained on tiled images with class balancing and augmentations using combined 

ñbuilding/backgroundò masks and three damage levels. This enables joint learning of segmentation 

and condition classification. The best configurations, buildings-seg-8s-new and buildings-seg-11n-

new, achieve mAP50 up to 0.35 for masks, 0.39 for boxes and a macro F1 score of about 0.78 across 

three condition classes. The approach supports automatic damage mapping and prioritisation of 

engineering inspections. 

 

ʇʽʩʣʷʚʦʻʥʥʘ ʚʽʜʙʫʜʦʚʘ ʪʘ ʩʪʘʨʽʥʥʷ ʞʠʪʣʦʚʦʛʦ ʬʦʥʜʫ ʚʠʤʘʛʘʶʪʴ 

ʦʧʝʨʘʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʶ ʩʪʘʥʫ ʙʫʜʽʚʝʣʴ ʙʝʟ ʧʦʚʩʶʜʥʠʭ ʚʠʾʟʥʠʭ ʦʙʩʪʝʞʝʥʴ [1]. 

ʂʣʘʩʠʯʥʽ ʤʝʪʦʜʠ ʪʝʭʥʽʯʥʦʾ ʜʽʘʛʥʦʩʪʠʢʠ ʦʧʠʨʘʶʪʴʩʷ ʥʘ ʚʽʟʠʪʠ ʝʢʩʧʝʨʪʽʚ ʽ ʪʦʯʢʦʚʽ 

ʚʠʤʽʨʶʚʘʥʥʷ, ʱʦ ʻ ʜʦʨʦʛʠʤ, ʧʦʚʽʣʴʥʠʤ ʽ ʩʢʣʘʜʥʦ ʤʘʩʰʪʘʙʦʚʘʥʠʤ ʜʣʷ ʮʽʣʠʭ 

ʢʚʘʨʪʘʣʽʚ ʯʠ ʤʽʩʪ [2]. ʅʘʪʦʤʽʩʪʴ ʩʫʧʫʪʥʠʢʦʚʽ ʟʥʽʤʢʠ, ʘʝʨʦʬʦʪʦ ʟ ɹʇʃɸ ʪʘ ʥʘʟʝʤʥʽ 

ʟʦʙʨʘʞʝʥʥʷ ʚʞʝ ʤʘʩʦʚʦ ʥʘʢʦʧʠʯʫʶʪʴʩʷ, ʦʜʥʘʢ ʙʝʟ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʦʙʨʦʙʢʠ ʥʝ 

ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʥʘ ʧʨʠʜʘʪʥʽ ʜʣʷ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʧʦʢʘʟʥʠʢʠ [3, 4]. ʊʦʤʫ 

ʘʢʪʫʘʣʴʥʦʶ ʻ ʨʦʟʨʦʙʢʘ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʤʝʪʦʜʽʚ, ʟʜʘʪʥʠʭ ʟʘ ʚʽʟʫʘʣʴʥʠʤʠ ʜʘʥʠʤʠ 

ʚʠʜʽʣʷʪʠ ʢʦʥʪʫʨʠ ʙʫʜʽʚʝʣʴ ʪʘ ʦʮʽʥʶʚʘʪʠ ʾʭʥʽʡ ʩʪʘʥ ʷʢ ʦʩʥʦʚʫ ʜʣʷ ʧʨʽʦʨʠʪʠʟʘʮʽʾ 

ʜʝʪʘʣʴʥʦʛʦ ʦʙʩʪʝʞʝʥʥʷ ʡ ʧʣʘʥʫʚʘʥʥʷ ʨʝʤʦʥʪʽʚ. 

ʅʝʡʨʦʤʝʨʝʞʝʚʽ ʤʝʪʦʜʠ ʘʥʘʣʽʟʫ ʚʽʟʫʘʣʴʥʠʭ ʜʘʥʠʭ [5, 6] ʥʘʙʫʚʘʶʪʴ ʦʩʦʙʣʠʚʦʾ 

ʘʢʪʫʘʣʴʥʦʩʪʽ ʫ ʩʬʝʨʽ ʦʮʽʥʢʠ ʪʝʭʥʽʯʥʦʛʦ ʩʪʘʥʫ ʙʫʜʽʚʝʣʴ, ʱʦ ʧʦʚôʷʟʘʥʦ ʟ ʥʝʦʙʭʽʜʥʽʩʪʶ 

ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʤʦʥʽʪʦʨʠʥʛʫ, ʩʚʦʻʯʘʩʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʜʝʬʝʢʪʽʚ ʪʘ 

ʟʘʧʦʙʽʛʘʥʥʷ ʘʚʘʨʽʡʥʠʤ ʩʠʪʫʘʮʽʷʤ. ʊʨʘʜʠʮʽʡʥʽ ʧʽʜʭʦʜʠ, ʷʢʽ ˇʨʫʥʪʫʶʪʴʩʷ ʥʘ ʨʫʯʥʦʤʫ 
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ʦʛʣʷʜʽ ʘʙʦ ʢʣʘʩʠʯʥʠʭ ʘʣʛʦʨʠʪʤʘʭ ʦʙʨʦʙʢʠ ʟʦʙʨʘʞʝʥʴ [7], ʻ ʪʨʫʜʦʤʽʩʪʢʠʤʠ, 

ʩʫʙôʻʢʪʠʚʥʠʤʠ ʪʘ ʤʘʣʦʝʬʝʢʪʠʚʥʠʤʠ ʧʨʠ ʦʧʨʘʮʶʚʘʥʥʽ ʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ ʜʘʥʠʭ [8, 9]. 

ʈʦʟʚʠʪʦʢ ʛʣʠʙʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʟʦʢʨʝʤʘ ʘʨʭʽʪʝʢʪʫʨ ʟʛʦʨʪʢʦʚʠʭ ʥʝʡʨʦʥʥʠʭ  

ʤʝʨʝʞ [10], ʚʽʜʢʨʠʚʘʻ ʤʦʞʣʠʚʽʩʪʴ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʪʨʽʱʠʥ, ʢʦʨʦʟʽʾ, 

ʜʝʬʦʨʤʘʮʽʡ ʪʘ ʽʥʰʠʭ ʩʪʨʫʢʪʫʨʥʠʭ ʧʦʨʫʰʝʥʴ ʽʟ ʚʠʩʦʢʠʤ ʨʽʚʥʝʤ ʪʦʯʥʦʩʪʽ. 

ʉʫʯʘʩʥʽ CNN-ʤʦʜʝʣʽ ʜʝʤʦʥʩʪʨʫʶʪʴ ʟʜʘʪʥʽʩʪʴ ʜʦ ʝʬʝʢʪʠʚʥʦʛʦ ʚʠʣʫʯʝʥʥʷ 

ʧʨʦʩʪʦʨʦʚʦ-ʩʪʨʫʢʪʫʨʥʠʭ ʦʟʥʘʢ ʟ ʬʦʪʦʟʦʙʨʘʞʝʥʴ, ʚʽʜʝʦʧʦʪʦʢʽʚ, ʜʘʥʠʭ ʜʨʦʥʽʚ ʪʘ 

ʣʘʟʝʨʥʦʛʦ ʩʢʘʥʫʚʘʥʥʷ [11, 12]. ɼʦʩʷʛʥʝʥʥʷ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ ʫ ʩʝʛʤʝʥʪʘʮʽʾ [13], 

ʢʣʘʩʠʬʽʢʘʮʽʾ [14] ʪʘ ʜʝʪʝʢʮʽʾ ʦʙôʻʢʪʽʚ [15] ʜʦʟʚʦʣʷʶʪʴ ʬʦʨʤʫʚʘʪʠ ʙʘʛʘʪʦʨʽʚʥʝʚʽ 

ʢʘʨʪʠ ʧʦʰʢʦʜʞʝʥʴ, ʚʠʟʥʘʯʘʪʠ ʩʪʫʧʽʥʴ ʜʝʛʨʘʜʘʮʽʾ ʤʘʪʝʨʽʘʣʽʚ ʽ ʦʮʽʥʶʚʘʪʠ ʧʦʪʝʥʮʽʡʥʽ 

ʨʠʟʠʢʠ ʨʫʡʥʫʚʘʥʥʷ. ʆʩʦʙʣʠʚʦ ʧʝʨʩʧʝʢʪʠʚʥʠʤʠ ʻ ʧʽʜʭʦʜʠ, ʱʦ ʽʥʪʝʛʨʫʶʪʴ CNN ʟ 

ʪʨʘʥʩʬʦʨʤʝʨʥʠʤʠ ʘʨʭʽʪʝʢʪʫʨʘʤʠ ʪʘ ʤʝʪʦʜʘʤʠ ʤʫʣʴʪʠʤʦʜʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ, ʱʦ ʜʘʻ 

ʟʤʦʛʫ ʧʦʻʜʥʫʚʘʪʠ ʟʦʙʨʘʞʝʥʥʷ ʟ ʪʝʢʩʪʦʚʠʤʠ ʦʧʠʩʘʤʠ ʜʝʬʝʢʪʽʚ, ʧʦʢʘʟʥʠʢʘʤʠ 

ʩʝʥʩʦʨʽʚ ʯʠ ʛʝʦʤʝʪʨʠʯʥʠʤʠ ʤʦʜʝʣʷʤʠ [16]. 

ʋ ʢʦʥʪʝʢʩʪʽ ʦʮʽʥʢʠ ʩʪʘʥʫ ʙʫʜʽʚʝʣʴ ʚʘʞʣʠʚʠʤ ʥʘʧʨʷʤʢʦʤ ʻ ʨʦʟʚʠʪʦʢ 

ʘʣʛʦʨʠʪʤʽʚ, ʟʜʘʪʥʠʭ ʧʨʘʮʶʚʘʪʠ ʚ ʫʤʦʚʘʭ ʰʫʤʫ, ʨʽʟʥʦʾ ʦʩʚʽʪʣʝʥʦʩʪʽ, ʚʘʨʽʘʪʠʚʥʦʩʪʽ 

ʢʫʪʽʚ ʟʡʦʤʢʠ ʪʘ ʩʢʣʘʜʥʦʛʦ ʬʦʥʫ, ʱʦ ʭʘʨʘʢʪʝʨʥʦ ʜʣʷ ʨʝʘʣʴʥʠʭ ʽʥʞʝʥʝʨʥʠʭ  

ʩʧʦʨʫʜ [17].  

ʄʝʪʘ ʨʦʙʦʪʠ ï ʩʬʦʨʤʫʚʘʪʠ ʪʘ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦ ʦʙˇʨʫʥʪʫʚʘʪʠ 

ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʧʽʜʭʽʜ ʜʦ ʦʮʽʥʢʠ ʩʪʘʥʫ ʙʫʜʽʚʝʣʴ ʟʘ ʚʽʟʫʘʣʴʥʠʤʠ ʜʘʥʠʤʠ, ʷʢʠʡ 

ʧʦʻʜʥʫʻ ʘʚʪʦʤʘʪʠʯʥʫ ʩʝʛʤʝʥʪʘʮʽʶ ʙʫʜʽʚʝʣʴʥʠʭ ʦʙôʻʢʪʽʚ ʥʘ ʟʦʙʨʘʞʝʥʥʷʭ ʪʘ 

ʧʦʜʘʣʴʰʫ ʽʥʪʝʨʧʨʝʪʘʮʽʶ ʾʭʥʽʭ ʚʽʟʫʘʣʴʥʠʭ ʦʟʥʘʢ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʩʪʫʧʝʥʷ ʫʰʢʦʜʞʝʥʴ. 

ʆʙôʻʢʪ ʜʦʩʣʽʜʞʝʥʥʷ ï ʧʨʦʮʝʩ ʤʦʥʽʪʦʨʠʥʛʫ ʪʝʭʥʽʯʥʦʛʦ ʩʪʘʥʫ ʙʫʜʽʚʝʣʴ ʫ 

ʤʽʩʴʢʽʡ ʟʘʙʫʜʦʚʽ. 

ʇʨʝʜʤʝʪ ʜʦʩʣʽʜʞʝʥʥʷ ï ʤʝʪʦʜʠ ʡ ʤʦʜʝʣʽ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʩʝʛʤʝʥʪʘʮʽʾ ʪʘ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʙʫʜʽʚʝʣʴ ʟʘ ʚʽʟʫʘʣʴʥʠʤʠ ʦʟʥʘʢʘʤʠ ʫʰʢʦʜʞʝʥʴ (ʜʝʬʦʨʤʘʮʽʾ ʧʦʢʨʽʚʣʽ, 

ʦʙʚʘʣʝʥʽ ʧʝʨʝʢʨʠʪʪʷ, ʨʫʡʥʫʚʘʥʥʷ ʬʘʩʘʜʽʚ ʪʦʱʦ). 

ʄʝʪʦʜʦʣʦʛʽʷ. ɼʣʷ ʚʠʜʽʣʝʥʥʷ ʙʫʜʽʚʝʣʴ ʫ ʩʮʝʥʽ ʟʘʩʪʦʩʦʚʘʥʦ ʦʜʥʦʩʪʘʜʽʡʥʽ 

ʩʝʛʤʝʥʪʘʮʽʡʥʽ ʜʝʪʝʢʪʦʨʠ ʩʽʤʝʡʩʪʚ YOLOv8/YOLOv11/YOLOv12 ʫ ʣʝʛʢʠʭ 

ʤʦʜʠʬʽʢʘʮʽʷʭ (8s, 11n, 11s, 11m, 12n). ɺʠʭʽʜʥʽ ʦʨʪʦʬʦʪʦʧʣʘʥʠ ʪʘ ʘʝʨʦʬʦʪʦʟʥʽʤʢʠ 

ʙʫʣʠ ʥʘʨʽʟʘʥʽ ʫ ʪʘʡʣʠ ʟ ʥʦʨʤʘʣʽʟʦʚʘʥʦʶ ʨʦʟʜʽʣʴʥʽʩʪʶ; ʚʠʢʦʥʘʥʦ ʙʘʣʘʥʩʫʚʘʥʥʷ 

ʢʣʘʩʽʚ ʪʘ ʨʦʟʰʠʨʝʥʥʷ ʚʠʙʽʨʢʠ ʯʝʨʝʟ ʛʝʦʤʝʪʨʠʯʥʽ ʪʘ ʬʦʪʦʤʝʪʨʠʯʥʽ ʧʝʨʝʪʚʦʨʝʥʥʷ 

[18]. ʈʦʟʤʽʪʢʘ ʤʽʩʪʠʣʘ ʤʘʩʢʠ çʙʫʜʽʚʣʷ/ʬʦʥè ʪʘ ʢʘʪʝʛʦʨʽʾ ʩʪʘʥʫ ʙʫʜʽʚʣʽ 

(çʟʘʜʦʚʽʣʴʥʠʡè, çʧʦʰʢʦʜʞʝʥʠʡè, çʟʥʘʯʥʦ ʧʦʰʢʦʜʞʝʥʠʡ/ʟʨʫʡʥʦʚʘʥʠʡè). ʅʘʚʯʘʥʥʷ 

ʟʜʽʡʩʥʶʚʘʣʦʩʴ ʫ ʨʝʞʠʤʽ ʙʘʛʘʪʦʟʘʜʘʯʥʦʾ ʦʧʪʠʤʽʟʘʮʽʾ: ʧʝʨʰʘ ʛʦʣʦʚʘ ʤʦʜʝʣʽ 

ʚʠʢʦʥʫʚʘʣʘ ʜʝʪʝʢʮʽʶ ʪʘ ʩʝʛʤʝʥʪʘʮʽʶ ʙʫʜʽʚʝʣʴ, ʜʨʫʛʘ ï ʢʣʘʩʠʬʽʢʘʮʽʶ ʩʪʘʥʫ ʦʙôʻʢʪʘ 

ʥʘ ʦʩʥʦʚʽ ʦʟʥʘʢ, ʘʛʨʝʛʦʚʘʥʠʭ ʫ ʤʝʞʘʭ ʚʽʜʧʦʚʽʜʥʦʾ ʤʘʩʢʠ [19]. ʗʢʽʩʪʴ ʩʝʛʤʝʥʪʘʮʽʾ 

ʦʮʽʥʶʚʘʣʠ ʟʘ ʧʦʢʘʟʥʠʢʘʤʠ mAP50(B) ʜʣʷ ʨʘʤʦʢ ʪʘ mAP50(M) ʜʣʷ ʤʘʩʦʢ, ʘ ʪʦʯʥʽʩʪʴ 

ʦʮʽʥʢʠ ʩʪʘʥʫ ï ʟʘ ʤʘʢʨʦ-ʫʩʝʨʝʜʥʝʥʠʤʠ Precision, Recall ʪʘ F1 [20]. 

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ. ʇʦʨʽʚʥʷʥʥʷ ʢʦʥʬʽʛʫʨʘʮʽʡ ʧʦʢʘʟʘʣʦ, ʱʦ ʧʦʧʝʨʝʜʥʴʦ 

ʥʘʣʘʰʪʦʚʘʥʽ ʢʦʤʧʘʢʪʥʽ ʤʦʜʝʣʽ ʜʝʤʦʥʩʪʨʫʶʪʴ ʢʨʘʱʠʡ ʙʘʣʘʥʩ ʪʦʯʥʦʩʪʽ ʪʘ 

ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʩʢʣʘʜʥʦʩʪʽ, ʥʽʞ ʛʣʠʙʰʽ ʚʘʨʽʘʥʪʠ (ʨʠʩʫʥʦʢ 1). ʄʦʜʝʣʴ buildings-seg-
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8s-new, ʥʘʚʯʝʥʘ ʟ ʜʦʦʧʨʘʮʴʦʚʘʥʠʤ ʥʘʙʦʨʦʤ ʘʫʛʤʝʥʪʘʮʽʡ, ʜʦʩʷʛʣʘ ʥʘʡʢʨʘʱʠʭ 

ʨʝʟʫʣʴʪʘʪʽʚ ʟʘ ʩʝʛʤʝʥʪʘʮʽʡʥʠʤʠ ʤʝʪʨʠʢʘʤʠ: ʥʘ ʚʘʣʽʜʘʮʽʡʥʽʡ ʚʠʙʽʨʮʽ mAP50(M) ʜʣʷ 

ʤʘʩʦʢ ʩʪʘʥʦʚʠʚ ʙʣʠʟʴʢʦ 0,35, ʘ mAP50(B) ʜʣʷ ʨʘʤʦʢ ï ʙʣʠʟʴʢʦ 0,39. ʂʦʥʬʽʛʫʨʘʮʽʷ 

buildings-seg-11n-new ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʘ ʙʣʠʟʴʢʽ ʟʥʘʯʝʥʥʷ (å0,34 ʪʘ å0,37 

ʚʽʜʧʦʚʽʜʥʦ), ʟʘʙʝʟʧʝʯʫʶʯʠ ʥʝʚʝʣʠʢʠʡ ʧʨʦʛʨʘʰ ʫ ʪʦʯʥʦʩʪʽ ʧʨʠ ʢʨʘʱʽʡ ʰʚʠʜʢʦʜʽʾ ʥʘ 

GPU ʪʘ ʤʦʞʣʠʚʦʩʪʽ ʨʦʙʦʪʠ ʥʘ ʨʝʩʫʨʩʥʦ-ʦʙʤʝʞʝʥʠʭ ʚʫʟʣʘʭ. ɹʘʟʦʚʽ ʚʘʨʽʘʥʪʠ ʤʦʜʝʣʝʡ 

ʙʝʟ ʚʜʦʩʢʦʥʘʣʝʥʠʭ ʘʫʛʤʝʥʪʘʮʽʡ (buildings-seg-8s, buildings-seg-11n, buildings-seg-

11s) ʟʘʙʝʟʧʝʯʠʣʠ mAP50 ʫ ʤʝʞʘʭ 0,24ï0,30, ʱʦ ʚʢʘʟʫʻ ʥʘ ʚʥʝʩʦʢ ʜʦʜʘʪʢʦʚʦʾ ʦʙʨʦʙʢʠ 

ʜʘʥʠʭ ʫ ʟʤʝʥʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʧʨʦʧʫʩʢʽʚ ʜʨʽʙʥʠʭ ʯʠ ʯʘʩʪʢʦʚʦ ʧʝʨʝʢʨʠʪʠʭ ʙʫʜʽʚʝʣʴ. 

ʅʘʡʛʽʨʰʽ ʨʝʟʫʣʴʪʘʪʠ ʧʦʢʘʟʘʣʠ ʙʽʣʴʰ ʛʨʦʤʽʟʜʢʽ ʤʦʜʝʣʽ buildings-seg-11m ʪʘ buildings-

seg-12n, ʜʣʷ ʷʢʠʭ ʥʘʷʚʥʠʡ ʦʙʩʷʛ ʚʠʙʽʨʢʠ ʚʠʷʚʠʚʩʷ ʥʝʜʦʩʪʘʪʥʽʤ: ʾʭʥʽ ʢʨʠʚʽ ʥʘʚʯʘʥʥʷ 

ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʧʦʚʽʣʴʥʠʤ ʟʨʦʩʪʘʥʥʷʤ ʽ ʥʘʩʠʯʝʥʥʷʤ ʥʘ ʨʽʚʥʷʭ mAP50(M) < 0,15. 

 

 
ʈʠʩʫʥʦʢ 1 ï ɻʨʘʬʽʢʠ ʥʘʚʯʘʥʥʷ YOLO ʨʽʟʥʠʭ ʚʝʨʩʽʡ 

 

ʅʘ ʜʨʫʛʦʤʫ ʝʪʘʧʽ, ʧʽʩʣʷ ʬʽʢʩʘʮʽʾ ʥʘʡʢʨʘʱʦʾ ʩʝʛʤʝʥʪʘʮʽʡʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ, 

ʙʫʣʦ ʧʨʦʚʝʜʝʥʦ ʥʘʚʯʘʥʥʷ ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʾ ʛʦʣʦʚʠ ʜʣʷ ʦʮʽʥʢʠ ʩʪʘʥʫ ʙʫʜʽʚʝʣʴ. ɼʣʷ 

ʢʦʥʬʽʛʫʨʘʮʽʾ ʥʘ ʦʩʥʦʚʽ buildings-seg-8s-new ʤʘʢʨʦ-ʫʩʝʨʝʜʥʝʥʠʡ ʧʦʢʘʟʥʠʢ F1 ʜʣʷ 

ʪʨʴʦʭ ʢʣʘʩʽʚ ʩʪʘʥʫ ʩʢʣʘʚ ʙʣʠʟʴʢʦ 0,78, ʧʨʠ ʮʴʦʤʫ ʥʘʡʚʠʱʫ ʪʦʯʥʽʩʪʴ ʜʦʩʷʛʥʫʪʦ ʜʣʷ 

ʢʣʘʩʫ çʟʨʫʡʥʦʚʘʥʠʡè, ʘ ʥʘʡʙʽʣʴʰʘ ʢʽʣʴʢʽʩʪʴ ʧʦʤʠʣʦʢ ʩʧʦʩʪʝʨʽʛʘʣʘʩʴ ʫ ʤʝʞʘʭ 

ʧʝʨʝʭʦʜʫ ʤʽʞ çʧʦʰʢʦʜʞʝʥʠʤè ʪʘ çʟʥʘʯʥʦ ʧʦʰʢʦʜʞʝʥʠʤè ʩʪʘʥʘʤʠ [21]. ɸʥʘʣʽʟ 

ʧʦʤʠʣʦʢ ʚʠʷʚʠʚ ʯʫʪʣʠʚʽʩʪʴ ʤʦʜʝʣʽ ʜʦ ʩʠʣʴʥʠʭ ʪʽʥʝʡ, ʩʝʟʦʥʥʠʭ ʚʽʜʤʽʥʥʦʩʪʝʡ ʪʘ 

ʤʘʩʢʫʚʘʥʥʷ ʬʘʩʘʜʽʚ ʨʦʩʣʠʥʥʽʩʪʶ, ʱʦ ʚʢʘʟʫʻ ʥʘ ʜʦʮʽʣʴʥʽʩʪʴ ʜʦʜʘʚʘʥʥʷ 

ʤʫʣʴʪʠʩʧʝʢʪʨʘʣʴʥʠʭ ʢʘʥʘʣʽʚ ʪʘ ʪʝʢʩʪʫʨʥʠʭ ʦʟʥʘʢ. 

ʇʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʥʘ ʦʩʥʦʚʽ ʩʝʨʽʡ 

ʘʝʨʦʬʦʪʦʟʥʽʤʢʽʚ ʘʚʪʦʤʘʪʠʯʥʦ ʙʫʜʫʚʘʪʠ ʢʘʨʪʠ ʧʦʰʢʦʜʞʝʥʴ, ʥʘ ʷʢʠʭ ʚʠʜʽʣʷʶʪʴʩʷ 

ʢʦʥʪʫʨʠ ʙʫʜʽʚʝʣʴ ʪʘ ʾʭʥʽʡ ʦʨʽʻʥʪʦʚʥʠʡ ʩʪʘʥ. ʎʝ ʟʘʙʝʟʧʝʯʫʻ ʬʦʨʤʫʚʘʥʥʷ ʩʧʠʩʢʽʚ 

ʧʨʽʦʨʠʪʝʪʥʠʭ ʦʙôʻʢʪʽʚ ʜʣʷ ʽʥʞʝʥʝʨʥʦʛʦ ʦʙʩʪʝʞʝʥʥʷ, ʧʽʜʪʨʠʤʫʻ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ 

ʱʦʜʦ ʧʣʘʥʫʚʘʥʥʷ ʚʽʜʥʦʚʣʶʚʘʣʴʥʠʭ ʨʦʙʽʪ ʪʘ ʤʦʞʝ ʽʥʪʝʛʨʫʚʘʪʠʩʷ ʫ ʥʘʷʚʥʽ 

ʛʝʦʽʥʬʦʨʤʘʮʽʡʥʽ ʩʠʩʪʝʤʠ ʦʨʛʘʥʽʚ ʤʽʩʮʝʚʦʛʦ ʩʘʤʦʚʨʷʜʫʚʘʥʥʷ. 
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ɺʠʩʥʦʚʢʠ ʪʘ ʧʝʨʩʧʝʢʪʠʚʠ. ʇʨʦʚʝʜʝʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʢʘʟʘʣʦ, ʱʦ ʣʝʛʢʽ 

ʩʝʛʤʝʥʪʘʮʽʡʥʽ ʤʦʜʝʣʽ ʪʠʧʫ YOLO-seg ʟʘ ʫʤʦʚʠ ʧʨʘʚʠʣʴʥʦ ʦʨʛʘʥʽʟʦʚʘʥʦʾ ʧʽʜʛʦʪʦʚʢʠ 

ʜʘʥʠʭ ʟʜʘʪʥʽ ʟʘʙʝʟʧʝʯʠʪʠ ʧʨʠʡʥʷʪʥʫ ʷʢʽʩʪʴ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʠʜʽʣʝʥʥʷ ʙʫʜʽʚʝʣʴ ʪʘ 

ʧʝʨʚʠʥʥʦʾ ʦʮʽʥʢʠ ʾʭʥʴʦʛʦ ʩʪʘʥʫ ʥʘ ʚʽʟʫʘʣʴʥʠʭ ʜʘʥʠʭ. ʅʘʡʢʨʘʱʝ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ 

ʪʦʯʥʦʩʪʽ ʪʘ ʰʚʠʜʢʦʜʽʾ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʠ ʢʦʥʬʽʛʫʨʘʮʽʾ buildings-seg-8s-new ʪʘ 

buildings-seg-11n-new. ʇʦʜʘʣʴʰʠʡ ʨʦʟʚʠʪʦʢ ʨʦʙʦʪʠ ʧʝʨʝʜʙʘʯʘʻ ʨʦʟʰʠʨʝʥʥʷ 

ʜʘʪʘʩʝʪʫ ʟʘ ʨʘʭʫʥʦʢ ʟʥʽʤʢʽʚ ʨʽʟʥʠʭ ʩʝʥʩʦʨʽʚ ʽ ʩʝʟʦʥʽʚ, ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʙʘʛʘʪʦʩʧʝʢʪʨʘʣʴʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʫʪʦʯʥʝʥʥʷ ʰʢʘʣʠ ʩʪʘʥʽʚ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʙʫʜʽʚʝʣʴʥʠʭ 

ʥʦʨʤ, ʘ ʪʘʢʦʞ ʚʧʨʦʚʘʜʞʝʥʥʷ ʤʦʜʫʣʽʚ ʧʦʷʩʥʶʚʘʥʦʩʪʽ, ʱʦ ʜʦʟʚʦʣʷʪʴ ʽʥʞʝʥʝʨʘʤ 

ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʨʽʰʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʩʠʩʪʝʤʠ ʧʨʠ ʧʣʘʥʫʚʘʥʥʽ ʚʽʜʙʫʜʦʚʠ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɸʅɸʃɯɿ ɿɸʉʊʆʉʋɺɸʅʅʗ ʊɽʍʅʆʃʆɻɯʁ ʐʊʋʏʅʆɻʆ ɯʅʊɽʃɽʂʊʋ ɺ 

ʉʀʉʊɽʄɸʍ ʄʆʅɯʊʆʈʀʅɻʋ ʂɯɹɽʈɿɸɻʈʆɿ 
 

ʋ ʨʦʙʦʪʽ ʜʦʩʣʽʜʞʝʥʦ ʦʩʦʙʣʠʚʦʩʪʽ ʚʧʨʦʚʘʜʞʝʥʥʷ ʪʝʭʥʦʣʦʛʽʡ ʐɯ ʚ ʩʠʩʪʝʤʠ 

ʢʽʙʝʨʟʘʭʠʩʪʫ. ʇʨʦʘʥʘʣʽʟʦʚʘʥʦ ʩʫʯʘʩʥʽ ʧʽʜʭʦʜʠ ʜʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʪʦʜʽʚ ʄʅ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ 

ʟʘʛʨʦʟ, OSINT-ʨʦʟʚʽʜʢʠ ʪʘ ʩʠʩʪʝʤ ʟʘʧʦʙʽʛʘʥʥʷ ʚʠʪʦʢʘʤ ʜʘʥʠʭ. ʇʦʢʘʟʘʥʦ, ʱʦ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʐɯ ʧʽʜʚʠʱʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ, ʦʜʥʘʢ ʽʩʥʫʻ ʧʨʦʙʣʝʤʘ ʟʘʭʠʩʪʫ  

ʤʦʜʝʣʝʡ ʄʅ. 

 

The study examines the peculiarities of implementing AI technologies in cybersecurity 

systems. Modern approaches to the use of ML methods for threat monitoring, OSINT intelligence, 

and data loss prevention systems are analyzed. It is shown that the application of AI increases the 

efficiency of cyber threat detection; however, the problem of protecting ML models  

remains relevant. 

 

ɺ ʫʤʦʚʘʭ ʮʠʬʨʦʚʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʩʫʩʧʽʣʴʩʪʚʘ ʪʘ ʟʨʦʩʪʘʥʥʷ ʟʘʣʝʞʥʦʩʪʽ ʚʩʽʭ 

ʩʝʢʪʦʨʽʚ ʝʢʦʥʦʤʽʢʠ ʚʽʜ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʧʨʦʙʣʝʤʘ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʥʘʙʫʚʘʻ ʩʪʨʘʪʝʛʽʯʥʦʛʦ ʟʥʘʯʝʥʥʷ. ʉʪʨʽʤʢʝ ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ 

ʢʽʙʝʨʘʪʘʢ, ʾʭʥʷ ʪʝʭʥʽʯʥʘ ʩʢʣʘʜʥʽʩʪʴ ʽ ʜʠʥʘʤʽʯʥʘ ʟʤʽʥʥʽʩʪʴ ʤʝʪʦʜʽʚ ʟʣʦʚʤʠʩʥʠʢʽʚ 

ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʪʦʛʦ, ʱʦ ʪʨʘʜʠʮʽʡʥʽ ʩʠʛʥʘʪʫʨʥʽ ʧʽʜʭʦʜʠ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ ʟʘʛʨʦʟ 

ʜʝʤʦʥʩʪʨʫʶʪʴ ʥʠʟʴʢʫ ʨʝʟʫʣʴʪʘʪʠʚʥʽʩʪʴ. ʊʘʢʽ ʤʝʪʦʜʠ ʥʝ ʤʦʞʫʪʴ ʝʬʝʢʪʠʚʥʦ 

ʘʥʘʣʽʟʫʚʘʪʠ ʧʦʪʦʢʠ ʚʝʣʠʢʠʭ ʜʘʥʠʭ, ʱʦ ʧʦʩʪʽʡʥʦ ʦʥʦʚʣʶʶʪʴʩʷ, ʽ ʚʠʷʚʣʷʪʠ ʥʦʚʽ, 

ʨʘʥʽʰʝ ʥʝʚʽʜʦʤʽ ʚʝʢʪʦʨʠ ʘʪʘʢ. ʉʘʤʝ ʪʦʤʫ ʟʨʦʩʪʘʻ ʘʢʪʫʘʣʴʥʽʩʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʪʝʭʥʦʣʦʛʽʡ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ (ʐɯ), ʟʦʢʨʝʤʘ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ (ʄʅ) ʽ ʛʣʠʙʦʢʦʛʦ 

ʥʘʚʯʘʥʥʷ (ɻʅ), ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʩʪʚʦʨʶʚʘʪʠ ʘʜʘʧʪʠʚʥʽ ʪʘ ʩʘʤʦʥʘʚʯʘʣʴʥʽ ʩʠʩʪʝʤʠ 

ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʐɯ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʩʧʨʠʷʻ ʬʦʨʤʫʚʘʥʥʶ ʛʥʫʯʢʠʭ 

ʤʝʭʘʥʽʟʤʽʚ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ. ɿʘʚʜʷʢʠ ʟʜʘʪʥʦʩʪʽ ʘʣʛʦʨʠʪʤʽʚ ʐɯ 

ʚʠʢʦʥʫʚʘʪʠ ʙʝʟʧʝʨʝʨʚʥʠʡ ʘʥʘʣʽʟ ʧʦʚʝʜʽʥʢʦʚʠʭ ʰʘʙʣʦʥʽʚ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʤʝʨʝʞʝʚʦʛʦ 

ʪʨʘʬʽʢʫ ʡ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʢʦʤʧʦʥʝʥʪʘʤʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʟôʷʚʣʷʻʪʴʩʷ ʤʦʞʣʠʚʽʩʪʴ 

ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʘʥʦʤʘʣʽʾ ʥʘ ʨʘʥʥʽʭ ʝʪʘʧʘʭ, ʱʝ ʜʦ ʪʦʛʦ, ʷʢ ʚʦʥʠ ʧʨʠʟʚʝʜʫʪʴ ʜʦ 

ʽʥʮʠʜʝʥʪʽʚ. ɸʚʪʦʤʘʪʠʟʘʮʽʷ ʧʨʦʮʝʩʽʚ ʨʝʘʛʫʚʘʥʥʷ, ʟʘʩʥʦʚʘʥʘ ʥʘ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ 

ʤʦʜʝʣʷʭ ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ, ʽʩʪʦʪʥʦ ʩʢʦʨʦʯʫʻ ʯʘʩ ʣʽʢʚʽʜʘʮʽʾ ʥʘʩʣʽʜʢʽʚ ʘʪʘʢ ʽ ʧʽʜʚʠʱʫʻ 

ʩʪʽʡʢʽʩʪʴ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʜʦ ʟʦʚʥʽʰʥʽʭ ʚʧʣʠʚʽʚ. 

ʇʨʦʙʣʝʤʘ ʚʧʨʦʚʘʜʞʝʥʥʷ ʐɯ ʫ ʩʬʝʨʫ ʢʽʙʝʨʟʘʭʠʩʪʫ ʘʢʪʠʚʥʦ ʜʦʩʣʽʜʞʫʻʪʴʩʷ ʷʢ 

ʥʘ ʤʽʞʥʘʨʦʜʥʦʤʫ ʨʽʚʥʽ, ʪʘʢ ʽ ʚ ʋʢʨʘʾʥʽ. ɺʽʪʯʠʟʥʷʥʽ ʥʘʫʢʦʚʮʽ ʆ. ʄ. ɭʚʪʫʰʝʥʢʦ, ʉ. ɺ. 
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ʉʠʥʴʦʛʫʙ, ʆ. ɺ. ʃʠʩʝʥʢʦ, ɯ. ɺ. ʇʨʠʤʫʞʝʥʢʦ ʪʘ ʽʥʰʽ ʟʦʩʝʨʝʜʞʫʶʪʴ ʫʚʘʛʫ ʥʘ ʨʦʟʨʦʙʮʽ 

ʤʦʜʝʣʝʡ ʄʅ ʜʣʷ ʜʝʪʝʢʪʫʚʘʥʥʷ ʢʽʙʝʨʘʪʘʢ, ʩʪʚʦʨʝʥʥʽ ʩʠʩʪʝʤ ʘʜʘʧʪʠʚʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ 

ʪʘ ʜʦʩʣʽʜʞʝʥʥʽ ʤʝʪʦʜʽʚ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʦʙʨʦʙʢʠ ʚʝʣʠʢʠʭ ʜʘʥʠʭ. ɰʭʥʽ ʨʦʙʦʪʠ 

ʬʦʨʤʫʶʪʴ ʦʩʥʦʚʫ ʩʫʯʘʩʥʠʭ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʧʦʙʫʜʦʚʠ ʝʬʝʢʪʠʚʥʠʭ 

ʩʠʩʪʝʤ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ. ɺʦʜʥʦʯʘʩ ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʚʠʨʽʰʝʥʠʤʠ ʧʠʪʘʥʥʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘʜʽʡʥʦʩʪʽ ʤʦʜʝʣʝʡ ʐɯ ʚ ʫʤʦʚʘʭ adversarial-ʘʪʘʢ, ʦʙʤʝʞʝʥʦʩʪʽ ʜʦʩʪʫʧʫ 

ʜʦ ʷʢʽʩʥʦ ʨʦʟʤʽʯʝʥʠʭ ʜʘʥʠʭ, ʘ ʪʘʢʦʞ ʪʨʫʜʥʦʱʽʚ ʽʥʪʝʛʨʘʮʽʾ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʨʽʰʝʥʴ ʫ 

ʥʘʷʚʥʽ ʪʝʭʥʦʣʦʛʽʯʥʽ ʝʢʦʩʠʩʪʝʤʠ ʧʽʜʧʨʠʻʤʩʪʚ ʽ ʜʝʨʞʘʚʥʠʭ ʩʪʨʫʢʪʫʨ. 

ʄʝʪʦʶ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʧʦʛʣʠʙʣʝʥʠʡ ʘʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʢʦʥʮʝʧʮʽʡ ʽ ʧʨʘʢʪʠʢ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʝʭʥʦʣʦʛʽʡ ʐɯ ʚ ʩʠʩʪʝʤʘʭ ʢʽʙʝʨʟʘʭʠʩʪʫ, ʚʠʟʥʘʯʝʥʥʷ ʾʭʥʽʭ ʧʝʨʝʚʘʛ, 

ʦʙʤʝʞʝʥʴ ʽ ʧʝʨʩʧʝʢʪʠʚ ʨʦʟʚʠʪʢʫ. ʋ ʮʝʥʪʨʽ ʫʚʘʛʠ ʧʝʨʝʙʫʚʘʻ ʦʮʽʥʢʘ ʝʬʝʢʪʠʚʥʦʩʪʽ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʐɯ ʜʣʷ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ, OSINT-ʨʦʟʚʽʜʢʠ ʪʘ ʩʠʩʪʝʤ 

ʟʘʧʦʙʽʛʘʥʥʷ ʚʠʪʦʢʘʤ ʜʘʥʠʭ (DLP). 

ʈʦʟʚʽʜʢʘ ʥʘ ʦʩʥʦʚʽ ʚʽʜʢʨʠʪʠʭ ʜʞʝʨʝʣ (OSINT), ʱʦ ʽʩʪʦʨʠʯʥʦ ʩʧʠʨʘʣʘʩʷ ʥʘ 

ʨʫʯʥʠʡ ʘʥʘʣʽʟ ʧʫʙʣʽʯʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʫ ʩʫʯʘʩʥʠʭ ʫʤʦʚʘʭ ʟʘʟʥʘʣʘ ʛʣʠʙʦʢʦʾ 

ʪʝʭʥʦʣʦʛʽʯʥʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ. ɿʘʚʜʷʢʠ ʚʧʨʦʚʘʜʞʝʥʥʶ ʘʣʛʦʨʠʪʤʽʚ ʐɯ ʪʘ ʄʅ, OSINT 

ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʥʘ ʢʦʤʧʣʝʢʩʥʫ ʤʝʪʦʜʦʣʦʛʽʯʥʫ ʩʠʩʪʝʤʫ, ʷʢʘ ʦʭʦʧʣʶʻ ʚʝʩʴ ʞʠʪʪʻʚʠʡ 

ʮʠʢʣ ʨʦʙʦʪʠ ʟ ʜʘʥʠʤʠ ʚʽʜ ʟʙʦʨʫ ʪʘ ʬʽʣʴʪʨʘʮʽʾ ʽʥʬʦʨʤʘʮʽʾ ʜʦ ʾʾ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʪʘ 

ʬʦʨʤʫʚʘʥʥʷ ʘʥʘʣʽʪʠʯʥʠʭ ʚʠʩʥʦʚʢʽʚ. ʊʘʢʽ ʽʥʩʪʨʫʤʝʥʪʠ, ʷʢ Maltego, SpiderFoot, Social 

Links, Skopenios, ʜʦʟʚʦʣʷʶʪʴ ʧʨʦʚʦʜʠʪʠ ʤʘʩʰʪʘʙʥʝ ʢʘʨʪʦʛʨʘʬʫʚʘʥʥʷ ʮʠʬʨʦʚʠʭ 

ʩʣʽʜʽʚ, ʚʠʷʚʣʷʶʯʠ ʚʟʘʻʤʦʟʚôʷʟʢʠ ʤʽʞ ʜʦʤʝʥʘʤʠ, IP-ʘʜʨʝʩʘʤʠ, ʩʝʨʪʠʬʽʢʘʪʘʤʠ, 

ʧʨʦʬʽʣʷʤʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʤʝʪʘʜʘʥʠʤʠ. ɰʭ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʽʜʚʠʱʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ, ʜʘʻ ʟʤʦʛʫ ʩʚʦʻʯʘʩʥʦ ʚʠʷʚʣʷʪʠ ʩʧʨʦʙʠ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ, 

ʨʝʻʩʪʨʘʮʽʶ ʧʽʜʨʦʙʣʝʥʠʭ ʜʦʤʝʥʽʚ ʘʙʦ ʩʪʚʦʨʝʥʥʷ ʰʢʽʜʣʠʚʠʭ ʽʥʬʨʘʩʪʨʫʢʪʫʨ. 

ʂʨʽʤ ʪʦʛʦ, ʚʘʞʣʠʚʫ ʨʦʣʴ ʫ ʩʠʩʪʝʤʽ ʢʽʙʝʨʟʘʭʠʩʪʫ ʚʽʜʽʛʨʘʶʪʴ DLP-ʩʠʩʪʝʤʠ 

(Data Loss Prevention), ʱʦ ʟʘʙʝʟʧʝʯʫʶʪʴ ʟʘʧʦʙʽʛʘʥʥʷ ʚʠʪʦʢʘʤ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ. ɯʥʪʝʣʝʢʪʫʘʣʴʥʽ ʢʦʤʧʦʥʝʥʪʠ ʪʘʢʠʭ ʩʠʩʪʝʤ ʙʘʟʫʶʪʴʩʷ ʥʘ ʤʝʪʦʜʘʭ 

ʢʦʥʪʝʥʪʥʦʛʦ ʘʥʘʣʽʟʫ, ʄʅ, ʧʦʰʫʢʫ ʟʘ ʢʣʶʯʦʚʠʤʠ ʦʟʥʘʢʘʤʠ ʪʘ ʮʠʬʨʦʚʠʭ ʚʽʜʙʠʪʢʘʭ. 

ɸʣʛʦʨʠʪʤʠ ʐɯ ʚ DLP ʜʘʶʪʴ ʟʤʦʛʫ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʧʨʠʭʦʚʘʥʽ ʚʠʪʦʢʠ, ʘʥʘʣʽʟʫʚʘʪʠ 

ʢʦʥʪʝʢʩʪ ʜʘʥʠʭ ʽ ʚʽʜʨʽʟʥʷʪʠ ʣʝʛʽʪʠʤʥʽ ʜʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚʽʜ ʧʦʪʝʥʮʽʡʥʦ ʥʝʙʝʟʧʝʯʥʠʭ. 

ʎʝ ʟʥʘʯʥʦ ʧʽʜʚʠʱʫʻ ʨʽʚʝʥʴ ʟʘʭʠʱʝʥʦʩʪʽ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʤʽʥʽʤʽʟʫʻ ʨʠʟʠʢ 

ʣʶʜʩʴʢʦʛʦ ʬʘʢʪʦʨʫ. 

ʆʩʦʙʣʠʚʫ ʫʚʘʛʫ ʩʣʽʜ ʧʨʠʜʽʣʠʪʠ ʘʩʧʝʢʪʘʤ ʙʝʟʧʝʢʠ ʩʘʤʠʭ ʩʠʩʪʝʤ ʐɯ, ʷʢʽ 

ʩʪʘʶʪʴ ʧʦʪʝʥʮʽʡʥʠʤʠ ʮʽʣʷʤʠ ʜʣʷ ʘʪʘʢ. ʉʝʨʝʜ ʥʘʡʚʽʜʦʤʽʰʠʭ ʤʽʞʥʘʨʦʜʥʠʭ ʽʥʽʮʽʘʪʠʚ ʫ 

ʮʽʡ ʩʬʝʨʽ ʤʦʞʥʘ ʚʠʦʢʨʝʤʠʪʠ ʧʨʦʻʢʪʠ MITRE, DARPA, ʘ ʪʘʢʦʞ ʩʪʘʥʜʘʨʪʠ, ʱʦ 

ʨʦʟʨʦʙʣʷʶʪʴʩʷ ʅʘʮʽʦʥʘʣʴʥʠʤ ʽʥʩʪʠʪʫʪʦʤ ʩʪʘʥʜʘʨʪʽʚ ʽ ʪʝʭʥʦʣʦʛʽʡ ʉʐɸ (NIST). ʎʽ 

ʽʥʽʮʽʘʪʠʚʠ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʩʪʚʦʨʝʥʥʷ ʚʽʜʢʨʠʪʠʭ ʧʣʘʪʬʦʨʤ ʜʣʷ ʪʝʩʪʫʚʘʥʥʷ ʙʝʟʧʝʢʠ 

ʤʦʜʝʣʝʡ ʄʅ, ʨʦʟʨʦʙʢʫ ʪʘʢʩʦʥʦʤʽʡ ʨʠʟʠʢʽʚ ʽ ʤʝʭʘʥʽʟʤʽʚ ʾʭʥʴʦʛʦ ʟʥʠʞʝʥʥʷ. 

ʅʘʧʨʠʢʣʘʜ, Microsoft ʧʨʦʧʦʥʫʻ ʽʥʩʪʨʫʤʝʥʪ Counterfit ʜʣʷ ʦʮʽʥʢʠ ʩʪʽʡʢʦʩʪʽ ʤʦʜʝʣʝʡ 

ʐɯ, ʘ ʄʽʥʽʩʪʝʨʩʪʚʦ ʦʙʦʨʦʥʠ ʉʐɸ ʚʢʣʶʯʠʣʦ ʙʝʟʧʝʢʫ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʩʠʩʪʝʤ ʜʦ 

ʧʝʨʝʣʽʢʫ ʙʘʟʦʚʠʭ ʧʨʠʥʮʠʧʽʚ ʧʦʙʫʜʦʚʠ ʘʣʛʦʨʠʪʤʽʯʥʠʭ ʨʽʰʝʥʴ. 
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ʇʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ ʩʚʽʜʯʠʪʴ, ʱʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʪʝʭʥʦʣʦʛʽʡ ʰʪʫʯʥʦʛʦ 

ʽʥʪʝʣʝʢʪʫ ʨʘʜʠʢʘʣʴʥʦ ʟʤʽʥʶʻ ʧʽʜʭʦʜʠ ʜʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʉʫʯʘʩʥʽ 

ʩʠʩʪʝʤʠ ʧʝʨʝʭʦʜʷʪʴ ʚʽʜ ʬʽʢʩʘʮʽʾ ʚʞʝ ʩʢʦʻʥʠʭ ʽʥʮʠʜʝʥʪʽʚ ʜʦ ʧʝʨʝʜʙʘʯʝʥʥʷ 

ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʯʝʨʝʟ ʧʦʩʪʽʡʥʝ ʥʘʚʯʘʥʥʷ ʥʘ ʦʩʥʦʚʽ ʥʘʢʦʧʠʯʝʥʠʭ ʜʘʥʠʭ. ʎʝ 

ʩʪʚʦʨʶʻ ʫʤʦʚʠ ʜʣʷ ʬʦʨʤʫʚʘʥʥʷ ʥʦʚʦʾ ʧʘʨʘʜʠʛʤʠ ʙʝʟʧʝʢʠ, ʦʨʽʻʥʪʦʚʘʥʦʾ ʥʘ 

ʚʠʧʝʨʝʜʞʫʚʘʣʴʥʝ ʚʠʷʚʣʝʥʥʷ ʨʠʟʠʢʽʚ, ʧʽʜʚʠʱʝʥʥʷ ʛʥʫʯʢʦʩʪʽ ʩʠʩʪʝʤ ʟʘʭʠʩʪʫ ʪʘ ʾʭ 

ʟʜʘʪʥʦʩʪʽ ʜʦ ʩʘʤʦʘʜʘʧʪʘʮʽʾ ʚ ʫʤʦʚʘʭ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ. 

ɺʦʜʥʦʯʘʩ ʨʦʟʰʠʨʝʥʥʷ ʤʦʞʣʠʚʦʩʪʝʡ ʐɯ ʧʦʨʦʜʞʫʻ ʽ ʥʦʚʽ ʚʠʢʣʠʢʠ ʚʽʜ 

ʥʝʦʙʭʽʜʥʦʩʪʽ ʟʘʭʠʩʪʫ ʩʘʤʠʭ ʤʦʜʝʣʝʡ ʜʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʝʪʠʯʥʦʩʪʽ ʾʭ ʚʠʢʦʨʠʩʪʘʥʥʷ. 

ʈʠʟʠʢʠ, ʧʦʚôʷʟʘʥʽ ʟ ʘʚʪʦʤʘʪʠʟʘʮʽʻʶ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ, ʧʦʪʨʝʙʫʶʪʴ ʩʪʚʦʨʝʥʥʷ 

ʢʦʤʧʣʝʢʩʥʠʭ ʩʠʩʪʝʤ ʘʫʜʠʪʫ, ʩʝʨʪʠʬʽʢʘʮʽʾ ʪʘ ʩʪʘʥʜʘʨʪʠʟʘʮʽʾ ʘʣʛʦʨʠʪʤʽʚ. ʆʩʦʙʣʠʚʝ 

ʟʥʘʯʝʥʥʷ ʤʘʶʪʴ ʧʠʪʘʥʥʷ ʧʨʦʟʦʨʦʩʪʽ ʨʦʙʦʪʠ ʤʦʜʝʣʝʡ, ʚʝʨʠʬʽʢʘʮʽʾ ʚʭʽʜʥʠʭ ʜʘʥʠʭ ʽ 

ʟʘʧʦʙʽʛʘʥʥʷ ʘʣʛʦʨʠʪʤʽʯʥʠʤ ʫʧʝʨʝʜʞʝʥʥʷʤ. 

ʆʪʞʝ, ʪʝʭʥʦʣʦʛʽʾ ʐɯ ʥʝ ʣʠʰʝ ʧʽʜʚʠʱʫʶʪʴ ʝʬʝʢʪʠʚʥʽʩʪʴ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤ 

ʢʽʙʝʨʟʘʭʠʩʪʫ, ʘ ʡ ʩʪʚʦʨʶʶʪʴ ʧʝʨʝʜʫʤʦʚʠ ʜʣʷ ʨʦʟʚʠʪʢʫ ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ, ʟʘʩʥʦʚʘʥʦʾ ʥʘ ʘʥʘʣʽʪʠʯʥʦʤʫ ʧʝʨʝʜʙʘʯʝʥʥʽ, ʩʘʤʦʥʘʚʯʘʥʥʽ ʪʘ 

ʽʥʪʝʛʨʘʮʽʾ ʟ ʛʣʦʙʘʣʴʥʠʤʠ ʙʘʟʘʤʠ ʜʘʥʠʭ ʧʨʦ ʟʘʛʨʦʟʠ. ʇʦʜʘʣʴʰʽ ʥʘʫʢʦʚʽ ʜʦʩʣʽʜʞʝʥʥʷ 

ʤʘʶʪʴ ʙʫʪʠ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʘʣʛʦʨʠʪʤʽʚ ʜʝʪʝʢʪʫʚʘʥʥʷ, ʩʪʚʦʨʝʥʥʷ 

ʤʝʪʦʜʽʚ ʟʘʭʠʩʪʫ ʤʦʜʝʣʝʡ ʄʅ ʚʽʜ ʟʦʚʥʽʰʥʴʦʛʦ ʚʪʨʫʯʘʥʥʷ, ʨʦʟʨʦʙʢʫ ʥʘʮʽʦʥʘʣʴʥʠʭ 

ʩʪʘʥʜʘʨʪʽʚ ʙʝʟʧʝʢʠ ʐɯ ʪʘ ʬʦʨʤʫʚʘʥʥʷ ʻʜʠʥʦʛʦ ʥʦʨʤʘʪʠʚʥʦʛʦ ʧʦʣʷ ʜʣʷ ʾʭ 

ʧʨʘʢʪʠʯʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʫ ʩʬʝʨʽ ʢʽʙʝʨʟʘʭʠʩʪʫ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɯʅʌʆʈʄɸʎɯʁʅɸ ʉʀʉʊɽʄɸ ʇɯɼʊʈʀʄʂʀ ʋʇʈɸɺʃɯʅʅʗ ɼɽʈɾɸɺʅʀʄʀ 

ɯʅʌʈɸʉʊʈʋʂʊʋʈʅʀʄʀ ʇʈʆɭʂʊɸʄʀ ʅɸ ʆʉʅʆɺɯ ʍʄɸʈʅʀʍ 

ʊɽʍʅʆʃʆɻɯʁ 
 
ʈʦʟʛʣʷʥʫʪʦ ʢʦʥʮʝʧʪʫʘʣʴʥʽ ʧʽʜʭʦʜʠ ʜʦ ʧʨʦʻʢʪʫʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ 

ʧʽʜʪʨʠʤʢʠ ʫʧʨʘʚʣʽʥʥʷ ʜʝʨʞʘʚʥʠʤʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʤʠ ʧʨʦʻʢʪʘʤʠ, ʾʾ ʩʪʨʫʢʪʫʨʥʫ 

ʦʨʛʘʥʽʟʘʮʽʶ ʪʘ ʽʥʪʝʛʨʘʮʽʶ ʢʦʨʠʩʪʫʚʘʮʴʢʠʭ ʽʥʪʝʨʬʝʡʩʽʚ ʽʟ ʙʘʟʦʶ ʜʘʥʠʭ ʫ ʭʤʘʨʥʦʤʫ 

ʩʝʨʝʜʦʚʠʱʽ. 

 

The conceptual approaches to designing an information system for supporting the 

management of state infrastructure projects, its structural organization, and the integration of user 

interfaces with the database in a cloud environment are considered. 

 

ʉʫʯʘʩʥʠʡ ʨʦʟʚʠʪʦʢ ʜʝʨʞʘʚʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʘʢʪʠʚʥʠʤ 

ʚʧʨʦʚʘʜʞʝʥʥʷʤ ʮʠʬʨʦʚʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ, ʷʢʽ ʩʧʨʠʷʶʪʴ ʧʽʜʚʠʱʝʥʥʶ ʝʬʝʢʪʠʚʥʦʩʪʽ 

ʧʣʘʥʫʚʘʥʥʷ, ʨʝʘʣʽʟʘʮʽʾ ʪʘ ʤʦʥʽʪʦʨʠʥʛʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʧʨʦʝʢʪʽʚ [1]. ɿ ʦʛʣʷʜʫ ʥʘ 

ʤʘʩʰʪʘʙʥʽʩʪʴ, ʙʘʛʘʪʦʨʽʚʥʝʚʽʩʪʴ ʪʘ ʚʠʩʦʢʫ ʚʘʨʪʽʩʪʴ ʪʘʢʠʭ ʧʨʦʻʢʪʽʚ, ʚʠʥʠʢʘʻ ʧʦʪʨʝʙʘ ʫ 

ʩʪʚʦʨʝʥʥʽ ʻʜʠʥʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʧʽʜʪʨʠʤʢʠ ʫʧʨʘʚʣʽʥʥʷ, ʱʦ ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʭʤʘʨʥʠʭ ʪʝʭʥʦʣʦʛʽʷʭ. ʍʤʘʨʥʽ ʩʝʨʚʽʩʠ ʜʦʟʚʦʣʷʶʪʴ ʜʝʨʞʘʚʥʠʤ ʦʨʛʘʥʘʤ ʟʘʙʝʟʧʝʯʠʪʠ 

ʮʝʥʪʨʘʣʽʟʦʚʘʥʝ ʫʧʨʘʚʣʽʥʥʷ ʜʘʥʠʤʠ, ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʜʦ ʽʥʬʦʨʤʘʮʽʾ, ʛʥʫʯʢʽʩʪʴ 

ʤʘʩʰʪʘʙʫʚʘʥʥʷ, ʘ ʪʘʢʦʞ ʧʨʦʟʦʨʽʩʪʴ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʫʩʽʤʘ ʫʯʘʩʥʠʢʘʤʠ ʧʨʦʻʢʪʥʦʛʦ 

ʧʨʦʮʝʩʫ ʚʽʜ ʟʘʤʦʚʥʠʢʽʚ ʽ ʧʽʜʨʷʜʥʠʢʽʚ ʜʦ ʢʦʥʪʨʦʣʶʶʯʠʭ ʩʪʨʫʢʪʫʨ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʢʦʥʮʝʧʮʽʾ ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʧʽʜʭʦʜʽʚ ʜʦ 

ʩʪʚʦʨʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʧʽʜʪʨʠʤʢʠ ʫʧʨʘʚʣʽʥʥʷ ʜʝʨʞʘʚʥʠʤʠ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʤʠ ʧʨʦʻʢʪʘʤʠ ʥʘ ʦʩʥʦʚʽ ʭʤʘʨʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʷʢʘ ʟʘʙʝʟʧʝʯʠʪʴ 

ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʧʣʘʥʫʚʘʥʥʷ, ʤʦʥʽʪʦʨʠʥʛʫ, ʢʦʦʨʜʠʥʘʮʽʾ ʪʘ ʢʦʥʪʨʦʣʶ 

ʨʝʘʣʽʟʘʮʽʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʽʥʽʮʽʘʪʠʚ. 

ʂʦʥʮʝʧʮʽʷ ʧʦʙʫʜʦʚʠ ʩʫʯʘʩʥʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʧʽʜʪʨʠʤʢʠ ʫʧʨʘʚʣʽʥʥʷ 

ʜʝʨʞʘʚʥʠʤʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʤʠ ʧʨʦʻʢʪʘʤʠ ʥʘ ʦʩʥʦʚʽ ʭʤʘʨʥʠʭ ʪʝʭʥʦʣʦʛʽʡ 

ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʽʥʪʝʛʨʘʮʽʾ ʮʠʬʨʦʚʠʭ ʪʝʭʥʦʣʦʛʽʡ ʦʙʨʦʙʢʠ ʪʘ ʘʥʘʣʽʟʫ ʜʘʥʠʭ, ʭʤʘʨʥʠʭ 

ʩʝʨʚʽʩʽʚ ʽ ʘʥʘʣʽʪʠʯʥʠʭ ʧʣʘʪʬʦʨʤ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʙʝʟʧʝʨʝʨʚʥʫ ʚʟʘʻʤʦʜʽʶ ʚʩʽʭ 

ʫʯʘʩʥʠʢʽʚ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ ʧʨʦʻʢʪʫ, ʧʦʯʠʥʘʶʯʠ ʚʽʜ ʡʦʛʦ ʽʥʽʮʽʘʮʽʾ ʪʘ ʟʘʚʝʨʰʫʶʯʠ 

ʝʢʩʧʣʫʘʪʘʮʽʻʶ.  
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ʆʩʥʦʚʥʘ ʽʜʝʷ ʧʦʣʷʛʘʻ ʫ ʩʪʚʦʨʝʥʥʽ ʻʜʠʥʦʛʦ ʮʠʬʨʦʚʦʛʦ ʧʨʦʩʪʦʨʫ, ʜʝ ʚʩʽ ʜʘʥʽ 

ʱʦʜʦ ʩʪʘʥʫ ʨʝʘʣʽʟʘʮʽʾ ʧʨʦʻʢʪʽʚ, ʬʽʥʘʥʩʫʚʘʥʥʷ, ʩʪʨʦʢʽʚ ʚʠʢʦʥʘʥʥʷ, ʜʽʷʣʴʥʦʩʪʽ 

ʧʽʜʨʷʜʥʠʢʽʚ, ʨʠʟʠʢʽʚ ʪʘ ʝʬʝʢʪʠʚʥʦʩʪʽ ʜʦʩʪʫʧʥʽ ʚ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ, ʱʦ ʟʥʘʯʥʦ 

ʧʽʜʚʠʱʫʻ ʧʨʦʟʦʨʽʩʪʴ ʪʘ ʢʦʥʪʨʦʣʴʦʚʘʥʽʩʪʴ ʧʨʦʮʝʩʽʚ. ɯʥʬʦʨʤʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʤʘʻ 

ʤʦʜʫʣʴʥʫ ʘʨʭʽʪʝʢʪʫʨʫ, ʷʢʘ ʜʦʟʚʦʣʷʻ ʘʜʘʧʪʫʚʘʪʠ ʾʾ ʜʦ ʨʽʟʥʠʭ ʪʠʧʽʚ ʜʝʨʞʘʚʥʠʭ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʧʨʦʻʢʪʽʚ, ʪʘʢʠʭ ʷʢ ʪʨʘʥʩʧʦʨʪʥʽ, ʙʫʜʽʚʝʣʴʥʽ, ʝʥʝʨʛʝʪʠʯʥʽ ʘʙʦ 

ʩʦʮʽʘʣʴʥʽ ʦʙôʻʢʪʠ. ʂʦʞʝʥ ʤʦʜʫʣʴ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʦʢʨʝʤʽ ʘʩʧʝʢʪʠ ʫʧʨʘʚʣʽʥʥʷ, 

ʚʢʣʶʯʘʶʯʠ ʧʣʘʥʫʚʘʥʥʷ ʨʝʩʫʨʩʽʚ ʪʘ ʛʨʘʬʽʢʽʚ ʨʦʙʽʪ, ʤʦʥʽʪʦʨʠʥʛ ʚʠʢʦʥʘʥʥʷ ʟʘʚʜʘʥʴ ʽ 

ʢʣʶʯʦʚʠʭ ʧʦʢʘʟʥʠʢʽʚ ʝʬʝʢʪʠʚʥʦʩʪʽ, ʦʮʽʥʢʫ ʨʠʟʠʢʽʚ ʪʘ ʨʦʟʨʦʙʢʫ ʟʘʭʦʜʽʚ ʨʝʘʛʫʚʘʥʥʷ, 

ʘ ʪʘʢʦʞ ʟʘʙʝʟʧʝʯʫʻ ʢʦʤʫʥʽʢʘʮʽʶ ʤʽʞ ʜʝʨʞʘʚʥʠʤʠ ʦʨʛʘʥʘʤʠ, ʧʽʜʨʷʜʥʠʢʘʤʠ ʪʘ 

ʛʨʦʤʘʜʩʴʢʽʩʪʶ ʽ ʩʪʚʦʨʶʻ ʫʤʦʚʠ ʜʣʷ ʘʥʘʣʽʪʠʢʠ ʽ ʬʦʨʤʫʚʘʥʥʷ ʟʚʽʪʽʚ ʥʘ ʦʩʥʦʚʽ ʜʘʥʠʭ. 

ʆʩʦʙʣʠʚʽʩʪʶ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʧʨʦʻʢʪʽʚ ʜʝʨʞʘʚʥʦʛʦ ʨʽʚʥʷ (ʙʫʜʽʚʥʠʮʪʚʦ 

ʜʦʨʽʛ, ʤʦʩʪʽʚ, ʣʽʢʘʨʝʥʴ, ʰʢʽʣ, ʩʠʩʪʝʤ ʚʦʜʦʧʦʩʪʘʯʘʥʥʷ, ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙôʻʢʪʽʚ ʪʦʱʦ) ʻ 

ʪʝ, ʱʦ ʚʦʥʠ ʚʠʤʘʛʘʶʪʴ ʢʦʦʨʜʠʥʘʮʽʾ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʫʯʘʩʥʠʢʽʚ, ʪʘʢʠʭ ʷʢ 

ʤʽʥʽʩʪʝʨʩʪʚʘ, ʧʽʜʨʷʜʥʽ ʦʨʛʘʥʽʟʘʮʽʾ, ʙʘʥʢʠ, ʦʨʛʘʥʠ ʤʽʩʮʝʚʦʛʦ ʩʘʤʦʚʨʷʜʫʚʘʥʥʷ ʪʘ 

ʛʨʦʤʘʜʩʴʢʽʩʪʴ. ʇʨʦʙʣʝʤʠ ʪʨʘʜʠʮʽʡʥʠʭ ʤʝʪʦʜʽʚ ʫʧʨʘʚʣʽʥʥʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʣʦʢʘʣʴʥʠʭ ʙʘʟ ʜʘʥʠʭ ʘʙʦ ʧʘʧʝʨʦʚʠʭ ʟʚʽʪʽʚ ʤʘʶʪʴ ʨʷʜ ʥʝʜʦʣʽʢʽʚ, ʱʦ ʚ ʩʚʦʶ ʯʝʨʛʫ 

ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʟʘʪʨʠʤʦʢ ʫ ʨʝʘʣʽʟʘʮʽʾ ʧʨʦʻʢʪʽʚ, ʧʝʨʝʚʠʪʨʘʪ ʢʦʰʪʽʚ ʪʘ ʨʠʟʠʢʫ 

ʢʦʨʫʧʮʽʡʥʠʭ ʟʣʦʚʞʠʚʘʥʴ [2]. 

ʍʤʘʨʥʽ ʪʝʭʥʦʣʦʛʽʾ ʤʦʞʫʪʴ ʚʠʨʽʰʠʪʠ ʨʷʜ ʮʠʭ ʧʨʦʙʣʝʤ ʘʙʦ ʟʤʝʥʰʠʪʠ ʾʭ 

ʚʧʣʠʚ. ɼʣʷ ʜʝʨʞʘʚʥʠʭ ʧʦʪʨʝʙ ʦʧʪʠʤʘʣʴʥʠʤ ʻ ʧʦʻʜʥʘʥʥʷ ʛʽʙʨʠʜʥʦʾ ʭʤʘʨʥʦʾ ʤʦʜʝʣʽ, 

ʱʦ ʧʦʻʜʥʫʻ ʙʝʟʧʝʯʥʝ ʟʙʝʨʽʛʘʥʥʷ ʢʨʠʪʠʯʥʠʭ ʜʘʥʠʭ ʫ ʜʝʨʞʘʚʥʦʤʫ ʜʘʪʘ-ʮʝʥʪʨʽ ʟ 

ʤʦʞʣʠʚʽʩʪʶ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʫʙʣʽʯʥʠʭ ʩʝʨʚʽʩʽʚ (Microsoft Azure, Amazon Web 

Services, Google Cloud ʪʦʱʦ) ʜʣʷ ʘʥʘʣʽʪʠʢʠ, ʚʽʟʫʘʣʽʟʘʮʽʾ ʪʘ ʫʧʨʘʚʣʽʥʥʷ [3]. 

ʆʪʞʝ, ʽʥʬʦʨʤʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʽʥʥʷ ʜʝʨʞʘʚʥʠʤʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʤʠ 

ʧʨʦʻʢʪʘʤʠ ʤʘʻ ʤʦʜʫʣʴʥʫ ʩʪʨʫʢʪʫʨʫ, ʱʦ ʚʢʣʶʯʘʻ ʪʘʢʽ ʦʩʥʦʚʥʽ ʢʦʤʧʦʥʝʥʪʠ: 

1. ʄʦʜʫʣʴ ʨʝʻʩʪʨʘʮʽʾ ʪʘ ʤʦʥʽʪʦʨʠʥʛʫ ʧʨʦʝʢʪʽʚ ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ ʦʩʥʦʚʥʠʭ 

ʧʘʨʘʤʝʪʨʽʚ (ʙʶʜʞʝʪ, ʝʪʘʧʠ, ʪʝʨʤʽʥʠ, ʚʽʜʧʦʚʽʜʘʣʴʥʽ); ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʽʜʩʪʝʞʝʥʥʷ 

ʩʪʘʪʫʩʽʚ ʚʠʢʦʥʘʥʥʷ ʪʘ ʚʽʟʫʘʣʽʟʘʮʽʾ ʧʨʦʛʨʝʩʫ ʫ ʚʠʛʣʷʜʽ ʜʘʰʙʦʨʜʽʚ. 

2. ʄʦʜʫʣʴ ʫʧʨʘʚʣʽʥʥʷ ʜʦʢʫʤʝʥʪʘʤʠ ʜʣʷ ʩʪʚʦʨʝʥʥʷ, ʧʦʛʦʜʞʝʥʥʷ ʪʘ 

ʚʝʨʩʽʡʥʠʡ ʢʦʥʪʨʦʣʶ ʜʦʢʫʤʝʥʪʽʚ ʟ ʽʥʪʝʛʨʘʮʽʻʶ ʟ ʝʣʝʢʪʨʦʥʥʠʤ ʜʦʢʫʤʝʥʪʦʦʙʽʛʦʤ 

ʜʝʨʞʘʚʥʠʭ ʩʪʨʫʢʪʫʨ. 

3. ʌʽʥʘʥʩʦʚʦ-ʘʥʘʣʽʪʠʯʥʠʡ ʤʦʜʫʣʴ ʜʣʷ ʢʦʥʪʨʦʣʶ ʙʶʜʞʝʪʥʦʛʦ 

ʬʽʥʘʥʩʫʚʘʥʥʷ, ʘʥʘʣʽʪʠʢʠ ʚʠʪʨʘʪ ʟʘ ʩʪʘʪʪʷʤʠ ʪʘ ʧʨʦʛʥʦʟʫʚʘʥʥʷʤ ʨʠʟʠʢʽʚ 

ʧʝʨʝʚʠʱʝʥʥʷ ʢʦʰʪʦʨʠʩʽʚ. 

4. ʄʦʜʫʣʴ ʚʟʘʻʤʦʜʽʾ ʟ ʧʽʜʨʷʜʥʠʢʘʤʠ ʪʘ ʛʨʦʤʘʜʩʴʢʽʩʪʶ ʜʣʷ ʝʣʝʢʪʨʦʥʥʠʭ 

ʪʝʥʜʝʨʽʚ ʪʘ ʟʚʽʪʥʦʩʪʽ ʧʽʜʨʷʜʥʠʢʽʚ. 
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5. ɸʥʘʣʽʪʠʯʥʠʡ ʤʦʜʫʣʴ ʜʣʷ ʚʽʟʫʘʣʽʟʘʮʽʾ ʢʣʶʯʦʚʠʭ ʧʦʢʘʟʥʠʢʽʚ ʪʘ ʧʨʦʛʥʦʟʥʦʾ 

ʘʥʘʣʽʪʠʢʠ.   

ɺʧʨʦʚʘʜʞʝʥʥʷ ʪʘʢʦʾ ʩʠʩʪʝʤʠ ʫ ʭʤʘʨʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʟʘʙʝʟʧʝʯʫʻ ʥʠʟʢʫ 

ʚʘʞʣʠʚʠʭ ʧʝʨʝʚʘʛ. ɿʦʢʨʝʤʘ, ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʽ ʛʥʫʯʢʽʩʪʴ, ʜʦʩʪʫʧʥʽʩʪʴ ʜʣʷ ʚʩʽʭ 

ʫʯʘʩʥʠʢʽʚ, ʙʝʟʧʝʢʘ, ʦʩʢʽʣʴʢʠ ʩʫʯʘʩʥʽ ʭʤʘʨʥʽ ʧʣʘʪʬʦʨʤʠ ʧʽʜʪʨʠʤʫʶʪʴ ʰʠʬʨʫʚʘʥʥʷ, 

ʨʝʟʝʨʚʥʝ ʢʦʧʽʶʚʘʥʥʷ ʪʘ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʪʘ ʚʽʜʩʫʪʥʽʩʪʴ ʧʦʪʨʝʙʠ ʫ ʣʦʢʘʣʴʥʦʤʫ 

ʩʝʨʚʝʨʥʦʤʫ ʦʙʣʘʜʥʘʥʥʽ ʪʘ ʩʢʦʨʦʯʝʥʥʷ ʚʠʪʨʘʪ ʥʘ ʘʜʤʽʥʽʩʪʨʫʚʘʥʥʷ. 

ʆʪʞʝ, ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʽʥʬʦʨʤʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʧʽʜʪʨʠʤʢʠ ʫʧʨʘʚʣʽʥʥʷ 

ʜʝʨʞʘʚʥʠʤʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʤʠ ʧʨʦʻʢʪʘʤʠ ʥʘ ʦʩʥʦʚʽ ʭʤʘʨʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʜʦʟʚʦʣʷʻ 

ʧʽʜʚʠʱʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʣʘʥʫʚʘʥʥʷ, ʢʦʦʨʜʠʥʘʮʽʾ ʪʘ ʢʦʥʪʨʦʣʶ ʨʝʘʣʽʟʘʮʽʾ ʧʨʦʝʢʪʽʚ 

ʟʘʚʜʷʢʠ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʤʫ ʟʙʝʨʽʛʘʥʥʶ ʜʘʥʠʭ, ʽʥʪʝʛʨʘʮʽʾ ʢʦʨʠʩʪʫʚʘʮʴʢʠʭ ʽʥʪʝʨʬʝʡʩʽʚ 

ʽʟ ʙʘʟʦʶ ʜʘʥʠʭ ʪʘ ʤʦʜʫʣʴʥʽʡ ʘʨʭʽʪʝʢʪʫʨʽ ʩʠʩʪʝʤʠ 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ɼɯɸɻʅʆʉʊʀʂʀ ɿɸʍɺʆʈʖɺɸʅʔ ɿɸ ʆʇʀʉʆʄ ʉʀʄʇʊʆʄɯɺ ʅɸ 

ʆʉʅʆɺɯ ʈɽʂʋʈɽʅʊʅʀʍ ʅɽʁʈʆʅʅʀʍ ʄɽʈɽɾ 
 
ʈʦʟʛʣʷʥʫʪʦ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʯʥʦʾ ʜʽʘʛʥʦʩʪʠʢʠ ʟʘʭʚʦʨʶʚʘʥʴ ʟʘ ʪʝʢʩʪʦʚʠʤʠ ʦʧʠʩʘʤʠ 

ʩʠʤʧʪʦʤʽʚ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʨʝʢʫʨʝʥʪʥʠʭ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ ʪʠʧʫ LSTM ʟ ʤʝʭʘʥʽʟʤʦʤ ʫʚʘʛʠ. 
ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʚʢʣʶʯʘʻ ʜʚʦʥʘʧʨʘʚʣʝʥʠʡ LSTM ʰʘʨ ʜʣʷ ʟʘʭʦʧʣʝʥʥʷ ʢʦʥʪʝʢʩʪʥʠʭ 
ʟʘʣʝʞʥʦʩʪʝʡ, ʰʘʨ ʫʚʘʛʠ ʜʣʷ ʬʦʢʫʩʫʚʘʥʥʷ ʥʘ ʚʘʞʣʠʚʠʭ ʩʠʤʧʪʦʤʘʭ ʪʘ ʧʦʚʥʦʟʚ'ʷʟʥʽ ʰʘʨʠ ʜʣʷ 
ʢʣʘʩʠʬʽʢʘʮʽʾ. ʈʦʟʨʦʙʣʝʥʦ ʤʦʜʠʬʽʢʘʮʽʶ ʟ ʜʦʜʘʪʢʦʚʠʤ ʥʘʚʯʘʥʥʷʤ ʝʤʙʝʜʜʽʥʛʽʚ ʥʘ ʤʝʜʠʯʥʠʭ 
ʪʝʢʩʪʘʭ ʪʘ ʤʝʭʘʥʽʟʤʦʤ max pooling.  

 
A method for automatic disease diagnosis from textual symptom descriptions using LSTM 

recurrent neural networks with attention mechanism is considered. The proposed architecture 
includes a bidirectional LSTM layer for capturing contextual dependencies, an attention layer for 
focusing on important symptoms, and fully connected layers for classification. A modification with 
additional training of embeddings on medical texts and max pooling mechanism has been 
developed. 

 
ɸʚʪʦʤʘʪʠʯʥʘ ʜʽʘʛʥʦʩʪʠʢʘ ʟʘʭʚʦʨʶʚʘʥʴ ʟʘ ʦʧʠʩʦʤ ʩʠʤʧʪʦʤʽʚ ʻ ʚʘʞʣʠʚʦʶ 

ʟʘʜʘʯʝʶ ʜʣʷ ʪʝʣʝʤʝʜʠʮʠʥʠ ʪʘ ʩʠʩʪʝʤ ʧʽʜʪʨʠʤʢʠ ʤʝʜʠʯʥʠʭ ʨʽʰʝʥʴ. ʊʨʘʜʠʮʽʡʥʽ 
ʧʽʜʭʦʜʠ ʙʘʟʫʶʪʴʩʷ ʥʘ ʧʨʘʚʠʣʘʭ ʪʘ ʝʢʩʧʝʨʪʥʠʭ ʩʠʩʪʝʤʘʭ, ʷʢʽ ʧʦʪʨʝʙʫʶʪʴ ʨʫʯʥʦʛʦ 
ʬʦʨʤʫʚʘʥʥʷ ʙʘʟʠ ʟʥʘʥʴ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʪʝʭʥʦʣʦʛʽʡ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ ʪʘ 
ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʯʥʦ ʚʠʪʷʛʫʚʘʪʠ ʟʘʣʝʞʥʦʩʪʽ ʤʽʞ ʩʠʤʧʪʦʤʘʤʠ 
ʪʘ ʟʘʭʚʦʨʶʚʘʥʥʷʤʠ ʟ ʪʝʢʩʪʦʚʠʭ ʦʧʠʩʽʚ ʙʝʟ ʥʝʦʙʭʽʜʥʦʩʪʽ ʝʢʩʧʣʽʮʠʪʥʦʛʦ 
ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʧʨʘʚʠʣ ʜʽʘʛʥʦʩʪʠʢʠ [1-3]. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʤʝʪʦʜʫ ʘʚʪʦʤʘʪʠʯʥʦʾ ʜʽʘʛʥʦʩʪʠʢʠ ʟʘʭʚʦʨʶʚʘʥʴ ʟʘ 
ʪʝʢʩʪʦʚʠʤʠ ʦʧʠʩʘʤʠ ʩʠʤʧʪʦʤʽʚ ʥʘ ʦʩʥʦʚʽ ʨʝʢʫʨʝʥʪʥʠʭ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ ʪʠʧʫ 
LSTM ʟ ʤʝʭʘʥʽʟʤʦʤ ʫʚʘʛʠ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ 
ʤʦʞʣʠʚʽʩʪʴ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʨʝʟʫʣʴʪʘʪʽʚ ʜʣʷ ʤʝʜʠʯʥʦʛʦ ʧʝʨʩʦʥʘʣʫ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʙʘʟʫʻʪʴʩʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʨʝʢʫʨʝʥʪʥʠʭ ʥʝʡʨʦʥʥʠʭ 
ʤʝʨʝʞ ʜʣʷ ʧʦʩʣʽʜʦʚʥʦʾ ʦʙʨʦʙʢʠ ʪʝʢʩʪʦʚʠʭ ʦʧʠʩʽʚ ʩʠʤʧʪʦʤʽʚ ʫʢʨʘʾʥʩʴʢʦʶ ʤʦʚʦʶ. 
ɺʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʻ ʪʝʢʩʪʦʚʠʡ ʦʧʠʩ ʩʠʤʧʪʦʤʽʚ ʜʦʚʞʠʥʦʶ ʚʽʜ 20 ʜʦ 150 ʩʣʽʚ, ʘ 
ʚʠʭʽʜʥʠʤʠ ï ʨʦʟʧʦʜʽʣ ʡʤʦʚʽʨʥʦʩʪʝʡ ʧʦ 23 ʤʦʞʣʠʚʠʭ ʟʘʭʚʦʨʶʚʘʥʴ. ʄʝʪʦʜ 
ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʯʦʪʠʨʴʦʭ ʧʦʩʣʽʜʦʚʥʠʭ ʝʪʘʧʽʚ (ʨʠʩʫʥʦʢ 1): ʧʦʧʝʨʝʜʥʷ ʦʙʨʦʙʢʘ ʪʝʢʩʪʫ 
(ʪʦʢʝʥʽʟʘʮʽʷ, ʣʝʤʘʪʠʟʘʮʽʷ, ʚʠʜʘʣʝʥʥʷ ʩʪʦʧ-ʩʣʽʚ), ʚʝʢʪʦʨʠʟʘʮʽʷ ʪʦʢʝʥʽʚ ʟ 
ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʠʭ ʝʤʙʝʜʜʽʥʛʽʚ ʨʦʟʤʽʨʥʽʩʪʶ 300, ʦʙʨʦʙʢʘ 
ʧʦʩʣʽʜʦʚʥʦʩʪʽ ʜʚʦʥʘʧʨʘʚʣʝʥʠʤ LSTM ʰʘʨʦʤ ʟ ʤʝʭʘʥʽʟʤʦʤ ʫʚʘʛʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 
ʚʘʞʣʠʚʠʭ ʩʠʤʧʪʦʤʽʚ, ʢʣʘʩʠʬʽʢʘʮʽʷ ʧʦʚʥʦʟʚ'ʷʟʥʠʤʠ ʰʘʨʘʤʠ ʟ ʬʫʥʢʮʽʻʶ ʘʢʪʠʚʘʮʽʾ 
softmax. 
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ʈʠʩʫʥʦʢ 1 ï ɿʘʛʘʣʴʥʘ ʩʭʝʤʘ ʤʝʪʦʜʫ ʜʽʘʛʥʦʩʪʠʢʠ ʟʘʭʚʦʨʶʚʘʥʴ 

 
ɽʪʘʧ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ ʚʢʣʶʯʘʻ ʪʦʢʝʥʽʟʘʮʽʶ ʪʝʢʩʪʫ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʛʦ ʪʦʢʝʥʽʟʘʪʦʨʘ ʜʣʷ ʫʢʨʘʾʥʩʴʢʦʾ ʤʦʚʠ, ʦʯʠʱʝʥʥʷ ʚʽʜ ʥʝʧʦʪʨʽʙʥʠʭ 
ʩʠʤʚʦʣʽʚ ʪʘ ʧʨʠʚʝʜʝʥʥʷ ʜʦ ʥʠʞʥʴʦʛʦ ʨʝʛʽʩʪʨʫ, ʣʝʤʘʪʠʟʘʮʽʶ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 
ʙʽʙʣʽʦʪʝʢʠ pymorphy2 ʜʣʷ ʧʨʠʚʝʜʝʥʥʷ ʩʣʽʚ ʜʦ ʙʘʟʦʚʦʾ ʩʣʦʚʥʠʢʦʚʦʾ ʬʦʨʤʠ 
(ʥʘʧʨʠʢʣʘʜ, "ʙʦʣʠʪʴ", "ʙʦʣʽʣʦ" Ÿ "ʙʦʣʽʪʠ"), ʚʠʜʘʣʝʥʥʷ ʩʪʦʧ-ʩʣʽʚ. ʆʩʦʙʣʠʚʽʩʪʶ 
ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ ʻ ʟʙʝʨʝʞʝʥʥʷ ʤʝʜʠʯʥʦʾ ʪʝʨʤʽʥʦʣʦʛʽʾ ʪʘ ʾʾ ʢʦʥʪʝʢʩʪʥʦʛʦ 
ʚʠʢʦʨʠʩʪʘʥʥʷ. 

ɸʨʭʽʪʝʢʪʫʨʘ ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ. ɹʘʟʦʚʘ ʘʨʭʽʪʝʢʪʫʨʘ ʚʢʣʶʯʘʻ ʰʘʨ ʝʤʙʝʜʜʽʥʛʽʚ 
ʨʦʟʤʽʨʥʽʩʪʶ 300, ʽʥʽʮʽʘʣʽʟʦʚʘʥʠʡ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʠʤʠ ʚʝʢʪʦʨʥʠʤʠ 
ʧʨʝʜʩʪʘʚʣʝʥʥʷʤʠ ʩʣʽʚ. ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʚʦʥʘʧʨʘʚʣʝʥʠʡ LSTM ʰʘʨ ʟ 128 
ʧʨʠʭʦʚʘʥʠʤʠ ʦʜʠʥʠʮʷʤʠ, ʷʢʠʡ ʦʙʨʦʙʣʷʻ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʩʣʽʚ ʫ ʧʨʷʤʦʤʫ ʪʘ 
ʟʚʦʨʦʪʥʦʤʫ ʥʘʧʨʷʤʢʘʭ ʜʣʷ ʚʨʘʭʫʚʘʥʥʷ ʢʦʥʪʝʢʩʪʫ ʟ ʦʙʦʭ ʩʪʦʨʽʥ. ʐʘʨ LSTM 
ʚʠʢʦʨʠʩʪʦʚʫʻ ʪʨʠ ʚʝʥʪʠʣʽ ʜʣʷ ʢʦʥʪʨʦʣʶ ʧʦʪʦʢʫ ʽʥʬʦʨʤʘʮʽʾ: ʚʝʢʪʦʨ ʚʝʥʪʠʣʷ 
ʟʘʙʫʚʘʥʥʷ, ʩʠʛʤʦʾʜʥʘ ʬʫʥʢʮʽʷ, ʤʘʪʨʠʮʷ ʚʘʛ. 

ʄʝʭʘʥʽʟʤ ʫʚʘʛʠ ʦʙʯʠʩʣʶʻ ʚʘʛʠ ʚʘʞʣʠʚʦʩʪʽ ʜʣʷ ʢʦʞʥʦʾ ʧʦʟʠʮʽʾ ʚ 
ʧʦʩʣʽʜʦʚʥʦʩʪʽ. ɼʣʷ ʢʦʞʥʦʛʦ ʚʠʭʦʜʫ LSTM ʦʙʯʠʩʣʶʻʪʴʩʷ ʩʢʘʣʷʨʥʘ ʦʮʽʥʢʘ 
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ʚʘʞʣʠʚʦʩʪʽ, ʷʢʘ ʥʦʨʤʘʣʽʟʫʻʪʴʩʷ ʬʫʥʢʮʽʻʶ softmax. ɿʚʘʞʝʥʘ ʩʫʤʘ ʚʠʭʦʜʽʚ LSTM 
ʬʦʨʤʫʻ ʬʽʥʘʣʴʥʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʪʝʢʩʪʫ, ʱʦ ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʯʥʦ ʚʠʷʚʣʷʪʠ 
ʥʘʡʙʽʣʴʰ ʚʘʞʣʠʚʽ ʩʠʤʧʪʦʤʠ ʜʣʷ ʜʽʘʛʥʦʩʪʠʢʠ. ʇʽʩʣʷ ʰʘʨʫ ʫʚʘʛʠ ʨʦʟʪʘʰʦʚʘʥʽ ʜʚʘ 
ʰʘʨʠ ʟ 256 ʪʘ 128 ʥʝʡʨʦʥʘʤʠ ʚʽʜʧʦʚʽʜʥʦ ʟ ʘʢʪʠʚʘʮʽʻʶ ReLU ʪʘ ʜʨʦʧʘʫʪ 0.3 ʜʣʷ 
ʟʘʧʦʙʽʛʘʥʥʷ ʧʝʨʝʥʘʚʯʘʥʥʶ. ɺʠʭʽʜʥʠʡ ʰʘʨ ʤʘʻ 45 ʥʝʡʨʦʥʽʚ ʟ ʬʫʥʢʮʽʻʶ softmax.  

ɼʣʷ ʧʦʢʨʘʱʝʥʥʷ ʷʢʦʩʪʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʨʦʟʨʦʙʣʝʥʦ ʤʦʜʠʬʽʢʘʮʽʶ ʙʘʟʦʚʦʾ 
ʘʨʭʽʪʝʢʪʫʨʠ ʟ ʯʦʪʠʨʤʘ ʢʣʶʯʦʚʠʤʠ ʟʤʽʥʘʤʠ. ʇʝʨʰʘ ʤʦʜʠʬʽʢʘʮʽʷ ï ʜʦʜʘʪʢʦʚʝ 
ʥʘʚʯʘʥʥʷ ʝʤʙʝʜʜʽʥʛʽʚ ʥʘ ʢʦʨʧʫʩʽ ʤʝʜʠʯʥʠʭ ʩʪʘʪʝʡ ʪʘ ʜʦʢʫʤʝʥʪʘʮʽʾ, ʱʦ ʜʦʟʚʦʣʷʻ 
ʚʝʢʪʦʨʥʠʤ ʧʨʝʜʩʪʘʚʣʝʥʥʷʤ ʢʨʘʱʝ ʚʽʜʦʙʨʘʞʘʪʠ ʤʝʜʠʯʥʫ ʪʝʨʤʽʥʦʣʦʛʽʶ (ʥʘʧʨʠʢʣʘʜ, 
"ʣʠʭʦʤʘʥʢʘ" ʪʘ "ʧʽʜʚʠʱʝʥʘ ʪʝʤʧʝʨʘʪʫʨʘ" ʦʪʨʠʤʫʶʪʴ ʩʭʦʞʽ ʚʝʢʪʦʨʠ). ɼʨʫʛʘ 
ʤʦʜʠʬʽʢʘʮʽʷ ï ʜʦʜʘʚʘʥʥʷ ʤʝʭʘʥʽʟʤʫ max pooling ʧʘʨʘʣʝʣʴʥʦ ʜʦ ʰʘʨʫ ʫʚʘʛʠ, ʱʦ 
ʜʦʟʚʦʣʷʻ ʟʘʭʦʧʠʪʠ ʥʘʡʙʽʣʴʰ ʚʠʨʘʞʝʥʽ ʦʟʥʘʢʠ, ʧʽʩʣʷ ʯʦʛʦ ʨʝʟʫʣʴʪʘʪʠ ʫʚʘʛʠ ʪʘ max 
pooling ʦʙ'ʻʜʥʫʶʪʴʩʷ ʦʧʝʨʘʮʽʻʶ ʢʦʥʢʘʪʝʥʘʮʽʾ. 

ʊʨʝʪʷ ʤʦʜʠʬʽʢʘʮʽʷ ï ʪʝʭʥʽʢʘ ʧʦʩʪʫʧʦʚʦʛʦ ʨʦʟʤʦʨʦʞʫʚʘʥʥʷ ʰʘʨʽʚ ʧʽʜ ʯʘʩ 
ʥʘʚʯʘʥʥʷ, ʢʦʣʠ ʩʧʦʯʘʪʢʫ ʟʘʤʦʨʦʞʫʶʪʴʩʷ ʚʩʽ ʰʘʨʠ ʢʨʽʤ ʚʠʭʽʜʥʦʛʦ, ʘ ʧʦʪʽʤ 
ʧʦʩʪʫʧʦʚʦ ʨʦʟʤʦʨʦʞʫʶʪʴʩʷ ʚʝʨʭʥʽ ʰʘʨʠ, ʱʦ ʟʥʠʞʫʻ ʨʠʟʠʢ ʧʝʨʝʥʘʚʯʘʥʥʷ. 
ɼʦʜʘʪʢʦʚʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʘʫʛʤʝʥʪʘʮʽʷ ʜʘʥʠʭ ʯʝʨʝʟ ʚʠʧʘʜʢʦʚʫ ʟʘʤʽʥʫ ʩʣʽʚ 
ʩʠʥʦʥʽʤʘʤʠ ʟ ʤʝʜʠʯʥʦʛʦ ʪʝʟʘʫʨʫʩʫ (ʥʘʧʨʠʢʣʘʜ, "ʛʦʣʦʚʥʠʡ ʙʽʣʴ" Ÿ "ʮʝʬʘʣʛʽʷ"). 

ʄʦʜʠʬʽʢʦʚʘʥʘ ʤʦʜʝʣʴ ʜʝʤʦʥʩʪʨʫʻ ʧʦʢʨʘʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʥʘ 5.2% ʧʦʨʽʚʥʷʥʦ 
ʟ ʙʘʟʦʚʦʶ ʚʝʨʩʽʻʶ ʧʨʠ ʥʝʟʥʘʯʥʦʤʫ ʟʙʽʣʴʰʝʥʥʽ ʯʘʩʫ ʦʙʨʦʙʢʠ (ʥʘ 0.01 ʩʝʢʫʥʜʠ). 
ʆʩʦʙʣʠʚʦ ʟʥʘʯʥʝ ʧʦʢʨʘʱʝʥʥʷ ʩʧʦʩʪʝʨʽʛʘʻʪʴʩʷ ʜʣʷ ʨʽʜʢʽʩʥʠʭ ʟʘʭʚʦʨʶʚʘʥʴ, ʜʝ F1-
score ʟʨʽʩ ʥʘ 7.8%. ɸʥʘʣʽʟ ʤʘʪʨʠʮʽ ʧʦʤʠʣʦʢ ʧʦʢʘʟʘʚ, ʱʦ ʥʘʡʩʢʣʘʜʥʽʰʠʤʠ ʜʣʷ 
ʢʣʘʩʠʬʽʢʘʮʽʾ ʻ ʟʘʭʚʦʨʶʚʘʥʥʷ ʟʽ ʩʭʦʞʠʤʠ ʩʠʤʧʪʦʤʘʤʠ (ʛʨʠʧ ʪʘ ɻʈɺɯ, ʨʽʟʥʽ ʪʠʧʠ 
ʽʥʬʝʢʮʽʡ). ʄʝʭʘʥʽʟʤ ʫʚʘʛʠ ʜʦʟʚʦʣʷʻ ʚʠʟʥʘʯʠʪʠ ʢʣʶʯʦʚʽ ʩʠʤʧʪʦʤʠ: ʜʣʷ ʜʽʘʛʥʦʟʫ 
"ʛʨʠʧ" ʥʘʡʙʽʣʴʰʫ ʚʘʛʫ ʤʘʶʪʴ ʩʣʦʚʘ "ʣʠʭʦʤʘʥʢʘ", "ʙʽʣʴ ʫ ʤ'ʷʟʘʭ", "ʩʣʘʙʢʽʩʪʴ". 
ʇʦʨʽʚʥʷʥʥʷ ʟ ʙʘʟʦʚʠʤʠ ʤʝʪʦʜʘʤʠ ʧʦʢʘʟʘʣʦ ʧʝʨʝʚʘʛʫ: ʥʘʾʚʥʠʡ ʙʘʻʩʽʚʩʴʢʠʡ 
ʢʣʘʩʠʬʽʢʘʪʦʨ ï 68.4%, ʣʦʛʽʩʪʠʯʥʘ ʨʝʛʨʝʩʽʷ ï 74.2%, LSTM ʙʝʟ ʫʚʘʛʠ ï 82.1%. 

ʆʪʞʝ, ʤʦʜʠʬʽʢʘʮʽʷ ʟ ʜʦʜʘʪʢʦʚʠʤ ʥʘʚʯʘʥʥʷʤ ʝʤʙʝʜʜʽʥʛʽʚ ʥʘ ʤʝʜʠʯʥʠʭ 
ʪʝʢʩʪʘʭ ʪʘ ʤʝʭʘʥʽʟʤʦʤ max pooling ʧʦʢʨʘʱʫʻ ʪʦʯʥʽʩʪʴ ʥʘ 5.2% ʧʦʨʽʚʥʷʥʦ ʟ ʙʘʟʦʚʦʶ 
ʘʨʭʽʪʝʢʪʫʨʦʶ, ʦʩʦʙʣʠʚʦ ʜʣʷ ʨʽʜʢʽʩʥʠʭ ʟʘʭʚʦʨʶʚʘʥʴ. ɼʚʦʥʘʧʨʘʚʣʝʥʠʡ LSTM ʰʘʨ ʟ 
128 ʦʜʠʥʠʮʷʤʠ ʝʬʝʢʪʠʚʥʦ ʟʘʭʦʧʣʶʻ ʢʦʥʪʝʢʩʪʥʽ ʟʘʣʝʞʥʦʩʪʽ ʤʽʞ ʩʠʤʧʪʦʤʘʤʠ. 
ʄʝʭʘʥʽʟʤ ʫʚʘʛʠ ʟʘʙʝʟʧʝʯʫʻ ʽʥʪʝʨʧʨʝʪʦʚʘʥʽʩʪʴ ʨʝʟʫʣʴʪʘʪʽʚ ʯʝʨʝʟ ʚʠʟʥʘʯʝʥʥʷ 
ʥʘʡʙʽʣʴʰ ʚʘʞʣʠʚʠʭ ʩʠʤʧʪʦʤʽʚ. ʄʝʪʦʜ ʻ ʧʨʠʜʘʪʥʠʤ ʜʣʷ ʧʨʘʢʪʠʯʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ 
ʪʝʣʝʤʝʜʠʯʥʠʭ ʩʠʩʪʝʤʘʭ ʪʘ ʩʠʩʪʝʤʘʭ ʧʽʜʪʨʠʤʢʠ ʤʝʜʠʯʥʠʭ ʨʽʰʝʥʴ. 

 
ʇʝʨʝʣʽʢ ʧʦʩʠʣʘʥʴ 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ɺʀʗɺʃɽʅʅʗ ʐɸʍʈɸʁʉʔʂʀʍ ʊʈɸʅɿɸʂʎɯʁ ʋ ʌɯʅɸʅʉʆɺʀʍ 

ʆʇɽʈɸʎɯʗʍ ɿ ɿɸʉʊʆʉʋɺɸʅʅʗʄ ɿɻʆʈʊʂʆɺʀʍ ʅɽʁʈʆʅʅʀʍ ʄɽʈɽɾ 
 

ʈʦʟʛʣʷʥʫʪʦ ʧʨʠʢʣʘʜʥʽ ʘʩʧʝʢʪʠ ʨʦʟʨʦʙʢʠ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʰʘʭʨʘʡʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ ʫ ʬʽʥʘʥʩʦʚʠʭ ʦʧʝʨʘʮʽʷʭ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʟʛʦʨʪʢʦʚʠʭ ʥʝʡʨʦʥʥʠʭ 

ʤʝʨʝʞ. ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʩʠʩʪʝʤʘ ʟʘʙʝʟʧʝʯʫʻ ʝʬʝʢʪʠʚʥʫ ʦʙʨʦʙʢʫ ʪʘ ʘʥʘʣʽʟ ʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ 

ʪʨʘʥʟʘʢʮʽʡʥʠʭ ʜʘʥʠʭ, ʚʠʷʚʣʷʶʯʠ ʧʨʠʭʦʚʘʥʽ ʟʘʢʦʥʦʤʽʨʥʦʩʪʽ, ʭʘʨʘʢʪʝʨʥʽ ʜʣʷ  

ʰʘʭʨʘʡʩʴʢʦʾ ʧʦʚʝʜʽʥʢʠ. 

 

The applied aspects of developing an information system for detecting fraudulent 

transactions in financial operations using convolutional neural networks are considered. The 

proposed system provides effective processing and analysis of large volumes of transaction data, 

revealing hidden patterns characteristic of fraudulent behavior. 

 

ʇʦʷʚʘ ʰʘʭʨʘʡʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ ʟ ʙʘʥʢʽʚʩʴʢʠʤʠ ʢʘʨʪʢʘʤʠ ʟʙʛʘʻʪʴʩʷ ʟ 

ʨʦʟʚʠʪʢʦʤ ʝʣʝʢʪʨʦʥʥʠʭ ʪʘ ʙʝʟʛʦʪʽʚʢʦʚʠʭ ʩʧʦʩʦʙʽʚ ʦʧʣʘʪʠ. ʐʘʭʨʘʡʩʴʢʽ ʜʽʾ ʧʦʣʷʛʘʶʪʴ 

ʫ ʥʝʟʘʢʦʥʥʦʤʫ ʚʠʚʝʜʝʥʥʽ ʢʦʰʪʽʚ ʟ ʢʦʨʠʩʪʫʚʘʯʽʚ ʰʣʷʭʦʤ ʧʽʜʨʦʙʢʠ ʜʘʥʠʭ ʢʘʨʪʢʠ ʘʙʦ 

ʦʪʨʠʤʘʥʥʷ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʨʘʭʫʥʢʽʚ. ɿʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʚʠʧʘʜʢʽʚ 

ʪʘʢʠʭ ʜʽʡ ʧʽʜʰʪʦʚʭʥʫʣʦ ʬʽʥʘʥʩʦʚʽ ʦʨʛʘʥʽʟʘʮʽʾ ʜʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʤʝʭʘʥʽʟʤʽʚ 

ʧʽʜʚʠʱʝʥʦʾ ʙʝʟʧʝʢʠ, ʚ ʜʘʥʦʤʫ ʚʠʧʘʜʢʫ ʩʠʩʪʝʤ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʪʘ ʚʠʷʚʣʝʥʥʷ 

ʩʫʤʥʽʚʥʠʭ ʪʨʘʥʟʘʢʮʽʡ. 

ʂʨʝʜʠʪʥʽ ʢʘʨʪʢʠ ʤʦʞʫʪʴ ʙʫʪʠ ʬʽʟʠʯʥʦ ʚʠʢʨʘʜʝʥʽ ʟ ʛʘʤʘʥʮʷ ʘʙʦ ʦʪʨʠʤʘʥʽ 

ʚʽʨʪʫʘʣʴʥʦ ʟ ʥʝʟʘʭʠʱʝʥʠʭ ʚʝʙ-ʩʘʡʪʽʚ, ʯʝʨʝʟ ʚʠʪʽʢ ʜʘʥʠʭ ʘʙʦ ʩʭʝʤʠ ʢʨʘʜʽʞʢʠ 

ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ. ʅʘʧʨʠʢʣʘʜ, ʫ 2019 ʨʦʮʽ ʭʘʢʝʨʠ ʟʣʘʤʘʣʠ ʙʘʟʠ ʜʘʥʠʭ Capital One ʪʘ 

ʦʧʨʠʣʶʜʥʠʣʠ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʢʨʝʜʠʪʥʽ ʢʘʨʪʢʠ ʧʦʥʘʜ 100 ʤʽʣʴʡʦʥʽʚ ʣʶʜʝʡ [1]. 

ɿʘʭʠʩʪ ʬʽʥʘʥʩʦʚʦʾ ʽʥʬʦʨʤʘʮʽʾ ʻ ʚʘʞʣʠʚʠʤ ʘʣʝ, ʧʦʧʨʠ ʟʘʭʠʩʪ, ʷʢʠʡ ʚʦʥʠ 

ʧʨʦʧʦʥʫʻʪʴʩʷ ʙʘʥʢʘʤʠ, ʢʨʝʜʠʪʥʽ ʢʘʨʪʢʠ ʥʝ ʻ ʟʘʭʠʱʝʥʠʤʠ ʚʽʜ ʰʘʭʨʘʡʩʪʚʘ. ʅʘʚʧʘʢʠ, 

ʚʦʥʠ ʧʦʩʪʽʡʥʦ ʻ ʛʦʣʦʚʥʦʶ ʤʽʰʝʥʥʶ ʜʣʷ ʟʣʦʜʽʾʚ ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ, ʧʨʠʯʦʤʫ ʫ 2024 

ʨʦʮʽ ʜʦ ʌʝʜʝʨʘʣʴʥʦʾ ʪʦʨʛʦʚʦʾ ʢʦʤʽʩʽʾ ʙʫʣʦ ʧʦʜʘʥʦ ʤʘʡʞʝ 450 000 ʧʦʚʽʜʦʤʣʝʥʴ ʧʨʦ 

ʢʨʘʜʽʞʢʫ ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ ʟ ʢʨʝʜʠʪʥʠʭ ʢʘʨʪʦʢ [2]. 

ʈʦʣʴ ʐɯ ʫ ʚʠʷʚʣʝʥʥʽ ʬʽʥʘʥʩʦʚʦʛʦ ʰʘʭʨʘʡʩʪʚʘ ʩʫʪʪʻʚʦ ʟʤʽʥʠʣʘʩʷ, 

ʧʝʨʝʡʰʦʚʰʠ ʚʽʜ ʩʪʘʪʠʯʥʠʭ ʩʠʩʪʝʤ, ʟʘʩʥʦʚʘʥʠʭ ʥʘ ʧʨʘʚʠʣʘʭ, ʜʦ ʜʠʥʘʤʽʯʥʠʭ, 

ʘʜʘʧʪʠʚʥʠʭ ʘʣʛʦʨʠʪʤʽʚ. ʉʪʨʫʢʪʫʨʠ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʚ ʦʩʥʦʚʥʦʤʫ ʟʘʣʝʞʘʣʠ ʚʽʜ 

ʟʘʟʜʘʣʝʛʽʜʴ ʚʠʟʥʘʯʝʥʠʭ ʧʨʘʚʠʣ ʪʘ ʨʫʯʥʦʛʦ ʧʝʨʝʛʣʷʜʫ ʪʨʘʥʟʘʢʮʽʡ, ʜʝ ʩʧʦʚʽʱʝʥʥʷ 

ʟʘʧʫʩʢʘʣʠʩʷ ʬʽʢʩʦʚʘʥʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ, ʪʘʢʠʤʠ ʷʢ ʩʫʤʘ ʪʨʘʥʟʘʢʮʽʡ, ʯʘʩʪʦʪʘ ʘʙʦ 
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ʛʝʦʛʨʘʬʽʯʥʝ ʨʦʟʪʘʰʫʚʘʥʥʷ. ʍʦʯʘ ʮʽ ʤʝʪʦʜʠ ʧʨʦʧʦʥʫʚʘʣʠ ʙʘʟʦʚʠʡ ʨʽʚʝʥʴ ʟʘʭʠʩʪʫ, ʾʤ 

ʙʨʘʢʫʚʘʣʦ ʤʦʞʣʠʚʦʩʪʽ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʥʦʚʠʭ ʪʘ ʩʢʣʘʜʥʠʭ ʰʘʭʨʘʡʩʴʢʠʭ ʩʭʝʤ. ʗʢ 

ʥʘʩʣʽʜʦʢ, ʪʘʢʽ ʩʠʩʪʝʤʠ ʯʘʩʪʦ ʚʠʜʘʚʘʣʠ ʚʠʩʦʢʠʡ ʨʽʚʝʥʴ ʭʠʙʥʦʧʦʟʠʪʠʚʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ, 

ʱʦ ʧʨʠʟʚʦʜʠʣʦ ʜʦ ʥʝʝʬʝʢʪʠʚʥʠʭ ʨʦʟʩʣʽʜʫʚʘʥʴ ʪʘ ʧʦʛʽʨʰʝʥʥʷ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ 

ʢʣʽʻʥʪʽʚ. 

ɼʦʩʷʛʥʝʥʥʷ ʚ ʤʘʰʠʥʥʦʤʫ ʥʘʚʯʘʥʥʽ ʟʤʽʥʠʣʠ ʮʝʡ ʧʨʦʮʝʩ, ʜʦʟʚʦʣʠʚʰʠ 

ʩʠʩʪʝʤʘʤ ʘʥʘʣʽʟʫʚʘʪʠ ʚʝʣʠʯʝʟʥʽ ʥʘʙʦʨʠ ʜʘʥʠʭ ʪʘ ʚʠʷʚʣʷʪʠ ʧʦʚʝʜʽʥʢʦʚʽ ʤʦʜʝʣʽ, ʱʦ 

ʩʚʽʜʯʘʪʴ ʧʨʦ ʰʘʭʨʘʡʩʴʢʫ ʜʽʷʣʴʥʽʩʪʴ. ɿʘʚʜʷʢʠ ʚʧʨʦʚʘʜʞʝʥʥʶ ʪʘʢʠʭ ʤʝʪʦʜʽʚ, ʷʢ 

ʧʦʚʝʜʽʥʢʦʚʘ ʘʥʘʣʽʪʠʢʘ, ʛʣʠʙʦʢʝ ʥʘʚʯʘʥʥʷ ʪʘ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ, ʩʫʯʘʩʥʽ ʤʦʜʝʣʽ 

ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʪʚʘ ʪʝʧʝʨ ʦʮʽʥʶʶʪʴ ʯʠʩʣʝʥʥʽ ʪʦʯʢʠ ʜʘʥʠʭ ʫ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ 

ʯʘʩʫ. ʎʽ ʩʠʩʪʝʤʠ ʥʘ ʦʩʥʦʚʽ ʐɯ ʥʝ ʣʠʰʝ ʦʮʽʥʶʶʪʴ ʦʩʦʙʫ ʪʘ ʥʘʤʽʨʠ ʢʦʨʠʩʪʫʚʘʯʘ, ʘʣʝ 

ʡ ʧʦʩʪʽʡʥʦ ʘʜʘʧʪʫʶʪʴʩʷ ʜʦ ʥʦʚʠʭ ʪʘ ʤʽʥʣʠʚʠʭ ʟʘʛʨʦʟ. ɺ ʨʝʟʫʣʴʪʘʪʽ ʬʽʥʘʥʩʦʚʽ 

ʫʩʪʘʥʦʚʠ ʤʦʞʫʪʴ ʜʦʩʷʛʪʠ ʰʚʠʜʰʦʛʦ, ʪʦʯʥʽʰʦʛʦ ʪʘ ʘʜʘʧʪʠʚʥʽʰʦʛʦ ʚʠʷʚʣʝʥʥʷ 

ʰʘʭʨʘʡʩʪʚʘ, ʟʥʘʯʥʦ ʧʽʜʚʠʱʫʶʯʠ ʷʢ ʙʝʟʧʝʢʫ, ʪʘʢ ʽ ʦʧʝʨʘʮʽʡʥʫ ʝʬʝʢʪʠʚʥʽʩʪʴ [3]. 

ʈʦʟʛʣʷʥʝʤʦ ʤʝʪʦʜ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʪʚʘ ʟ ʢʨʝʜʠʪʥʠʤʠ ʢʘʨʪʢʘʤʠ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʧʝʨʝʪʚʦʨʝʥʥʷ ʟʦʙʨʘʞʝʥʴ [4] 

ɸʚʪʦʨʠ ʨʦʟʛʣʷʜʘʶʪʴ ʟʨʦʩʪʘʶʯʫ ʩʢʣʘʜʥʽʩʪʴ ʜʘʥʠʭ ʧʨʦ ʪʨʘʥʟʘʢʮʽʾ ʟ 

ʢʨʝʜʠʪʥʠʤʠ ʢʘʨʪʢʘʤʠ, ʱʦ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʚʠʩʦʢʦʶ ʰʚʠʜʢʽʩʪʶ, ʩʝʨʡʦʟʥʠʤ 

ʜʠʩʙʘʣʘʥʩʦʤ ʢʣʘʩʽʚ ʪʘ ʟʤʽʥʦʶ ʤʦʜʝʣʝʡ ʰʘʭʨʘʡʩʪʚʘ, ʪʘ ʧʨʦʧʦʥʫʶʪʴ ʥʦʚʫ ʩʪʨʫʢʪʫʨʫ 

ʧʽʜ ʥʘʟʚʦʶ çɺʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʪʚʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʝʨʝʪʚʦʨʝʥʥʷ ʟʦʙʨʘʞʝʥʴè (FDIC) 

ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚʠʷʚʣʝʥʥʷ. ʋ FDIC ʪʨʘʥʟʘʢʮʽʾ ʦʙʨʦʙʣʷʶʪʴʩʷ ʷʢ ʯʘʩʦʚʽ 

ʨʷʜʠ ʪʘ ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʥʘ ʜʚʦʚʠʤʽʨʥʽ ʟʦʙʨʘʞʝʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʘʢʠʭ ʤʝʪʦʜʽʚ, ʷʢ 

ʢʫʪʦʚʽ ʧʦʣʷ ɻʨʘʤʘ (GAF), ʧʦʣʷ ʧʝʨʝʭʦʜʽʚ ʄʘʨʢʦʚʘ (MTF) ʪʘ ʜʽʘʛʨʘʤʠ ʧʦʚʪʦʨʝʥʥʷ 

(RP). ʎʽ ʟʦʙʨʘʞʝʥʥʷ ʧʦʪʽʤ ʢʣʘʩʠʬʽʢʫʶʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʟʛʦʨʪʢʦʚʦʾ ʥʝʡʨʦʥʥʦʾ 

ʤʝʨʝʞʽ (CNN), ʪʠʤ ʩʘʤʠʤ ʬʽʢʩʫʶʯʠ ʯʘʩʦʚʽ ʪʘ ʜʚʦʩʪʦʨʦʥʥʽ ʟʚ'ʷʟʢʠ ʤʽʞ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʪʨʘʥʟʘʢʮʽʡ, ʷʢʽ ʤʦʞʝ ʙʫʪʠ ʚʘʞʢʦ ʬʽʢʩʫʚʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʟʚʠʯʘʡʥʠʭ ʪʘʙʣʠʯʥʠʭ ʘʙʦ ʧʦʩʣʽʜʦʚʥʠʭ ʤʦʜʝʣʝʡ. ɼʣʷ ʧʽʜʚʠʱʝʥʥʷ ʧʨʦʟʦʨʦʩʪʽ ʪʘ 

ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʩʪʽ ʘʚʪʦʨʠ ʟʘʩʪʦʩʦʚʫʶʪʴ ʧʽʜʭʽʜ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ (XAI) ʥʘ ʦʩʥʦʚʽ 

ʪʝʧʣʦʚʠʭ ʢʘʨʪ (ʯʝʨʝʟ Grad-CAM ʪʘ çʩʬʦʢʫʩʦʚʘʥʠʡè ʚʘʨʽʘʥʪ), ʱʦʙ ʚʽʟʫʘʣʽʟʫʚʘʪʠ, ʷʢʽ 

ʦʙʣʘʩʪʽ ʧʝʨʝʪʚʦʨʝʥʠʭ ʟʦʙʨʘʞʝʥʴ ʚʧʣʠʚʘʶʪʴ ʥʘ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʤʦʜʝʣʣʶ. 

ʍʦʯʘ ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ FDIC ʜʝʤʦʥʩʪʨʫʻ ʽʥʥʦʚʘʮʽʾ ʫ ʧʨʝʜʩʪʘʚʣʝʥʥʽ 

ʜʘʥʠʭ ʧʨʦ ʪʨʘʥʟʘʢʮʽʾ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʪʚʘ, ʧʝʚʥʽ ʦʙʤʝʞʝʥʥʷ ʪʘ ʥʘʩʣʽʜʢʠ 

ʟʘʩʣʫʛʦʚʫʶʪʴ ʥʘ ʨʦʟʛʣʷʜ. ɸʚʪʦʨʠ ʧʦʚʽʜʦʤʣʷʶʪʴ ʧʨʦ F1-ʙʘʣ 85,49% ʪʘ ʧʦʚʥʦʪʫ 

80,35% ʜʣʷ ʢʣʘʩʫ ʰʘʭʨʘʡʩʪʚʘ, ʱʦ ʜʝʤʦʥʩʪʨʫʻ ʢʦʥʢʫʨʝʥʪʦʩʧʨʦʤʦʞʥʫ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʧʦʨʽʚʥʷʥʦ ʟ ʧʦʧʝʨʝʜʥʽʤʠ ʜʦʩʣʽʜʞʝʥʥʷʤʠ. 

ʄʝʪʘ: ʨʦʟʨʦʙʢʘ ʪʘ ʧʨʦʛʨʘʤʥʘ ʨʝʘʣʽʟʘʮʽʷ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʴʢʠʭ 

ʪʨʘʥʟʘʢʮʽʡ ʫ ʬʽʥʘʥʩʦʚʠʭ ʦʧʝʨʘʮʽʷʭ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʟʛʦʨʪʢʦʚʠʭ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ. 

ʅʘ ʝʪʘʧʽ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ ʜʘʥʠʭ ʦʟʥʘʢʘ Amount ʤʘʩʰʪʘʙʦʚʘʥʘ ʟʘ 

ʜʦʧʦʤʦʛʦʶ RobustScaler. ʎʝʡ ʤʝʪʦʜ ʙʘʟʫʻʪʴʩʷ ʥʝ ʥʘ ʤʽʥʽʤʘʣʴʥʠʭ ʪʘ ʤʘʢʩʠʤʘʣʴʥʠʭ 

ʟʥʘʯʝʥʥʷʭ, ʘ ʥʘ ʤʝʜʽʘʥʽ ʪʘ ʽʥʪʝʨʢʚʘʨʪʠʣʴʥʦʤʫ ʨʦʟʤʘʭʫ, ʱʦ ʨʦʙʠʪʴ ʡʦʛʦ ʩʪʽʡʢʠʤ ʜʦ 
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ʥʘʷʚʥʦʩʪʽ ʚʠʢʠʜʽʚ ʫ ʜʘʥʠʭ ï ʧʦʰʠʨʝʥʦʛʦ ʷʚʠʱʘ ʫ ʬʽʥʘʥʩʦʚʠʭ ʪʨʘʥʟʘʢʮʽʷʭ, ʜʝ ʦʢʨʝʤʽ 

ʦʧʝʨʘʮʽʾ ʤʦʞʫʪʴ ʤʘʪʠ ʥʘʜʟʚʠʯʘʡʥʦ ʚʝʣʠʢʽ ʩʫʤʠ. ʌʦʨʤʫʣʘ ʧʝʨʝʪʚʦʨʝʥʥʷ ʤʘʻ ʚʠʛʣʷʜ: 

Øͻ
ÍÅÄÉÁÎ

)12
      (1) 

ʋ ʨʝʟʫʣʴʪʘʪʽ ʙʽʣʴʰʽʩʪʴ ʟʥʘʯʝʥʴ ʩʫʤʠ ʟʦʩʝʨʝʜʞʫʶʪʴʩʷ ʧʦʙʣʠʟʫ ʥʫʣʷ, ʪʦʜʽ ʷʢ 

ʝʢʩʪʨʝʤʘʣʴʥʽ ʪʨʘʥʟʘʢʮʽʾ ʥʝ ʤʘʶʪʴ ʥʘʜʤʽʨʥʦʛʦ ʚʧʣʠʚʫ ʥʘ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ. ʊʘʢʠʡ 

ʧʽʜʭʽʜ ʟʘʙʝʟʧʝʯʫʻ ʩʪʘʙʽʣʴʥʽʰʫ ʟʙʽʞʥʽʩʪʴ ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ ʪʘ ʧʽʜʚʠʱʫʻ ʾʾ ʩʪʽʡʢʽʩʪʴ 

ʜʦ ʥʝʪʠʧʦʚʠʭ ʟʥʘʯʝʥʴ ʫ ʜʘʥʠʭ. 

ʆʟʥʘʢʫ Time ʙʫʣʦ ʥʦʨʤʘʣʽʟʦʚʘʥʦ ʜʦ ʽʥʪʝʨʚʘʣʫ [-1,1] ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʣʽʥʽʡʥʦʛʦ ʧʝʨʝʪʚʦʨʝʥʥʷ: 

Øͻ
ÍÉÎ

ÍÁØ ÍÉÎ
     (2) 

ʊʘʢʠʤ ʯʠʥʦʤ, ʥʘʡʤʝʥʰʝ ʟʥʘʯʝʥʥʷ ʯʘʩʫ ʦʪʨʠʤʫʻ -1, ʥʘʡʙʽʣʴʰʝ +1, ʘ ʚʩʽ 

ʧʨʦʤʽʞʥʽ ʟʥʘʯʝʥʥʷ ʨʽʚʥʦʤʽʨʥʦ ʨʦʟʧʦʜʽʣʷʶʪʴʩʷ ʤʽʞ ʥʠʤʠ. 

ʇʽʩʣʷ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʦʟʥʘʢ ʙʫʣʦ ʚʠʢʦʥʘʥʦ ʙʘʣʘʥʩʫʚʘʥʥʷ ʚʠʙʽʨʢʠ, ʦʩʢʽʣʴʢʠ 

ʫ ʚʠʭʽʜʥʠʭ ʜʘʥʠʭ ʩʧʦʩʪʝʨʽʛʘʚʩʷ ʩʫʪʪʻʚʠʡ ʜʠʩʙʘʣʘʥʩ ʤʽʞ ʢʽʣʴʢʽʩʪʶ ʰʘʭʨʘʡʩʴʢʠʭ ʪʘ 

ʥʝ ʰʘʭʨʘʡʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ. ʋ ʙʽʣʴʰʦʩʪʽ ʨʝʘʣʴʥʠʭ ʬʽʥʘʥʩʦʚʠʭ ʥʘʙʦʨʽʚ ʜʘʥʠʭ 

ʢʽʣʴʢʽʩʪʴ ʣʝʛʽʪʠʤʥʠʭ  ʦʧʝʨʘʮʽʡ ʟʥʘʯʥʦ ʧʝʨʝʚʠʱʫʻ ʢʽʣʴʢʽʩʪʴ ʰʘʭʨʘʡʩʴʢʠʭ, ʱʦ ʤʦʞʝ 

ʧʨʠʟʚʝʩʪʠ ʜʦ ʧʝʨʝʚʘʞʥʦʛʦ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʥʘ ʙʽʣʴʰʠʡ ʢʣʘʩ ʽ, ʚʽʜʧʦʚʽʜʥʦ, 

ʧʦʛʽʨʰʝʥʥʷ ʟʜʘʪʥʦʩʪʽ ʚʠʷʚʣʷʪʠ ʰʘʭʨʘʡʩʪʚʦ. 

ʇʽʩʣʷ ʪʨʝʥʫʚʘʥʥʷ ʤʦʜʝʣʽ ʙʫʣʦ ʧʨʦʚʝʜʝʥʦ ʦʮʽʥʶʚʘʥʥʷ ʨʦʙʦʪʠ ʤʦʜʝʣʽ ʪʘ 

ʦʪʨʠʤʘʥʦ ʦʩʥʦʚʥʽ ʧʦʢʘʟʥʠʢʠ ʦʮʽʥʶʚʘʥʥʷ ʨʦʙʦʪʠ ʤʦʜʝʣʽ (ʈʠʩʥʦʢ 1). 

 

 
ʈʠʩʫʥʦʢ 1 ï ʇʨʦʮʝʩ ʪʘ ʨʝʟʫʣʴʪʘʪʠ ʪʨʝʥʫʚʘʥʥʷ ʤʦʜʝʣʽ 

 

ʅʘ ʦʩʥʦʚʽ ʦʪʨʠʤʘʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ ʥʘʚʯʘʥʥʷ ʨʦʟʨʦʙʣʝʥʘ ʟʛʦʨʪʢʦʚʘ ʥʝʡʨʦʥʥʘ 

ʤʝʨʝʞʘ (ɿʅʄ) ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʘ ʚʠʥʷʪʢʦʚʦ ʚʠʩʦʢʫ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʫ ʟʘʚʜʘʥʥʽ 
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ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ. ʇʨʦʪʷʛʦʤ ʧ'ʷʪʠ ʝʧʦʭ ʥʘʚʯʘʥʥʷ ʪʦʯʥʽʩʪʴ ʷʢ 

ʥʘʚʯʘʥʥʷ, ʪʘʢ ʽ ʚʘʣʽʜʘʮʽʾ ʧʦʩʪʽʡʥʦ ʟʨʦʩʪʘʣʘ, ʜʦʩʷʛʥʫʚʰʠ ʧʨʠʙʣʠʟʥʦ 99,8ï99,9% ʟ 

ʜʫʞʝ ʥʠʟʴʢʠʤ ʟʥʘʯʝʥʥʷʤ ʚʪʨʘʪ (ʙʣʠʟʴʢʦ 0,005ï0,007). ɿʥʘʯʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʧʦʚʥʦʪʠ 

ʷʢ ʥʘ ʥʘʚʯʘʣʴʥʦʤʫ, ʪʘʢ ʽ ʥʘ ʚʘʣʽʜʘʮʽʡʥʦʤʫ ʥʘʙʦʨʘʭ ʪʘʢʦʞ ʙʫʣʠ ʥʘʜʟʚʠʯʘʡʥʦ 

ʚʠʩʦʢʠʤʠ (ʙʣʠʟʴʢʦ 0,998ï0,999), ʱʦ ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ, ʱʦ ʤʦʜʝʣʴ ʫʩʧʽʰʥʦ 

ʽʜʝʥʪʠʬʽʢʫʻ ʤʘʡʞʝ ʚʩʽ ʰʘʭʨʘʡʩʴʢʽ ʪʨʘʥʟʘʢʮʽʾ, ʧʨʘʢʪʠʯʥʦ ʥʝ ʜʘʶʯʠ ʭʠʙʥʦʧʦʟʠʪʠʚʥʠʭ 

ʨʝʟʫʣʴʪʘʪʽʚ. 

ʇʽʜ ʯʘʩ ʦʩʪʘʪʦʯʥʦʾ ʪʝʩʪʦʚʦʾ ʦʮʽʥʢʠ ʤʦʜʝʣʴ ʜʦʩʷʛʣʘ 100% ʪʦʯʥʦʩʪʽ, 

ʧʨʝʮʠʟʽʡʥʦʩʪʽ, ʧʦʚʥʦʪʠ ʪʘ F1-ʙʘʣʫ, ʱʦ ʧʽʜʪʚʝʨʜʞʫʻ ʾʾ ʭʦʨʦʰʝ ʫʟʘʛʘʣʴʥʝʥʥʷ ʪʘ 

ʚʠʩʦʢʫ ʥʘʜʽʡʥʽʩʪʴ ʫ ʨʦʟʨʽʟʥʝʥʥʽ ʰʘʭʨʘʡʩʴʢʠʭ ʪʘ ʣʝʛʽʪʠʤʥʠʭ ʦʧʝʨʘʮʽʡ. ʊʘʢʽ 

ʨʝʟʫʣʴʪʘʪʠ ʧʦʢʘʟʫʶʪʴ, ʱʦ ʢʨʦʢʠ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ, ʦʙʨʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ɿʅʄ ʪʘ 

ʩʪʨʘʪʝʛʽʷ ʦʧʪʠʤʽʟʘʮʽʾ ʙʫʣʠ ʝʬʝʢʪʠʚʥʠʤʠ. ʆʜʥʘʢ, ʥʝʟʚʘʞʘʶʯʠ ʥʘ ʮʽ ʽʜʝʘʣʴʥʽ 

ʧʦʢʘʟʥʠʢʠ, ʚʘʞʣʠʚʦ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʪʘʢʘ ʚʠʩʦʢʘ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʤʦʞʝ ʪʘʢʦʞ ʩʚʽʜʯʠʪʠ 

ʧʨʦ ʥʝʟʥʘʯʥʝ ʧʝʨʝʥʘʚʯʘʥʥʷ ʯʝʨʝʟ ʩʠʥʪʝʪʠʯʥʝ ʙʘʣʘʥʩʫʚʘʥʥʷ ʪʘ ʚʽʜʥʦʩʥʦ ʧʨʦʩʪʫ 

ʩʪʨʫʢʪʫʨʫ ʜʘʥʠʭ ʧʨʦ ʪʨʘʥʟʘʢʮʽʾ. ʊʦʤʫ ʜʣʷ ʨʦʟʛʦʨʪʘʥʥʷ ʚ ʨʝʘʣʴʥʠʭ ʬʽʥʘʥʩʦʚʠʭ 

ʩʠʩʪʝʤʘʭ ʨʝʢʦʤʝʥʜʫʻʪʴʩʷ ʜʦʜʘʪʢʦʚʘ ʚʘʣʽʜʘʮʽʷ ʥʘ ʨʝʘʣʴʥʠʭ, ʥʝʚʠʜʠʤʠʭ ʧʦʪʦʢʘʭ 

ʪʨʘʥʟʘʢʮʽʡ, ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʩʪʽʡʢʽʩʪʴ ʤʦʜʝʣʽ ʪʘ ʩʪʘʙʽʣʴʥʫ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʫ 

ʜʠʥʘʤʽʯʥʠʭ ʨʝʘʣʴʥʠʭ ʫʤʦʚʘʭ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʇɯɼʍɯɼ ɼʆ ʅɽʁʈʆʄɽʈɽɾɽɺʆɻʆ ɺʀʗɺʃɽʅʅʗ ʄʆɺʀ ɺʆʈʆɾʅɽʏɯ ʋ 

ɿɸʐʋʄʃɽʅʀʍ ʊɽʂʉʆɺʀʍ ʇʆɺɯɼʆʄʃɽʅʅʗʍ 
 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʧʽʜʭʽʜ ʜʦ ʚʠʷʚʣʝʥʥʷ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ ʫ 

ʟʘʰʫʤʣʝʥʠʭ ʪʝʢʩʪʦʚʠʭ ʧʦʚʽʜʦʤʣʝʥʥʷʭ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ ʽ ʤʝʩʝʥʜʞʝʨʽʚ, ʜʝ ʰʠʨʦʢʦ ʧʨʠʩʫʪʥʽ 

ʦʨʬʦʛʨʘʬʽʯʥʽ ʚʽʜʭʠʣʝʥʥʷ, ʩʫʨʞʠʢ, ʝʤʦʜʟʽ, ʪʨʘʥʩʣʽʪʝʨʘʮʽʷ ʪʘ ʟʤʽʰʘʥʽ ʤʦʚʥʽ ʢʦʜʠ. ʄʝʪʦʶ ʻ 

ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʩʪʽʡʢʦʩʪʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʘ ʨʘʭʫʥʦʢ ʘʜʘʧʪʘʮʽʾ ʤʦʜʝʣʽ ʜʦ ʩʧʦʪʚʦʨʝʥʠʭ 

ʽ ʥʘʚʤʠʩʥʦ ʤʘʩʢʦʚʘʥʠʭ ʤʦʚʥʠʭ ʢʦʥʩʪʨʫʢʮʽʡ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʜʚʦʝʪʘʧʥʠʡ ʢʦʥʚʝʻʨ: ʥʘ ʧʝʨʰʦʤʫ 

ʝʪʘʧʽ ʬʦʨʤʫʻʪʴʩʷ ʢʦʥʪʨʦʣʴʦʚʘʥʦ ʟʘʰʫʤʣʝʥʠʡ ʢʦʨʧʫʩ ʥʘ ʦʩʥʦʚʽ ʘʥʦʪʦʚʘʥʦʛʦ ʥʘʙʦʨʫ çHate 

Speech Detection curated Datasetè ʟ ʧʦʙʫʜʦʚʦʶ ʯʠʩʪʦʾ ʪʘ ʟʘʰʫʤʣʝʥʦʾ ʧʽʜʚʠʙʽʨʦʢ; ʥʘ ʜʨʫʛʦʤʫ ï 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʧʦʝʪʘʧʥʝ ʜʦʥʘʚʯʘʥʥʷ ʪʨʘʥʩʬʦʨʤʝʨʥʦʾ ʤʦʜʝʣʽ ʪʠʧʫ BERT/RoBERTa ʟ 

ʤʽʥʽʤʘʣʴʥʦʶ ʥʦʨʤʘʣʽʟʘʮʽʻʶ ʪʝʢʩʪʫ. ʈʝʟʫʣʴʪʘʪʠ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʜʦʮʽʣʴʥʽʩʪʴ ʚʢʣʶʯʝʥʥʷ 

ʧʘʨʘʤʝʪʨʠʟʦʚʘʥʠʭ ʰʫʤʦʚʠʭ ʦʧʝʨʘʪʦʨʽʚ ʫ ʥʘʚʯʘʣʴʥʠʡ ʮʠʢʣ ʪʘ ʦʢʨʝʩʣʶʶʪʴ ʧʝʨʩʧʝʢʪʠʚʠ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʽʜʭʦʜʫ ʫ ʩʝʨʚʽʩʘʭ ʤʦʜʝʨʘʮʽʾ ʢʦʥʪʝʥʪʫ ʡ ʤʦʥʽʪʦʨʠʥʛʫ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ.  

 

The paper presents a neural networkïbased approach to hate speech detection in noisy 

short texts from social media and messaging platforms, which are characterised by spelling 

deviations, code-mixing, emojis, transliteration and intentionally distorted tokens. The aim is to 

improve the accuracy and robustness of hate speech classification by adapting the model to 

corrupted and masked linguistic patterns. A two-stage pipeline is proposed. First, a controllably 

noised training corpus is constructed on top of the annotated ñHate Speech Detection curated 

Datasetò by generating clean and noisy subsets. Second, a transformer model of the 

BERT/RoBERTa family is progressively fine-tuned on these data under conditions of minimal text 

normalisation. The proposed approach can serve as a foundation for content moderation services, 

information security monitoring systems and analytical tools for public online communication.  

 

ʇʽʜʭʽʜ ʜʦ ʥʝʡʨʦʤʝʨʝʞʝʚʦʛʦ ʚʠʷʚʣʝʥʥʷ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ ʫ ʟʘʰʫʤʣʝʥʠʭ 

ʧʦʚʽʜʦʤʣʝʥʥʷʭ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʫʩʚʽʜʦʤʣʝʥʥʽ ʪʦʛʦ, ʱʦ ʩʫʯʘʩʥʽ ʮʠʬʨʦʚʽ ʢʦʤʫʥʽʢʘʮʽʾ 

ʬʦʨʤʫʶʪʴʩʷ ʥʝ ʚ ʫʤʦʚʘʭ çʣʘʙʦʨʘʪʦʨʥʦʾè ʤʦʚʠ, ʘ ʚ ʩʝʨʝʜʦʚʠʱʽ ʧʦʩʪʽʡʥʠʭ 

ʚʠʢʨʠʚʣʝʥʴ [1]. ʉʦʮʽʘʣʴʥʽ ʤʝʨʝʞʽ, ʤʝʩʝʥʜʞʝʨʠ ʪʘ ʢʦʤʝʥʪʘʨʥʽ ʧʣʘʪʬʦʨʤʠ ʥʘʩʠʯʝʥʽ 

ʩʫʨʞʠʢʦʤ [2], ʦʨʬʦʛʨʘʬʽʯʥʠʤʠ ʜʝʚʽʘʮʽʷʤʠ [3], ʝʤʦʜʟʽ, ʥʘʚʤʠʩʥʠʤʠ ʟʘʤʽʥʘʤʠ 

ʩʠʤʚʦʣʽʚ, ʪʨʘʥʩʣʽʪʝʨʘʮʽʻʶ ʪʘ ʟʤʽʰʘʥʽʩʪʶ ʤʦʚʥʠʭ ʢʦʜʽʚ [4]. ʋ ʪʘʢʦʤʫ ʢʦʥʪʝʢʩʪʽ 

ʥʘʚʽʪʴ ʧʦʪʫʞʥʽ ʪʨʘʥʩʬʦʨʤʝʨʥʽ ʤʦʜʝʣʽ [5, 6], ʥʘʚʯʝʥʽ ʥʘ ʚʽʜʥʦʩʥʦ ʯʠʩʪʠʭ ʢʦʨʧʫʩʘʭ 

[7], ʚʪʨʘʯʘʶʪʴ ʯʫʪʣʠʚʽʩʪʴ ʜʦ ʟʘʚʫʘʣʴʦʚʘʥʦʾ ʘʛʨʝʩʽʾ, ʦʩʢʽʣʴʢʠ ʢʣʶʯʦʚʽ ʣʝʢʩʠʯʥʽ 

ʤʘʨʢʝʨʠ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ ʤʘʩʢʫʶʪʴʩʷ ʘʙʦ ʩʠʩʪʝʤʘʪʠʯʥʦ ʩʧʦʪʚʦʨʶʶʪʴʩʷ [8]. ʎʝ 

ʟʫʤʦʚʣʶʻ ʧʦʪʨʝʙʫ ʥʝ ʣʠʰʝ ʫ ʙʽʣʴʰ ʩʢʣʘʜʥʠʭ ʘʨʭʽʪʝʢʪʫʨʘʭ, ʘ ʥʘʩʘʤʧʝʨʝʜ ʫ ʤʝʪʦʜʘʭ, 
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ʷʢʽ ʧʨʷʤʦ ʚʨʘʭʦʚʫʶʪʴ ʰʫʤʦʚʠʡ ʭʘʨʘʢʪʝʨ ʚʭʽʜʥʠʭ ʜʘʥʠʭ [9] ʽ ʚʽʜʪʚʦʨʶʶʪʴ ʡʦʛʦ ʥʘ 

ʝʪʘʧʽ ʥʘʚʯʘʥʥʷ [10].  

ɸʢʪʫʘʣʴʥʽʩʪʴ ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʷʚʣʝʥʥʷ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ ʫ ʟʘʰʫʤʣʝʥʠʭ 

ʧʦʚʽʜʦʤʣʝʥʥʷʭ ʟʫʤʦʚʣʝʥʘ ʩʪʨʽʤʢʠʤ ʟʨʦʩʪʘʥʥʷʤ ʦʙʩʷʛʽʚ ʥʝʬʦʨʤʘʣʴʥʦʛʦ, 

ʩʧʦʥʪʘʥʥʦʛʦ ʪʘ ʥʘʚʤʠʩʥʦ ʤʦʜʠʬʽʢʦʚʘʥʦʛʦ ʪʝʢʩʪʦʚʦʛʦ ʢʦʥʪʝʥʪʫ ʚ ʩʦʮʽʘʣʴʥʠʭ 

ʤʝʨʝʞʘʭ ʽ ʤʝʩʝʥʜʞʝʨʘʭ [11]. ʋ ʩʝʨʝʜʦʚʠʱʘʭ, ʜʝ ʢʦʨʠʩʪʫʚʘʯʽ ʘʢʪʠʚʥʦ ʟʘʩʪʦʩʦʚʫʶʪʴ 

ʥʝʩʪʘʥʜʘʨʪʥʽ ʧʨʘʚʦʧʠʩʥʽ ʬʦʨʤʠ, ʞʘʨʛʦʥ, ʩʫʨʞʠʢ, ʢʦʜʠ-ʤʽʢʩʠʥʛ, ʝʤʦʜʟʽ ʪʘ ʩʠʤʚʦʣʠ, 

ʱʦ ʚʠʢʦʥʫʶʪʴ ʩʝʤʘʥʪʠʯʥʽ ʬʫʥʢʮʽʾ, ʪʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʘʚʪʦʤʘʪʠʯʥʦʾ ʤʦʜʝʨʘʮʽʾ 

ʚʪʨʘʯʘʶʪʴ ʝʬʝʢʪʠʚʥʽʩʪʴ [12]. ʄʦʚʘ ʚʦʨʦʞʥʝʯʽ ʜʝʜʘʣʽ ʯʘʩʪʽʰʝ ʤʘʩʢʫʻʪʴʩʷ ʰʣʷʭʦʤ 

ʦʨʬʦʛʨʘʬʽʯʥʠʭ ʚʠʢʨʠʚʣʝʥʴ [13], ʚʚʝʜʝʥʥʷʤ ʣʘʪʠʥʽʟʤʽʚ, ʥʘʚʤʠʩʥʠʤ çʢʘʣʘʤʫʪʽʥʥʷʤè 

ʪʦʢʩʠʯʥʠʭ ʩʣʽʚ ʘʙʦ ʾʭʥʽʤ ʢʨʝʘʪʠʚʥʠʤ ʧʦʜʽʣʦʤ [14], ʱʦ ʫʩʢʣʘʜʥʶʻ ʨʦʙʦʪʫ ʷʢ 

ʢʣʘʩʠʯʥʠʭ ʘʣʛʦʨʠʪʤʽʚ, ʪʘʢ ʽ ʩʫʯʘʩʥʠʭ ʤʦʜʝʣʝʡ ʙʝʟ ʜʦʜʘʪʢʦʚʦʾ ʘʜʘʧʪʘʮʽʾ [15]. ʋ 

ʢʦʥʪʝʢʩʪʽ ʧʦʩʠʣʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʪʘ ʥʝʦʙʭʽʜʥʦʩʪʽ ʰʚʠʜʢʦʛʦ ʨʝʘʛʫʚʘʥʥʷ 

ʥʘ ʪʦʢʩʠʯʥʠʡ ʢʦʥʪʝʥʪ, ʱʦ ʤʦʞʝ ʩʧʨʠʷʪʠ ʝʩʢʘʣʘʮʽʾ ʢʦʥʬʣʽʢʪʽʚ, ʨʘʜʠʢʘʣʽʟʘʮʽʾ ʘʙʦ 

ʧʦʨʫʰʝʥʥʶ ʧʨʘʚ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʨʦʟʨʦʙʣʝʥʥʷ ʤʝʪʦʜʽʚ ʩʪʽʡʢʦʛʦ ʜʦ ʰʫʤʽʚ 

ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ ʧʦʩʪʘʻ ʷʢ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʝ ʟʘʚʜʘʥʥʷ. 

ʉʫʯʘʩʥʽ ʧʽʜʭʦʜʠ NLP ʚʽʜʢʨʠʚʘʶʪʴ ʰʠʨʦʢʽ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ ʨʦʙʦʪʠ ʟ ʪʘʢʠʤʠ 

ʫʩʢʣʘʜʥʝʥʠʤʠ, ʛʝʪʝʨʦʛʝʥʥʠʤʠ ʪʝʢʩʪʦʚʠʤʠ ʧʦʪʦʢʘʤʠ, ʦʩʢʽʣʴʢʠ ʤʦʜʝʣʽ ʛʣʠʙʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʟʜʘʪʥʽ ʦʧʝʨʫʚʘʪʠ ʢʦʥʪʝʢʩʪʫʘʣʴʥʠʤʠ ʧʨʝʜʩʪʘʚʣʝʥʥʷʤʠ, ʚʨʘʭʦʚʫʚʘʪʠ 

ʙʘʛʘʪʦʟʥʘʯʥʽʩʪʴ ʪʘ ʣʘʪʝʥʪʥʽ ʩʪʨʫʢʪʫʨʠ, ʧʨʠʪʘʤʘʥʥʽ ʥʝʬʦʨʤʘʣʴʥʦʤʫ ʦʥʣʘʡʥ-

ʜʠʩʢʫʨʩʫ [16]. ʊʨʘʥʩʬʦʨʤʝʨʥʽ ʘʨʭʽʪʝʢʪʫʨʠ [17], ʟʦʢʨʝʤʘ BERT-ʧʦʜʽʙʥʽ ʤʦʜʝʣʽ [18], 

ʜʝʤʦʥʩʪʨʫʶʪʴ ʟʜʘʪʥʽʩʪʴ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʧʦʩʣʽʜʦʚʥʦʩʪʽ ʟʽ ʟʤʽʰʘʥʠʤʠ ʢʦʜʘʤʠ, 

ʚʽʜʥʦʩʥʦ ʩʪʽʡʢʦ ʧʨʘʮʶʚʘʪʠ ʟ ʥʝʧʦʚʥʠʤʠ ʘʙʦ ʜʝʬʦʨʤʦʚʘʥʠʤʠ ʪʦʢʝʥʘʤʠ [19] ʪʘ 

ʚʣʦʚʣʶʚʘʪʠ ʩʝʤʘʥʪʠʯʥʫ ʧʦʜʽʙʥʽʩʪʴ [20] ʥʘʚʽʪʴ ʫ ʨʘʟʽ ʩʫʪʪʻʚʠʭ ʦʨʬʦʛʨʘʬʽʯʥʠʭ 

ʤʦʜʠʬʽʢʘʮʽʡ. ɼʦʜʘʪʢʦʚʠʡ ʧʦʪʝʥʮʽʘʣ ʢʨʠʻʪʴʩʷ ʫ ʤʦʞʣʠʚʦʩʪʽ ʥʘʚʯʘʥʥʷ ʥʘ ʩʧʝʮʽʘʣʴʥʦ 

ʩʪʚʦʨʝʥʠʭ ʟʘʰʫʤʣʝʥʠʭ ʢʦʨʧʫʩʘʭ [21], ʜʝ ʤʦʜʝʣʽ ʧʦʩʪʫʧʦʚʦ ʬʦʨʤʫʶʪʴ ʽʥʚʘʨʽʘʥʪʥʽ ʜʦ 

ʰʫʤʽʚ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʡ ʥʘʙʫʚʘʶʪʴ ʟʜʘʪʥʦʩʪʽ ʫʟʘʛʘʣʴʥʶʚʘʪʠ ʪʦʢʩʠʯʥʽ ʧʘʪʝʨʥʠ ʫ 

ʟʥʘʯʥʦ ʰʠʨʰʦʤʫ ʜʽʘʧʘʟʦʥʽ ʾʭʥʽʭ ʧʨʦʷʚʽʚ, ʥʽʞ ʪʦʡ, ʷʢʠʡ ʤʽʩʪʠʪʴʩʷ ʫ ʚʠʭʽʜʥʠʭ 

çʯʠʩʪʠʭè ʜʘʥʠʭ. 

ʈʦʟʚʠʪʦʢ ʥʘʧʨʷʤʢʫ ʪʘʢʦʞ ʧʦʚôʷʟʘʥʠʡ ʽʟ ʜʝʜʘʣʽ ʘʢʪʠʚʥʽʰʠʤ ʚʧʨʦʚʘʜʞʝʥʥʷʤ 

ʤʝʪʦʜʽʚ ʨʦʙʘʩʪʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʘʙʽʣʴʥʦʾ ʨʦʙʦʪʠ 

ʤʦʜʝʣʝʡ ʫ ʨʝʘʣʽʩʪʠʯʥʠʭ ʫʤʦʚʘʭ. ʇʘʨʘʤʝʪʨʠʟʦʚʘʥʽ ʦʧʝʨʘʪʦʨʠ ʰʫʤʫ, ʨʝʛʫʣʷʨʠʟʘʮʽʡʥʽ 

ʪʝʭʥʽʢʠ ʪʘ ʜʦʤʝʥʥʦ-ʦʨʽʻʥʪʦʚʘʥʝ ʜʦʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʶʪʴ ʥʘʙʣʠʞʘʪʠ ʪʨʝʥʫʚʘʣʴʥʽ 

ʜʘʥʽ ʜʦ ʬʘʢʪʠʯʥʦʾ ʢʦʤʫʥʽʢʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʜʝ ʧʦʤʠʣʢʠ, ʞʘʨʛʦʥʽʟʤʠ ʪʘ ʢʨʝʘʪʠʚʥʽ 

ʚʠʢʨʠʚʣʝʥʥʷ ʻ ʥʦʨʤʦʶ. ʋ ʧʦʻʜʥʘʥʥʽ ʟ ʤʝʪʦʜʘʤʠ ʪʦʥʢʦʛʦ ʜʦʥʘʚʯʘʥʥʷ ʪʘ ʜʠʥʘʤʽʯʥʦʛʦ 

ʤʘʰʠʥʥʦʛʦ ʨʦʟʫʤʽʥʥʷ ʢʦʥʪʝʢʩʪʫ ʮʝ ʜʘʻ ʟʤʦʛʫ ʩʫʪʪʻʚʦ ʧʽʜʚʠʱʠʪʠ ʷʢʽʩʪʴ ʽ ʥʘʜʽʡʥʽʩʪʴ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʘʜʘʧʪʠʚʥʽʩʪʴ ʤʦʜʝʣʝʡ ʜʦ ʨʽʟʥʦʤʘʥʽʪʥʠʭ 

ʪʠʧʽʚ ʩʧʦʪʚʦʨʝʥʠʭ ʚʭʽʜʥʠʭ ʩʠʛʥʘʣʽʚ [22]. 

ɿ ʦʛʣʷʜʫ ʥʘ ʪʝ, ʱʦ ʪʦʢʩʠʯʥʠʡ ʢʦʥʪʝʥʪ ʯʘʩʪʦ ʚʠʥʠʢʘʻ ʩʘʤʝ ʚ ʫʤʦʚʘʭ 

ʧʽʜʚʠʱʝʥʦʾ ʝʤʦʮʽʡʥʦʩʪʽ ʪʘ ʥʝʩʪʨʫʢʪʫʨʦʚʘʥʦʛʦ ʧʠʩʴʤʘ, NLP-ʧʽʜʭʦʜʠ, ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ 
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ʨʦʙʦʪʫ ʟ ʰʫʤʘʤʠ, ʩʪʘʶʪʴ ʢʣʶʯʦʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʧʦʙʫʜʦʚʠ ʝʬʝʢʪʠʚʥʠʭ ʩʠʩʪʝʤ 

ʤʦʜʝʨʘʮʽʾ, ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʘʥʘʣʽʟʫ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʟʘʛʨʦʟ. ɼʦʩʣʽʜʞʝʥʥʷ ʫ ʮʴʦʤʫ 

ʥʘʧʨʷʤʢʫ ʥʝ ʣʠʰʝ ʧʽʜʚʠʱʫʶʪʴ ʪʦʯʥʽʩʪʴ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʥʝʙʝʟʧʝʯʥʠʭ 

ʧʦʚʽʜʦʤʣʝʥʴ, ʘ ʡ ʩʧʨʠʷʶʪʴ ʬʦʨʤʫʚʘʥʥʶ ʙʽʣʴʰ ʩʪʽʡʢʠʭ, ʘʜʘʧʪʠʚʥʠʭ ʪʘ ʝʪʠʯʥʦ 

ʦʨʽʻʥʪʦʚʘʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʘʥʘʣʽʟʫ ʦʥʣʘʡʥ-ʢʦʤʫʥʽʢʘʮʽʡ. 

ʄʝʪʦʶ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʻ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʩʪʽʡʢʦʩʪʽ 

ʚʠʷʚʣʝʥʥʷ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ ʫ ʟʘʰʫʤʣʝʥʠʭ ʩʦʮʽʘʣʴʥʠʭ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ ʰʣʷʭʦʤ 

ʨʦʟʨʦʙʣʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʦʛʦ ʤʝʪʦʜʫ, ʘʜʘʧʪʦʚʘʥʦʛʦ ʜʦ ʩʧʦʪʚʦʨʝʥʠʭ, 

ʟʤʽʰʘʥʦʤʦʚʥʠʭ ʽ ʥʘʚʤʠʩʥʦ ʤʘʩʢʦʚʘʥʠʭ ʤʦʚʥʠʭ ʢʦʥʩʪʨʫʢʮʽʡ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ 

ʪʨʘʜʠʮʽʡʥʠʭ ʨʽʰʝʥʴ, ʱʦ ʧʨʠʧʫʩʢʘʶʪʴ ʧʦʧʝʨʝʜʥʻ ʦʯʠʱʝʥʥʷ ʪʝʢʩʪʽʚ ʘʙʦ ʾʭʥʶ 

ʤʘʢʩʠʤʘʣʴʥʫ ʥʦʨʤʘʣʽʟʘʮʽʶ, ʫ ʨʦʙʦʪʽ ʨʝʘʣʽʟʦʚʘʥʦ ʢʦʥʮʝʧʮʽʶ ʢʦʥʪʨʦʣʴʦʚʘʥʦʛʦ 

ʟʘʰʫʤʣʝʥʥʷ ʢʦʨʧʫʩʫ ʟ ʧʦʜʘʣʴʰʠʤ ʜʦʥʘʚʯʘʥʥʷʤ ʤʦʜʝʣʽ ʫ çʨʝʘʣʽʩʪʠʯʥʠʭè ʫʤʦʚʘʭ 

ʮʠʬʨʦʚʦʛʦ ʤʦʚʣʝʥʥʷ. ʆʙôʻʢʪʦʤ ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʩʪʫʧʘʻ ʧʨʦʮʝʩ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ ʫ ʩʦʮʽʘʣʴʥʠʭ ʪʝʢʩʪʘʭ ʽʟ ʥʝʩʪʘʙʽʣʴʥʦʶ ʤʦʚʥʦʶ 

ʩʪʨʫʢʪʫʨʦʶ ʪʘ ʥʘʷʚʥʽʩʪʶ ʰʫʤʦʚʠʭ ʚʠʢʨʠʚʣʝʥʴ, ʘ ʧʨʝʜʤʝʪʦʤ ï ʤʦʜʝʣʽ, ʤʝʪʦʜʠ ʪʘ 

ʟʘʩʦʙʠ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ, ʟʜʘʪʥʽ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʪʘʢʽ ʪʝʢʩʪʠ ʙʝʟ ʽʩʪʦʪʥʦʾ 

ʚʪʨʘʪʠ ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʾ ʷʢʦʩʪʽ.  

ʂʣʶʯʦʚʘ ʽʜʝʷ ʤʝʪʦʜʫ ʧʦʣʷʛʘʻ ʫ ʧʦʙʫʜʦʚʽ ʜʚʦʝʪʘʧʥʦʛʦ ʢʦʥʚʝʻʨʘ. ʅʘ 

ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʬʦʨʤʫʻʪʴʩʷ ʢʦʥʪʨʦʣʴʦʚʘʥʦ ʟʘʰʫʤʣʝʥʠʡ ʥʘʚʯʘʣʴʥʠʡ ʢʦʨʧʫʩ ʥʘ 

ʦʩʥʦʚʽ ʧʦʯʘʪʢʦʚʦʛʦ ʜʘʪʘʩʝʪʫ ʚʠʷʚʣʝʥʥʷ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ, ʜʦ ʷʢʦʛʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ 

ʩʧʝʮʽʘʣʴʥʦ ʩʧʨʦʻʢʪʦʚʘʥʽ ʦʧʝʨʘʪʦʨʠ ʣʽʥʛʚʽʩʪʠʯʥʠʭ ʚʠʢʨʠʚʣʝʥʴ. ɺʦʥʠ ʽʤʽʪʫʶʪʴ ʪʠʧʦʚʽ 

ʜʣʷ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ ʧʨʘʢʪʠʢʠ ʤʦʜʠʬʽʢʘʮʽʾ ʪʝʢʩʪʫ: ʚʠʧʘʜʢʦʚʽ ʪʘ ʩʠʩʪʝʤʘʪʠʯʥʽ 

ʦʨʬʦʛʨʘʬʽʯʥʽ ʧʦʤʠʣʢʠ, ʟʘʤʽʥʘ ʣʽʪʝʨ ʩʭʦʞʠʤʠ ʩʠʤʚʦʣʘʤʠ, ʯʘʩʪʢʦʚʘ ʘʙʦ ʧʦʚʥʘ 

ʪʨʘʥʩʣʽʪʝʨʘʮʽʷ, ʜʦʤʽʰʫʚʘʥʥʷ ʝʣʝʤʝʥʪʽʚ ʽʥʰʦʾ ʤʦʚʠ, ʚʩʪʘʚʢʘ ʝʤʦʜʟʽ ʪʘ ʛʨʘʬʽʯʥʠʭ 

ʤʘʨʢʝʨʽʚ, ʱʦ ʚʠʢʦʥʫʶʪʴ ʩʝʤʘʥʪʠʯʥʫ ʘʙʦ ʤʘʩʢʫʚʘʣʴʥʫ ʬʫʥʢʮʽʶ. ɺʚʝʜʝʥʥʷ ʪʘʢʠʭ 

ʩʧʦʪʚʦʨʝʥʴ ʜʘʻ ʟʤʦʛʫ ʩʬʦʢʫʩʫʚʘʪʠ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʥʝ ʥʘ ʧʦʚʝʨʭʥʝʚʽʡ ʬʦʨʤʽ 

ʪʦʢʝʥʽʚ, ʘ ʥʘ ʩʪʽʡʢʽʰʠʭ ʢʦʥʪʝʢʩʪʫʘʣʴʥʠʭ ʧʘʪʝʨʥʘʭ ʘʛʨʝʩʠʚʥʦʾ ʢʦʤʫʥʽʢʘʮʽʾ.  

ɼʣʷ ʚʘʣʽʜʘʮʽʾ ʤʝʪʦʜʫ ʚʠʢʦʨʠʩʪʘʥʦ ʘʥʦʪʦʚʘʥʠʡ ʥʘʙʽʨ ʜʘʥʠʭ çHate Speech 

Detection curated Datasetè ʟ ʧʣʘʪʬʦʨʤʠ Kaggle, ʱʦ ʤʽʩʪʠʪʴ ʙʽʥʘʨʥʫ ʨʦʟʤʽʪʢʫ 

ʧʦʚʽʜʦʤʣʝʥʴ ʟʘ ʢʣʘʩʘʤʠ çʤʦʚʘ ʚʦʨʦʞʥʝʯʽè / çʥʝʡʪʨʘʣʴʥʠʡ ʪʝʢʩʪè ʪʘ ʚʽʜʦʙʨʘʞʘʻ 

ʩʫʯʘʩʥʽ ʧʨʘʢʪʠʢʠ ʦʥʣʘʡʥ-ʢʦʤʫʥʽʢʘʮʽʾ ʽʟ ʚʢʣʶʯʝʥʥʷʤ ʩʣʝʥʛʫ, ʩʢʦʨʦʯʝʥʴ ʽ ʝʤʦʜʟʽ. ʅʘ 

ʦʩʥʦʚʽ ʮʴʦʛʦ ʢʦʨʧʫʩʫ ʧʦʙʫʜʦʚʘʥʦ ʯʠʩʪʫ ʪʘ ʟʘʰʫʤʣʝʥʫ ʧʽʜʚʠʙʽʨʢʠ, ʷʢʽ ʟʘʩʪʦʩʦʚʘʥʦ 

ʜʣʷ ʧʦʝʪʘʧʥʦʛʦ ʜʦʥʘʚʯʘʥʥʷ ʪʨʘʥʩʬʦʨʤʝʨʥʦʾ ʤʦʜʝʣʽ ʪʠʧʫ BERT/RoBERTa. ʊʘʢʘ 

ʦʨʛʘʥʽʟʘʮʽʷ ʜʘʥʠʭ ʜʦʟʚʦʣʷʻ ʧʦʨʽʚʥʶʚʘʪʠ ʧʦʚʝʜʽʥʢʫ ʢʣʘʩʠʬʽʢʘʪʦʨʘ ʥʘ 

ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʠʭ ʽ ʩʧʦʪʚʦʨʝʥʠʭ ʪʝʢʩʪʘʭ ʪʘ ʦʮʽʥʶʚʘʪʠ ʚʥʝʩʦʢ ʰʫʤʦʚʦʛʦ ʜʦʥʘʚʯʘʥʥʷ 

ʫ ʧʽʜʚʠʱʝʥʥʷ ʩʪʽʡʢʦʩʪʽ ʜʦ ʨʝʘʣʴʥʠʭ ʮʠʬʨʦʚʠʭ ʚʠʢʨʠʚʣʝʥʴ.  

ʅʘ ʜʨʫʛʦʤʫ ʝʪʘʧʽ ʨʝʘʣʽʟʫʻʪʴʩʷ ʚʣʘʩʥʝ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʘʥʘʣʽʟ. ʇʦʧʝʨʝʜʥʴʦ 

ʜʦʥʘʚʯʝʥʘ ʤʦʜʝʣʴ ʧʨʠʡʤʘʻ ʥʘ ʚʭʽʜ ʪʝʢʩʪʦʚʽ ʬʨʘʛʤʝʥʪʠ, ʷʢʽ ʧʨʦʭʦʜʷʪʴ ʤʽʥʽʤʘʣʴʥʫ 

ʧʦʧʝʨʝʜʥʶ ʦʙʨʦʙʢʫ (ʪʦʢʝʥʽʟʘʮʽʷ, ʧʨʠʚʝʜʝʥʥʷ ʜʦ ʬʦʨʤʘʪʫ, ʩʫʤʽʩʥʦʛʦ ʟ ʘʨʭʽʪʝʢʪʫʨʦʶ 

ʪʨʘʥʩʬʦʨʤʝʨʘ) ʙʝʟ ʘʛʨʝʩʠʚʥʦʾ ʥʦʨʤʘʣʽʟʘʮʽʾ, ʱʦ ʤʦʛʣʘ ʙ ʟʥʠʱʠʪʠ ʽʥʬʦʨʤʘʪʠʚʥʽ 
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ʰʫʤʦʚʽ ʧʘʪʝʨʥʠ. ʄʝʨʝʞʘ ʚʠʜʘʻ ʷʢ ʢʘʪʝʛʦʨʽʘʣʴʥʫ ʦʮʽʥʢʫ ʥʘʷʚʥʦʩʪʽ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ, 

ʪʘʢ ʽ ʯʠʩʣʦʚʠʡ ʙʘʣ ʚʧʝʚʥʝʥʦʩʪʽ, ʷʢʠʡ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʫ ʧʦʣʽʪʠʢʘʭ ʤʦʜʝʨʘʮʽʾ 

ʪʘ ʜʣʷ ʧʦʙʫʜʦʚʠ ʣʶʜʠʥʦʦʨʽʻʥʪʦʚʘʥʠʭ ʽʥʪʝʨʬʝʡʩʽʚ ʧʦʷʩʥʝʥʥʷ. ʆʮʽʥʶʚʘʥʥʷ ʷʢʦʩʪʽ 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʟʘ ʢʣʘʩʠʯʥʠʤʠ ʜʣʷ ʟʘʜʘʯ ʙʽʥʘʨʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʤʝʪʨʠʢʘʤʠ ï ʪʦʯʥʽʩʪʶ, 

ʧʦʚʥʦʪʦʶ, F1-ʤʽʨʦʶ, ʘ ʪʘʢʦʞ ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʥʘʣʽʟʫ ʧʦʤʠʣʦʢ ʥʘ ʧʽʜʤʥʦʞʠʥʘʭ ʽʟ 

ʨʽʟʥʠʤʠ ʪʠʧʘʤʠ ʰʫʤʫ. ʆʩʦʙʣʠʚʘ ʫʚʘʛʘ ʧʨʠʜʽʣʷʻʪʴʩʷ ʟʙʝʨʝʞʝʥʥʶ ʧʦʚʥʦʪʠ 

ʚʠʷʚʣʝʥʥʷ ʚʦʨʦʞʠʭ ʚʠʩʣʦʚʣʶʚʘʥʴ, ʦʩʢʽʣʴʢʠ ʘʩʠʤʝʪʨʽʷ ʢʣʘʩʽʚ ʨʦʙʠʪʴ ʧʨʦʩʪʫ 

ʪʦʯʥʽʩʪʴ ʥʝʥʘʜʽʡʥʠʤ ʧʦʢʘʟʥʠʢʦʤ.  

ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʽ ʜʦʩʣʽʜʞʝʥʥʷ ʟʘʩʚʽʜʯʠʣʠ, ʱʦ ʧʦʧʝʨʝʜʥʻ ʬʦʨʤʫʚʘʥʥʷ 

ʢʦʥʪʨʦʣʴʦʚʘʥʦ ʟʘʰʫʤʣʝʥʠʭ ʢʦʨʧʫʩʽʚ ʫ ʧʦʻʜʥʘʥʥʽ ʟ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʤ ʜʦʥʘʚʯʘʥʥʷʤ 

ʪʨʘʥʩʬʦʨʤʝʨʥʦʾ ʤʦʜʝʣʽ ʧʽʜʚʠʱʫʻ ʩʪʽʡʢʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ ʜʦ ʦʨʬʦʛʨʘʬʽʯʥʠʭ, 

ʛʨʘʬʽʯʥʠʭ ʽ ʟʤʽʰʘʥʦʤʦʚʥʠʭ ʚʠʢʨʠʚʣʝʥʴ. ʋ ʧʦʨʽʚʥʷʥʥʽ ʟ ʙʘʟʦʚʦʶ ʤʦʜʝʣʣʶ, 

ʥʘʚʯʝʥʦʶ ʥʘ çʦʯʠʱʝʥʽʡè ʚʠʙʽʨʮʽ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʟʘʙʝʟʧʝʯʫʻ ʚʠʱʽ ʟʥʘʯʝʥʥʷ 

F1-ʤʽʨʠ ʜʣʷ ʢʣʘʩʫ ʤʦʚʠ ʚʦʨʦʞʥʝʯʽ ʩʘʤʝ ʥʘ ʧʦʚʽʜʦʤʣʝʥʥʷʭ ʟʽ ʰʪʫʯʥʦ ʟʤʦʜʝʣʴʦʚʘʥʠʤ 

ʰʫʤʦʤ, ʟʤʝʥʰʫʶʯʠ ʢʽʣʴʢʽʩʪʴ ʧʨʦʧʫʱʝʥʠʭ ʘʛʨʝʩʠʚʥʠʭ ʚʠʧʘʜʢʽʚ ʟʘ ʥʝʟʥʘʯʥʦʛʦ 

ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʭʠʙʥʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ. ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʩʚʽʜʯʘʪʴ, ʱʦ 

ʧʘʨʘʤʝʪʨʠʟʘʮʽʷ ʰʫʤʦʚʠʭ ʦʧʝʨʘʪʦʨʽʚ ʪʘ ʾʭ ʚʢʣʶʯʝʥʥʷ ʫ ʥʘʚʯʘʣʴʥʠʡ ʮʠʢʣ ʻ 

ʝʬʝʢʪʠʚʥʠʤ ʩʧʦʩʦʙʦʤ ʘʜʘʧʪʘʮʽʾ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʤʦʜʝʣʝʡ ʜʦ ʨʝʘʣʴʥʠʭ ʫʤʦʚ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʚ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞʘʭ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʷʢ ʦʩʥʦʚʘ ʜʣʷ ʧʦʙʫʜʦʚʠ 

ʩʝʨʚʽʩʥʠʭ ʤʦʜʫʣʽʚ ʤʦʜʝʨʘʮʽʾ ʢʦʥʪʝʥʪʫ ʚ ʩʦʮʽʘʣʴʥʦ-ʦʨʽʻʥʪʦʚʘʥʠʭ ʧʣʘʪʬʦʨʤʘʭ, 

ʩʠʩʪʝʤʘʭ ʤʦʥʽʪʦʨʠʥʛʫ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʪʘ ʽʥʩʪʨʫʤʝʥʪʘʭ ʘʥʘʣʽʪʠʢʠ ʧʫʙʣʽʯʥʠʭ 

ʢʦʤʫʥʽʢʘʮʽʡ. ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʜʦʮʽʣʴʥʦ ʩʧʨʷʤʫʚʘʪʠ ʥʘ ʨʦʟʰʠʨʝʥʥʷ 

ʥʦʤʝʥʢʣʘʪʫʨʠ ʰʫʤʦʚʠʭ ʪʨʘʥʩʬʦʨʤʘʮʽʡ ʽʟ ʫʨʘʭʫʚʘʥʥʷʤ ʩʧʝʮʠʬʽʢʠ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʽ 

ʟʤʽʰʘʥʦʤʦʚʥʠʭ ʦʥʣʘʡʥ-ʩʧ̔ʣʴʥʦʪ, ʝʢʩʧʝʨʠʤʝʥʪʠ ʟ ʛʽʙʨʠʜʥʠʤʠ ʘʨʭʽʪʝʢʪʫʨʘʤʠ ʪʘ 

ʽʥʪʝʛʨʘʮʽʶ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʭ ʤʝʪʦʜʽʚ ʘʥʘʣʽʟʫ (LIME, SHAP) ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ 

ʧʦʷʩʥʶʚʘʥʦʩʪʽ ʨʽʰʝʥʴ ʥʝʡʨʦʤʝʨʝʞʽ ʫ ʯʫʪʣʠʚʠʭ ʟ ʝʪʠʯʥʦʾ ʪʘ ʧʨʘʚʦʚʦʾ ʪʦʯʢʠ ʟʦʨʫ 

ʩʮʝʥʘʨʽʷʭ ʚʠʢʦʨʠʩʪʘʥʥʷ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

SKEʄɸ: ʉʂɽʊʏ-ʆʈɯɭʅʊʆɺɸʅʀʁ ɸɼɸʇʊɽʈ ɼʃʗ 

ʇɸʈɸʄɽʊʈʆɽʌɽʂʊʀɺʅʆɻʆ ʊʆʅʂʆɻʆ ʅɸʃɸʐʊʋɺɸʅʅʗ ɺɽʃʀʂʀʍ 

ʄʆɺʅʀʍ ʄʆɼɽʃɽʁ 
 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ SkeMA ï ʥʦʚʫ ʘʨʭʽʪʝʢʪʫʨʫ ʘʜʘʧʪʝʨʘ ʜʣʷ ʧʘʨʘʤʝʪʨʦʝʬʝʢʪʠʚʥʦʛʦ 

ʪʦʥʢʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ LLM ʚ ʦʙʤʝʞʝʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ. ʄʝʪʦʜ ʧʦʻʜʥʫʻ ʥʫʣʴʦʚʠʡ ʽʥʬʝʨʝʥʩ-

ʦʚʝʨʭʝʜ (ʟʘʚʜʷʢʠ ʧʦʚʥʦʤʫ ʟʣʠʪʪʶ) ʟ ʧʦʪʝʥʮʽʡʥʦ ʚʠʱʦʶ ʚʠʨʘʟʥʽʩʪʶ ʟʘ ʩʪʘʣʦʛʦ ʙʶʜʞʝʪʫ 

ʧʘʨʘʤʝʪʨʽʚ ʰʣʷʭʦʤ ʥʘʚʯʘʥʥʷ ʢʦʤʧʘʢʪʥʦʛʦ ʙʣʦʢʫ ʫ ʩʪʠʩʣʦʤʫ ʧʽʜʧʨʦʩʪʦʨʽ ʟ ʬʽʢʩʦʚʘʥʠʤʠ 

ʧʨʦʻʢʮʽʷʤʠ. 

 

Proposed SkeMA ï a new adapter architecture for parameter-efficient fine-tuning of LLM 

in resource-constrained environments. The method combines zero inference overhead (due to full 

merge) with potentially higher expressivity at a fixed parameter budget by training a compact block 

in a compressed subspace with fixed projections. 

 

ɯʥʪʝʛʨʘʮʽʷ ʚʝʣʠʢʠʭ ʤʦʚʥʠʭ ʤʦʜʝʣʝʡ (LLM) ʫ ʧʨʦʜʫʢʪʠ ʦʙʤʝʞʫʻʪʴʩʷ ʪʨʴʦʤʘ 

ʬʘʢʪʦʨʘʤʠ: ʚʠʩʦʢʦʶ ʚʘʨʪʽʩʪʶ ʜʦʥʘʚʯʘʥʥʷ ʥʘ ʦʙʤʝʞʝʥʠʭ ʨʝʩʫʨʩʘʭ, ʟʘʪʨʠʤʢʘʤʠ ʥʘ 

ʽʥʬʝʨʝʥʩʽ ʪʘ ʧʦʪʨʝʙʦʶ ʧʽʜʪʨʠʤʫʚʘʪʠ ʙʘʛʘʪʦ ʜʦʤʝʥʥʠʭ ʚʘʨʽʘʥʪʽʚ ʦʜʥʽʻʾ ʙʘʟʦʚʦʾ 

ʤʦʜʝʣʽ [1]. ʇʘʨʘʜʠʛʤʘ ʧʘʨʘʤʝʪʨʠʯʥʦ ʝʬʝʢʪʠʚʥʦʛʦ ʜʦʥʘʚʯʘʥʥʷ (PEFT) ʟʤʝʥʰʫʻ 

ʢʽʣʴʢʽʩʪʴ ʥʘʚʯʫʚʘʥʠʭ ʧʘʨʘʤʝʪʨʽʚ, ʦʜʥʘʢ ʟʙʝʨʽʛʘʻ ʢʦʤʧʨʦʤʽʩʠ, ʱʦ ʚʧʣʠʚʘʶʪʴ ʥʘ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʽ ʨʦʟʛʦʨʪʘʥʥʷ [2]. ɿʦʢʨʝʤʘ, ʘʜʠʪʠʚʥʽ ʤʝʪʦʜʠ (ʢʣʘʩʠʯʥʽ ʘʜʘʧʪʝʨʠ, 

ʧʽʜʢʘʟʢʠ) ʜʦʜʘʶʪʴ ʦʙʯʠʩʣʝʥʥʷ ʥʘ ʝʪʘʧʽ ʽʥʬʝʨʝʥʩʫ, ʪʦʜʽ ʷʢ ʧʽʜʭʦʜʠ ʟʽ ʟʣʠʪʪʷʤ 

ʨʝʟʫʣʴʪʘʪʽʚ ʥʘʚʯʘʥʥʷ ʟ ʙʘʟʦʚʠʤʠ ʚʘʛʘʤʠ ʫʩʫʚʘʶʪʴ ʽʥʬʝʨʝʥʩ-ʥʘʢʣʘʜʥʽ ʚʠʪʨʘʪʠ, ʘʣʝ 

ʦʙʤʝʞʫʶʪʴ ʚʠʨʘʟʥʽʩʪʴ ʦʥʦʚʣʝʥʴ ʯʝʨʝʟ ʥʠʟʴʢʦʨʘʥʛʦʚʫ ʧʨʠʨʦʜʫ ʟʤʽʥ. ʎʝ ʬʦʨʤʫʻ 

ʧʨʘʢʪʠʯʥʠʡ ʟʘʧʠʪ ʥʘ ʤʝʪʦʜ, ʷʢʠʡ ʧʦʻʜʥʫʻ ʚʽʜʩʫʪʥʽʩʪʴ ʽʥʬʝʨʝʥʩ-ʥʘʢʣʘʜʥʠʭ ʚʠʪʨʘʪ 

ʧʽʩʣʷ ʟʣʠʪʪʷ ʪʘ ʚʠʱʫ ʝʬʝʢʪʠʚʥʫ ʨʦʟʤʽʨʥʽʩʪʴ ʦʥʦʚʣʝʥʴ ʟʘ ʩʪʘʣʦʛʦ ʧʘʨʘʤʝʪʨʠʯʥʦʛʦ 

ʙʶʜʞʝʪʫ [3]. 

ʂʣʘʩʠʯʥʽ ʘʜʘʧʪʝʨʠ Houlsby [4] ʚʩʪʘʚʣʷʶʪʴʩʷ ʚ ʢʦʞʝʥ ʙʣʦʢ ʪʨʘʥʩʬʦʨʤʝʨʘ 

ʜʚʽʯʽ, ʫʪʚʦʨʶʶʪʴ ʚʫʟʴʢʠʡ çbottleneckè ʽ ʥʘʚʯʘʶʪʴʩʷ ʟʘ ʬʽʢʩʦʚʘʥʠʭ ʙʘʟʦʚʠʭ  

ʚʘʛ (ʨʠʩ. 1). ɺʦʥʠ ʝʢʦʥʦʤʥʽ ʟʘ ʧʘʨʘʤʝʪʨʘʤʠ, ʘʣʝ ʩʪʚʦʨʶʶʪʴ ʜʦʜʘʪʢʦʚʫ ʛʽʣʢʫ 

ʦʙʯʠʩʣʝʥʴ ʥʘ ʽʥʬʝʨʝʥʩʽ. 

LoRA ʦʧʠʩʫʻ ʦʥʦʚʣʝʥʥʷ ʚʘʛ ʷʢ ʥʠʟʴʢʦʨʘʥʛʦʚʝ ʥʘʙʣʠʞʝʥʥʷ ʽ ʧʽʩʣʷ ʥʘʚʯʘʥʥʷ 

ʟʣʠʚʘʻ ʘʜʘʧʪʝʨ ʫ ʙʘʟʦʚʽ ʚʘʛʠ. ʎʝ ʧʦʚʝʨʪʘʻ ʚʠʭʽʜʥʫ ʘʨʭʽʪʝʢʪʫʨʫ ʙʝʟ ʜʦʜʘʪʢʦʚʠʭ 

ʦʙʯʠʩʣʝʥʴ, ʦʜʥʘʢ ʚʠʨʘʟʥʽʩʪʴ ʤʦʜʠʬʽʢʘʮʽʡ ʚʠʟʥʘʯʘʻʪʴʩʷ ʚʠʙʨʘʥʠʤ ʨʘʥʛʦʤ. ʅʘ 
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ʩʢʣʘʜʥʠʭ ʟʘʜʘʯʘʭ ʜʣʷ ʟʙʝʨʝʞʝʥʥʷ ʷʢʦʩʪʽ ʯʘʩʪʦ ʜʦʚʦʜʠʪʴʩʷ ʧʽʜʚʠʱʫʚʘʪʠ ʨʘʥʛ ʽ, 

ʚʽʜʧʦʚʽʜʥʦ, ʧʘʨʘʤʝʪʨʠʯʥʠʡ ʙʶʜʞʝʪ. 

BitFit ʥʘʚʯʘʻ ʣʠʰʝ bias-ʧʘʨʘʤʝʪʨʠ ʫ ʰʘʨʘʭ ʪʨʘʥʩʬʦʨʤʝʨʘ ʪʘ ʢʣʘʩʠʬʽʢʘʪʦʨʽ. 

ʇʽʜʭʽʜ ʜʫʞʝ ʧʨʦʩʪʠʡ, ʥʝ ʜʦʜʘʻ ʦʚʝʨʭʝʜʫ ʥʘ ʽʥʬʝʨʝʥʩʽ ʽ ʨʽʟʢʦ ʟʤʝʥʰʫʻ ʢʽʣʴʢʽʩʪʴ 

ʥʘʚʯʫʚʘʥʠʭ ʚʘʛ, ʘʣʝ ʟʘ ʤʘʢʩʠʤʘʣʴʥʦʶ ʷʢʽʩʪʶ ʟʘʟʚʠʯʘʡ ʧʦʩʪʫʧʘʻʪʴʩʷ ʛʥʫʯʢʽʰʠʤ 

ʤʝʪʦʜʘʤ. 

IAį ʤʽʥʽʤʽʟʫʻ ʢʽʣʴʢʽʩʪʴ ʧʘʨʘʤʝʪʨʽʚ ʟʘʚʜʷʢʠ ʤʥʦʞʥʠʢʘʤ, ʱʦ ʤʘʩʰʪʘʙʫʶʪʴ 

ʚʥʫʪʨʽʰʥʽ ʘʢʪʠʚʘʮʽʾ. ʎʽ ʤʥʦʞʥʠʢʠ ʤʦʞʥʘ çʚʣʠʪʠè ʫ ʚʘʛʠ ʧʝʨʝʜ ʨʦʟʛʦʨʪʘʥʥʷʤ, ʪʦʤʫ 

ʽʥʬʝʨʝʥʩ ʥʝ ʩʧʦʚʽʣʴʥʶʻʪʴʩʷ. ɺʦʜʥʦʯʘʩ ʛʥʫʯʢʽʩʪʴ ʪʘʢʠʭ ʟʤʽʥ ʥʠʞʯʘ, ʥʽʞ ʫ 

ʥʠʟʴʢʦʨʘʥʛʦʚʠʭ ʦʥʦʚʣʝʥʴ, ʽ ʥʘ ʯʘʩʪʠʥʽ ʟʘʜʘʯ IAį ʧʦʩʪʫʧʘʻʪʴʩʷ LoRA. 

Prompt- ʽ prefix-tuning ʟʤʝʥʰʫʶʪʴ ʥʘʚʯʫʚʘʥʽ ʧʘʨʘʤʝʪʨʠ ʜʦ ʧʽʜʢʘʟʦʢ, ʥʝ 

ʟʤʽʥʶʶʯʠ ʘʨʭʽʪʝʢʪʫʨʫ. ʎʝ ʟʨʫʯʥʦ ʽ ʰʚʠʜʢʦ, ʘʣʝ ʧʦʪʝʥʮʽʡʥʦ ʦʙʤʝʞʫʻ ʛʣʠʙʠʥʫ 

ʘʜʘʧʪʘʮʽʾ, ʪʦʤʫ ʚ ʧʨʘʢʪʠʮʽ ʮʽ ʧʽʜʭʦʜʠ ʯʘʩʪʦ ʧʦʻʜʥʫʶʪʴ ʟ ʘʜʘʧʪʝʨʘʤʠ. 

QLoRA ʢʚʘʥʪʫʻ ʙʘʟʦʚʫ ʤʦʜʝʣʴ ʜʦ 4 ʙʽʪ ʽ ʥʘʚʯʘʻ ʘʜʘʧʪʝʨʠ ʫ 16 ʙʽʪ. 

ʇʦʻʜʥʘʥʥʷ NF4 ʽ ʧʦʜʚʽʡʥʦʛʦ ʢʚʘʥʪʫʚʘʥʥʷ ʜʦʟʚʦʣʷʻ ʪʦʥʫʚʘʪʠ ʤʦʜʝʣʽ ʟ ʜʝʩʷʪʢʘʤʠ 

ʤʽʣʴʷʨʜʽʚ ʧʘʨʘʤʝʪʨʽʚ ʥʘ ʦʜʥʽʡ GPU, ʟʙʝʨʽʛʘʶʯʠ ʷʢʽʩʪʴ ʙʣʠʟʴʢʫ ʜʦ 16-ʙʽʪʥʦʛʦ 

ʨʝʞʠʤʫ. ɺʦʜʥʦʯʘʩ QLoRA ʫʩʧʘʜʢʦʚʫʻ ʘʨʭʽʪʝʢʪʫʨʥʝ ʦʙʤʝʞʝʥʥʷ LoRA, ʧʦʚôʷʟʘʥʝ ʟ 

ʬʽʢʩʦʚʘʥʠʤ ʨʘʥʛʦʤ. 

AdaLoRA ʚʠʨʽʰʫʻ ʧʨʦʙʣʝʤʫ ʬʽʢʩʦʚʘʥʦʛʦ ʨʘʥʛʫ ʰʣʷʭʦʤ ʘʜʘʧʪʠʚʥʦʛʦ 

ʨʦʟʧʦʜʽʣʫ ʧʘʨʘʤʝʪʨʠʯʥʦʛʦ ʙʶʜʞʝʪʫ. ʄʝʪʦʜ ʜʠʥʘʤʽʯʥʦ ʧʝʨʝʨʦʟʧʦʜʽʣʷʻ ʨʝʩʫʨʩʠ ʤʽʞ 

ʰʘʨʘʤʠ ʪʘ ʤʘʪʨʠʮʷʤʠ, ʚʽʜʩʽʢʘʶʯʠ ʤʝʥʰ ʚʘʞʣʠʚʽ ʢʦʤʧʦʥʝʥʪʠ ʦʥʦʚʣʝʥʥʷ, ʧʨʠ ʮʴʦʤʫ 

ʧʦʚʥʽʩʪʶ ʟʙʝʨʽʛʘʶʯʠ ʤʦʞʣʠʚʽʩʪʴ ʟʣʠʪʪʷ ʟ ʙʘʟʦʚʦʶ ʤʦʜʝʣʣʶ. 

DoRA, ʫ ʩʚʦʶ ʯʝʨʛʫ, ʧʨʦʧʦʥʫʻ ʜʝʢʦʤʧʦʟʠʮʽʶ ʚʘʛ ʥʘ ʢʦʤʧʦʥʝʥʪʠ ʥʘʧʨʷʤʢʫ 

ʪʘ ʚʝʣʠʯʠʥʠ. ʅʠʟʴʢʦʨʘʥʛʦʚʝ ʦʥʦʚʣʝʥʥʷ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʣʠʰʝ ʜʦ ʢʦʤʧʦʥʝʥʪʠ 

ʥʘʧʨʷʤʢʫ, ʪʦʜʽ ʷʢ ʚʝʣʠʯʠʥʘ ʦʧʪʠʤʽʟʫʻʪʴʩʷ ʦʢʨʝʤʦ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʧʽʜʚʠʱʫʻ ʟʜʘʪʥʽʩʪʴ 

ʤʦʜʝʣʽ ʜʦ ʥʘʚʯʘʥʥʷ, ʥʝ ʧʦʨʫʰʫʶʯʠ ʧʘʨʘʤʝʪʨʠʯʥʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ ʪʘ  

ʤʦʞʣʠʚʦʩʪʽ ʟʣʠʪʪʷ. 

ʋʟʘʛʘʣʴʥʶʶʯʠ, ʫ ʩʫʯʘʩʥʽʡ ʣʽʪʝʨʘʪʫʨʽ ʬʽʢʩʫʶʪʴʩʷ ʜʚʽ ʢʣʶʯʦʚʽ ʧʨʦʛʘʣʠʥʠ [5]. 

ʇʦ-ʧʝʨʰʝ, ʦʙʤʝʞʝʥʘ ʚʠʨʘʟʥʽʩʪʴ ʥʠʟʴʢʦʨʘʥʛʦʚʠʭ ʦʥʦʚʣʝʥʴ ʙʝʟ ʟʙʽʣʴʰʝʥʥʷ 

ʧʘʨʘʤʝʪʨʠʯʥʦʛʦ ʙʶʜʞʝʪʫ. ʇʦ-ʜʨʫʛʝ, ʥʘʷʚʥʽʩʪʴ ʽʥʬʝʨʝʥʩ-ʥʘʢʣʘʜʥʠʭ ʚʠʪʨʘʪ ʫ 

ʢʣʘʩʠʯʥʠʭ ʘʜʘʧʪʝʨʽʚ, ʷʢʽ ʜʦʚʦʜʠʪʴʩʷ ʚʨʘʭʦʚʫʚʘʪʠ ʫ ʧʨʦʜʘʢʰʝʥʽ. ɼʦʜʘʪʢʦʚʦ 

ʚʘʞʣʠʚʠʤʠ ʟʘʣʠʰʘʶʪʴʩʷ ʢʦʨʝʢʪʥʘ ʚʟʘʻʤʦʜʽʷ ʟ ʘʛʨʝʩʠʚʥʠʤ ʢʚʘʥʪʫʚʘʥʥʷʤ ʽ 

ʩʪʘʙʽʣʴʥʽʩʪʴ ʥʘʚʯʘʥʥʷ ʧʨʠ ʩʪʠʩʢʘʥʥʽ ʧʨʝʜʩʪʘʚʣʝʥʴ. 

ʄʝʪʘ ʨʦʙʦʪʠ ʧʦʣʷʛʘʻ ʫ ʩʪʚʦʨʝʥʥʽ ʪʘ ʦʙˇʨʫʥʪʫʚʘʥʥʽ ʘʜʘʧʪʝʨʘ SkeMA, ʷʢʠʡ 

ʧʝʨʝʥʦʩʠʪʴ ʥʘʚʯʘʥʥʷ ʫ ʩʪʠʩʣʠʡ ʧʽʜʧʨʦʩʪʽʨ ʽʟ ʬʽʢʩʦʚʘʥʠʤʠ ʧʨʦʻʢʮʽʷʤʠ, ʥʘʚʯʘʻ ʣʠʰʝ 

ʢʦʤʧʘʢʪʥʝ çʷʜʨʦè ʪʘ ʧʦʚʥʽʩʪʶ ʟʣʠʚʘʻʪʴʩʷ ʟ ʙʘʟʦʚʠʤʠ ʚʘʛʘʤʠ ʧʽʩʣʷ ʥʘʚʯʘʥʥʷ. 

ʆʯʽʢʫʚʘʥʠʡ ʨʝʟʫʣʴʪʘʪ ʧʦʣʷʛʘʻ ʫ ʧʦʻʜʥʘʥʥʽ ʚʽʜʩʫʪʥʦʩʪʽ ʥʘʢʣʘʜʥʠʭ ʚʠʪʨʘʪ ʥʘ 

ʽʥʬʝʨʝʥʩʽ ʟʽ ʟʨʦʩʪʘʥʥʷʤ ʝʬʝʢʪʠʚʥʦʾ ʨʦʟʤʽʨʥʦʩʪʽ ʦʥʦʚʣʝʥʴ ʟʘ ʩʪʘʣʦʛʦ 

ʧʘʨʘʤʝʪʨʠʯʥʦʛʦ ʙʶʜʞʝʪʫ, ʱʦ ʧʽʜʩʠʣʶʻ ʧʨʘʢʪʠʯʥʫ ʧʨʠʜʘʪʥʽʩʪʴ ʧʽʜʭʦʜʫ ʚ ʫʤʦʚʘʭ 

ʦʙʤʝʞʝʥʠʭ ʨʝʩʫʨʩʽʚ. 
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ʂʦʥʮʝʧʮʽʷ ʤʝʪʦʜʫ SkeMA (Sketched Matrix Adapter) ʧʦʣʷʛʘʻ ʫ ʬʦʨʤʫʚʘʥʥʽ 

ʧʘʨʘʤʝʪʨʦʝʬʝʢʪʠʚʥʦʛʦ ʘʜʠʪʠʚʥʦʛʦ ʦʥʦʚʣʝʥʥʷ (ɝ 7) ʜʦ ʙʘʟʦʚʦʾ ʤʘʪʨʠʮʽ ʚʘʛ (7) 

ʣʽʥʽʡʥʦʛʦ ʰʘʨʫ (ʨʠʩ. 1). ɸʨʭʽʪʝʢʪʫʨʘ ʧʽʜʭʦʜʫ ʨʦʟʨʦʙʣʝʥʘ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʦʚʥʦʛʦ 

ʟʣʠʪʪʷ ʟ ʙʘʟʦʚʠʤʠ ʚʘʛʘʤʠ ʧʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʧʨʦʮʝʩʫ ʪʦʥʢʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ. 

ʇʽʜ ʯʘʩ ʬʘʟʠ ʥʘʚʯʘʥʥʷ ʦʙʯʠʩʣʶʚʘʣʴʥʠʡ ʰʣʷʭ ʘʜʘʧʪʝʨʘ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʨʴʦʭ 

ʧʦʩʣʽʜʦʚʥʠʭ ʝʪʘʧʽʚ: 

- ʚʭʽʜʥʠʡ ʚʝʢʪʦʨ ʘʢʪʠʚʘʮʽʡ ʩʪʠʩʢʘʻʪʴʩʷ ʫ ʧʽʜʧʨʦʩʪʽʨ ʤʝʥʰʦʾ ʨʦʟʤʽʨʥʦʩʪʽ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʬʽʢʩʦʚʘʥʦʾ ʣʽʥʽʡʥʦʾ ʧʨʦʻʢʮʽʾ (Ὓ ); 

- ʫ ʮʴʦʤʫ ʩʪʠʩʣʦʤʫ ʧʽʜʧʨʦʩʪʦʨʽ ʜʦ ʚʝʢʪʦʨʘ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʢʦʤʧʘʢʪʥʠʡ 

ʧʘʨʘʤʝʪʨʠʯʥʠʡ ʙʣʦʢ (ὓ), ʷʢʠʡ ʻ ʻʜʠʥʠʤ ʢʦʤʧʦʥʝʥʪʦʤ, ʧʘʨʘʤʝʪʨʠ ʷʢʦʛʦ ʥʘʚʯʘʶʪʴʩʷ; 

- ʦʪʨʠʤʘʥʠʡ ʚʝʢʪʦʨ ʨʦʟʛʦʨʪʘʻʪʴʩʷ ʥʘʟʘʜ ʫ ʚʠʭʽʜʥʠʡ ʧʨʦʩʪʽʨ ʯʝʨʝʟ ʜʨʫʛʫ 

ʬʽʢʩʦʚʘʥʫ ʣʽʥʽʡʥʫ ʧʨʦʻʢʮʽʶ (Ὓ ) ʽ ʜʦʜʘʻʪʴʩʷ ʜʦ ʚʠʭʦʜʫ ʦʩʥʦʚʥʦʛʦ ʰʘʨʫ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʧʦʚʥʝ ʘʜʠʪʠʚʥʝ ʦʥʦʚʣʝʥʥʷ ʚʘʛ, ʱʦ ʛʝʥʝʨʫʻʪʴʩʷ ʘʜʘʧʪʝʨʦʤ, 

ɝὡ3ËÅ-! (1), ʤʦʞʝ ʙʫʪʠ ʚʠʨʘʞʝʥʝ ʷʢ ʜʦʙʫʪʦʢ ʪʨʴʦʭ ʤʘʪʨʠʮʴ: 

 

 ɝὡSkeMAὛoutὓὛin (

1) 

ʜʝ Ὓ , Ὓ  ï ʬʽʢʩʦʚʘʥʽ (ʥʝʪʨʝʥʦʚʘʥ)̔ ʧʨʦʻʢʮʽʾ, ὓ ï ʻʜʠʥʠʡ ʪʨʝʥʦʚʘʥʠʡ ʙʣʦʢ. 

 

ʇʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʥʘʚʯʘʥʥʷ ʚʠʢʦʥʫʻʪʴʩʷ ʦʜʥʦʨʘʟʦʚʘ ʦʧʝʨʘʮʽʷ ʟʣʠʪʪ ̫(2), ʷʢʘ 

ʤʦʜʠʬʽʢʫʻ ʙʘʟʦʚʽ ʚʘʛʠ ʤʦʜʝʣʽ: 

 

 ὡᴺὡ ‌ɝὡSkeMA (

2) 

ʜʝ ɻ ï ʢʦʝʬʽʮʽʻʥʪ ʤʘʩʰʪʘʙʫʚʘʥʥʷ. 

 

ɺ ʨʝʟʫʣʴʪʘʪʽ, ʛʨʘʬ ʦʙʯʠʩʣʝʥʴ ʤʦʜʝʣʽ ʧʦʚʝʨʪʘʻʪʴʩʷ ʜʦ ʩʚʦʻʾ ʚʠʭʽʜʥʦʾ 

ʘʨʭʽʪʝʢʪʫʨʠ. ʎʝ ʧʦʚʥʽʩʪʶ ʫʩʫʚʘʻ ʙʫʜʴ-ʷʢʝ ʜʦʜʘʪʢʦʚʝ ʦʙʯʠʩʣʶʚʘʣʴʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ 

(inference overhead) ʧʽʜ ʯʘʩ ʝʢʩʧʣʫʘʪʘʮʽʾ ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʥʫʣʴʦʚʫ ʟʘʪʨʠʤʢʫ. 

ɼʣʷ ʝʤʧʽʨʠʯʥʦʾ ʚʘʣʽʜʘʮʽʾ ʪʘ ʢʦʨʝʢʪʥʦʛʦ ʟʽʩʪʘʚʣʝʥʥʷ ʤʝʪʦʜʫ SkeMA ʟ 

ʝʪʘʣʦʥʥʠʤʠ ʥʠʟʴʢʦʨʘʥʛʦʚʠʤʠ ʧʽʜʭʦʜʘʤʠ, ʷʢ-ʦʪ LoRA, ʙʫʣʦ ʚʠʟʥʘʯʝʥʦ ʧʨʦʪʦʢʦʣ 

ʦʮʽʥʶʚʘʥʥʷ. ʂʣʶʯʦʚʠʤ ʛʽʧʝʨʧʘʨʘʤʝʪʨʦʤ ʤʝʪʦʜʫ ʻ ʨʦʟʤʽʨʥʽʩʪʴ ʩʪʠʩʣʦʛʦ ʧʨʦʩʪʦʨʫ Ὧ. 
ʎʝʡ ʧʘʨʘʤʝʪʨ ʚʠʟʥʘʯʘʻ ʷʢ ʝʬʝʢʪʠʚʥʫ ʨʦʟʤʽʨʥʽʩʪʴ ʦʥʦʚʣʝʥʥʷ (ʚʝʨʭʥʷ ʤʝʞʘ ʨʘʥʛʫ 

Ὧ), ʪʘʢ ʽ ʢʽʣʴʢʽʩʪʴ ʧʘʨʘʤʝʪʨʽʚ, ʱʦ ʥʘʚʯʘʶʪʴʩʷ, ʷʢʘ ʩʢʣʘʜʘʻ Ὧ. ʎʝ ʜʦʟʚʦʣʷʻ ʯʽʪʢʦ 
ʩʧʽʚʩʪʘʚʣʷʪʠ SkeMA ʟ ʥʠʟʴʢʦʨʘʥʛʦʚʠʤʠ ʧʽʜʭʦʜʘʤʠ ʟʘ ʦʜʥʘʢʦʚʦʛʦ ʧʘʨʘʤʝʪʨʠʯʥʦʛʦ 

ʙʶʜʞʝʪʫ. 

ʇʨʦʪʦʢʦʣ ʧʝʨʝʜʙʘʯʘʻ ʜʚʘ ʩʮʝʥʘʨʽʾ ʧʦʨʽʚʥʷʥʥʷ, ʟʘʩʥʦʚʘʥʽ ʥʘ ʧʘʨʠʪʝʪʽ, ʜʣʷ 

ʢʦʨʝʢʪʥʦʛʦ ʟʽʩʪʘʚʣʝʥʥʷ SkeMA ʟ LoRA. ʇʝʨʰʠʡ ʩʮʝʥʘʨʽʡ, ʧʘʨʠʪʝʪ ʧʘʨʘʤʝʪʨʽʚ, 

ʧʝʨʝʜʙʘʯʘʻ ʬʽʢʩʘʮʽʶ ʦʜʥʘʢʦʚʦʾ ʢʽʣʴʢʦʩʪʽ ʪʨʝʥʦʚʘʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʜʣʷ ʦʙʦʭ ʤʝʪʦʜʽʚ 

(ʥʘʧʨʠʢʣʘʜ, Ὧ ρφσψτ, ʱʦ ʚʽʜʧʦʚʽʜʘʻ Ὧ ρςψ ʜʣʷ SkeMA ʪʘ ὶ ψ ʜʣʷ LoRA). ʋ 
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ʮʴʦʤʫ ʚʠʧʘʜʢʫ SkeMA ʜʝʤʦʥʩʪʨʫʻ ʟʥʘʯʥʦ ʚʠʱʫ ʧʦʪʝʥʮʽʡʥʫ ʚʠʨʘʟʥʽʩʪʴ, ʦʩʢʽʣʴʢʠ 

ʚʝʨʭʥʷ ʤʝʞʘ ʨʘʥʛʫ ʦʥʦʚʣʝʥʥʷ ʚʠʟʥʘʯʘʻʪʴʩʷ ʨʦʟʤʽʨʦʤ Ὧ, ʷʢʠʡ ʩʫʪʪʻʚʦ ʧʝʨʝʚʠʱʫʻ ὶ 
(ʨʘʥʛ ρςψ ʧʨʦʪʠ ψ). ɼʨʫʛʠʡ ʩʮʝʥʘʨʽʡ, ʧʘʨʠʪʝʪ ʦʙʯʠʩʣʝʥʴ, ʟʘʙʝʟʧʝʯʫʻ ʩʧʽʚʤʽʨʥʫ 

ʦʙʯʠʩʣʶʚʘʣʴʥʫ ʚʘʨʪʽʩʪʴ ʢʨʦʢʫ ʥʘʚʯʘʥʥʷ, ʱʦ ʚʽʜʧʦʚʽʜʘʻ ʫʤʦʚʽ Ὧ ὶ (ʥʘʧʨʠʢʣʘʜ, 
Ὧ ὶ ψ). ɿʘ ʪʘʢʠʭ ʫʤʦʚ SkeMA ʤʘʻ ʢʘʨʜʠʥʘʣʴʥʦ ʤʝʥʰʠʡ ʧʘʨʘʤʝʪʨʠʯʥʠʡ ʩʣʽʜ 

(Ὧ φτ ʧʘʨʘʤʝʪʨʠ) ʧʦʨʽʚʥʷʥʦ ʟ LoRA (ρφ σψτ ʧʘʨʘʤʝʪʨʠ) ʧʨʠ ʦʜʥʘʢʦʚʽʡ ʤʝʞʽ 

ʚʠʨʘʟʥʦʩʪʽ (ʨʘʥʛ ψ). 
 

 
ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʨʦʙʦʪʠ ʘʜʘʧʪʝʨʘ SkeMA 

 

ʇʦʧʝʨʝʜʥʷ ʚʘʣʽʜʘʮʽʷ ʨʝʘʣʽʟʘʮʽʾ ʙʫʣʘ ʧʨʦʚʝʜʝʥʘ ʥʘ ʟʘʜʘʯʽ ʤʦʚʥʦʛʦ 

ʤʦʜʝʣʶʚʘʥʥʷ (ʤʦʜʝʣʴ Pythia-160M, ʢʦʨʧʫʩ WikiText-2). ʆʙʠʜʚʽ ʩʭʝʤʠ 

ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʠ ʩʪʘʙʽʣʴʥʫ ʟʙʽʞʥʽʩʪʴ, ʘ ʦʪʨʠʤʘʥʽ ʚʘʣʽʜʘʮʽʡʥʽ ʧʦʢʘʟʥʠʢʠ ʧʝʨʧʣʝʢʩʽʾ 

ʻ ʙʣʠʟʴʢʠʤʠ (SkeMA τπȢυ, LoRA σωȢσ). 
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ʆʪʞʝ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ SkeMA ʥʘʜʘʻ ʘʨʭʽʪʝʢʪʫʨʥʝ ʨʽʰʝʥʥʷ ʜʣʷ 

ʧʽʜʚʠʱʝʥʥʷ ʛʥʫʯʢʦʩʪʽ ʧʘʨʘʤʝʪʨʦʝʬʝʢʪʠʚʥʠʭ ʦʥʦʚʣʝʥʴ ʟʘ ʩʪʘʣʦʛʦ ʙʶʜʞʝʪʫ 

ʧʘʨʘʤʝʪʨʽʚ, ʢʦʥʮʝʥʪʨʫʶʯʠ ʪʨʝʥʦʚʘʥʽ ʧʘʨʘʤʝʪʨʠ ʫ ʢʦʤʧʘʢʪʥʦʤʫ ʙʣʦʮʽ, ʱʦ ʜʽʻ ʫ 

ʩʪʠʩʣʦʤʫ ʧʽʜʧʨʦʩʪʦʨʽ, ʪʘ ʟʘʙʝʟʧʝʯʫʶʯʠ ʥʫʣʴʦʚʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʽʥʬʝʨʝʥʩʽ ʰʣʷʭʦʤ 

ʧʦʚʥʦʛʦ ʟʣʠʪʪʷ. ʇʦʯʘʪʢʦʚʽ ʝʢʩʧʝʨʠʤʝʥʪʠ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʩʪʘʙʽʣʴʥʽʩʪʴ ʪʘ ʷʢʽʩʪʴ 

ʤʝʪʦʜʫ, ʱʦ ʦʙˇʨʫʥʪʦʚʫʻ ʜʦʮʽʣʴʥʽʩʪʴ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ ʱʦʜʦ ʦʧʪʠʤʽʟʘʮʽʾ 

ʛʽʧʝʨʧʘʨʘʤʝʪʨʽʚ, ʚʠʚʯʝʥʥʷ ʨʽʟʥʠʭ ʪʠʧʽʚ ʧʨʦʻʢʮʽʡ ʪʘ ʨʦʟʰʠʨʝʥʥʷ ʥʘ ʽʥʰʽ ʟʘʚʜʘʥʥʷ ʡ 

ʪʝʭʥʽʢʠ. 

 

ʇʝʨʝʣʽʢ ʧʦʩʠʣʘʥʴ 
1. Zhang S., Roller S., Goyal N., ʪʘ ʽʥ. OPT: Open Pre-trained Transformer Language Models. 

arXiv preprint arXiv:2205.01068. 2022. URL: https://arxiv.org/abs/2205.01068 (ʜʘʪʘ ʟʚʝʨʥʝʥʥʷ: 

22.10.2025). 

2. Ouyang L., Wu J., Jiang X., ʪʘ ʽʥ. Training language models to follow instructions with human 

feedback. arXiv preprint arXiv:2203.02155. 2022. 68 p. URL: https://arxiv.org/pdf/2203.02155 

(ʜʘʪʘ ʟʚʝʨʥʝʥʥʷ: 22.10.2025)  

3. Pfeiffer J., Vuliĺ I., Gurevych I., Ruder S. Modular Deep Learning. Transactions of the 

Association for Computational Linguistics. 2023. Vol. 11. P. 187ï204. 

4. Tunstall L., von Werra L., Wolf T. Natural Language Processing with Transformers. Sebastopol, 

CA: OôReilly Media, 2022. 408 p. 

5. Zhao W. X., Zhou K., Li J., Tang T., Wang X., ʪʘ ʽʥ. A Survey of Large Language Models. 

arXiv preprint arXiv:2303.18223. 2023. URL: https://arxiv.org/abs/2303.18223 (ʜʘʪʘ ʟʚʝʨʥʝʥʥʷ: 

22.10.2025). 

  

https://arxiv.org/abs/2205.01068
https://arxiv.org/pdf/2203.02155
https://arxiv.org/abs/2303.18223


ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025 57 

#Paper_2025_022_ 

ʋɼʂ 004.4 

 

ɺʽʜʝʣʴʩʴʢʠʡ ʗ.ɺ., ʂʣʴʦʮ ʖ.ʇ., ʇʽʩʥʷʯʝʚʩʴʢʠʡ ʗ.ɺ., ʈʫʜʠʡ ʈ.ʉ. 

 

ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɺʀʗɺʃɽʅʅʗ ʇʈʀʍʆɺɸʅʀʍ ʂɸʅɸʃɯɺ ʇɽʈɽɼɸʏɯ ʋ ɺʀʍɯɼʅʆʄʋ 

ʊʈɸʌɯʂʋ ʇʋɹʃɯʏʅʀʍ ʄɽʈɽɾ 
 

ʈʦʙʦʪʘ ʧʨʠʩʚʷʯʝʥʘ ʚʠʷʚʣʝʥʥʶ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ ʧʝʨʝʜʘʯʽ ʫ ʚʠʭʽʜʥʦʤʫ ʪʨʘʬʽʢʫ 

ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʤʝʪʦʜʠʢʫ ʘʥʘʣʽʟʫ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ Wireshark, Suricata, Zeek 

ʪʘ NetFlow, ʱʦ ʧʦʻʜʥʫʻ ʩʠʛʥʘʪʫʨʥʽ, ʩʪʘʪʠʩʪʠʯʥʽ ʡ ʧʦʚʝʜʽʥʢʦʚʽ ʧʽʜʭʦʜʠ. ɽʢʩʧʝʨʠʤʝʥʪʠ ʚ 

ʩʝʨʝʜʦʚʠʱʽ NAT ʧʽʜʪʚʝʨʜʠʣʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʤʝʪʦʜʫ: ʪʦʯʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ DNS- ʪʘ ICMP-

ʢʘʥʘʣʽʚ ʧʝʨʝʚʠʱʠʣʘ 90%. ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʩʚʽʜʯʘʪʴ ʧʨʦ ʤʦʞʣʠʚʽʩʪʴ ʽʥʪʝʛʨʘʮʽʾ 

ʩʠʩʪʝʤʠ ʫ ʩʫʯʘʩʥʽ ʟʘʩʦʙʠ ʤʝʨʝʞʝʚʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʙʝʟʧʝʢʠ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ. 

 

The study focuses on detecting covert communication channels in outbound traffic of 

public networks. A comprehensive analysis methodology using Wireshark, Suricata, Zeek, and 

NetFlow is proposed, combining signature-based, statistical, and behavioral approaches. 

Experiments conducted in a NAT environment confirmed the methodôs efficiency, achieving over 

90% accuracy in detecting DNS and ICMP channels. The obtained results demonstrate the 

feasibility of integrating the developed system into modern network monitoring solutions to enhance 

public network security. 

 

ɿʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʪʨʘʬʽʢʫ ʚ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞʘʭ, ʦʩʦʙʣʠʚʦ ʫ ʩʝʨʝʜʦʚʠʱʘʭ ʽʟ 

ʜʠʥʘʤʽʯʥʠʤʠ IP-ʘʜʨʝʩʘʤʠ ʪʘ NAT-ʪʨʘʥʩʣʷʮʽʻʶ, ʫʩʢʣʘʜʥʶʻ ʢʦʥʪʨʦʣʴ ʚʠʭʽʜʥʠʭ 

ʧʦʪʦʢʽʚ ʜʘʥʠʭ. ʇʨʠʭʦʚʘʥʽ ʢʘʥʘʣʠ ʧʝʨʝʜʘʯʽ (covert channels) ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ 

ʥʝʧʦʤʽʪʥʦʛʦ ʚʠʚʝʜʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟʘ ʤʝʞʽ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʽ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ, ʱʦ 

ʩʪʘʥʦʚʠʪʴ ʟʘʛʨʦʟʫ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʡ ʮʽʣʽʩʥʦʩʪʽ ʩʠʩʪʝʤ. ʅʘʡʯʘʩʪʽʰʝ ʟʣʦʚʤʠʩʥʠʢʠ 

ʟʘʩʪʦʩʦʚʫʶʪʴ ʪʝʭʥʽʢʠ DNS- ʘʙʦ HTTP-ʩʪʝʛʘʥʦʛʨʘʬʽʾ, ICMP-ʪʫʥʝʣʶʚʘʥʥʷ ʯʠ ʯʘʩʦʚʽ 

ʤʘʥʽʧʫʣʷʮʽʾ ʤʽʞ ʧʘʢʝʪʘʤʠ [1]. 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʪʝʤʠ ʟʫʤʦʚʣʝʥʘ ʪʠʤ, ʱʦ ʪʨʘʜʠʮʽʡʥʽ ʩʠʛʥʘʪʫʨʥʽ ʩʠʩʪʝʤʠ 

ʚʠʷʚʣʝʥʥʷ ʥʝ ʟʘʚʞʜʠ ʬʽʢʩʫʶʪʴ ʘʥʦʤʘʣʽʾ ʚ ʰʠʬʨʦʚʘʥʦʤʫ ʪʨʘʬʽʢʫ, ʪʦʜʽ ʷʢ ʧʦʚʝʜʽʥʢʦʚʽ 

ʦʟʥʘʢʠ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ ʯʘʩʪʦ ʟʘʣʠʰʘʶʪʴʩʷ ʧʦʟʘ ʫʚʘʛʦʶ. ʄʝʪʘ ʨʦʙʦʪʠ ï 

ʨʦʟʨʦʙʠʪʠ ʪʘ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦ ʧʝʨʝʚʽʨʠʪʠ ʤʝʪʦʜʠʢʫ ʚʠʷʚʣʝʥʥʷ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ 

ʧʝʨʝʜʘʯʽ ʫ ʚʠʭʽʜʥʦʤʫ ʪʨʘʬʽʢʫ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ ʥʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ ʯʘʩʦʚʠʭ ʽ 

ʩʪʨʫʢʪʫʨʥʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ. 

ʉʫʯʘʩʥʽ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʜʽʣʷʶʪʴ ʤʝʪʦʜʠ ʚʠʷʚʣʝʥʥʷ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ ʥʘ 

ʪʨʠ ʛʨʫʧʠ: ʩʠʛʥʘʪʫʨʥʽ, ʩʪʘʪʠʩʪʠʯʥʽ ʪʘ ʛʽʙʨʠʜʥʽ [2]. ʉʠʛʥʘʪʫʨʥʽ ʦʨʽʻʥʪʫʶʪʴʩʷ ʥʘ 

ʚʽʜʦʤʽ ʰʘʙʣʦʥʠ ʧʘʢʝʪʽʚ ʽ ʟʘʛʦʣʦʚʢʽʚ, ʘʣʝ ʤʘʣʦʝʬʝʢʪʠʚʥʽ ʧʨʠ ʰʠʬʨʫʚʘʥʥʽ ʜʘʥʠʭ. 
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ʉʪʘʪʠʩʪʠʯʥʽ ʤʝʪʦʜʠ ʘʥʘʣʽʟʫʶʪʴ ʨʦʟʧʦʜʽʣ ʽʥʪʝʨʚʘʣʽʚ ʤʽʞ ʧʘʢʝʪʘʤʠ (Inter-Packet Delay 

ï IPD) ʽ ʨʦʟʤʽʨʽʚ ʩʝʛʤʝʥʪʽʚ, ʚʠʷʚʣʷʶʯʠ ʧʨʠʭʦʚʘʥʫ ʢʦʨʝʣʷʮʽʶ, ʪʦʜʽ ʷʢ ʛʽʙʨʠʜʥʽ 

ʧʦʻʜʥʫʶʪʴ ʩʠʛʥʘʪʫʨʠ ʪʘ ʯʘʩʦʚʽ ʤʝʪʨʠʢʠ. 

ɼʣʷ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ ʭʘʨʘʢʪʝʨʥʘ ʤʫʣʴʪʠʘʨʝʥʜʥʽʩʪʴ, ʱʦ ʫʩʢʣʘʜʥʶʻ 

ʽʜʝʥʪʠʬʽʢʘʮʽʶ ʜʞʝʨʝʣʘ ʧʝʨʝʜʘʯʽ. ɹʽʣʴʰʽʩʪʴ IDS/IPS, ʪʘʢʠʭ ʷʢ Suricata ʘʙʦ Snort, ʥʝ 

ʟʘʙʝʟʧʝʯʫʶʪʴ ʧʦʚʥʦʾ ʢʦʨʝʣʷʮʽʾ ʤʽʞ ʚʠʭʽʜʥʠʤ ʪʨʘʬʽʢʦʤ ʨʽʟʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ ʟʘ 

ʩʧʽʣʴʥʦʶ IP-ʘʜʨʝʩʦʶ, ʪʦʤʫ ʧʦʪʨʽʙʥʽ ʧʦʚʝʜʽʥʢʦʚʽ ʧʽʜʭʦʜʠ [3]. ʇʦʨʽʚʥʷʥʥʷ ʦʩʥʦʚʥʠʭ 

ʧʽʜʭʦʜʽʚ ʜʦ ʚʠʷʚʣʝʥʥʷ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʪʘʙʣ. 1. 

 

ʊʘʙʣʠʮʷ 1 ï ʇʦʨʽʚʥʷʥʥʷ ʦʩʥʦʚʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʚʠʷʚʣʝʥʥʷ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ 

ʊʠʧ ʤʝʪʦʜʫ ʆʩʥʦʚʥʘ ʦʟʥʘʢʘ ʇʝʨʝʚʘʛʠ ʅʝʜʦʣʽʢʠ 

ʉʠʛʥʘʪʫʨʥʠʡ ɺʽʜʦʤʽ ʰʘʙʣʦʥʠ 

ʟʘʛʦʣʦʚʢʽʚ 

ɺʠʩʦʢʘ ʰʚʠʜʢʽʩʪʴ ʅʝ ʧʨʘʮʶʻ ʟʽ 

ʰʠʬʨʫʚʘʥʥʷʤ 

ʉʪʘʪʠʩʪʠʯʥʠʡ ɸʥʘʣʽʟ IPD, ʨʦʟʤʽʨʽʚ 

ʧʘʢʝʪʽʚ 

ɺʠʷʚʣʷʻ ʥʦʚʽ ʪʠʧʠ 

ʢʘʥʘʣʽʚ 

ɺʠʤʘʛʘʻ ʚʝʣʠʢʠʭ 

ʦʙʩʷʛʽʚ ʜʘʥʠʭ 

ɻʽʙʨʠʜʥʠʡ ʂʦʤʙʽʥʘʮʽʷ ʩʠʛʥʘʪʫʨ 

ʽ ʩʪʘʪʠʩʪʠʢʠ 

ʂʨʘʱʘ ʪʦʯʥʽʩʪʴ ʉʢʣʘʜʥʘ ʨʝʘʣʽʟʘʮʽ ̫

ʇʦʚʝʜʽʥʢʦʚʠʡ 

(ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ) 

ɼʠʥʘʤʽʢʘ ʚʽʜʭʠʣʝʥʴ ʫ 

ʯʘʩʽ ʪʘ ʩʪʨʫʢʪʫʨʽ 

ɺʠʷʚʣʷʻ ʧʨʠʭʦʚʘʥʽ 

ʢʘʥʘʣʠ ʫ ʨʝʘʣʴʥʦʤʫ 

ʪʨʘʬʽʢʫ 

ʇʦʪʨʝʙʫʻ ʥʘʚʯʘʥʥʷ 

ʤʦʜʝʣʝʡ 

 

ɼʣʷ ʧʝʨʝʚʽʨʢʠ ʤʝʪʦʜʠʢʠ ʙʫʣʦ ʧʦʙʫʜʦʚʘʥʦ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʝ ʩʝʨʝʜʦʚʠʱʝ 

(ʨʠʩ. 1), ʱʦ ʽʤʽʪʫʻ ʧʫʙʣʽʯʥʫ Wi-Fi-ʤʝʨʝʞʫ ʟ NAT-ʰʣʶʟʦʤ ʽ ʛʨʫʧʦʶ ʢʣʽʻʥʪʽʚ, ʷʢʽ 

ʛʝʥʝʨʫʶʪʴ ʪʠʧʦʚʠʡ ʚʝʙ-ʪʨʘʬʽʢ. ʋ ʢʦʥʪʨʦʣʴʥʠʭ ʫʤʦʚʘʭ ʩʪʚʦʨʶʚʘʣʠʩʷ ʤʦʜʝʣʽ 

ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ: DNS-ʩʪʝʛʘʥʦʛʨʘʬʽʷ, ICMP-ʪʫʥʝʣʴ ʽ ʯʘʩʦʚʠʡ ʢʘʥʘʣ ʽʟ 

ʨʝʛʫʣʴʦʚʘʥʠʤʠ ʽʥʪʝʨʚʘʣʘʤʠ ʤʽʞ ʧʘʢʝʪʘʤʠ [4]. 

ʄʦʥʽʪʦʨʠʥʛ ʪʨʘʬʽʢʫ ʟʜʽʡʩʥʶʚʘʚʩʷ ʢʦʤʧʣʝʢʩʥʦ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʥʘʙʦʨʫ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ Wireshark, Suricata, Zeek ʪʘ NetFlow, ʷʢʽ ʟʘʙʝʟʧʝʯʫʚʘʣʠ 

ʷʢ ʛʣʠʙʦʢʠʡ ʧʘʢʝʪʥʠʡ ʘʥʘʣʽʟ, ʪʘʢ ʽ ʫʟʘʛʘʣʴʥʝʥʫ ʩʪʘʪʠʩʪʠʢʫ ʧʦʪʦʢʽʚ. Wireshark 

ʟʘʩʪʦʩʦʚʫʚʘʚʩʷ ʜʣʷ ʥʠʟʴʢʦʨʽʚʥʝʚʦʾ ʽʥʩʧʝʢʮʽʾ ʟʘʛʦʣʦʚʢʽʚ TCP, UDP ʪʘ ICMP-ʧʘʢʝʪʽʚ, 

ʱʦ ʜʦʟʚʦʣʷʣʦ ʚʠʷʚʣʷʪʠ ʚʽʜʭʠʣʝʥʥʷ ʫ ʧʦʨʷʜʢʫ ʩʣʽʜʫʚʘʥʥʷ ʧʘʢʝʪʽʚ, ʜʦʚʞʠʥʽ ʧʦʣʽʚ ʽ 

ʯʘʩʪʦʪʽ ʩʣʫʞʙʦʚʠʭ ʧʦʚʽʜʦʤʣʝʥʴ. Suricata ʬʫʥʢʮʽʦʥʫʚʘʣʘ ʷʢ IDS-ʧʣʘʪʬʦʨʤʘ 

ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ, ʟʜʘʪʥʘ ʚʠʢʦʥʫʚʘʪʠ ʩʠʛʥʘʪʫʨʥʠʡ ʽ ʧʦʚʝʜʽʥʢʦʚʠʡ ʘʥʘʣʽʟ ʥʘ ʦʩʥʦʚʽ 

ʥʘʙʦʨʽʚ ʧʨʘʚʠʣ Emerging Threats. Zeek, ʫ ʩʚʦʶ ʯʝʨʛʫ, ʚʠʢʦʨʠʩʪʦʚʫʚʘʚʩʷ ʜʣʷ 

ʩʝʤʘʥʪʠʯʥʦʛʦ ʨʦʟʙʦʨʫ ʧʨʦʪʦʢʦʣʽʚ ʽ ʣʦʛʫʚʘʥʥʷ ʩʝʩʽʡ ʥʘ ʨʽʚʥʽ ʟʘʩʪʦʩʫʥʢʽʚ (HTTP, 

DNS, SSL), ʱʦ ʩʪʚʦʨʶʚʘʣʦ ʫʤʦʚʠ ʜʣʷ ʢʦʨʝʣʷʮʽʾ ʟ ʽʥʰʠʤʠ ʜʞʝʨʝʣʘʤʠ ʧʦʜʽʡ. 

NetFlow-ʟʙʽʨʥʠʢʠ ʟʘʙʝʟʧʝʯʫʚʘʣʠ ʧʦʙʫʜʦʚʫ ʘʛʨʝʛʦʚʘʥʦʾ ʩʪʘʪʠʩʪʠʢʠ ʧʦʪʦʢʽʚ, ʫ ʪʦʤʫ 

ʯʠʩʣʽ ʦʙʣʽʢ ʢʽʣʴʢʦʩʪʽ ʙʘʡʪʽʚ, ʧʘʢʝʪʽʚ, ʯʘʩʫ ʧʦʯʘʪʢʫ ʽ ʟʘʚʝʨʰʝʥʥʷ ʩʝʘʥʩʽʚ, ʱʦ 

ʜʦʟʚʦʣʷʣʦ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʘʥʦʤʘʣʽʾ ʫ ʚʠʭʽʜʥʦʤʫ ʪʨʘʬʽʢʫ ʚʝʣʠʢʠʭ ʩʝʛʤʝʥʪʽʚ 

ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ. 
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ɿʽʙʨʘʥʽ ʜʘʥʽ ʢʦʥʚʝʨʪʫʚʘʣʠʩʷ ʫ ʬʦʨʤʘʪ CSV ʽ ʟʙʝʨʽʛʘʣʠʩʷ ʫ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʤʫ 

ʩʭʦʚʠʱʽ ʜʣʷ ʧʦʜʘʣʴʰʦʾ ʦʙʨʦʙʢʠ Python-ʩʢʨʠʧʪʘʤʠ. ʅʘ ʝʪʘʧʽ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ 

ʚʠʢʦʥʫʚʘʣʦʩʷ ʦʯʠʱʝʥʥʷ ʟʘʧʠʩʽʚ ʚʽʜ ʥʝʧʦʚʥʠʭ ʽ ʜʫʙʣʴʦʚʘʥʠʭ ʨʷʜʢʽʚ, ʥʦʨʤʘʣʽʟʘʮʽʷ 

ʯʘʩʦʚʠʭ ʤʽʪʦʢ ʪʘ ʦʙʯʠʩʣʝʥʥʷ ʧʦʭʽʜʥʠʭ ʤʝʪʨʠʢ, ʪʘʢʠʭ ʷʢ ʩʝʨʝʜʥʽʡ ʯʘʩ ʤʽʞ 

ʧʦʩʣʽʜʦʚʥʠʤʠ ʧʘʢʝʪʘʤʠ (ȹt), ʢʦʝʬʽʮʽʻʥʪ ʚʘʨʽʘʮʽʾ ʽʥʪʝʨʚʘʣʽʚ, ʱʽʣʴʥʽʩʪʴ ʧʘʢʝʪʽʚ ʫ ʚʽʢʥʽ 

ʯʘʩʫ ʪʘ ʝʥʪʨʦʧʽʷ ʨʦʟʧʦʜʽʣʫ ʨʦʟʤʽʨʽʚ ʧʘʢʝʪʽʚ. ʆʩʦʙʣʠʚʘ ʫʚʘʛʘ ʧʨʠʜʽʣʷʣʘʩʷ ʚʠʷʚʣʝʥʥʶ 

çʟʚʦʨʦʪʥʠʭ ʟʘʧʠʪʽʚè ï ʧʦʚʪʦʨʥʠʭ ʟʚʝʨʥʝʥʴ ʜʦ ʦʜʥʦʛʦ ʚʫʟʣʘ ʯʝʨʝʟ ʦʜʥʘʢʦʚʽ ʧʦʨʪʠ, 

ʱʦ ʤʦʛʣʦ ʩʚʽʜʯʠʪʠ ʧʨʦ ʘʢʪʠʚʥʠʡ ʧʨʠʭʦʚʘʥʠʡ ʢʘʥʘʣ. ʂʨʽʤ ʪʦʛʦ, ʜʦʜʘʪʢʦʚʦ 

ʘʥʘʣʽʟʫʚʘʣʘʩʷ ʯʘʩʪʢʘ ʥʝʪʠʧʦʚʠʭ ʨʦʟʤʽʨʽʚ ʧʘʢʝʪʽʚ, ʷʢʽ ʚʽʜʭʠʣʷʣʠʩʷ ʚʽʜ ʩʪʘʥʜʘʨʪʥʠʭ 

ʬʨʝʡʤʽʚ Ethernet, ʦʩʢʽʣʴʢʠ ʩʘʤʝ ʚ ʥʠʭ ʯʘʩʪʦ ʚʙʫʜʦʚʫʶʪʴʩʷ ʩʪʝʛʘʥʦʛʨʘʬʽʯʥʽ 

ʬʨʘʛʤʝʥʪʠ ʜʘʥʠʭ. 

 

 
 

ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʘʨʭʽʪʝʢʪʫʨʠ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ 

 

ɺʠʷʚʣʝʥʥʷ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ ʟʜʽʡʩʥʶʚʘʣʦʩʷ ʰʣʷʭʦʤ ʦʙʯʠʩʣʝʥʥʷ 

ʩʪʘʪʠʩʪʠʯʥʠʭ ʘʥʦʤʘʣʽʡ ʽ ʾʭ ʧʦʜʘʣʴʰʦʾ ʧʝʨʝʚʽʨʢʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʜʘʧʪʠʚʥʠʭ 

ʧʦʨʦʛʦʚʠʭ ʟʥʘʯʝʥʴ. ʗʢʱʦ ʩʝʨʝʜʥʽʡ ʯʘʩ ʤʽʞ ʧʘʢʝʪʘʤʠ ȹt ʧʝʨʝʚʠʱʫʚʘʚ ʝʪʘʣʦʥʥʝ 

ʟʥʘʯʝʥʥʷ ʙʽʣʴʰʝ ʥʽʞ ʥʘ 2ů ʘʙʦ ʚʽʜʭʠʣʝʥʥʷ ʫ ʩʪʨʫʢʪʫʨʽ ʟʘʛʦʣʦʚʢʽʚ ʜʦʩʷʛʘʣʦ 15 %, 

ʪʨʘʬʽʢ ʧʦʟʥʘʯʘʚʩʷ ʷʢ ʧʦʪʝʥʮʽʡʥʦ ʧʨʠʭʦʚʘʥʠʡ ʽ ʧʝʨʝʜʘʚʘʚʩʷ ʜʦ ʤʦʜʫʣʷ 

ʧʦʚʝʜʽʥʢʦʚʦʛʦ ʘʥʘʣʽʟʫ. ɼʣʷ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʨʝʟʫʣʴʪʘʪʠ ʟʽʩʪʘʚʣʷʣʠʩʷ ʟ ʣʦʛʘʤʠ 

DNS-ʟʘʧʠʪʽʚ, ʞʫʨʥʘʣʘʤʠ ʬʘʻʨʚʦʣʘ ʪʘ ʜʘʥʠʤʠ Zeek, ʱʦ ʜʦʟʚʦʣʷʣʦ ʧʝʨʝʚʽʨʷʪʠ 

ʢʦʥʩʠʩʪʝʥʪʥʽʩʪʴ ʤʽʞ ʨʽʚʥʷʤʠ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʡ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʪʦʢʦʣʽʚ. ʂʦʨʝʣʷʮʽʷ 
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ʧʦʜʽʡ ʫ ʯʘʩʽ ʟʘʙʝʟʧʝʯʠʣʘ ʤʦʞʣʠʚʽʩʪʴ ʚʽʜʦʢʨʝʤʣʝʥʥʷ ʪʝʭʥʽʯʥʠʭ ʟʙʦʾʚ ʽ ʧʨʠʨʦʜʥʠʭ 

ʧʽʢʦʚʠʭ ʥʘʚʘʥʪʘʞʝʥʴ ʚʽʜ ʩʧʨʘʚʞʥʽʭ ʦʟʥʘʢ ʧʨʠʭʦʚʘʥʦʾ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ʋ ʧʽʜʩʫʤʢʫ 

ʩʠʩʪʝʤʘ ʬʦʨʤʫʚʘʣʘ ʟʚʽʪʠ ʟ ʨʘʥʞʫʚʘʥʥʷʤ ʘʥʦʤʘʣʽʡ ʟʘ ʨʽʚʥʝʤ ʢʨʠʪʠʯʥʦʩʪʽ, ʱʦ ʜʘʣʦ 

ʟʤʦʛʫ ʩʪʚʦʨʠʪʠ ʦʩʥʦʚʫ ʜʣʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʜʝʪʝʢʮʽʾ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ ʫ 

ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞʘʭ. 

ʋ ʨʝʟʫʣʴʪʘʪʽ ʪʝʩʪʫʚʘʥʥʷ ʤʦʜʝʣʴ ʟʤʦʛʣʘ ʚʠʷʚʣʷʪʠ DNS- ʪʘ ICMP-ʢʘʥʘʣʠ ʟʽ 

ʩʝʨʝʜʥʴʦʶ ʪʦʯʥʽʩʪʶ 94 %, ʘ ʯʘʩʦʚʽ ʢʘʥʘʣʠ ï ʜʦ 89 %. ʅʘʡʚʠʱʫ ʝʬʝʢʪʠʚʥʽʩʪʴ 

ʧʦʢʘʟʘʣʠ ʩʮʝʥʘʨʽʾ ʟ ʢʦʤʙʽʥʦʚʘʥʠʤ ʚʠʢʦʨʠʩʪʘʥʥʷʤ Suricata ʽ Zeek, ʜʝ ʧʦʚʝʜʽʥʢʦʚʠʡ 

ʘʥʘʣʽʟ ʜʦʧʦʚʥʶʚʘʚ ʩʠʛʥʘʪʫʨʥʠʡ. 

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʩʚʽʜʯʘʪʴ, ʱʦ ʧʦʻʜʥʘʥʥʷ ʯʘʩʦʚʠʭ ʤʝʪʨʠʢ ʽ ʩʪʨʫʢʪʫʨʥʦʾ 

ʢʦʨʝʣʷʮʽʾ ʜʦʟʚʦʣʷʻ ʩʚʦʻʯʘʩʥʦ ʚʠʷʚʣʷʪʠ ʧʨʠʭʦʚʘʥʽ ʧʝʨʝʜʘʯʽ ʫ ʚʠʭʽʜʥʦʤʫ ʪʨʘʬʽʢʫ 

ʥʘʚʽʪʴ ʫ ʩʝʨʝʜʦʚʠʱʘʭ ʽʟ NAT ʽ ʚʠʩʦʢʠʤ ʨʽʚʥʝʤ ʟʘʰʫʤʣʝʥʥʷ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ 

ʤʦʞʝ ʙʫʪʠ ʽʥʪʝʛʨʦʚʘʥʠʡ ʫ ʩʠʩʪʝʤʠ ʤʝʨʝʞʝʚʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʨʽʚʥʷ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ. ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʧʝʨʝʜʙʘʯʘʶʪʴ 

ʘʚʪʦʤʘʪʠʟʘʮʽʶ ʧʨʦʮʝʩʫ ʢʣʘʩʠʬʽʢʘʮʽʾ ʧʨʠʭʦʚʘʥʠʭ ʢʘʥʘʣʽʚ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʝʪʦʜʽʚ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʇʈɸʂʊʀʏʅɸ ʈɽɸʃɯɿɸʎɯʗ ʄɽʊʆɼʋ ɺʀʗɺʃɽʅʅʗ ʎʀʌʈʆɺʆɻʆ 

ɺʀʉʅɸɾɽʅʅʗ ɿɸ ɸʅɸʃɯɿʆʄ ʎɯʃʔʆɺʀʍ ʆɹôɭʂʊɯɺ ʄʅʆɾʀʅʀ 

ʇʆɺɯɼʆʄʃɽʅʔ ʃʖɼʀʅʀ 
 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʧʦʪʦʯʥʠʡ ʩʪʘʥ ʥʘʫʢʦʚʦʛʦ ʥʘʧʨʷʤʫ ʚʠʷʚʣʝʥʥʷ ʮʠʬʨʦʚʦʛʦ 

ʚʠʩʥʘʞʝʥʥʷ ʟʘ ʘʥʘʣʽʟʦʤ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʤʥʦʞʠʥʠ ʧʦʚʽʜʦʤʣʝʥʴ ʣʶʜʠʥʠ ʫ ʢʦʥʪʝʢʩʪʽ ʧʦʰʫʢʫ 

ʽʤʝʥʦʚʘʥʠʭ ʩʫʪʥʦʩʪʝʡ ʪʘ ʧʦʰʫʢʫ ʢʣʶʯʦʚʠʭ ʩʣʽʚ, ʪʘ ʥʘ ʦʩʥʦʚʽ ʦʧʨʘʮʴʦʚʘʥʦʛʦ ʤʘʪʝʨʽʘʣʫ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʚʣʘʩʥʠʡ ʤʝʪʦʜ ʚʠʷʚʣʝʥʥʷ ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ ʟʘ ʘʥʘʣʽʟʦʤ ʮʽʣʴʦʚʠʭ 

ʦʙôʻʢʪʽʚ ʤʥʦʞʠʥʠ ʧʦʚʽʜʦʤʣʝʥʴ ʣʶʜʠʥʠ. ʎʝʡ ʤʝʪʦʜ ʚʠʢʦʨʠʩʪʦʚʫʻ ʘʣʛʦʨʠʪʤʠ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʜʣʷ ʘʜʘʧʪʠʚʥʦʛʦ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʦʙôʻʢʪʽʚ, ʚʨʘʭʦʚʫʶʯʠ ʩʧʝʮʠʬʽʢʫ ʧʨʝʜʤʝʪʥʦʾ 

ʦʙʣʘʩʪʽ, ʱʦ ʜʦʟʚʦʣʷʻ ʟʥʘʯʥʦ ʩʢʦʨʦʪʠʪʠ ʯʘʩ ʦʙʨʦʙʢʠ ʜʘʥʠʭ ʽ ʟʥʠʟʠʪʠ ʨʠʟʠʢ ʚʪʨʘʪʠ ʚʘʞʣʠʚʦʾ 

ʽʥʬʦʨʤʘʮʽʾ. ʈʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʚʠʷʚʣʝʥʥʷ ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ ʟʘ ʘʥʘʣʽʟʦʤ ʮʽʣʴʦʚʠʭ 

ʦʙôʻʢʪʽʚ ʤʥʦʞʠʥʠ ʧʦʚʽʜʦʤʣʝʥʴ ʣʶʜʠʥʠ ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʧʨʦʮʝʩʫ 

ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʢʣʶʯʦʚʠʭ ʝʣʝʤʝʥʪʽʚ ʫ ʚʝʣʠʢʠʭ ʤʘʩʠʚʘʭ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ, ʡ ʩʧʨʷʤʦʚʘʥʠʡ ʥʘ 

ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʝʬʝʢʪʠʚʥʦʩʪʽ ʘʥʘʣʽʟʫ ʪʝʢʩʪʦʚʦʾ ʽʥʬʦʨʤʘʮʽʾ. 

 

The paper reviews the current state of the scientific direction of digital exhaustion 

detection by analyzing target objects of a set of human messages in the context of named entity 

search and keyword search, and based on the developed material, proposes its own method of 

digital exhaustion detection by analyzing target objects of a set of human messages. This method 

uses machine learning algorithms for adaptive object recognition, taking into account the specifics 

of the subject area, which allows significantly reducing data processing time and reducing the risk 

of losing important information. The developed method of digital exhaustion detection by analyzing 

target objects of a set of human messages is designed to automate the process of identifying key 

elements in large arrays of text data, and is aimed at increasing the accuracy and efficiency of text 

information analysis. 

 

ʄʝʪʦʜʠ ʚʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʫ ʧʨʝʜʤʝʪʥʽʡ ʦʙʣʘʩʪʽ ʻ ʢʨʠʪʠʯʥʦ 

ʚʘʞʣʠʚʠʤʠ ʜʣʷ ʝʬʝʢʪʠʚʥʦʛʦ ʘʥʘʣʽʟʫ ʪʘ ʦʙʨʦʙʢʠ ʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ ʽʥʬʦʨʤʘʮʽʾ. ɺ 

ʫʤʦʚʘʭ ʟʨʦʩʪʘʶʯʦʾ ʩʢʣʘʜʥʦʩʪʽ ʜʘʥʠʭ, ʷʢʽ ʦʭʦʧʣʶʶʪʴ ʨʽʟʥʦʤʘʥʽʪʥʽ ʧʨʝʜʤʝʪʥʽ 

ʦʙʣʘʩʪʽ, ʥʝʦʙʭʽʜʥʽʩʪʴ ʨʦʟʨʦʙʢʠ ʪʘ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʤʝʪʦʜʽʚ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʩʪʘʻ ʚʩʝ ʙʽʣʴʰ ʘʢʪʫʘʣʴʥʦʶ [1]. ʎʝ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʦ ʚ 

ʪʘʢʠʭ ʩʬʝʨʘʭ, ʷʢ ʰʪʫʯʥʠʡ ʽʥʪʝʣʝʢʪ, ʘ ʩʘʤʝ ʩʠʩʪʝʤʠ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ ʪʘ 

ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʧʦʰʫʢ. ɺʽʜʩʫʪʥʽʩʪʴ ʥʘʜʽʡʥʠʭ ʪʘ ʝʬʝʢʪʠʚʥʠʭ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ 

ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʚʪʨʘʪʠ ʚʘʞʣʠʚʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʟʥʠʞʝʥʥʷ 

ʪʦʯʥʦʩʪʽ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʪʘ ʟʙʽʣʴʰʝʥʥʷ ʚʠʪʨʘʪ ʥʘ ʘʥʘʣʽʟ ʜʘʥʠʭ. ɺʨʘʭʦʚʫʶʯʠ 
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ʰʚʠʜʢʠʡ ʨʦʟʚʠʪʦʢ ʪʝʭʥʦʣʦʛʽʡ ʪʘ ʧʦʩʪʽʡʥʝ ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʽʥʬʦʨʤʘʮʽʾ, 

ʜʦʩʣʽʜʞʝʥʥʷ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʥʘʙʫʚʘʻ ʦʩʦʙʣʠʚʦʾ ʚʘʛʠ. 

ɺʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙ'ʻʢʪʽʚ ʫ ʟʘʜʘʥʽʡ ʧʨʝʜʤʝʪʥʽʡ ʦʙʣʘʩʪʽ ʧʝʨʝʜʙʘʯʘʻ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʧʝʮʽʘʣʴʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʪʘ ʤʝʪʦʜʽʚ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʽʜʝʥʪʠʬʽʢʘʮʽʶ ʪʘ 

ʢʣʘʩʠʬʽʢʘʮʽʶ ʝʣʝʤʝʥʪʽʚ, ʷʢʽ ʤʘʶʪʴ ʢʣʶʯʦʚʝ ʟʥʘʯʝʥʥʷ ʜʣʷ ʘʥʘʣʽʟʫ ʢʦʥʢʨʝʪʥʦʾ ʟʘʜʘʯʽ. 

ʋ ʨʦʙʦʪʽ ʮʽʣʴʦʚʽ ʦʙôʻʢʪʠ ʙʫʜʫʪʴ ʰʫʢʘʪʠʩʴ ʫ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ, ʘ ʧʽʜ ʪʝʨʤʽʥʦʤ 

çʮʽʣʴʦʚʽ ʦʙôʻʢʪʠè ʙʫʜʝ ʤʘʪʠʩʴ ʥʘ ʫʚʘʟʽ ʩʫʢʫʧʥʽʩʪʴ ʤʥʦʞʠʥʠ ʢʣʶʯʦʚʠʭ ʩʣʽʚ ʪʘ 

ʤʥʦʞʠʥʠ NER ʟ ʛʨʫʧʫʚʘʥʥʷʤ ʰʣʷʭʦʤ ʣʝʤʘʪʠʟʘʮʽʾ.  

ɺʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʫ ʩʠʩʪʝʤʘʭ NLP, ʟʦʢʨʝʤʘ ʨʦʟʧʽʟʥʘʚʘʥʥʷ 

ʽʤʝʥʦʚʘʥʠʭ ʩʫʪʥʦʩʪʝʡ, ʚʽʜʽʛʨʘʻ ʚʘʞʣʠʚʫ ʨʦʣʴ ʫ ʙʘʛʘʪʴʦʭ ʟʘʚʜʘʥʥʷʭ ʘʥʘʣʽʟʫ ʪʝʢʩʪʫ ʪʘ 

ʦʙʨʦʙʢʠ ʽʥʬʦʨʤʘʮʽʾ. ʆʩʥʦʚʥʘ ʤʝʪʘ NER ʧʦʣʷʛʘʻ ʚ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʽ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʟʥʘʯʫʱʠʭ ʝʣʝʤʝʥʪʽʚ ʪʝʢʩʪʫ, ʪʘʢʠʭ ʷʢ ʽʤʝʥʘ ʣʶʜʝʡ, ʥʘʟʚʠ ʦʨʛʘʥʽʟʘʮʽʡ, ʛʝʦʛʨʘʬʽʯʥʽ 

ʥʘʟʚʠ, ʜʘʪʠ ʪʘ ʽʥʰʽ ʩʫʪʥʦʩʪʽ, ʷʢʽ ʤʘʶʪʴ ʩʧʝʮʠʬʽʯʥʝ ʟʥʘʯʝʥʥʷ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ 

ʢʦʥʪʝʢʩʪʫ. ʎʝ ʟʘʚʜʘʥʥʷ ʻ ʢʣʶʯʦʚʠʤ ʜʣʷ ʨʷʜʫ ʧʨʘʢʪʠʯʥʠʭ ʟʘʜʘʯ, ʪʘʢʠʭ ʷʢ 

ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʧʦʰʫʢ, ʤʘʰʠʥʥʠʡ ʧʝʨʝʢʣʘʜ, ʦʙʨʦʙʢʘ ʶʨʠʜʠʯʥʠʭ ʜʦʢʫʤʝʥʪʽʚ ʪʘ 

ʘʥʘʣʽʟ ʜʘʥʠʭ ʫ ʩʦʮʽʘʣʴʥʠʭ ʤʝʜʽʘ. 

ʆʜʥʠʤ ʽʟ ʧʝʨʩʧʝʢʪʠʚʥʠʭ ʥʘʧʨʷʤʢʽʚ ʜʣʷ ʟʘʜʘʯʽ ʚʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʘʚʪʦʤʘʪʠʯʥʦ 

ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʦʩʦʙʣʠʚʦʩʪʝʡ ʜʘʥʠʭ ʪʘ ʧʦʣʽʧʰʫʚʘʪʠ ʪʦʯʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ  

ʦʙô̒ ʢʪʽʚ ʟ ʯʘʩʦʤ [2].  

ɿ ʧʨʦʚʝʜʝʥʦʛʦ ʘʥʘʣʽʟʫ, ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ ʚʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ 

ʦʙôʻʢʪʽʚ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʧʽʜʭʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. 

ɸʚʪʦʤʘʪʠʟʘʮʽʷ ʚʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʩʧʨʠʷʪʠʤʝ ʟʥʘʯʥʦʤʫ 

ʧʽʜʚʠʱʝʥʥʶ ʝʬʝʢʪʠʚʥʦʩʪʽ ʪʘ ʪʦʯʥʦʩʪʽ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʨʝʣʝʚʘʥʪʥʠʭ ʦʙôʻʢʪʽʚ ʫ ʚʝʣʠʢʠʭ 

ʦʙʩʷʛʘʭ ʜʘʥʠʭ. 

ʇʨʦʙʣʝʤʫ ʚʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʚʘʨʪʦ ʨʦʟʛʣʷʜʘʪʠ 

ʫ ʢʦʥʪʝʢʩʪʽ ʧʦʰʫʢʫ ʽʤʝʥʦʚʘʥʠʭ ʩʫʪʥʦʩʪʝʡ ʪʘ ʧʦʰʫʢʫ ʢʣʶʯʦʚʠʭ ʩʣʽʚ [2]. ɼʘʥʠʤʠ 

ʟʘʜʘʯʘʤʠ ʰʠʨʦʢʦ ʟʘʡʤʘʶʪʴʩʷ ʥʘʫʢʦʚʮʽ ʷʢ ʧʦ ʚʩʴʦʤʫ ʩʚʽʪʫ, ʪʘʢ ʽ ʚ ʋʢʨʘʾʥʽ [3, 4]. 

ʉʪʨʽʤʢʝ ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʮʠʬʨʦʚʦʾ ʢʦʤʫʥʽʢʘʮʽʾ ʪʘ ʧʦʩʪʽʡʥʘ ʚʟʘʻʤʦʜʽʷ ʟ 

ʽʥʬʦʨʤʘʮʽʡʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ʬʦʨʤʫʶʪʴ ʥʦʚʽ ʚʠʢʣʠʢʠ ʜʣʷ ʧʩʠʭʦʝʤʦʮʽʡʥʦʛʦ ʩʪʘʥʫ 

ʢʦʨʠʩʪʫʚʘʯʽʚ [5]. ʆʜʥʠʤ ʽʟ ʪʘʢʠʭ ʚʠʢʣʠʢʽʚ ʻ ʬʝʥʦʤʝʥ ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ ï 

ʩʪʘʥʫ, ʱʦ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷʤ ʽʥʬʦʨʤʘʮʽʻʶ, ʟʥʠʞʝʥʥʷʤ ʤʦʪʠʚʘʮʽʾ, 

ʢʦʛʥʽʪʠʚʥʦʶ ʚʪʦʤʦʶ ʪʘ ʟʤʝʥʰʝʥʥʷʤ ʟʘʣʫʯʝʥʦʩʪʽ ʫ ʮʠʬʨʦʚʽ ʚʟʘʻʤʦʜʽʾ [6]. ʅʘ ʚʽʜʤʽʥʫ 

ʚʽʜ ʢʣʘʩʠʯʥʠʭ ʧʨʦʷʚʽʚ ʩʪʨʝʩʫ, ʮʠʬʨʦʚʝ ʚʠʩʥʘʞʝʥʥʷ ʬʦʨʤʫʻʪʴʩʷ ʫ ʢʦʥʪʝʢʩʪʽ 

ʱʦʜʝʥʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʘʜʞʝʪʽʚ ʽ ʮʠʬʨʦʚʠʭ ʩʝʨʚʽʩʽʚ, ʱʦ ʫʩʢʣʘʜʥʶʻ ʡʦʛʦ 

ʩʚʦʻʯʘʩʥʝ ʪʘ ʦʙôʻʢʪʠʚʥʝ ʚʠʷʚʣʝʥʥʷ ʪʨʘʜʠʮʽʡʥʠʤʠ ʤʝʪʦʜʘʤʠ ʧʩʠʭʦʣʦʛʽʯʥʦʾ 

ʜʽʘʛʥʦʩʪʠʢʠ. 

ʊʝʢʩʪʦʚʽ ʜʘʥʽ, ʷʢʽ ʧʨʦʜʫʢʫʻ ʢʦʨʠʩʪʫʚʘʯ ï ʧʦʚʽʜʦʤʣʝʥʥʷ ʫ ʤʝʩʝʥʜʞʝʨʘʭ [7], 

ʢʦʤʝʥʪʘʨʽ ʥʘ ʧʣʘʪʬʦʨʤʘʭ, ʝʣʝʢʪʨʦʥʥʽ ʣʠʩʪʠ, ʚʥʫʪʨʽʰʥʽ ʦʩʚʽʪʥʽ ʪʘ ʢʦʨʧʦʨʘʪʠʚʥʽ 

ʢʦʤʫʥʽʢʘʮʽʾ ï ʚʽʜʦʙʨʘʞʘʶʪʴ ʡʦʛʦ ʢʦʛʥʽʪʠʚʥʽ ʪʘ ʝʤʦʮʽʡʥʽ ʩʪʘʥʠ [8]. ʉʘʤʝ ʪʦʤʫ ʘʥʘʣʽʟ 

ʤʥʦʞʠʥʠ ʧʦʚʽʜʦʤʣʝʥʴ ʣʶʜʠʥʠ, ʟʦʢʨʝʤʘ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ (ʪʝʤʘʪʠʯʥʠʭ ʜʦʤʝʥʽʚ, 

ʘʜʨʝʩʘʪʽʚ, ʥʘʤʽʨʽʚ, ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʬʦʢʫʩʽʚ), ʚʽʜʢʨʠʚʘʻ ʤʦʞʣʠʚʽʩʪʴ ʨʘʥʥʴʦʛʦ 
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ʚʠʷʚʣʝʥʥʷ ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ ʰʣʷʭʦʤ ʚʠʷʚʣʝʥʥʷ ʟʤʽʥ ʫ ʩʪʨʫʢʪʫʨʽ, ʯʘʩʪʦʪʥʦʩʪʽ 

ʪʘ ʩʝʤʘʥʪʠʮʽ ʮʠʬʨʦʚʦʾ ʚʟʘʻʤʦʜʽʾ [9]. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʧʨʘʢʪʠʯʥʘ ʨʝʘʣʽʟʘʮʽʷ ʪʘ ʜʦʩʣʽʜʞʝʥʥʷ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ 

ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ ʟʘ ʘʥʘʣʽʟʦʤ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʤʥʦʞʠʥʠ ʧʦʚʽʜʦʤʣʝʥʴ 

ʣʶʜʠʥʠ. 

ʄʝʪʦʜ ʚʠʷʚʣʝʥʥʷ ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ ʟʘ ʘʥʘʣʽʟʦʤ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ 

ʤʥʦʞʠʥʠ ʧʦʚʽʜʦʤʣʝʥʴ ʣʶʜʠʥʠ ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʧʨʦʮʝʩʫ 

ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʢʣʶʯʦʚʠʭ ʝʣʝʤʝʥʪʽʚ ʫ ʚʝʣʠʢʠʭ ʤʘʩʠʚʘʭ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ, ʩʧʨʷʤʦʚʘʥʠʡ 

ʥʘ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʝʬʝʢʪʠʚʥʦʩʪʽ ʘʥʘʣʽʟʫ ʪʝʢʩʪʦʚʦʾ ʽʥʬʦʨʤʘʮʽʾ. ʉʭʝʤʘ ʪʘ 

ʢʨʦʢʠ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ ʟʘ ʘʥʘʣʽʟʦʤ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ 

ʤʥʦʞʠʥʠ ʧʦʚʽʜʦʤʣʝʥʴ ʣʶʜʠʥʠ ʥʘʚʝʜʝʥʽ ʥʘ ʨʠʩ. 1. 

 

 
ʈʠʩʫʥʦʢ 1 ï ɽʪʘʧʠ ʨʦʙʦʪʠ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ ʟʘ ʘʥʘʣʽʟʦʤ 

ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʤʥʦʞʠʥʠ ʧʦʚʽʜʦʤʣʝʥʴ ʣʶʜʠʥʠ 

  

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʘʜʘʧʪʠʚʥʝ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʨʝʣʝʚʘʥʪʥʠʭ ʦʙôʻʢʪʽʚ ʽʟ 
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ʫʨʘʭʫʚʘʥʥʷʤ ʩʧʝʮʠʬʽʢʠ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʪʘ ʦʩʦʙʣʠʚʦʩʪʝʡ ʤʥʦʞʠʥʠ ʧʦʚʽʜʦʤʣʝʥʴ 

ʢʦʨʠʩʪʫʚʘʯʘ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʘʻ ʟʤʦʛʫ ʽʩʪʦʪʥʦ ʧʨʠʩʢʦʨʠʪʠ ʦʙʨʦʙʢʫ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ ʽ 

ʟʤʝʥʰʠʪʠ ʡʤʦʚʽʨʥʽʩʪʴ ʚʪʨʘʪʠ ʟʤʽʩʪʦʚʥʦ ʟʥʘʯʫʱʦʾ ʽʥʬʦʨʤʘʮʽʾ [10]. ʈʦʟʨʦʙʣʝʥʠʡ 

ʤʝʪʦʜ ʮʠʬʨʦʚʦʾ ʜʽʘʛʥʦʩʪʠʢʠ, ʧʦʙʫʜʦʚʘʥʠʡ ʥʘ ʘʥʘʣʽʟʽ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʫ ʤʘʩʠʚʽ 

ʧʦʚʽʜʦʤʣʝʥʴ ʣʶʜʠʥʠ, ʟʜʽʡʩʥʶʻ ʧʝʨʝʪʚʦʨʝʥʥʷ ʚʭʽʜʥʠʭ ʜʘʥʠʭ ï ʜʦʩʣʽʜʞʫʚʘʥʦʛʦ 

ʪʝʢʩʪʫ ʪʘ ʟʙʘʣʘʥʩʦʚʘʥʦʛʦ ʢʦʨʧʫʩʫ ʚʽʜʧʦʚʽʜʥʦʾ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ï ʫ ʚʠʭʽʜʥʠʡ ʥʘʙʽʨ 

ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ. ʎʝʡ ʥʘʙʽʨ ʬʦʨʤʫʻʪʴʩʷ ʰʣʷʭʦʤ ʦʙôʻʜʥʘʥʥʷ ʢʣʶʯʦʚʠʭ ʩʣʽʚ, 

ʦʪʨʠʤʘʥʠʭ ʨʽʟʥʠʤʠ ʧʽʜʭʦʜʘʤʠ ʙʝʟ ʜʫʙʣʶʚʘʥʥʷ, ʽ NER-ʩʫʪʥʦʩʪʝʡ, ʱʦ ʧʨʦʡʰʣʠ 

ʣʝʤʘʪʠʟʘʮʽʶ. 

ʄʝʪʦʜ ʦʧʝʨʫʻ ʜʚʦʤʘ ʪʠʧʘʤʠ ʚʭʽʜʥʠʭ ʜʘʥʠʭ: 

1) ʪʝʢʩʪʦʤ, ʱʦ ʧʽʜʣʷʛʘʻ ʘʥʘʣʽʟʫ; 

2) ʧʦʧʝʨʝʜʥʴʦ ʧʽʜʛʦʪʦʚʣʝʥʠʤ ʢʦʨʧʫʩʦʤ ʪʝʢʩʪʽʚ ʧʝʚʥʦʾ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ. 

ʇʝʨʰʠʡ ʝʪʘʧ ʧʝʨʝʜʙʘʯʘʻ ʣʽʥʛʚʽʩʪʠʯʥʫ ʥʦʨʤʘʣʽʟʘʮʽʶ ʚʭʽʜʥʦʛʦ ʪʝʢʩʪʫ, ʱʦ 

ʚʢʣʶʯʘʻ ʪʦʢʝʥʽʟʘʮʽʶ, ʣʝʤʘʪʠʟʘʮʽʶ ʪʘ ʫʩʫʥʝʥʥʷ ʩʪʦʧ-ʩʣʽʚ. ʅʘ ʜʨʫʛʦʤʫ ʝʪʘʧʽ 

ʚʠʢʦʥʫʻʪʴʩʷ ʚʠʷʚʣʝʥʥʷ ʢʣʶʯʦʚʠʭ ʩʣʽʚ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʽʣʴʢʦʭ ʥʝʟʘʣʝʞʥʠʭ ʤʝʪʦʜʽʚ, 

ʪʘʢʠʭ ʷʢ TF-IDF, TF, YAKE! ʪʘ ʜʠʩʧʝʨʩʽʡʥʠʡ ʧʽʜʭʽʜ [11], ʧʽʩʣʷ ʯʦʛʦ ʜʣʷ ʢʦʞʥʦʛʦ 

ʤʝʪʦʜʫ ʬʦʨʤʫʻʪʴʩʷ ʚʽʜʧʦʚʽʜʥʘ ʤʥʦʞʠʥʘ ʢʣʶʯʦʚʠʭ ʪʝʨʤʽʥʽʚ. 

ʊʨʝʪʽʡ ʝʪʘʧ ʩʧʨʷʤʦʚʘʥʠʡ ʥʘ ʧʦʙʫʜʦʚʫ ʦʩʪʘʪʦʯʥʦʛʦ ʥʘʙʦʨʫ ʮʽʣʴʦʚʠʭ 

ʦʙôʻʢʪʽʚ. ɺʽʥ ʚʢʣʶʯʘʻ ʦʙôʻʜʥʘʥʥʷ ʚʩʽʭ ʦʪʨʠʤʘʥʠʭ ʤʥʦʞʠʥ ʢʣʶʯʦʚʠʭ ʩʣʽʚ ʙʝʟ 

ʧʦʚʪʦʨʽʚ ʪʘ ʽʥʪʝʛʨʘʮʽʶ NER-ʩʫʪʥʦʩʪʝʡ, ʥʦʨʤʘʣʽʟʦʚʘʥʠʭ ʰʣʷʭʦʤ ʣʝʤʘʪʠʟʘʮʽʾ. 

ʈʝʟʫʣʴʪʘʪʦʤ ʻ ʩʪʨʫʢʪʫʨʦʚʘʥʠʡ ʥʘʙʽʨ ʮʽʣʴʦʚʠʭ ʝʣʝʤʝʥʪʽʚ, ʷʢʠʡ ʚʽʜʦʙʨʘʞʘʻ 

ʧʨʝʜʤʝʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʜʦʩʣʽʜʞʫʚʘʥʦʛʦ ʪʝʢʩʪʫ. 

 

 
ʈʠʩʫʥʦʢ 2 ï ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʠʡ ʟʘʩʪʦʩʫʥʦʢ ʜʣʷ ʧʦʰʫʢʫ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʤʥʦʞʠʥʠ 

ʧʦʚʽʜʦʤʣʝʥʴ ʣʶʜʠʥʠ ʜʦʩʣʽʜʞʫʚʘʥʠʤʠ ʤʝʪʦʜʘʤʠ  
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ɼʣʷ ʧʝʨʝʚʽʨʢʠ ʧʨʘʮʝʟʜʘʪʥʦʩʪʽ ʪʘ ʚʘʣʽʜʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʙʫʣʦ 

ʩʪʚʦʨʝʥʦ ʧʨʦʛʨʘʤʥʠʡ ʟʘʩʪʦʩʫʥʦʢ ʤʦʚʦʶ C#, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʘʚʪʦʤʘʪʠʯʥʦʛʦ 

ʧʝʨʝʪʚʦʨʝʥʥʷ ʪʝʢʩʪʦʚʠʭ ʬʘʡʣʽʚ ʪʝʩʪʦʚʦʛʦ ʥʘʙʦʨʫ ʫ ʚʽʜʧʦʚʽʜʥʽ ʤʥʦʞʠʥʠ ʮʽʣʴʦʚʠʭ 

ʦʙôʻʢʪʽʚ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ. ɯʥʪʝʨʬʝʡʩ ʛʦʣʦʚʥʦʛʦ ʚʽʢʥʘ ʨʦʟʨʦʙʣʝʥʦʛʦ ʟʘʩʪʦʩʫʥʢʫ 

ʥʘʚʝʜʝʥʦ ʥʘ ʨʠʩ. 2. 

ʆʩʢʽʣʴʢʠ ʫʢʨʘʾʥʩʴʢʘ ʤʦʚʘ ʧʦʚʩʷʢʜʝʥʥʦʛʦ ʩʧʽʣʢʫʚʘʥʥʷ ʟʥʘʯʥʦ ʚʽʜʨʽʟʥʷʻʪʴʩʷ 

ʚʽʜ ʣʽʪʝʨʘʪʫʨʥʦʾ ʯʝʨʝʟ ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ ʜʽʘʣʝʢʪʽʚ, ʩʣʽʚ-ʟʘʧʦʟʠʯʝʥʴ ʪʘ ʩʣʽʚ-ʧʦʢʨʫʯʽʚ, 

ʥʘʷʚʥʽ ʯʘʩʪʦʪʥʽ ʩʣʦʚʥʠʢʠ ʥʝ ʟʜʘʪʥʽ ʦʭʦʧʠʪʠ ʚʩʶ ʤʥʦʞʠʥʫ ʫʢʨʘʾʥʩʴʢʦʾ ʤʦʚʠ [12]. 

ɼʣʷ ʩʪʚʦʨʝʥʥʷ ʚʝʢʪʦʨʘ ʟʥʘʯʫʱʠʭ ʩʣʽʚ ʫʢʨʘʾʥʩʴʢʦʶ ʤʦʚʦʶ ʙʫʣʦ ʚʠʨʽʰʝʥʦ ʦʙ'ʻʜʥʘʪʠ 

ʢʽʣʴʢʘ ʯʘʩʪʦʪʥʠʭ ʩʣʦʚʥʠʢʽʚ, ʟ ʚʽʜʩʽʢʘʥʥʷʤ ʩʪʦʧ-ʩʣʽʚ. ʇʽʩʣʷ ʦʙ'ʻʜʥʘʥʥʷ ʪʘ ʬʽʣʴʪʨʘʮʽʾ 

ʜʦʚʞʠʥʘ ʚʝʢʪʦʨʘ ʟʥʘʯʫʱʠʭ ʩʣʽʚ ʩʢʣʘʣʘ 1500 ʝʣʝʤʝʥʪʽʚ.  

ɼʣʷ ʜʦʩʣʽʜʞʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʙʫʣʦ ʩʪʚʦʨʝʥʦ 

ʦʢʨʝʤʝ ʢʦʥʩʦʣʴʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʦʚʦʶ Python, ʷʢʝ ʧʝʨʝʜʙʘʯʘʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʪʨʠʤʘʥʦʛʦ ʩʧʠʩʢʫ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʜʣʷ ʜʦʩʣʽʜʞʫʚʘʥʠʭ ʪʝʢʩʪʽʚ, ʪʘ 

ʩʣʦʚʥʠʢʽʚ ʜʣʷ ʦʢʨʝʩʣʝʥʠʭ ʪʝʤ. ɺʽʜʧʦʚʽʜʥʦ, ʟʥʘʡʜʝʥʽ ʮʽʣʴʦʚʽ ʦʙôʻʢʪʠ ʙʫʣʠ ʧʝʨʝʚʝʜʝʥʽ 

ʫ ʚʝʢʪʦʨʥʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʨʦʟʤʽʨʦʤ 1500 (ʷʢ ʨʦʟʤʽʨ ʩʣʦʚʥʠʢʘ) ʤʝʪʦʜʦʤ One-Hot 

Encoding. ʅʘʜʘʣʽ ʙʫʣʦ ʧʝʨʝʚʽʨʝʥʦ ɽʚʢʣʽʜʦʚʽ ʚʽʜʩʪʘʥʴ ʤʽʞ ʪʝʢʩʪʘʤʠ ʦʜʥʦʛʦ 

ʩʧʨʷʤʫʚʘʥʥʷ, ʘ ʪʘʢʦʞ ʙʫʣʠ ʦʙʨʘʭʦʚʘʥʽ ɽʚʢʣʽʜʦʚʽ ʚʽʜʩʪʘʥʽ ʤʽʞ ʚʝʢʪʦʨʘʤʠ 

ʧʨʦʪʠʣʝʞʥʠʭ ʢʘʪʝʛʦʨʽʡ.  

ʄʘʪʨʠʮʷ ʚʽʜʩʪʘʥʝʡ ʨʠʩ. 3 ʜʝʤʦʥʩʪʨʫʶʪʴ ʯʽʪʢʝ ʨʦʟʜʽʣʝʥʥʷ ʪʝʢʩʪʽʚ ʥʘ ʜʚʽ 

ʦʩʥʦʚʥʽ ʛʨʫʧʠ ʟ ʨʽʟʥʠʤ ʟʤʽʩʪʦʤ [8]. ʇʝʨʰʘ ʛʨʫʧʘ ʪʝʢʩʪʽʚ (1ï5) ʤʘʻ ʪʽʩʥʽʰʽ ʟʚ'ʷʟʢʠ 

ʤʽʞ ʩʦʙʦʶ, ʘʥʘʣʦʛʽʯʥʦ ʷʢ ʜʨʫʛʘ ʛʨʫʧʘ (6ï10) ʪʘʢʦʞ ʤʘʻ ʤʝʥʰʽ ʚʥʫʪʨʽʰʥʽ ʚʽʜʩʪʘʥʽ, 

ʘʣʝ ʚʦʜʥʦʯʘʩ ʤʘʻ ʚʝʣʠʢʽ ʚʽʜʩʪʘʥʽ ʜʦ ʪʝʢʩʪʽʚ ʟ ʧʝʨʰʦʾ ʛʨʫʧʠ, ʱʦ ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ, ʱʦ 

ʮʽ ʛʨʫʧʠ ʥʘʣʝʞʘʪʴ ʜʦ ʨʽʟʥʠʭ ʪʝʤʘʪʠʢ. ʊʝʢʩʪʠ ʚʩʝʨʝʜʠʥʽ ʢʦʞʥʦʾ ʛʨʫʧʠ ʤʘʶʪʴ 

ʥʝʚʝʣʠʢʽ ʚʽʜʩʪʘʥʽ, ʱʦ ʩʚʽʜʯʠʪʴ ʧʨʦ ʾʭʥʶ ʪʝʤʘʪʠʯʥʫ ʩʭʦʞʽʩʪʴ. 

 

 
ʈʠʩʫʥʦʢ 3 ï ɽʚʢʣʽʜʦʚʽ ʚʽʜʩʪʘʥʽ ʤʽʞ ʪʝʩʪʦʚʠʤʠ ʪʝʢʩʪʘʤʠ ʜʚʦʭ ʢʘʪʝʛʦʨʽʡ 

 

ʊʘʢʠʤ ʯʠʥʦʤ, ʙʫʣʦ ʨʦʟʛʣʷʥʫʪʦ ʩʫʯʘʩʥʠʡ ʩʪʘʥ ʜʦʩʣʽʜʞʝʥʴ, ʧʦʚôʷʟʘʥʠʭ ʽʟ 

ʚʠʷʚʣʝʥʥʷʤ ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ ʥʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ ʤʥʦʞʠʥʠ ʪʝʢʩʪʦʚʠʭ 
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ʧʦʚʽʜʦʤʣʝʥʴ ʢʦʨʠʩʪʫʚʘʯʘ, ʟʦʢʨʝʤʘ ʯʝʨʝʟ ʧʨʦʮʝʜʫʨʠ ʧʦʰʫʢʫ ʢʣʶʯʦʚʠʭ ʩʣʽʚ ʪʘ 

ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʽʤʝʥʦʚʘʥʠʭ ʩʫʪʥʦʩʪʝʡ. ʅʘ ʧʽʜʩʪʘʚʽ ʦʧʨʘʮʴʦʚʘʥʠʭ ʜʞʝʨʝʣ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʚʣʘʩʥʠʡ ʧʽʜʭʽʜ ʜʦ ʚʠʟʥʘʯʝʥʥʷ ʦʟʥʘʢ ʮʠʬʨʦʚʦʛʦ ʚʠʩʥʘʞʝʥʥʷ, ʱʦ 

ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʘʥʘʣʽʟʽ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʪʝʢʩʪʦʚʦʛʦ ʢʦʥʪʝʥʪʫ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ 

ʤʝʪʦʜ ʚʠʢʦʨʠʩʪʦʚʫʻ ʘʣʛʦʨʠʪʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʘʜʘʧʪʠʚʥʦʛʦ ʚʠʷʚʣʝʥʥʷ 

ʨʝʣʝʚʘʥʪʥʠʭ ʦʙôʻʢʪʽʚ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʛʘʣʫʟʝʚʦʾ ʩʧʝʮʠʬʽʢʠ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʟʤʝʥʰʠʪʠ 

ʯʘʩ ʦʙʨʦʙʢʠ ʜʘʥʠʭ ʪʘ ʟʥʠʟʠʪʠ ʡʤʦʚʽʨʥʽʩʪʴ ʚʪʨʘʪʠ ʟʤʽʩʪʦʚʥʦ ʚʘʞʣʠʚʦʾ ʽʥʬʦʨʤʘʮʽʾ. 

ʈʦʟʨʦʙʣʝʥʠʡ ʧʽʜʭʽʜ ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʘʚʪʦʤʘʪʠʟʘʮʽʶ ʧʨʦʮʝʩʫ ʚʠʜʽʣʝʥʥʷ ʟʥʘʯʫʱʠʭ 

ʝʣʝʤʝʥʪʽʚ ʽʟ ʚʝʣʠʢʠʭ ʪʝʢʩʪʦʚʠʭ ʤʘʩʠʚʽʚ, ʧʽʜʚʠʱʫʶʯʠ ʪʦʯʥʽʩʪʴ ʪʘ ʟʘʛʘʣʴʥʫ 

ʝʬʝʢʪʠʚʥʽʩʪʴ ʘʥʘʣʽʟʫ. 

ʄʝʪʦʜ ʪʨʘʥʩʬʦʨʤʫʻ ʚʭʽʜʥʽ ʪʝʢʩʪʦʚʽ ʜʘʥʽ ʪʘ ʧʽʜʛʦʪʦʚʣʝʥʠʡ ʟʙʘʣʘʥʩʦʚʘʥʠʡ 

ʢʦʨʧʫʩ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʫ ʤʥʦʞʠʥʫ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ, ʱʦ ʚʢʣʶʯʘʻ ʦʙôʻʜʥʘʥʥʷ 

ʢʣʶʯʦʚʠʭ ʩʣʽʚ, ʦʪʨʠʤʘʥʠʭ ʨʽʟʥʠʤʠ ʧʽʜʭʦʜʘʤʠ ʙʝʟ ʜʫʙʣʶʚʘʥʥʷ, ʘ ʪʘʢʦʞ ʟʛʨʫʧʦʚʘʥʠʭ 

ʰʣʷʭʦʤ ʣʝʤʘʪʠʟʘʮʽʾ ʩʫʪʥʦʩʪʝʡ NER. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʚʽʜʦʤʠʭ ʨʽʰʝʥʴ, ʤʝʪʦʜ ʽʥʪʝʛʨʫʻ 

ʷʢ ʢʣʶʯʦʚʽ ʩʣʦʚʘ, ʪʘʢ ʽ ʧʨʝʜʤʝʪʥʦ ʦʨʽʻʥʪʦʚʘʥʽ ʽʤʝʥʥʠʢʦʚʽ ʩʫʪʥʦʩʪʽ, ʱʦ ʜʦʟʚʦʣʠʣʦ 

ʧʦʢʨʘʱʠʪʠ ʪʦʯʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʝʣʝʤʝʥʪʽʚ. 

ɼʣʷ ʧʝʨʝʚʽʨʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʩʬʦʨʤʦʚʘʥʦ 

ʥʘʚʯʘʣʴʥʠʡ ʜʘʪʘʩʝʪ ʽʟ 400 ʪʝʢʩʪʽʚ ʫʢʨʘʾʥʩʴʢʦʶ ʤʦʚʦʶ ʨʦʟʤʦʚʥʦʛʦ ʩʪʠʣʶ. ʂʨʽʤ ʪʦʛʦ, 

ʩʪʚʦʨʝʥʦ ʧʨʦʛʨʘʤʥʠʡ ʟʘʩʪʦʩʫʥʦʢ ʜʣʷ ʛʝʥʝʨʫʚʘʥʥʷ ʤʥʦʞʠʥʠ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʟʘ 

ʪʝʢʩʪʘʤʠ ʪʝʩʪʦʚʦʾ ʚʠʙʽʨʢʠ, ʘ ʪʘʢʦʞ ʦʢʨʝʤʠʡ ʢʦʥʩʦʣʴʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ ʨʦʙʦʪʠ ʟ 

ʦʪʨʠʤʘʥʠʤʠ ʩʧʠʩʢʘʤʠ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʽ ʩʣʦʚʥʠʢʘʤʠ ʧʨʝʜʤʝʪʥʠʭ ʦʙʣʘʩʪʝʡ, ʱʦ 

ʚʽʜʧʦʚʽʜʘʣʠ ʩʪʨʫʢʪʫʨʽ ʜʘʪʘʩʝʪʫ. 

ʇʨʦʚʝʜʝʥʽ ʝʢʩʧʝʨʠʤʝʥʪʠ ʧʦʢʘʟʘʣʠ, ʱʦ ʩʬʦʨʤʦʚʘʥʽ ʤʝʪʦʜʦʤ ʮʽʣʴʦʚʽ ʦʙôʻʢʪʠ 

ʧʨʠʜʘʪʥʽ ʜʣʷ ʚʠʢʦʥʘʥʥʷ ʧʦʜʘʣʴʰʠʭ ʢʣʘʩʠʬʽʢʘʮʽʡʥʠʭ ʟʘʚʜʘʥʴ. ʅʘ ʦʩʥʦʚʽ ʦʮʽʥʶʚʘʥʥʷ 

ʟʘ ʤʝʪʨʠʢʦʶ ɽʚʢʣʽʜʦʚʠʭ ʚʽʜʩʪʘʥʝʡ ʧʨʦʜʝʤʦʥʩʪʨʦʚʘʥʦ ʯʽʪʢʝ ʛʨʫʧʫʚʘʥʥʷ ʪʝʢʩʪʽʚ 

ʧʝʚʥʦʾ ʢʘʪʝʛʦʨʽʾ ʪʘ ʟʙʽʣʴʰʝʥʥʷ ʚʽʜʩʪʘʥʽ ʚʽʜʥʦʩʥʦ ʦʨʪʦʛʦʥʘʣʴʥʠʭ ʢʣʘʩʽʚ, ʱʦ ʩʚʽʜʯʠʪʴ 

ʧʨʦ ʧʨʘʢʪʠʯʥʫ ʮʽʥʥʽʩʪʴ ʪʘ ʝʬʝʢʪʠʚʥʽʩʪʴ ʨʦʟʨʦʙʣʝʥʦʛʦ ʧʽʜʭʦʜʫ. ʇʦʜʘʣʴʰʽ 

ʜʦʩʣʽʜʞʝʥʥʷ ʜʦʮʽʣʴʥʦ ʩʧʨʷʤʫʚʘʪʠ ʥʘ ʨʦʟʰʠʨʝʥʥʷ ʥʘʙʦʨʫ ʢʘʪʝʛʦʨʽʡ ʪʘ ʚʠʧʨʦʙʫʚʘʥʥʷ 

ʽʥʰʠʭ ʤʝʪʨʠʢ ʦʮʽʥʶʚʘʥʥʷ ʷʢʦʩʪʽ ʚʠʷʚʣʝʥʠʭ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ, ʘ ʪʘʢʦʞ ʥʘ 

ʧʦʨʽʚʥʷʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʽʟ ʝʬʝʢʪʠʚʥʽʩʪʶ ʩʫʯʘʩʥʠʭ ʚʝʣʠʢʠʭ ʤʦʚʥʠʭ ʤʦʜʝʣʝʡ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ɯʅʊɽʈʇʈɽʊʋɺɸʅʅʗ ʈɽɿʋʃʔʊɸʊɯɺ ɺʀʗɺʃɽʅʅʗ ʌɽʁʂʆɺʀʍ 

ʅʆɺʀʅ ɿɸ ɺɽʃʀʂʆʖ ʄʆɺʅʆʖ ʄʆɼɽʃʃʖ 
 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʧʦʷʩʥʶʚʘʥʠʡ ʤʝʪʦʜ ʚʠʷʚʣʝʥʥʷ ʬʝʡʢʦʚʠʭ ʥʦʚʠʥ, ʱʦ ʽʥʪʝʛʨʫʻ ʚʝʣʠʢʽ 

ʤʦʚʥʽ ʤʦʜʝʣʽ ʟ ʤʦʜʫʣʷʤʠ ʧʦʷʩʥʶʚʘʥʦʛʦ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʪʘ ʢʦʥʮʝʧʮʽʻʶ çʣʶʜʠʥʘ-ʚ-

ʧʝʪʣʽè. ʄʝʪʦʜ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʧʦʩʣʽʜʦʚʥʽʡ ʦʙʨʦʙʮʽ ʪʝʢʩʪʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʨʘʥʩʬʦʨʤʝʨʥʦʾ 

ʘʨʭʽʪʝʢʪʫʨʠ DistilBERT ʜʣʷ ʛʣʠʙʦʢʦʛʦ ʩʝʤʘʥʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ, ʧʦʜʘʣʴʰʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ 

ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʨʽʰʝʥʴ ʤʦʜʝʣʽ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ SHAP ʪʘ Integrated Gradients. ʎʝ ʟʘʙʝʟʧʝʯʫʻ 

ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʧʨʦʟʦʨʽʩʪʴ ʡ ʜʦʚʽʨʫ ʜʦ ʩʠʩʪʝʤʠ, ʜʦʟʚʦʣʷʶʯʠ ʝʢʩʧʝʨʪʘʤ 

ʨʦʟʫʤʽʪʠ ʬʘʢʪʦʨʠ, ʱʦ ʚʧʣʠʚʘʶʪʴ ʥʘ ʚʠʷʚʣʝʥʥʷ ʜʝʟʽʥʬʦʨʤʘʮʽʾ. 

 

An explainable method for detecting fake news is proposed, integrating large language 

models with explainable artificial intelligence modules and the ñhuman-in-the-loopò concept. The 

method is based on sequential text processing using the DistilBERT transformer architecture for 

deep semantic analysis, subsequent classification, and interpretation of model decisions with SHAP 

and Integrated Gradients. This ensures not only high classification accuracy but also transparency 

and trust in the system, allowing experts to understand the factors influencing disinformation 

detection and actively intervene to enhance its effectiveness. 

 

ʉʫʯʘʩʥʠʡ ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʧʨʦʩʪʽʨ ʟʽʪʢʥʫʚʩʷ ʟ ʙʝʟʧʨʝʮʝʜʝʥʪʥʠʤ ʚʠʢʣʠʢʦʤ ï 

ʝʢʩʧʦʥʝʥʮʽʘʣʴʥʠʤ ʧʦʰʠʨʝʥʥʷʤ ʜʝʟʽʥʬʦʨʤʘʮʽʾ, ʟʦʢʨʝʤʘ ʬʝʡʢʦʚʠʭ ʥʦʚʠʥ. ʎʝ ʷʚʠʱʝ 

ʧʝʨʝʪʚʦʨʠʣʦʩʷ ʥʘ ʩʝʨʡʦʟʥʫ ʟʘʛʨʦʟʫ, ʱʦ ʟʜʘʪʥʘ ʜʝʩʪʘʙʽʣʽʟʫʚʘʪʠ ʩʫʩʧʽʣʴʥʫ ʜʫʤʢʫ, 

ʧʦʣʽʪʠʯʥʽ ʧʨʦʮʝʩʠ ʪʘ ʥʘʚʽʪʴ ʥʘʮʽʦʥʘʣʴʥʫ ʙʝʟʧʝʢʫ. ʐʚʠʜʢʽʩʪʴ, ʟ ʷʢʦʶ ʥʝʧʨʘʚʜʠʚʘ 

ʽʥʬʦʨʤʘʮʽʷ ʨʦʟʧʦʚʩʶʜʞʫʻʪʴʩʷ ʯʝʨʝʟ ʩʦʮʽʘʣʴʥʽ ʤʝʜʽʘ, ʟʥʘʯʥʦ ʚʠʧʝʨʝʜʞʘʻ 

ʤʦʞʣʠʚʦʩʪʽ ʪʨʘʜʠʮʽʡʥʠʭ ʤʝʪʦʜʽʚ ʬʘʢʪʯʝʢʽʥʛʫ, ʱʦ ʧʦʨʦʜʞʫʻ ʧʦʪʨʝʙʫ ʚ ʩʪʚʦʨʝʥʥʽ 

ʝʬʝʢʪʠʚʥʠʭ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʜʣʷ ʧʨʦʪʠʜʽʾ [1]. ʆʩʦʙʣʠʚʦʾ ʘʢʪʫʘʣʴʥʦʩʪʽ 

ʮʷ ʧʨʦʙʣʝʤʘ ʥʘʙʫʚʘʻ ʚ ʫʤʦʚʘʭ ʛʽʙʨʠʜʥʠʭ ʢʦʥʬʣʽʢʪʽʚ ʽ ʢʨʠʟ, ʜʝ ʦʧʝʨʘʪʠʚʥʽʩʪʴ ʪʘ 

ʜʦʩʪʦʚʽʨʥʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ ʩʪʘʶʪʴ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤʠ. 

ʊʨʘʜʠʮʽʡʥʽ ʧʽʜʭʦʜʠ ʜʦ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ (NLP) ʜʝʤʦʥʩʪʨʫʶʪʴ 

ʦʙʤʝʞʝʥʫ ʧʨʘʮʝʟʜʘʪʥʽʩʪʴ, ʦʩʢʽʣʴʢʠ ʾʤ ʙʨʘʢʫʻ ʟʜʘʪʥʦʩʪʽ ʛʣʠʙʦʢʦ ʘʥʘʣʽʟʫʚʘʪʠ 

ʢʦʥʪʝʢʩʪ, ʽʨʦʥʽʶ ʪʘ ʝʤʦʮʽʡʥʝ ʟʘʙʘʨʚʣʝʥʥʷ ʪʝʢʩʪʫ [2]. ʇʦʷʚʘ ʚʝʣʠʢʠʭ ʤʦʚʥʠʭ 

ʤʦʜʝʣʝʡ (LLM) ʚʽʜʢʨʠʣʘ ʥʦʚʽ ʛʦʨʠʟʦʥʪʠ ʚ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʤʫ ʘʥʘʣʽʟʽ, ʦʜʥʘʢ 

ʚʦʜʥʦʯʘʩ ʩʪʚʦʨʠʣʘ ʧʨʦʙʣʝʤʫ çʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠè ï ʥʝʧʨʦʟʦʨʦʩʪʽ ʧʨʦʮʝʩʫ ʫʭʚʘʣʝʥʥʷ 

ʨʽʰʝʥ ɹ [3]. ʎʷ ʦʩʦʙʣʠʚʽʩʪʴ ʧʽʜʨʠʚʘʻ ʜʦʚʽʨʫ ʜʦ ʪʘʢʠʭ ʩʠʩʪʝʤ ʪʘ ʫʩʢʣʘʜʥʶʻ ʾʭ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʫ ʪʘʢʠʭ ʚʽʜʧʦʚʽʜʘʣʴʥʠʭ ʩʬʝʨʘʭ, ʷʢ ʧʦʣʽʪʠʢʘ ʯʠ ʦʭʦʨʦʥʘ ʟʜʦʨʦʚôʷ. 

ɼʣʷ ʧʦʜʦʣʘʥʥʷ ʮʠʭ ʚʠʢʣʠʢʽʚ ʘʢʪʠʚʥʦ ʨʦʟʚʠʚʘʶʪʴʩʷ ʤʝʪʦʜʠ ʧʦʷʩʥʶʚʘʥʦʛʦ 

ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ (XAI), ʟʦʢʨʝʤʘ ʽʥʩʪʨʫʤʝʥʪʠ SHAP ʪʘ Integrated Gradients, ʱʦ 
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ʜʦʟʚʦʣʷʶʪʴ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʨʽʰʝʥʥʷ ʤʦʜʝʣʝʡ [4]. ʈʘʟʦʤ ʽʟ ʢʦʥʮʝʧʮʽʻʶ çʣʶʜʠʥʘ-ʚ-

ʧʝʪʣʽè (HITL), ʷʢʘ ʧʦʻʜʥʫʻ ʘʚʪʦʤʘʪʠʟʘʮʽʶ ʟ ʝʢʩʧʝʨʪʥʠʤ ʢʦʥʪʨʦʣʝʤ, ʮʝ ʩʪʚʦʨʶʻ 

ʩʠʥʝʨʛʽʶ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʥʘʜʽʡʥʦʩʪʽ ʩʠʩʪʝʤʠ [5]. ʇʦʧʨʠ ʟʥʘʯʥʠʡ ʧʨʦʛʨʝʩ, 

ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʚʠʨʽʰʝʥʠʤʠ ʧʠʪʘʥʥʷ ʘʜʘʧʪʘʮʽʾ ʤʦʜʝʣʝʡ ʜʦ ʙʘʛʘʪʦʤʦʚʥʠʭ ʪʘ 

ʝʤʦʮʽʡʥʦ ʥʘʩʠʯʝʥʠʭ ʢʦʥʪʝʢʩʪʽʚ. 

ʄʝʪʦʶ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʧʽʜʚʠʱʝʥʥʷ ʨʽʚʥʷ ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʩʪʽ ʩʠʩʪʝʤ 

ʚʠʷʚʣʝʥʥʷ ʬʝʡʢʦʚʠʭ ʥʦʚʠʥ ʯʝʨʝʟ ʧʨʦʻʢʪʫʚʘʥʥʷ ʥʦʚʦʛʦ ʤʝʪʦʜʫ, ʷʢʠʡ ʜʘʻ ʟʤʦʛʫ 

ʝʢʩʧʝʨʪʘʤ ʽʥʪʝʨʘʢʪʠʚʥʦ ʘʥʘʣʽʟʫʚʘʪʠ, ʚʘʣʽʜʫʚʘʪʠ ʪʘ ʽʪʝʨʘʪʠʚʥʦ ʚʜʦʩʢʦʥʘʣʶʚʘʪʠ 

ʧʨʦʩʪʽʨ ʪʝʢʩʪʦʚʠʭ ʝʤʙʝʜʽʥʛʽʚ, ʱʦ ʣʝʞʠʪʴ ʚ ʦʩʥʦʚʽ ʢʣʘʩʠʬʽʢʘʮʽʡʥʠʭ ʨʽʰʝʥʴ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʧʦʻʜʥʫʻ ʘʚʪʦʤʘʪʠʟʦʚʘʥʝ ʚʠʷʚʣʝʥʥʷ ʬʝʡʢʦʚʠʭ ʥʦʚʠʥ 

ʟ ʽʥʪʝʨʧʨʝʪʘʮʽʻʶ ʨʝʟʫʣʴʪʘʪʽʚ ʪʘ ʚʪʨʫʯʘʥʥʷʤ ʣʶʜʠʥʠ ʚ ʧʨʦʮʝʩ ʥʘʚʯʘʥʥʷ. ʁʦʛʦ ʨʦʙʦʪʘ 

ʚʢʣʶʯʘʻ ʰʽʩʪʴ ʦʩʥʦʚʥʠʭ ʝʪʘʧʽʚ: 

1. ʇʦʧʝʨʝʜʥʷ ʦʙʨʦʙʢʘ ʪʝʢʩʪʫ ï ʦʯʠʱʝʥʥʷ ʚʽʜ ʰʫʤʽʚ, ʥʦʨʤʘʣʽʟʘʮʽʷ, 

ʣʝʤʘʪʠʟʘʮʽʷ ʪʘ ʙʘʣʘʥʩʫʚʘʥʥʷ ʢʣʘʩʽʚ ʜʣʷ ʫʥʠʢʥʝʥʥʷ ʫʧʝʨʝʜʞʝʥʦʩʪʽ. 

2. ʇʝʨʝʪʚʦʨʝʥʥʷ ʪʝʢʩʪʫ ʫ ʚʝʢʪʦʨʥʠʡ ʧʨʦʩʪʽʨ ʟʘ ʜʦʧʦʤʦʛʦʶ DistilBERT, ʱʦ 
ʟʘʙʝʟʧʝʯʫʻ ʛʣʠʙʦʢʝ ʢʦʥʪʝʢʩʪʥʝ ʨʦʟʫʤʽʥʥʷ. 

3. ʂʣʘʩʠʬʽʢʘʮʽʷ ʟʽ ʟʘʩʪʦʩʫʚʘʥʥʷ ʱʽʣʴʥʦʛʦ ʰʘʨʫ ʟ ʬʫʥʢʮʽʻʶ ʘʢʪʠʚʘʮʽʾ 
Softmax ʪʘ ʤʽʥʽʤʽʟʘʮʽʻʶ ʬʫʥʢʮʽʾ ʚʪʨʘʪ ʥʘ ʦʩʥʦʚʽ ʢʨʦʩ-ʝʥʪʨʦʧʽʾ. 

4. ʇʦʷʩʥʝʥʥʷ ʨʽʰʝʥʴ ʤʦʜʝʣʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʣʦʢʘʣʴʥʠʭ ʤʝʪʦʜʽʚ SHAP ʪʘ 
Integrated Gradients ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʢʣʶʯʦʚʠʭ ʩʣʽʚ/ʬʨʘʟ, ʱʦ ʚʧʣʠʚʘʶʪʴ ʥʘ ʨʽʰʝʥʥʷ 

ʤʦʜʝʣʽ. ʊʘʢʦʞ ʬʦʨʤʫʶʪʴʩʷ ROC-ʢʨʠʚʽ ʪʘ ʤʘʪʨʠʮʽ ʧʦʤʠʣʦʢ ʜʣʷ ʟʘʛʘʣʴʥʦʾ ʦʮʽʥʢʠ 

ʷʢʦʩʪʽ ʤʦʜʝʣʽ. 

5. ɺʽʟʫʘʣʽʟʘʮʽʷ ʧʨʦʩʪʦʨʫ ʦʟʥʘʢ ʟʘ ʜʦʧʦʤʦʛʦʶ UMAP ʪʘ t-SNE, ʜʣʷ ʧʨʦʻʢʮʽʾ 

ʚʝʢʪʦʨʥʠʭ ʧʨʝʜʩʪʘʚʣʝʥʴ ʪʝʢʩʪʽʚ ʫ 2D/3D ʧʨʦʩʪʽʨ, ʱʦ ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʢʣʘʩʪʝʨʠ 

ʬʝʡʢʦʚʠʭ/ʧʨʘʚʜʠʚʠʭ ʥʦʚʠʥ ʪʘ ʘʥʦʤʘʣʽʾ. 

6. ɯʥʪʝʨʘʢʪʠʚʥʠʡ ʮʠʢʣ çʣʶʜʠʥʘ-ʚ-ʧʝʪʣʽè, ʚ ʤʝʞʘʭ ʷʢʦʛʦ ʝʢʩʧʝʨʪ ʘʥʘʣʽʟʫʻ 

ʧʦʷʩʥʝʥʥʷ, ʢʦʨʠʛʫʻ ʧʦʤʠʣʢʠ ʡ ʦʥʦʚʣʶʻ ʜʘʥʽ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ (>90%). 

ɼʣʷ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʾ ʧʝʨʝʚʽʨʢʠ ʧʨʘʮʝʟʜʘʪʥʦʩʪʽ ʤʝʪʦʜʫ ʚʠʢʦʨʠʩʪʘʥʦ 

ʨʝʧʨʝʟʝʥʪʘʪʠʚʥʽ ʢʦʨʧʫʩʠ ʜʘʥʠʭ: LIAR [6], FakeNewsNet (PolitiFact, GossipCop) [7] ʪʘ 

CONSTRAINT-2021 (EN) [8]. ʎʽ ʥʘʙʦʨʠ ʦʭʦʧʣʶʶʪʴ ʨʽʟʥʽ ʪʠʧʠ ʥʦʚʠʥ (ʢʦʨʦʪʢʽ 

ʚʠʩʣʦʚʣʶʚʘʥʥʷ, ʧʦʚʥʦʮʽʥʥʽ ʩʪʘʪʪʽ), ʪʝʤʘʪʠʯʥʽ ʜʦʤʝʥʠ ʪʘ ʯʘʩʦʚʽ ʧʝʨʽʦʜʠ, ʜʦʟʚʦʣʷʶʯʠ 

ʦʮʽʥʠʪʠ ʟʜʘʪʥʽʩʪʴ ʤʦʜʝʣʽ ʜʦ ʫʟʘʛʘʣʴʥʝʥʥʷ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʚ ʩʪʘʙʽʣʴʥʝ ʧʦʢʨʘʱʝʥʥʷ ʧʦʢʘʟʥʠʢʘ 

F1-ʤʽʨʠ ʥʘ 2ï4% ʧʦʨʽʚʥʷʥʦ ʟ ʙʘʟʦʚʠʤʠ ʤʦʜʝʣʷʤʠ (TF-IDF+SVM, BERT-base, 

SBERT) ʥʘ ʚʩʽʭ ʢʦʨʧʫʩʘʭ. ʅʘʡʚʠʱʫ ʧʨʘʮʝʟʜʘʪʥʽʩʪʴ ʙʫʣʦ ʟʘʬʽʢʩʦʚʘʥʦ ʥʘ ʢʦʨʧʫʩʽ 

CONSTRAINT-2021 (F1 = 0.97), ʱʦ ʫʟʛʦʜʞʫʻʪʴʩʷ ʟ ʨʝʟʫʣʴʪʘʪʘʤʠ ʥʘʡʢʨʘʱʠʭ 

ʤʦʜʝʣʝʡ ʤʽʞʥʘʨʦʜʥʠʭ ʢʦʥʢʫʨʩʽʚ [6ï8]. ʎʝ ʧʽʜʪʚʝʨʜʞʫʻ ʧʨʘʮʝʟʜʘʪʥʽʩʪʴ ʽʥʪʝʛʨʘʮʽʾ 

DistilBERT ʪʘ XAI-ʬʽʜʙʝʢʫ (ʪʘʙʣʠʮʷ 1). 

ɽʢʩʧʝʨʠʤʝʥʪʠ ʟ ʧʝʨʝʬʨʘʟʫʚʘʥʥʷʤ ʥʦʚʠʥ ʟʘ ʜʦʧʦʤʦʛʦʶ TextFooler ʪʘ LLM -

laundering ʚʠʷʚʠʣʠ ʚʨʘʟʣʠʚʽʩʪʴ ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʤʦʜʝʣʝʡ ʜʦ ʩʝʤʘʥʪʠʯʥʠʭ ʘʪʘʢ: 

ʯʘʩʪʢʘ ʟʤʽʥʠ ʢʣʘʩʫ ʩʪʘʥʦʚʠʣʘ 22% ʜʣʷ ʬʝʡʢʦʚʠʭ ʪʘ 8% ʜʣʷ ʧʨʘʚʜʠʚʠʭ ʥʦʚʠʥ 

(ʨʠʩʫʥʦʢ 1). ʎʝ ʚʢʘʟʫʻ ʥʘ ʥʝʦʙʭʽʜʥʽʩʪʴ ʧʦʩʠʣʝʥʥʷ ʩʪʽʡʢʦʩʪʽ ʤʦʜʝʣʽ. 
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ʊʘʙʣʠʮʷ 1 ï ʇʦʨʽʚʥʷʥʥʷ ʙʘʟʦʚʠʭ ʤʦʜʝʣʝʡ ʟʘ F1-ʤʽʨʦʶ ʥʘ ʨʽʟʥʠʭ ʢʦʨʧʫʩʘʭ 

ʂʦʨʧʫʩ/ʄʦʜʝʣʴ 

ʂʣʘʩʠʯʥʽ 

ʤʝʪʦʜʠ 

(TF-IDF 

+ SVM) 

BERT-

base 
SBERT 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ 

ʤʝʪʦʜ 

LIAR(ʙʽʥʘʨ.) 0.68 0.78 0.8 0.83 

FakeNewsNet ï 

PolitiFact 
0.7 0.87 0.88 0.9 

FakeNewsNet ï 

GossipCop 
0.63 0.84 0.85 0.87 

CONSTRAINT-

2021 (EN) 
0.75 0.95 0.96 0.97 

 

ɿʘʩʪʦʩʫʚʘʥʥʷ SHAP ʪʘ Integrated Gradients ʜʦʟʚʦʣʠʣʦ ʯʽʪʢʦ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ 

ʢʣʶʯʦʚʽ ʩʣʦʚʘ ʪʘ ʬʨʘʟʠ (ʨʠʩʫʥʢʠ 2ï3), ʷʢʽ ʤʦʜʝʣʴ ʚʠʢʦʨʠʩʪʦʚʫʻ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʥʦʚʠʥ ʷʢ ʬʝʡʢʦʚʠʭ (ʥʘʧʨʠʢʣʘʜ, ʩʝʥʩʘʮʽʡʥʽ, ʝʤʦʮʽʡʥʦ ʟʘʙʘʨʚʣʝʥʽ ʣʝʢʩʝʤʠ) ʘʙʦ 

ʧʨʘʚʜʠʚʠʭ (ʬʘʢʪʦʣʦʛʽʯʥʽ, ʥʝʡʪʨʘʣʴʥʽ), ʱʦ ʧʽʜʚʠʱʫ ̒ ʧʨʦʟʦʨʽʩʪʴ ʪʘ ʜʦʚʽʨʫ ʜʦ 

ʩʠʩʪʝʤʠ. 

 

 
ʈʠʩʫʥʦʢ 1 ï ʉʪʽʡʢʽʩʪʴ ʜʦ ʧʝʨʝʬʨʘʟʫʚʘʥʥʷ ʢʦʥʪʝʥʪʫ 

 

 

 

ʘ) ʙ) 

ʈʠʩʫʥʦʢ 2 ï ʇʦʨʽʚʥʷʥʥʷ IG/SHAP-ʘʪʨʠʙʫʮʽʾ: ʘ) ʢʣʘʩ çfakeè #1 ʪʘ ʙ) ʢʣʘʩ çrealè #1 
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ʘ) ʙ) 
ʈʠʩʫʥʦʢ 3 ï ʇʦʨʽʚʥʷʥʥʷ IG/SHAP-ʘʪʨʠʙʫʮʽʾ: ʘ) ʢʣʘʩ çfakeè #2 ʪʘ ʙ) ʢʣʘʩ çrealè #2 

 
ʋ ʧʽʜʩʫʤʢʫ, ʫ ʜʘʥʽʡ ʨʦʙʦʪʽ ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʪʘ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦ 

ʧʽʜʪʚʝʨʜʞʝʥʦ ʧʨʘʮʝʟʜʘʪʥʽʩʪʴ ʧʦʷʩʥʶʚʘʥʦʛʦ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ ʬʝʡʢʦʚʠʭ ʥʦʚʠʥ ʥʘ 
ʦʩʥʦʚʽ ʚʝʣʠʢʠʭ ʤʦʚʥʠʭ ʤʦʜʝʣʝʡ, ʽʥʪʝʛʨʦʚʘʥʦʛʦ ʟ ʧʽʜʭʦʜʦʤ çʣʶʜʠʥʘ-ʚ-ʧʝʪʣʽè. 
ʇʦʙʫʜʦʚʘʥʘ ʩʠʩʪʝʤʘ ʟʘʙʝʟʧʝʯʫʻ ʥʝ ʣʠʰʝ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʘʣʝ ʡ 
ʧʨʦʟʦʨʽʩʪʴ ʧʨʠʡʥʷʪʠʭ ʨʽʰʝʥʴ ʟʘʚʜʷʢʠ ʤʦʜʫʣʷʤ ʧʦʷʩʥʶʚʘʥʦʛʦ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ. 
ʎʝ ʜʦʟʚʦʣʷʻ ʝʢʩʧʝʨʪʘʤ ʨʦʟʫʤʽʪʠ ʣʦʛʽʢʫ ʤʦʜʝʣʽ ʪʘ ʚʪʨʫʯʘʪʠʩʷ ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ ʾʾ 
ʨʦʙʦʪʠ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ʂʃɸʉʀʌɯʂɸʎɯɰ ʅɸʉʊʈʆɰɺ ʋ ʊɽʂʉʊɸʍ ʉʆʎɯɸʃʔʅʀʍ ʄɽʈɽɾ 

ʅɸ ʆʉʅʆɺɯ ʈɽʂʋʈɽʅʊʅʀʍ ʅɽʁʈʆʅʅʀʍ ʄɽʈɽɾ 
 
ʈʦʟʛʣʷʥʫʪʦ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʯʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʩʪʨʦʾʚ ʫ ʪʝʢʩʪʘʭ ʩʦʮʽʘʣʴʥʠʭ 

ʤʝʨʝʞ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʨʝʢʫʨʝʥʪʥʠʭ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ ʪʠʧʫ LSTM. ɿʘʧʨʦʧʦʥʦʚʘʥʘ 
ʘʨʭʽʪʝʢʪʫʨʘ ʚʢʣʶʯʘʻ ʰʘʨ ʚʢʣʘʜʝʥʴ ʟ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʠʤʠ ʚʝʢʪʦʨʘʤʠ Word2Vec, LSTM ʰʘʨ 
ʜʣʷ ʟʘʭʦʧʣʝʥʥʷ ʢʦʥʪʝʢʩʪʥʠʭ ʟʘʣʝʞʥʦʩʪʝʡ ʪʘ ʧʦʚʥʦʟʚ'ʷʟʥʽ ʰʘʨʠ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ. ʈʦʟʨʦʙʣʝʥʦ 
ʤʦʜʠʬʽʢʘʮʽʶ ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ ʦʙʨʦʙʢʠ ʝʤʦʜʟʽ ʪʘ ʩʣʝʥʛʫ ʯʝʨʝʟ ʩʧʝʮʽʘʣʴʥʽ ʩʣʦʚʥʠʢʠ. ʄʝʪʦʜ 
ʟʘʙʝʟʧʝʯʫʻ ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ 89.4%. 

 
A method for automatic sentiment classification in social media texts using LSTM 

recurrent neural networks is considered. The proposed architecture includes an embedding layer 
with pre-trained Word2Vec vectors, an LSTM layer for capturing contextual dependencies, and fully 
connected layers for classification. A modification for improved processing of emoji and slang 
through specialized dictionaries has been developed. The method achieves classification  
accuracy of 89.4%. 

 

ɸʚʪʦʤʘʪʠʯʥʠʡ ʘʥʘʣʽʟ ʥʘʩʪʨʦʾʚ ʫ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞʘʭ ʻ ʚʘʞʣʠʚʠʤ 
ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ ʛʨʦʤʘʜʩʴʢʦʾ ʜʫʤʢʠ, ʘʥʘʣʽʟʫ ʚʽʜʛʫʢʽʚ ʩʧʦʞʠʚʘʯʽʚ ʪʘ 
ʚʠʷʚʣʝʥʥʷ ʪʨʝʥʜʽʚ [1, 2]. ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʩʪʨʦʾʚ ʙʘʟʫʶʪʴʩʷ ʥʘ 
ʩʣʦʚʥʠʢʘʭ ʝʤʦʮʽʡʥʦ ʟʘʙʘʨʚʣʝʥʠʭ ʩʣʽʚ ʪʘ ʣʽʥʽʡʥʠʭ ʤʦʜʝʣʷʭ, ʷʢʽ ʥʝ ʚʨʘʭʦʚʫʶʪʴ 
ʢʦʥʪʝʢʩʪʥʠʭ ʟʘʣʝʞʥʦʩʪʝʡ ʤʽʞ ʩʣʦʚʘʤʠ [3, 4]. ɺʠʢʦʨʠʩʪʘʥʥʷ ʨʝʢʫʨʝʥʪʥʠʭ ʥʝʡʨʦʥʥʠʭ 
ʤʝʨʝʞ ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʯʥʦ ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ ʩʝʤʘʥʪʠʯʥʽ ʧʘʪʝʨʥʠ ʪʘ ʢʦʥʪʝʢʩʪʥʽ 
ʟʘʣʝʞʥʦʩʪʽ ʫ ʪʝʢʩʪʘʭ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʤʝʪʦʜʫ ʘʚʪʦʤʘʪʠʯʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʩʪʨʦʾʚ ʫ 
ʪʝʢʩʪʘʭ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ ʥʘ ʦʩʥʦʚʽ ʨʝʢʫʨʝʥʪʥʠʭ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ ʪʠʧʫ LSTM ʟ 
ʤʦʜʠʬʽʢʘʮʽʻʶ ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ ʦʙʨʦʙʢʠ ʝʤʦʜʟʽ ʪʘ ʩʣʝʥʛʫ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ 
ʪʦʯʥʽʩʪʴ ʧʨʠ ʧʨʠʡʥʷʪʥʽʡ ʰʚʠʜʢʦʩʪʽ ʦʙʨʦʙʢʠ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʙʘʟʫʻʪʴʩʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ 
ʧʦʩʣʽʜʦʚʥʦʾ ʦʙʨʦʙʢʠ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ. ɺʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʻ ʪʝʢʩʪʦʚʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟ 
ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ ʤʘʢʩʠʤʘʣʴʥʦʶ ʜʦʚʞʠʥʦʶ 128 ʪʦʢʝʥʽʚ, ʘ ʚʠʭʽʜʥʠʤʠ ï ʢʣʘʩ 
ʥʘʩʪʨʦʶ (ʧʦʟʠʪʠʚʥʠʡ, ʥʝʛʘʪʠʚʥʠʡ ʘʙʦ ʥʝʡʪʨʘʣʴʥʠʡ). ʄʝʪʦʜ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʯʦʪʠʨʴʦʭ 
ʧʦʩʣʽʜʦʚʥʠʭ ʝʪʘʧʽʚ (ʨʠʩʫʥʦʢ 1): ʧʦʧʝʨʝʜʥʷ ʦʙʨʦʙʢʘ ʪʘ ʪʦʢʝʥʽʟʘʮʽʷ ʪʝʢʩʪʫ, 
ʚʝʢʪʦʨʠʟʘʮʽʷ ʪʦʢʝʥʽʚ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ Word2Vec, ʦʙʨʦʙʢʘ ʧʦʩʣʽʜʦʚʥʦʩʪʽ LSTM 
ʰʘʨʦʤ ʜʣʷ ʟʘʭʦʧʣʝʥʥʷ ʢʦʥʪʝʢʩʪʥʠʭ ʟʘʣʝʞʥʦʩʪʝʡ, ʢʣʘʩʠʬʽʢʘʮʽʷ ʧʦʚʥʦʟʚ'ʷʟʥʠʤʠ 
ʰʘʨʘʤʠ ʟ ʬʫʥʢʮʽʻʶ ʘʢʪʠʚʘʮʽʾ ʩʦʬʪʤʘʢʩ. 

ɽʪʘʧ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ ʚʢʣʶʯʘʻ ʚʠʜʘʣʝʥʥʷ URL-ʘʜʨʝʩ ʪʘ ʟʛʘʜʦʢ 
ʢʦʨʠʩʪʫʚʘʯʽʚ, ʦʙʨʦʙʢʫ ʭʝʰʪʝʛʽʚ (ʚʠʜʘʣʝʥʥʷ ʩʠʤʚʦʣʫ # ʟʽ ʟʙʝʨʝʞʝʥʥʷʤ ʪʝʢʩʪʫ), 
ʚʠʜʘʣʝʥʥʷ ʩʧʝʮʽʘʣʴʥʠʭ ʩʠʤʚʦʣʽʚ ʪʘ ʟʥʘʢʽʚ ʧʫʥʢʪʫʘʮʽʾ, ʧʨʠʚʝʜʝʥʥʷ ʜʦ ʥʠʞʥʴʦʛʦ 
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ʨʝʛʽʩʪʨʫ, ʪʦʢʝʥʽʟʘʮʽʶ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʙʽʙʣʽʦʪʝʢʠ NLTK ʪʘ ʚʠʜʘʣʝʥʥʷ ʩʪʦʧ-ʩʣʽʚ. 
ʄʦʜʠʬʽʢʘʮʽʷ ʤʝʪʦʜʫ ʧʝʨʝʜʙʘʯʘʻ ʜʦʜʘʪʢʦʚʠʡ ʝʪʘʧ ʦʙʨʦʙʢʠ ʝʤʦʜʟʽ ʪʘ ʩʣʝʥʛʫ ʯʝʨʝʟ 
ʩʧʝʮʽʘʣʴʥʽ ʩʣʦʚʥʠʢʠ. ʉʣʦʚʥʠʢ ʝʤʦʜʟʽ ʤʽʩʪʠʪʴ 100 ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʝʤʦʜʟʽ ʟ 

ʚʽʜʧʦʚʽʜʥʠʤʠ ʪʝʢʩʪʦʚʠʤʠ ʦʧʠʩʘʤʠ ʝʤʦʮʽʡ (ʥʘʧʨʠʢʣʘʜ,  ʟʘʤ̔ʥʶʻʪʴʩʷ ʥʘ 
"ʱʘʩʣʠʚʠʡ"). ʉʣʦʚʥʠʢ ʩʣʝʥʛʫ ʥʦʨʤʘʣʽʟʫʻ ʥʝʬʦʨʤʘʣʴʥʽ ʚʠʨʘʟʠ ʜʦ ʩʪʘʥʜʘʨʪʥʠʭ ʬʦʨʤ 
(ʥʘʧʨʠʢʣʘʜ, "lol" Ÿ "laughing out loud"). 

 

 
ʈʠʩʫʥʦʢ 1 ï ɿʘʛʘʣʴʥʘ ʩʭʝʤʘ ʤʝʪʦʜʫ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʩʪʨʦʾʚ 

 
ɸʨʭʽʪʝʢʪʫʨʘ ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ. ɹʘʟʦʚʘ ʘʨʭʽʪʝʢʪʫʨʘ ʤʝʨʝʞʽ ʚʢʣʶʯʘʻ 

ʧʦʩʣʽʜʦʚʥʝ ʟ'ʻʜʥʘʥʥʷ ʰʘʨʫ ʚʢʣʘʜʝʥʴ, LSTM ʰʘʨʫ, ʰʘʨʫ ʜʨʦʧʘʫʪ ʪʘ ʜʚʦʭ 
ʧʦʚʥʦʟʚ'ʷʟʥʠʭ ʰʘʨʽʚ (ʨʠʩʫʥʦʢ 2). ʐʘʨ ʚʢʣʘʜʝʥʴ ʧʝʨʝʪʚʦʨʶʻ ʪʦʢʝʥʠ ʫ ʚʝʢʪʦʨʥʽ 
ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʨʦʟʤʽʨʥʽʩʪʶ 300, ʽʥʽʮʽʘʣʽʟʦʚʘʥʽ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʠʤʠ ʚʝʢʪʦʨʘʤʠ 
Word2Vec. ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʪʦʥʢʝ ʥʘʣʘʰʪʫʚʘʥʥʷ ʚʢʣʘʜʝʥʴ ʧʽʜ ʯʘʩ ʥʘʚʯʘʥʥʷ ʜʣʷ 
ʘʜʘʧʪʘʮʽʾ ʜʦ ʩʧʝʮʠʬʽʢʠ ʟʘʜʘʯʽ. 

LSTM ʰʘʨ ʻ ʦʩʥʦʚʥʠʤ ʢʦʤʧʦʥʝʥʪʦʤ ʘʨʭʽʪʝʢʪʫʨʠ ʽ ʤʘʻ 128 ʧʨʠʭʦʚʘʥʠʭ 
ʦʜʠʥʠʮʴ. ʐʘʨ ʚʠʢʦʨʠʩʪʦʚʫʻ ʪʨʠ ʚʝʥʪʠʣʽ ʜʣʷ ʢʦʥʪʨʦʣʶ ʧʦʪʦʢʫ ʽʥʬʦʨʤʘʮʽʾ: ʚʝʥʪʠʣʴ 
ʟʘʙʫʚʘʥʥʷ ʚʠʟʥʘʯʘʻ, ʷʢʫ ʯʘʩʪʠʥʫ ʧʦʧʝʨʝʜʥʴʦʛʦ ʩʪʘʥʫ ʟʘʙʫʪʠ; ʚʝʥʪʠʣʴ ʚʭʦʜʫ 
ʢʦʥʪʨʦʣʶʻ ʜʦʜʘʚʘʥʥʷ ʥʦʚʦʾ ʽʥʬʦʨʤʘʮʽʾ; ʚʝʥʪʠʣʴ ʚʠʭʦʜʫ ʬʦʨʤʫʻ ʧʨʠʭʦʚʘʥʠʡ ʩʪʘʥ.  

ʇʽʩʣʷ LSTM ʰʘʨʫ ʨʦʟʪʘʰʦʚʘʥʠʡ ʰʘʨ ʜʨʦʧʘʫʪ ʟ ʢʦʝʬʽʮʽʻʥʪʦʤ 0.5 ʜʣʷ 
ʟʤʝʥʰʝʥʥʷ ʧʝʨʝʥʘʚʯʘʥʥʷ. ʇʝʨʰʠʡ ʧʦʚʥʦʟʚ'ʷʟʥʠʡ ʰʘʨ ʤʽʩʪʠʪʴ 512 ʥʝʡʨʦʥʽʚ ʟ 
ʘʢʪʠʚʘʮʽʻʶ ReLU, ʜʨʫʛʠʡ ï 256 ʥʝʡʨʦʥʽʚ ʪʘʢʦʞ ʟ ReLU. ʆʙʠʜʚʘ ʧʦʚʥʦʟʚ'ʷʟʥʽ ʰʘʨʠ 
ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʜʨʦʧʘʫʪ 0.5. ɺʠʭʽʜʥʠʡ ʰʘʨ ʤʘʻ ʪʨʠ ʥʝʡʨʦʥʠ ʟ ʬʫʥʢʮʽʻʶ ʘʢʪʠʚʘʮʽʾ 
ʩʦʬʪʤʘʢʩ ʜʣʷ ʬʦʨʤʫʚʘʥʥʷ ʨʦʟʧʦʜʽʣʫ ʡʤʦʚʽʨʥʦʩʪʝʡ ʧʦ ʢʣʘʩʘʭ ʥʘʩʪʨʦʾʚ.  
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ʈʠʩʫʥʦʢ 2 ï ɸʨʭʽʪʝʢʪʫʨʘ ʤʦʜʝʣʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʩʪʨʦʾʚ 

 
ʆʪʞʝ, ʨʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʩʪʨʦʾʚ ʥʘ ʦʩʥʦʚʽ ʨʝʢʫʨʝʥʪʥʠʭ 

ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ LSTM ʟʘʙʝʟʧʝʯʫʻ ʪʦʯʥʽʩʪʴ 89.4%. ʄʦʜʠʬʽʢʘʮʽʷ ʟ ʦʙʨʦʙʢʦʶ ʝʤʦʜʟʽ 
ʪʘ ʩʣʝʥʛʫ ʯʝʨʝʟ ʩʧʝʮʽʘʣʴʥʽ ʩʣʦʚʥʠʢʠ ʧʦʢʨʘʱʫʻ ʪʦʯʥʽʩʪʴ ʥʘ 1.8% ʙʝʟ ʟʙʽʣʴʰʝʥʥʷ 
ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʩʢʣʘʜʥʦʩʪʽ. ʄʝʪʦʜ ʻ ʧʨʠʜʘʪʥʠʤ ʜʣʷ ʧʨʘʢʪʠʯʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ 
ʩʠʩʪʝʤʘʭ ʤʦʥʽʪʦʨʠʥʛʫ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ ʪʘ ʘʥʘʣʽʟʫ ʚʽʜʛʫʢʽʚ ʢʦʨʠʩʪʫʚʘʯʽʚ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ɺʀʗɺʃɽʅʅʗ ʅɽʆɼʅʆɿʅɸʏʅʆʉʊɽʁ ʋ ɺʀʄʆɻɸʍ ɼʆ 

ʇʈʆɻʈɸʄʅʆɻʆ ɿɸɹɽɿʇɽʏɽʅʅʗ ɿ ɺʀʂʆʈʀʉʊɸʅʅʗʄ ɺɽʃʀʂʀʍ 

ʄʆɺʅʀʍ ʄʆɼɽʃɽʁ 
 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʚʠʤʦʛ ʜʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʙʘʟʫʻʪʴʩʷ ʥʘ ʜʚʦʘʛʝʥʪʥʽʡ LLM-ʘʨʭʽʪʝʢʪʫʨʽ. ʇʽʜʭʽʜ ʚʠʨʽʰʫʻ ʧʨʦʙʣʝʤʫ 

ʥʠʟʴʢʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ ʧʨʷʤʠʭ ʟʘʧʠʪʽʚ, ʨʦʟʜʽʣʷʶʯʠ ʧʨʦʮʝʩ ʥʘ ʜʚʘ ʝʪʘʧʠ: ʽʜʝʥʪʠʬʽʢʘʮʽʶ 

ʧʦʪʝʥʮʽʡʥʠʭ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʝʡ ʪʘ ʾʭ ʧʦʜʘʣʴʰʫ ʛʣʠʙʦʢʫ ʢʣʘʩʠʬʽʢʘʮʽʶ ʟ ʧʦʷʩʥʝʥʥʷʤ. ɺ ʦʩʥʦʚʽ 

ʤʝʪʦʜʫ ʣʝʞʠʪʴ ʪʝʭʥʦʣʦʛʽʷ ʜʦʧʦʚʥʝʥʦʾ ʛʝʥʝʨʘʮʽʾ (RAG) ʜʣʷ ʥʘʜʘʥʥʷ ʘʛʝʥʪʘʤ 

ʢʦʥʪʝʢʩʪʫʘʣʴʥʠʭ ʟʥʘʥʴ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʨʦʤʧʪʠʥʛʫ ʣʘʥʮʶʞʦʢ ʜʫʤʦʢ (CoT) ʜʣʷ 

ʧʽʜʚʠʱʝʥʥʷ ʧʨʦʟʦʨʦʩʪʽ ʪʘ ʪʦʯʥʦʩʪʽ ʨʝʟʫʣʴʪʘʪʽʚ. 

 

A method for the automated analysis of software requirements based on a two-agent LLM 

architecture is proposed. This approach addresses the problem of low efficiency in direct queries by 

dividing the process into two stages: identification of potential ambiguities and their subsequent 

deep classification with explanation. The method is based on Retrieval-Augmented Generation 

(RAG) technology to provide agents with contextual knowledge and the use of Chain-of-Thought 

(CoT) prompting to increase transparency and accuracy of results. 

 

ʗʢʽʩʪʴ ʪʝʢʩʪʦʚʠʭ ʚʠʤʦʛ ʜʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʻ ʢʨʠʪʠʯʥʦʶ ʜʣʷ 

ʫʩʧʽʭʫ ʧʨʦʻʢʪʫ ï ʥʝʦʜʥʦʟʥʘʯʥʽʩʪʴ ʫ ʬʦʨʤʫʣʶʚʘʥʥʷʭ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʝʧʨʘʚʠʣʴʥʦʾ 

ʽʥʪʝʨʧʨʝʪʘʮʽʾ, ʧʦʤʠʣʦʢ ʫ ʜʠʟʘʡʥʽ ʪʘ ʟʥʘʯʥʦʛʦ ʟʨʦʩʪʘʥʥʷ ʚʠʪʨʘʪ ʥʘ ʚʠʧʨʘʚʣʝʥʥʷ 

ʜʝʬʝʢʪʽʚ [1, 2]. 

ʉʫʯʘʩʥʽ ʚʝʣʠʢʽ ʤʦʚʥʽ ʤʦʜʝʣʽ (LLM) ʜʝʤʦʥʩʪʨʫʶʪʴ ʚʠʩʦʢʠʡ ʧʦʪʝʥʮʽʘʣ ʫ 

ʦʙʨʦʙʮʽ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ, ʘʣʝ ʜʦʩʣʽʜʞʝʥʥʷ ʧʽʜʪʚʝʨʜʞʫʶʪʴ, ʱʦ ʚ ʟʘʜʘʯʘʭ, ʷʢʽ 

ʚʠʤʘʛʘʶʪʴ ʙʘʛʘʪʦʢʨʦʢʦʚʦʛʦ ʤʽʨʢʫʚʘʥʥʷ, ʾʭʥʷ ʝʬʝʢʪʠʚʥʽʩʪʴ ʙʝʟ ʩʪʨʫʢʪʫʨʦʚʘʥʠʭ 

ʧʽʜʭʦʜʽʚ ʩʫʪʪʻʚʦ ʟʥʠʞʫʻʪʴʩʷ [3]. 

ʋ ʟʘʜʘʯʘʭ ʘʥʘʣʽʟʫ ʚʠʤʦʛ ʜʦ ʇɿ ʥʝʦʙʭʽʜʥʦ ʥʝ ʣʠʰʝ ʚʠʷʚʣʷʪʠ ʧʦʪʝʥʮʽʡʥʦ 

ʥʝʦʜʥʦʟʥʘʯʥʽ ʬʨʘʛʤʝʥʪʠ ʪʝʢʩʪʫ, ʘ ʡ ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʪʠʧ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʽ ʪʘ 

ʦʮʽʥʶʚʘʪʠ ʾʾ ʚʧʣʠʚ ʥʘ ʷʢʽʩʪʴ ʚʠʤʦʛʠ. ʇʨʘʢʪʠʢʘ ʧʦʢʘʟʫʻ, ʱʦ ʚʠʢʦʥʘʥʥʷ ʚʩʽʭ ʝʪʘʧʽʚ 

ʘʥʘʣʽʟʫ ʦʜʥʠʤ ʟʘʧʠʪʦʤ ʜʦ LLM ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʥʠʞʝʥʥʷ ʪʦʯʥʦʩʪʽ, ʥʝʩʪʘʙʽʣʴʥʦʩʪʽ 

ʨʝʟʫʣʴʪʘʪʽʚ ʽ ʚʪʨʘʪʠ ʽʥʬʦʨʤʘʪʠʚʥʦʩʪʽ [4]. ʈʦʟʜʽʣʝʥʥʷ ʧʨʦʮʝʩʫ ʥʘ ʧʦʩʣʽʜʦʚʥʽ ʝʪʘʧʠ ʟ 

ʯʽʪʢʦ ʚʠʟʥʘʯʝʥʠʤʠ ʨʦʣʷʤʠ ʻ ʜʦʮʽʣʴʥʠʤ ʧʽʜʭʦʜʦʤ. ɺʽʜʩʫʪʥʽʩʪʴ ʪʘʢʦʛʦ ʧʦʜʽʣʫ ʟ 

ʚʠʩʦʢʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʩʧʨʠʯʠʥʷʻ ʘʙʦ ʥʘʜʤʽʨʥʫ ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ ʥʘ 
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ʝʪʘʧʽ ʚʠʷʚʣʝʥʥʷ, ʘʙʦ ʧʦʚʝʨʭʦʚʠʡ ʘʥʘʣʽʟ ʧʽʜ ʯʘʩ ʢʣʘʩʠʬʽʢʘʮʽʾ [5]. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ 

ʜʚʦʝʪʘʧʥʠʡ ʧʽʜʭʽʜ ʫʩʫʚʘʻ ʮʽ ʥʝʜʦʣʽʢʠ: ʧʦʜʽʣ ʟʘʚʜʘʥʴ ʟʥʠʞʫʻ ʢʦʛʥʽʪʠʚʥʝ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʤʦʜʝʣʴ, ʧʽʜʚʠʱʫʻ ʪʦʯʥʽʩʪʴ ʽ ʟʘʙʝʟʧʝʯʫʻ ʧʨʦʟʦʨʽʩʪʴ ʧʨʦʮʝʩʫ. 

ɺ ʦʩʥʦʚʽ ʤʝʪʦʜʫ (ʨʠʩ. 1) ʣʝʞʠʪʴ ʪʝʭʥʦʣʦʛʽʷ ʜʦʧʦʚʥʝʥʦʾ ʛʝʥʝʨʘʮʽʾ (RAG). 

ʂʦʞʝʥ ʘʛʝʥʪ ʫ ʩʠʩʪʝʤʽ ʚʠʢʦʨʠʩʪʦʚʫʻ RAG ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʜʠʥʘʤʽʯʥʠʭ ʧʨʠʢʣʘʜʽʚ, ʱʦ 

ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʜʣʷ ʪʦʯʥʦʛʦ ʘʥʘʣʽʟʫ ʚʠʤʦʛ. ɿʘʤʽʩʪʴ ʩʪʘʪʠʯʥʠʭ ʧʨʠʢʣʘʜʽʚ, 

RAG-ʩʠʩʪʝʤʘ ʘʢʪʠʚʥʦ ʰʫʢʘʻ ʫ ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ ʥʘʙʦʨʽ ʜʘʥʠʭ ʥʘʡʙʽʣʴʰ ʨʝʣʝʚʘʥʪʥʫ 

ʽʥʬʦʨʤʘʮʽʶ ʜʣʷ ʧʦʪʦʯʥʦʛʦ ʟʘʚʜʘʥʥʷ. ʎʷ ʽʥʬʦʨʤʘʮʽʷ ʜʠʥʘʤʽʯʥʦ ʜʦʜʘʻʪʴʩʷ ʜʦ 

ʧʨʦʤʧʪʫ ʘʛʝʥʪʘ, ʱʦ ʻ ʝʬʝʢʪʠʚʥʦʶ ʬʦʨʤʦʶ ʥʘʚʯʘʥʥʷ ʚ ʢʦʥʪʝʢʩʪʽ.  

 

  
ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʽ ʫ ʚʠʤʦʛʘʭ 

 

ɽʬʝʢʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤʠ ʟʘʣʝʞʠʪʴ ʚʽʜ ʷʢʦʩʪʽ ʥʘʧʦʚʥʝʥʥʷ ʮʽʻʾ ʙʘʟʠ ʟʥʘʥʴ. ɼʣʷ 

ʟʘʜʘʯʽ ʘʥʘʣʽʟʫ ʚʠʤʦʛ ʙʘʟʘ ʟʥʘʥʴ ʤʘʻ ʙʫʪʠ ʩʪʨʫʢʪʫʨʦʚʘʥʘ ʪʘ ʤʽʩʪʠʪʠ ʜʝʢʽʣʴʢʘ 

ʢʣʶʯʦʚʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. ʇʦ-ʧʝʨʰʝ, ʮʝ ʣʝʢʩʠʢʦʥʠ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʝʡ ï ʢʫʨʦʚʘʥʽ 

ʩʧʠʩʢʠ ʩʣʽʚ ʪʘ ʬʨʘʟ, ʷʢʽ ʯʘʩʪʦ ʚʢʘʟʫʶʪʴ ʥʘ ʧʨʦʙʣʝʤʠ (ʥʘʧʨʠʢʣʘʜ, çʣʝʛʢʦè, 

çʰʚʠʜʢʦè, çʝʬʝʢʪʠʚʥʦè, çʪʦʱʦè). ʇʦ-ʜʨʫʛʝ, ʮʝ ʘʥʦʪʦʚʘʥʽ ʧʨʠʢʣʘʜʠ ï ʨʝʘʣʴʥʽ 

ʨʝʯʝʥʥʷ ʟ ʚʠʤʦʛ, ʨʦʟʤʽʯʝʥʽ ʝʢʩʧʝʨʪʘʤʠ. ɼʣʷ ʮʴʦʛʦ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ 

ʧʫʙʣʽʯʥʽ ʙʝʥʯʤʘʨʢʠ, ʪʘʢʽ ʷʢ PURE  ʘʙʦ ʩʧʝʮʽʘʣʽʟʦʚʘʥʽ ʥʘʙʦʨʠ ʜʘʥʠʭ, ʷʢ-ʦʪ ReqEval, 
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ʱʦ ʬʦʢʫʩʫʻʪʴʩʷ ʥʘ ʨʝʬʝʨʝʥʮʽʡʥʽʡ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʽ. ʇʦ-ʪʨʝʪʻ, ʙʘʟʘ ʟʥʘʥʴ ʧʦʚʠʥʥʘ 

ʤʽʩʪʠʪʠ ʩʪʘʥʜʘʨʪʠ ʪʘ ʧʨʠʥʮʠʧʠ ï ʚʠʪʷʛʠ ʟ ʘʢʘʜʝʤʽʯʥʠʭ ʜʞʝʨʝʣ ʪʘ ʛʘʣʫʟʝʚʠʭ 

ʩʪʘʥʜʘʨʪʽʚ (ʥʘʧʨʠʢʣʘʜ, IEEE 830), ʱʦ ʦʧʠʩʫʶʪʴ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʷʢʽʩʥʠʭ ʚʠʤʦʛ, 

ʟʦʢʨʝʤʘ ʚʝʨʠʬʽʢʦʚʘʥʽʩʪʴ. ʅʘʨʝʰʪʽ, ʥʘʡʚʘʞʣʠʚʽʰʠʤ ʢʦʤʧʦʥʝʥʪʦʤ ʻ ʙʘʟʘ ʟʥʘʥʴ 

ʧʨʦʝʢʪʫ/ʜʦʤʝʥʫ ï ʚʥʫʪʨʽʰʥʽ ʛʣʦʩʘʨʽʾ, ʩʧʝʮʠʬʽʢʘʮʽʾ ʪʘ ʘʢʨʦʥʽʤʠ, ʩʧʝʮʠʬʽʯʥʽ ʜʣʷ 

ʢʦʥʢʨʝʪʥʦʛʦ ʧʨʦʝʢʪʫ, ʱʦ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʽ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʢʦʥʪʝʢʩʪʫ ʪʘ ʟʤʝʥʰʠʪʠ 

ʢʽʣʴʢʽʩʪʴ ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ. 

ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʬʫʥʢʮʽʦʥʫʻ ɸʛʝʥʪ-ʽʜʝʥʪʠʬʽʢʘʪʦʨ, ʨʦʣʴ ʷʢʦʛʦ ʧʦʣʷʛʘʻ ʚ 

ʦʮʽʥʮʽ ʨʠʟʠʢʫ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʽ. ʁʦʛʦ ʟʘʚʜʘʥʥʷ ï ʧʨʦʚʝʩʪʠ ʧʝʨʚʠʥʥʠʡ ʘʥʘʣʽʟ ʪʝʢʩʪʫ 

ʚʠʤʦʛ ʪʘ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʬʨʘʛʤʝʥʪʠ, ʱʦ ʤʘʶʪʴ ʚʠʩʦʢʠʡ ʧʦʪʝʥʮʽʘʣ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʽ. 

ɸʛʝʥʪ ʚʠʢʦʥʫʻ ʨʦʣʴ QA-ʘʥʘʣʽʪʠʢʘ ʟ ʤʝʪʦʶ ʨʘʥʞʫʚʘʥʥʷ ʚʠʷʚʣʝʥʠʭ ʬʨʘʟ ʟʘ ʰʢʘʣʦʶ 

ʚʧʝʚʥʝʥʦʩʪʽ (ʚʽʜ 0.0 ʜʦ 1.0). ɼʣʷ ʚʠʢʦʥʘʥʥʷ ʮʴʦʛʦ ʟʘʚʜʘʥʥʷ ʘʛʝʥʪ ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʪʝʭʥʦʣʦʛʽʶ RAG, ʟʚʝʨʪʘʶʯʠʩʴ ʜʦ ʜʚʦʭ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʥʘʙʦʨʽʚ ʜʘʥʠʭ: ʣʝʢʩʠʢʦʥʫ 

ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʝʡ ʪʘ ʙʘʟʘ ʟʥʘʥʴ ʧʨʦʝʢʪʫ. 

ʂʣʶʯʦʚʘ ʧʝʨʝʚʘʛʘ ʪʘʢʦʛʦ ʧʽʜʭʦʜʫ ʧʦʣʷʛʘʻ ʫ ʤʦʞʣʠʚʦʩʪʽ ʬʽʣʴʪʨʘʮʽʾ. 

ɺʩʪʘʥʦʚʣʝʥʥʷ ʧʦʨʦʛʦʚʦʛʦ ʟʥʘʯʝʥʥʷ (ʥʘʧʨʠʢʣʘʜ, confidence > 0.5) ʜʦʟʚʦʣʷʻ ʚʽʜʩʽʷʪʠ 

ʰʫʤ ï ʢʘʥʜʠʜʘʪʠ ʟ ʥʠʟʴʢʦʶ ʚʧʝʚʥʝʥʽʩʪʶ. ʎʝ ʝʬʝʢʪʠʚʥʦ ʚʠʨʽʰʫʻ ʧʦʰʠʨʝʥʫ 

ʧʨʦʙʣʝʤʫ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʘʥʘʣʽʟʘʪʦʨʽʚ, ʧʦʚ'ʷʟʘʥʫ ʟ ʥʠʟʴʢʦʶ ʪʦʯʥʽʩʪʶ ʪʘ 

ʧʝʨʝʚʘʥʪʘʞʝʥʥʷʤ ʩʠʩʪʝʤʠ ʧʦʤʠʣʢʦʚʠʤʠ ʩʧʨʘʮʴʦʚʫʚʘʥʥʷʤʠ. ʈʝʟʫʣʴʪʘʪʦʤ ʮʴʦʛʦ 

ʝʪʘʧʫ ʻ ʚʽʜʬʽʣʴʪʨʦʚʘʥʠʡ JSON-ʩʧʠʩʦʢ ʢʘʥʜʠʜʘʪʽʚ ʟ ʚʠʩʦʢʦʶ ʚʧʝʚʥʝʥʽʩʪʶ 

(ʥʘʧʨʠʢʣʘʜ, [{"fragment": "ʰʚʠʜʢʦ ʨʝʘʛʫʚʘʪʠ", "confidence": 0.9}]), ʷʢʠʡ ʧʝʨʝʜʘʻʪʴʩʷ 

ʥʘ ʥʘʩʪʫʧʥʠʡ, ʦʙʯʠʩʣʶʚʘʣʴʥʦ ʜʦʨʦʞʯʠʡ ʝʪʘʧ. 

ʅʘ ʜʨʫʛʦʤʫ ʝʪʘʧʽ ʚ ʨʦʙʦʪʫ ʚʩʪʫʧʘʻ ɸʛʝʥʪ-ʂʣʘʩʠʬʽʢʘʪʦʨ. ɺʽʥ ʦʪʨʠʤʫʻ ʥʘ 

ʚʭʽʜ ʚʽʜʬʽʣʴʪʨʦʚʘʥʠʡ ʩʧʠʩʦʢ ʢʘʥʜʠʜʘʪʽʚ ʽ ʧʨʦʚʦʜʠʪʴ ʾʭ ʛʣʠʙʦʢʠʡ ʘʥʘʣʽʟ. ɸʛʝʥʪ ʜʽʻ ʚ 

ʨʦʣʽ ʝʢʩʧʝʨʪʘ ʟ ʽʥʞʝʥʝʨʽʾ ʚʠʤʦʛ, ʱʦ ʟʥʘʡʦʤʠʡ ʟ ʛʘʣʫʟʝʚʠʤʠ ʩʪʘʥʜʘʨʪʘʤʠ, ʪʘʢʠʤʠ ʷʢ 

IEEE 830. ʈʦʙʦʪʘ ʘʛʝʥʪʘ ʙʘʟʫʻʪʴʩʷ ʥʘ ʤʝʪʦʜʦʣʦʛʽʾ ʣʘʥʮʶʞʢʘ ʜʫʤʦʢ (CoT), ʷʢʘ 

ʚʠʤʘʛʘʻ ʚʽʜ ʤʦʜʝʣʽ ʛʝʥʝʨʘʮʽʾ ʧʦʢʨʦʢʦʚʦʛʦ ʦʙˇʨʫʥʪʫʚʘʥʥʷ ʜʣʷ ʢʦʞʥʦʛʦ ʨʽʰʝʥʥʷ. 

ʇʨʦʮʝʩ CoT ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʨʴʦʭ ʦʙʦʚ'ʷʟʢʦʚʠʭ ʢʨʦʢʽʚ: 

ɸʥʘʣʽʟ ï ʽʜʝʥʪʠʬʽʢʘʮʽʷ ʢʦʥʢʨʝʪʥʦʛʦ ʪʝʨʤʽʥʫ, ʬʨʘʟʠ ʯʠ ʛʨʘʤʘʪʠʯʥʦʾ 

ʩʪʨʫʢʪʫʨʠ, ʱʦ ʩʧʨʠʯʠʥʷʻ ʧʨʦʙʣʝʤʫ. 

ʂʣʘʩʠʬʽʢʘʮʽʷ ï ʧʨʠʩʚʦʻʥʥʷ ʪʦʯʥʦʛʦ ʪʠʧʫ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʽ ʟʛʽʜʥʦ ʟ 

ʧʦʧʝʨʝʜʥʴʦ ʚʠʟʥʘʯʝʥʦʶ ʢʣʘʩʠʬʽʢʘʮʽʻʶ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʝʡ. 

ʇʦʷʩʥʝʥʥʷ ï ʬʦʨʤʫʣʶʚʘʥʥʷ ʯʽʪʢʦʛʦ ʦʙˇʨʫʥʪʫʚʘʥʥʷ, ʯʦʤʫ ʬʨʘʟʘ ʻ 

ʥʝʦʜʥʦʟʥʘʯʥʦʶ ʚ ʜʘʥʦʤʫ ʢʦʥʪʝʢʩʪʽ, ʪʘ ʦʧʠʩ ʧʦʪʝʥʮʽʡʥʠʭ ʥʝʛʘʪʠʚʥʠʭ ʥʘʩʣʽʜʢʽʚ 

(ʥʘʧʨʠʢʣʘʜ, çʥʝʤʦʞʣʠʚʽʩʪʴ ʪʝʩʪʫʚʘʥʥʷè, çʨʠʟʠʢ ʥʝʧʨʘʚʠʣʴʥʦʾ ʨʝʘʣʽʟʘʮʽʾè). 

ɺʠʢʦʨʠʩʪʘʥʥʷ CoT ʻ ʚʠʨʽʰʘʣʴʥʠʤ, ʦʩʢʽʣʴʢʠ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʢʘʟʫʶʪʴ, ʱʦ 

ʧʨʦʩʪʽ ʟʘʧʠʪʠ ʜʦ LLM ʤʦʞʫʪʴ ʥʝ ʜʘʪʠ ʘʜʝʢʚʘʪʥʦʛʦ ʧʦʷʩʥʝʥʥʷ , ʪʦʜʽ ʷʢ CoT ʟʤʫʰʫʻ 

ʤʦʜʝʣʴ ʛʝʥʝʨʫʚʘʪʠ ʧʦʢʨʦʢʦʚʫ ʣʦʛʽʢʫ. ʇʨʦʩʪʠʡ ʪʝʛ [ʊʫʤʘʥʥʽʩʪʴ] ʤʦʞʝ ʙʫʪʠ 

ʧʨʦʽʛʥʦʨʦʚʘʥʠʡ ʨʦʟʨʦʙʥʠʢʦʤ. ʆʜʥʘʢ, ʧʦʢʨʦʢʦʚʝ ʧʦʷʩʥʝʥʥʷ (CoT), ʷʢʝ ʣʦʛʽʯʥʦ 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025  78 

ʦʙˇʨʫʥʪʦʚʫʻ ʚʠʩʥʦʚʦʢ ʽ ʧʦʩʠʣʘʻʪʴʩʷ ʥʘ ʛʘʣʫʟʝʚʽ ʧʨʠʥʮʠʧʠ (ʥʘʧʨʠʢʣʘʜ, çʥʝ ʧʽʜʣʷʛʘʻ 

ʪʝʩʪʫʚʘʥʥʶè ʟʛʽʜʥʦ IEEE 830 ), ʜʝʤʦʥʩʪʨʫʻ ʢʦʤʧʝʪʝʥʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʪʘ ʟʥʘʯʥʦ 

ʧʽʜʚʠʱʫʻ ʜʦʚʽʨʫ ʜʦ ʾʾ ʨʝʟʫʣʴʪʘʪʽʚ. ɼʣʷ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʘʥʘʣʽʟʫ ʮʝʡ ʘʛʝʥʪ ʪʘʢʦʞ 

ʚʠʢʦʨʠʩʪʦʚʫʻ RAG, ʘʣʝ ʚʞʝ ʟ ʽʥʰʠʤʠ ʜʞʝʨʝʣʘʤʠ ï ʘʥʦʪʦʚʘʥʠʤʠ ʧʨʠʢʣʘʜʘʤʠ ʪʘ 

ʩʪʘʥʜʘʨʪʘʤʠ. ʌʽʥʘʣʴʥʠʤ ʨʝʟʫʣʴʪʘʪʦʤ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ ʻ ʩʪʨʫʢʪʫʨʦʚʘʥʠʡ JSON-ʦʙ'ʻʢʪ 

ʟ ʧʦʚʥʠʤ ʜʝʪʘʣʴʥʠʤ ʘʥʘʣʽʟʦʤ ʢʦʞʥʦʾ ʚʠʷʚʣʝʥʦʾ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʽ. 

ʋ ʨʦʙʦʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʜʚʦʘʛʝʥʪʥʠʡ LLM-ʤʝʪʦʜ ʜʣʷ ʘʥʘʣʽʟʫ ʚʠʤʦʛ ʜʦ ʇɿ, 

ʷʢʠʡ ʚʠʨʽʰʫʻ ʧʨʦʙʣʝʤʫ ʥʠʟʴʢʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ ʧʨʷʤʠʭ ʟʘʧʠʪʽʚ ʜʦ ʤʦʜʝʣʝʡ. ʂʣʶʯʝʤ ʻ 

ʜʝʢʦʤʧʦʟʠʮʽʷ ʟʘʜʘʯʽ: ɸʛʝʥʪ 1 (ɯʜʝʥʪʠʬʽʢʘʪʦʨ) ʧʨʦʚʦʜʠʪʴ ʝʬʝʢʪʠʚʥʫ ʬʽʣʴʪʨʘʮʽʶ 

"ʰʫʤʫ", ʨʘʥʞʫʶʯʠ ʧʨʦʙʣʝʤʠ ʟʘ ʚʧʝʚʥʝʥʽʩʪʶ, ʪʦʜʽ ʷʢ ɸʛʝʥʪ 2 (ʂʣʘʩʠʬʽʢʘʪʦʨ) 

ʧʨʦʚʦʜʠʪʴ ʛʣʠʙʦʢʠʡ ʘʥʘʣʽʟ ʚʽʜʬʽʣʴʪʨʦʚʘʥʠʭ ʢʘʥʜʠʜʘʪʽʚ. ʂʦʥʪʝʢʩʪʫʘʣʴʥʘ ʪʦʯʥʽʩʪʴ 

ʜʦʩʷʛʘʻʪʴʩʷ ʯʝʨʝʟ RAG, ʱʦ ʥʘʜʘʻ ʘʛʝʥʪʘʤ ʜʦʩʪʫʧ ʜʦ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʙʘʟ ʟʥʘʥʴ 

(ʣʝʢʩʠʢʦʥʠ, ʩʪʘʥʜʘʨʪʠ IEEE 830, ʟʥʘʥʥʷ ʧʨʦʝʢʪʫ). ʇʨʦʟʦʨʽʩʪʴ ʪʘ ʜʦʚʽʨʘ 

ʟʘʙʝʟʧʝʯʫʶʪʴʩʷ ʣʘʥʮʶʞʢʦʤ ʜʫʤʦʢ, ʷʢʠʡ ʟʤʫʰʫʻ ʜʨʫʛʦʛʦ ʘʛʝʥʪʘ ʛʝʥʝʨʫʚʘʪʠ 

ʧʦʢʨʦʢʦʚʽ ʧʦʷʩʥʝʥʥʷ ʟʘʤʽʩʪʴ ʧʨʦʩʪʠʭ ʤʽʪʦʢ. ʊʘʢʠʤ ʯʠʥʦʤ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ 

ʧʝʨʝʪʚʦʨʶʻ LLM ʥʘ ʥʘʜʽʡʥʠʡ, ʧʨʦʟʦʨʠʡ ʪʘ ʘʜʘʧʪʠʚʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ 

ʷʢʦʩʪʽ ʚʠʤʦʛ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʇɯɼʍɯɼ ɼʆ ɺʀɿʅɸʏɽʅʅʗ ʇʉʀʍʆɽʄʆʎɯʁʅʆɰ ʊʆʅɸʃʔʅʆʉʊɯ 

ʋʂʈɸɰʅʆʄʆɺʅʀʍ ʇʆɺɯɼʆʄʃɽʅʔ ʋ ʉʆʎɯɸʃʔʅʆ-ʆʈɯɭʅʊʆɺɸʅʀʍ 

ʉɽʈɺɯʉɸʍ 
 

ʇʦʜʘʥʦ ʧʽʜʭʽʜ ʜʦ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʧʩʠʭʦʝʤʦʮʽʡʥʦʾ ʪʦʥʘʣʴʥʦʩʪʽ 

ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʫ ʩʦʮʽʘʣʴʥʦ ʦʨʽʻʥʪʦʚʘʥʠʭ ʩʝʨʚʽʩʘʭ ʽʟ ʧʨʽʦʨʠʪʝʪʦʤ ʧʨʦʟʦʨʦʩʪʽ ʪʘ 

ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ. ʂʦʥʚʝʻʨ ʦʭʦʧʣʶʻ ʧʽʜʛʦʪʦʚʢʫ ʜʘʥʠʭ, ʚʠʜʽʣʝʥʥʷ ʢʣʶʯʦʚʠʭ ʪʝʨʤʽʥʽʚ ʟʘ TF-

IDF, YAKE ʽ TextRank, ʟʽʩʪʘʚʣʝʥʥʷ ʟ ʣʝʢʩʠʢʦʥʘʤʠ ʪʘ ʥʘʚʯʘʥʥʷ ʢʣʘʩʠʬʽʢʘʪʦʨʘ ʟ ʧʦʜʘʣʴʰʠʤ 

ʘʛʨʝʛʫʚʘʥʥʷʤ ʧʦʣʷʨʥʦʩʪʽ. ɽʬʝʢʪʠʚʥʽʩʪʴ ʦʮʽʥʝʥʦ ʥʘ ʥʝʟʘʣʝʞʥʠʭ ʥʘʙʦʨʘʭ ʟʘ ʪʦʯʥʽʩʪʶ, 

ʧʦʚʥʦʪʦʶ ʽ F1 ʟ ʘʥʘʣʽʟʦʤ ʤʘʪʨʠʮʴ ʩʧʣʫʪʫʚʘʥʴ ʪʘ ʨʦʟʙʦʨʦʤ ʧʦʤʠʣʦʢ. ɿʙʝʨʝʞʝʥʥʷ ʧʨʦʤʽʞʥʠʭ 

ʘʨʪʝʬʘʢʪʽʚ ʽ ʚʝʨʩʽʡ ʧʘʨʘʤʝʪʨʽʚ ʟʘʙʝʟʧʝʯʫʻ ʘʫʜʠʪ ʽ ʩʪʘʙʽʣʴʥʽʩʪʴ ʫ ʨʝʘʣʴʥʠʭ ʧʦʪʦʢʘʭ. ʇʽʜʭʽʜ 

ʚʨʘʭʦʚʫʻ ʝʪʠʯʥʽ ʚʠʤʦʛʠ ʱʦʜʦ ʤʽʥʽʤʽʟʘʮʽʾ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ ʪʘ ʧʨʠʜʘʪʥʠʡ ʜʦ 

ʤʘʩʰʪʘʙʦʚʘʥʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥʷ. 

 

This work presents a method for automated detection of psycho-emotional sentiment in 

Ukrainian messages from socially oriented platforms with an emphasis on transparency and 

reproducibility. The pipeline includes data preparation, key-term extraction using TF-IDF, YAKE 

and TextRank, lexicon alignment, and classifier training followed by polarity aggregation. 

Performance is evaluated on independent sets through precision, recall and F1 together with 

confusion-matrix inspection and error analysis. Intermediate artifacts and parameter versions are 

persisted to enable full auditability and robust operation in real streams. The approach adheres to 

ethical constraints on personal data and is suitable for scalable deployment. 

 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʪʝʤʠ ʟʫʤʦʚʣʝʥʘ ʩʪʨʽʤʢʠʤ ʟʨʦʩʪʘʥʥʷʤ ʨʦʣʽ ʩʦʮʽʘʣʴʥʦ 

ʦʨʽʻʥʪʦʚʘʥʠʭ ʮʠʬʨʦʚʠʭ ʩʝʨʚʽʩʽʚ, ʜʝ ʢʦʨʦʪʢʽ, ʯʘʩʪʦ ʽʤʧʫʣʴʩʠʚʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʩʪʘʶʪʴ 

ʙʘʟʦʚʦʶ ʦʜʠʥʠʮʝʶ ʩʫʩʧʽʣʴʥʦʾ ʢʦʤʫʥʽʢʘʮʽʾ, ʩʘʤʦʦʨʛʘʥʽʟʘʮʽʾ ʩʧʽʣʴʥʦʪ ʽ ʰʚʠʜʢʦʾ 

ʢʦʦʨʜʠʥʘʮʽʾ ʜʽʡ [1, 2]. ʋ ʪʘʢʠʭ ʧʦʪʦʢʘʭ ʧʩʠʭʦʝʤʦʮʽʡʥʘ ʪʦʥʘʣʴʥʽʩʪʴ ʚʠʢʦʥʫʻ ʥʝ 

ʜʨʫʛʦʨʷʜʥʫ, ʘ ʬʦʨʤʫʚʘʣʴʥʫ ʬʫʥʢʮʽʶ: ʚʦʥʘ ʚʧʣʠʚʘʻ ʥʘ ʜʦʚʽʨʫ ʜʦ ʜʞʝʨʝʣʘ, ʤʦʜʫʣʶʻ 

ʛʦʪʦʚʥʽʩʪʴ ʜʦ ʩʧʽʚʧʨʘʮʽ, ʩʧʨʠʯʠʥʷʻ ʣʘʥʮʶʛʦʚʽ ʨʝʘʢʮʽʾ ʧʽʜʪʨʠʤʢʠ ʘʙʦ ʚʽʜʪʦʨʛʥʝʥʥʷ ʪʘ 

ʚʠʟʥʘʯʘʻ ʚʠʜʠʤʽ ʢʦʥʪʫʨʠ ʩʫʩʧʽʣʴʥʠʭ ʥʦʨʤ [3]. ɼʣʷ ʫʢʨʘʾʥʩʴʢʦʛʦ ʩʝʛʤʝʥʪʘ ʤʝʨʝʞʽ ʮʷ 

ʧʨʦʙʣʝʤʘʪʠʢʘ ʤʘʻ ʜʦʜʘʪʢʦʚʠʡ ʚʠʤʽʨ ʯʝʨʝʟ ʽʥʪʝʥʩʠʚʥʫ ʮʠʬʨʦʚʽʟʘʮʽʶ ʛʨʦʤʘʜʷʥʩʴʢʦʾ 

ʚʟʘʻʤʦʜʽʾ, ʧʽʜʚʠʱʝʥʫ ʯʫʪʣʠʚʽʩʪʴ ʜʦ ʨʠʟʠʢʽʚ ʜʝʟʽʥʬʦʨʤʘʮʽʾ, ʘ ʪʘʢʦʞ ʧʦʪʨʝʙʫ ʫ 

ʚʽʜʧʦʚʽʜʘʣʴʥʽʡ ʤʦʜʝʨʘʮʽʾ ʙʝʟ ʧʨʠʜʫʰʝʥʥʷ ʣʝʛʽʪʠʤʥʦʾ ʢʨʠʪʠʢʠ. 

ʉʦʮʽʘʣʴʥʦ ʦʨʽʻʥʪʦʚʘʥʽ ʩʝʨʚʽʩʠ ʘʢʫʤʫʣʶʶʪʴ ʚʠʩʣʦʚʣʶʚʘʥʥʷ ʨʽʟʥʦʾ ʜʦʚʞʠʥʠ 

ʡ ʞʘʥʨʫ: ʚʽʜ ʢʦʨʦʪʢʠʭ ʨʝʘʢʮʽʡ ʜʦ ʤʽʢʨʦʝʩʝ ʟ ʝʤʦʮʽʡʥʠʤʠ ʤʘʨʢʝʨʘʤʠ, ʝʤʦʜʟʽ ʪʘ 

ʢʦʥʪʝʢʩʪʥʠʤʠ ʥʘʪʷʢʘʤʠ. ʇʩʠʭʦʝʤʦʮʽʡʥʘ ʩʢʣʘʜʦʚʘ ʚ ʥʠʭ ʥʝ ʣʠʰʝ ʩʫʧʨʦʚʦʜʞʫʻ ʟʤʽʩʪ, 

ʘ ʯʘʩʪʦ ʽ ʻ ʩʘʤʠʤ ʟʤʽʩʪʦʤ, ʢʦʣʠ ʨʽʰʝʥʥʷ ʢʦʨʠʩʪʫʚʘʯʘ ʧʨʠʡʤʘʶʪʴʩʷ ʟ ʦʛʣʷʜʫ ʥʘ 
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ʝʤʦʮʽʡʥʠʡ ʩʠʛʥʘʣ, ʘ ʥʝ ʥʘ ʬʘʢʪʠʯʥʠʡ ʦʧʠʩ ʧʦʜʽʾ [4]. ʎʝ ʚʠʤʘʛʘʻ ʢʦʨʝʢʪʥʠʭ 

ʽʥʩʪʨʫʤʝʥʪʽʚ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʪʦʥʘʣʴʥʦʩʪʽ, ʟʜʘʪʥʠʭ ʧʨʘʮʶʚʘʪʠ ʟʽ 

ʩʪʠʩʥʝʥʠʤ ʢʦʥʪʝʢʩʪʦʤ, ʟʤʽʰʘʥʠʤʠ ʨʝʛʽʩʪʨʘʤʠ ʤʦʚʣʝʥʥʷ, ʘʢʪʠʚʥʠʤ ʢʦʜ- ʩʚʽʪʯʠʥʛʦʤ 

ʪʘ ʥʝʩʪʘʥʜʘʨʪʥʠʤʠ ʛʨʘʬʽʯʥʠʤʠ ʧʽʜʩʠʣʶʚʘʯʘʤʠ, ʥʝ ʟʚʦʜʷʯʠ ʨʽʟʥʦʤʘʥʽʪʪʷ 

ʚʠʨʘʞʘʣʴʥʠʭ ʟʘʩʦʙʽʚ ʜʦ ʛʨʫʙʠʭ ʧʦʣʷʨʥʠʭ ʙʽʥʘʨʽʚ. 

ɸʥʘʣʽʟ ʧʩʠʭʦʝʤʦʮʽʡʥʦʾ ʪʦʥʘʣʴʥʦʩʪʽ ʪʝʢʩʪʽʚ ʥʘʙʫʚʘʻ ʜʝʜʘʣʽ ʙʽʣʴʰʦʾ 

ʟʥʘʯʫʱʦʩʪʽ ʚ ʫʤʦʚʘʭ ʩʪʨʽʤʢʦʛʦ ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʮʠʬʨʦʚʦʾ ʢʦʤʫʥʽʢʘʮʽʾ ʪʘ 

ʧʽʜʚʠʱʝʥʥʷ ʨʦʣʽ ʩʦʮʽʘʣʴʥʦ-ʦʨʽʻʥʪʦʚʘʥʠʭ ʩʝʨʚʽʩʽʚ ʫ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʢʦʨʠʩʪʫʚʘʯʘʤʠ [5]. 

ɺʠʟʥʘʯʝʥʥʷ ʝʤʦʮʽʡʥʦʛʦ ʩʪʘʥʫ ʘʚʪʦʨʘ ʧʦʚʽʜʦʤʣʝʥʥʷ ʻ ʚʘʞʣʠʚʦʶ ʩʢʣʘʜʦʚʦʶ 

ʧʦʙʫʜʦʚʠ ʙʝʟʧʝʯʥʦʛʦ ʡ ʧʽʜʪʨʠʤʫʚʘʣʴʥʦʛʦ ʦʥʣʘʡʥ-ʩʝʨʝʜʦʚʠʱʘ [6], ʚʠʷʚʣʝʥʥʷ 

ʢʨʠʟʦʚʠʭ ʩʠʪʫʘʮʽʡ [7], ʤʦʜʝʨʘʮʽʾ ʢʦʥʪʝʥʪʫ ʪʘ ʘʜʘʧʪʠʚʥʦʾ ʧʝʨʩʦʥʘʣʽʟʘʮʽʾ ʩʝʨʚʽʩʽʚ [8, 

9]. ɼʣʷ ʫʢʨʘʾʥʩʴʢʦʛʦ ʩʝʛʤʝʥʪʘ ʮʠʬʨʦʚʠʭ ʧʣʘʪʬʦʨʤ ʮʝ ʟʘʚʜʘʥʥʷ ʫʩʢʣʘʜʥʶʻʪʴʩʷ 

ʦʩʦʙʣʠʚʦʩʪʷʤʠ ʤʦʨʬʦʣʦʛʽʾ, ʩʠʥʪʘʢʩʠʩʫ ʪʘ ʩʪʠʣʽʩʪʠʯʥʠʭ ʚʘʨʽʘʮʽʡ ʫʢʨʘʾʥʩʴʢʦʾ ʤʦʚʠ 

[10], ʱʦ ʧʦʪʨʝʙʫʻ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʤʝʪʦʜʽʚ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ. 

ʉʫʯʘʩʥʽ NLP-ʧʽʜʭʦʜʠ, ʟʦʢʨʝʤʘ ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʤʦʜʝʣʽ [11], ʜʝʤʦʥʩʪʨʫʶʪʴ 

ʚʠʩʦʢʠʡ ʧʦʪʝʥʮʽʘʣ ʫ ʢʣʘʩʠʬʽʢʘʮʽʾ ʝʤʦʮʽʡ [12], ʚʠʷʚʣʝʥʥʽ ʩʢʣʘʜʥʠʭ ʧʩʠʭʦʝʤʦʮʽʡʥʠʭ 

ʧʘʪʝʨʥʽʚ [13] ʪʘ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʢʦʥʪʝʢʩʪʫ [14]. ɺʠʢʦʨʠʩʪʘʥʥʷ ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ 

ʘʨʭʽʪʝʢʪʫʨ ʜʘʻ ʟʤʦʛʫ ʦʧʨʘʮʴʦʚʫʚʘʪʠ ʜʦʚʛʽ ʟʘʣʝʞʥʦʩʪʽ ʚ ʪʝʢʩʪʽ, ʚʨʘʭʦʚʫʚʘʪʠ ʣʘʪʝʥʪʥʽ 

ʝʤʦʮʽʡʥʽ ʽʥʜʠʢʘʪʦʨʠ ʡ ʪʦʯʥʦ ʨʦʟʧʽʟʥʘʚʘʪʠ ʪʦʥʘʣʴʥʽʩʪʴ ʥʘʚʽʪʴ ʫ ʚʠʧʘʜʢʘʭ ʽʨʦʥʽʾ, 

ʩʘʨʢʘʟʤʫ ʪʘ ʟʤʽʰʘʥʠʭ ʝʤʦʮʽʡʥʠʭ ʩʪʘʥʽʚ [15]. ɿʥʘʯʥʦʛʦ ʨʦʟʚʠʪʢʫ ʥʘʙʫʚʘʶʪʴ ʪʘʢʦʞ 

ʤʫʣʴʪʠʤʦʜʘʣʴʥʽ ʧʽʜʭʦʜʠ, ʱʦ ʧʦʻʜʥʫʶʪʴ ʪʝʢʩʪʦʚʽ ʜʘʥʽ ʟ ʧʦʚʝʜʽʥʢʦʚʠʤʠ ʘʙʦ 

ʤʝʪʘʜʘʥʠʤʠ, ʱʦ ʨʦʟʰʠʨʶʻ ʤʦʞʣʠʚʦʩʪʽ ʦʮʽʥʢʠ ʧʩʠʭʦʝʤʦʮʽʡʥʦʛʦ ʧʨʦʬʽʣʶ 

ʢʦʨʠʩʪʫʚʘʯʘ [16]. 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʨʦʟʨʦʙʣʝʥʥʷ ʤʝʪʦʜʽʚ ʚʠʟʥʘʯʝʥʥʷ ʧʩʠʭʦʝʤʦʮʽʡʥʦʾ ʪʦʥʘʣʴʥʦʩʪʽ 

ʫʢʨʘʾʥʩʴʢʦʤʦʚʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʟʫʤʦʚʣʝʥʘ ʧʦʪʨʝʙʦʶ ʫ ʩʪʚʦʨʝʥʥʽ ʣʦʢʘʣʴʥʠʭ ʤʦʚʥʠʭ 

ʤʦʜʝʣʝʡ, ʟʜʘʪʥʠʭ ʢʦʨʝʢʪʥʦ ʧʨʘʮʶʚʘʪʠ ʟ ʜʽʘʣʝʢʪʘʤʠ, ʨʦʟʤʦʚʥʠʤʠ ʬʦʨʤʘʤʠ, ʩʣʝʥʛʦʤ 

ʪʘ ʟʤʽʰʘʥʠʤʠ ʤʦʚʥʠʤʠ ʢʦʥʩʪʨʫʢʮʽʷʤʠ [17]. ʅʘʷʚʥʽʩʪʴ ʪʘʢʠʭ ʤʦʜʝʣʝʡ ʻ ʢʨʠʪʠʯʥʦ 

ʚʘʞʣʠʚʦʶ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʷʢʦʩʪʽ ʘʥʘʣʽʟʫ ʩʦʮʽʘʣʴʥʠʭ ʧʣʘʪʬʦʨʤ, ʦʩʚʽʪʥʽʭ ʩʝʨʚʽʩʽʚ ʪʘ 

ʩʠʩʪʝʤ ʧʩʠʭʦʣʦʛʽʯʥʦʾ ʧʽʜʪʨʠʤʢʠ, ʱʦ ʽʥʪʝʛʨʫʶʪʴ ʘʚʪʦʤʘʪʠʟʦʚʘʥʽ ʤʝʭʘʥʽʟʤʠ ʦʮʽʥʢʠ 

ʩʪʘʥʫ ʢʦʨʠʩʪʫʚʘʯʽʚ [18]. 

ʇʝʨʩʧʝʢʪʠʚʠ ʨʦʟʚʠʪʢʫ ʮʴʦʛʦ ʥʘʧʨʷʤʫ ʦʭʦʧʣʶʶʪʴ ʢʦʥʩʪʨʫʶʚʘʥʥʷ ʚʝʣʠʢʠʭ 

ʫʢʨʘʾʥʩʴʢʦʤʦʚʥʠʭ ʝʤʦʮʽʡʥʦ ʨʦʟʤʽʯʝʥʠʭ ʢʦʨʧʫʩʽʚ, ʫʜʦʩʢʦʥʘʣʝʥʥʷ ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ 

ʤʦʜʝʣʝʡ ʜʣʷ ʨʦʙʦʪʠ ʟ ʥʠʟʴʢʦʨʝʩʫʨʩʥʠʤʠ ʤʦʚʘʤʠ, ʨʦʟʨʦʙʣʝʥʥʷ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʭ 

ʘʨʭʽʪʝʢʪʫʨ ʜʣʷ ʧʦʷʩʥʝʥʥʷ ʨʽʰʝʥʴ ʩʠʩʪʝʤ ʪʘ ʫʧʨʦʚʘʜʞʝʥʥʷ ʘʣʛʦʨʠʪʤʽʚ ʨʘʥʥʴʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʝʤʦʮʽʡʥʦʾ ʜʝʩʪʘʙʽʣʽʟʘʮʽʾ. ʉʫʢʫʧʥʽʩʪʴ ʮʠʭ ʥʘʧʨʷʤʽʚ ʬʦʨʤʫʻ ʙʘʟʠʩ ʜʣʷ 

ʩʪʚʦʨʝʥʥʷ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʩʦʮʽʘʣʴʥʠʭ ʩʝʨʚʽʩʽʚ ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ, ʟʜʘʪʥʠʭ ʯʫʪʣʠʚʦ ʡ 

ʪʦʯʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʝʤʦʮʽʡʥʠʡ ʩʪʘʥ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

ʋʢʨʘʾʥʩʴʢʘ ʤʦʚʘ ʫ ʮʠʬʨʦʚʦʤʫ ʚʞʠʪʢʫ ʚʠʨʽʟʥʷʻʪʴʩʷ ʙʘʛʘʪʦʰʘʨʦʚʦʶ 

ʚʘʨʽʘʪʠʚʥʽʩʪʶ: ʩʧʽʚʽʩʥʫʚʘʥʥʷʤ ʣʽʪʝʨʘʪʫʨʥʦʾ ʥʦʨʤʠ ʟ ʨʦʟʤʦʚʥʠʤʠ ʽ ʧʨʦʬʝʩʽʡʥʠʤʠ 

ʧʽʜʩʠʩʪʝʤʘʤʠ, ʤʽʞʤʦʚʥʠʤʠ ʥʘʰʘʨʫʚʘʥʥʷʤʠ, ʨʝʛʽʦʥʘʣʴʥʠʤʠ ʣʝʢʩʝʤʘʤʠ, ʘʢʪʠʚʥʠʤ 

ʩʣʦʚʦʪʚʦʨʦʤ ʽ ʰʚʠʜʢʠʤ ʦʥʦʚʣʝʥʥʷʤ ʩʣʝʥʛʫ. ʋ ʧʦʻʜʥʘʥʥʽ ʟ ʩʫʩʧʽʣʴʥʦ ʟʥʘʯʫʱʠʤʠ 

ʪʝʤʘʤʠ ʮʝ ʧʦʨʦʜʞʫʻ ʩʢʣʘʜʥʽ ʧʩʠʭʦʝʤʦʮʽʡʥʽ ʧʨʦʬʽʣʽ, ʜʝ ʦʜʥʘ ʡ ʪʘ ʩʘʤʘ ʧʦʚʝʨʭʥʝʚʘ 
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ʣʝʢʩʝʤʘ ʤʦʞʝ ʥʝʩʪʠ ʧʨʦʪʠʣʝʞʥʠʡ ʝʤʦʮʽʡʥʠʡ ʟʥʘʢ ʟʘʣʝʞʥʦ ʚʽʜ ʣʦʢʘʣʴʥʦʾ ʽʥʪʦʥʘʮʽʾ, 

ʧʨʠʩʫʪʥʦʩʪʽ ʟʘʧʝʨʝʯʝʥʥʷ ʯʠ ʽʨʦʥʽʯʥʦʾ ʨʘʤʢʠ [19]. ɺʽʜʧʦʚʽʜʥʦ, ʧʽʜʭʽʜ ʜʦ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʧʦʚʠʥʝʥ ʙʫʪʠ ʯʫʪʣʠʚʠʤ ʜʦ ʢʦʥʪʝʢʩʪʫ ʢʦʨʦʪʢʦʛʦ 

ʚʠʩʣʦʚʣʶʚʘʥʥʷ ʡ ʥʝ ʧʝʨʝʥʦʩʠʪʠ ʙʝʟ ʤʦʜʠʬʽʢʘʮʽʡ ʧʨʠʧʫʱʝʥʥʷ, ʚʠʨʦʙʣʝʥʽ ʥʘ 

ʘʥʛʣʦʤʦʚʥʠʭ ʘʙʦ ʙʘʛʘʪʦʢʦʥʪʝʢʩʪʥʠʭ ʢʦʨʧʫʩʘʭ. 

ʇʨʘʢʪʠʯʥʘ ʧʦʪʨʝʙʘ ʫ ʥʘʜʽʡʥʽʡ ʧʩʠʭʦʝʤʦʮʽʡʥʽʡ ʘʥʘʣʽʪʠʮʽ ʧʨʷʤʦ ʧʦʚôʷʟʘʥʘ ʟ 

ʷʢʽʩʪʶ ʩʝʨʚʽʩʽʚ ʤʦʜʝʨʘʮʽʾ, ʟʤʝʥʰʝʥʥʷʤ ʪʦʢʩʠʯʥʦʩʪʽ ʜʠʩʢʫʩʽʡ, ʧʽʜʪʨʠʤʢʦʶ 

ʤʝʥʪʘʣʴʥʦʛʦ ʙʣʘʛʦʧʦʣʫʯʯʷ ʢʦʨʠʩʪʫʚʘʯʽʚ ʪʘ ʧʽʜʚʠʱʝʥʥʷʤ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʚʦʨʦʪʥʦʛʦ 

ʟʚôʷʟʢʫ ʤʽʞ ʛʨʦʤʘʜʷʥʘʤʠ, ʦʨʛʘʥʘʤʠ ʚʣʘʜʠ, ʦʩʚʽʪʥʽʤʠ ʪʘ ʤʝʜʠʯʥʠʤʠ ʽʥʩʪʠʪʫʮʽʷʤʠ. 

ʇʦʤʠʣʢʠ ʫ ʚʠʟʥʘʯʝʥʥʽ ʪʦʥʘʣʴʥʦʩʪʽ ʤʘʶʪʴ ʥʝ ʪʽʣʴʢʠ ʤʝʪʦʜʦʣʦʛʽʯʥʫ, ʘ ʡ ʩʦʮʽʘʣʴʥʫ 

ʮʽʥʫ: ʚʦʥʠ ʟʜʘʪʥʽ ʧʦʩʠʣʶʚʘʪʠ ʧʦʣʷʨʠʟʘʮʽʶ, ʭʠʙʥʦ ʬʣʘʛʫʚʘʪʠ ʚʨʘʟʣʠʚʽ ʛʨʫʧʠ, 

ʩʪʚʦʨʶʚʘʪʠ ʭʠʙʥʝ ʫʷʚʣʝʥʥʷ ʧʨʦ ʢʦʥʩʝʥʩʫʩ ʘʙʦ ʢʨʠʟʫ, ʘ ʪʘʢʦʞ ʧʨʦʚʦʢʫʚʘʪʠ 

ʥʝʘʜʝʢʚʘʪʥʽ ʫʧʨʘʚʣʽʥʩʴʢʽ ʨʽʰʝʥʥʷ. ʂʦʨʝʢʪʥʠʡ ʽʥʩʪʨʫʤʝʥʪʘʨʽʡ, ʥʘʚʧʘʢʠ, ʚʽʜʢʨʠʚʘʻ 

ʤʦʞʣʠʚʽʩʪʴ ʪʦʥʢʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʥʘʩʪʨʦʾʚ ʙʝʟ ʚʪʨʫʯʘʥʥʷ ʫ ʩʚʦʙʦʜʫ ʚʠʩʣʦʚʣʶʚʘʥʥʷ 

ʪʘ ʟ ʧʦʚʘʛʦʶ ʜʦ ʝʪʠʯʥʠʭ ʽ ʧʨʘʚʦʚʠʭ ʦʙʤʝʞʝʥʴ. 

ʉʫʪʪʻʚʠʤ ʚʠʢʣʠʢʦʤ ʻ ʭʘʨʘʢʪʝʨʥʽ ʜʣʷ ʩʦʮʽʘʣʴʥʠʭ ʧʣʘʪʬʦʨʤ ʫʤʦʚʠ ʜʘʥʠʭ: 

ʥʝʨʽʚʥʦʤʽʨʥʘ ʷʢʽʩʪʴ ʪʝʢʩʪʽʚ, ʚʠʩʦʢʘ ʯʘʩʪʢʘ ʧʦʚʪʦʨʽʚ, ʢʘʤʧʘʥʽʡʥʽ çʥʘʢʨʫʪʢʠè 

ʧʦʟʠʪʠʚʫ ʯʠ ʥʝʛʘʪʠʚʫ, ʘ ʪʘʢʦʞ ʢʦʥʚʝʻʨʥʘ ʧʦʷʚʘ ʥʦʚʠʭ ʤʝʤʝʪʠʯʥʠʭ ʬʦʨʤ. ɹʝʟ 

ʧʦʧʝʨʝʜʥʴʦʛʦ ʢʦʥʪʨʦʣʶ ʷʢʦʩʪʽ ʢʦʨʧʫʩʽʚ ʽ ʷʚʥʦʾ ʬʽʢʩʘʮʽʾ ʧʨʦʤʽʞʥʠʭ ʘʨʪʝʬʘʢʪʽʚ ʙʫʜʴ-

ʷʢʘ ʤʦʜʝʣʴ, ʫ ʪʦʤʫ ʯʠʩʣʽ ʚʠʩʦʢʦʨʽʚʥʝʚʘ, ʜʝʤʦʥʩʪʨʫʻ ʥʝʩʪʘʙʽʣʴʥʽʩʪʴ ʽ ʜʝʛʨʘʜʘʮʽʶ ʥʘ 

ʨʝʘʣʴʥʠʭ ʧʦʪʦʢʘʭ. ɸʢʪʫʘʣʴʥʽʩʪʴ ʪʝʤʠ ʧʦʩʠʣʶʻʪʴʩʷ ʧʦʪʨʝʙʦʶ ʧʨʦʟʦʨʦʩʪʽ ʪʘ ʘʫʜʠʪʫ: 

ʘʚʪʦʤʘʪʠʯʥʝ ʨʽʰʝʥʥʷ ʧʦʚʠʥʥʦ ʤʘʪʠ ʧʦʷʩʥʶʚʘʥʫ ʩʪʨʫʢʪʫʨʫ, ʱʦʙ ʡʦʛʦ ʤʦʞʥʘ ʙʫʣʦ 

ʧʝʨʝʚʽʨʠʪʠ, ʚʽʜʪʚʦʨʠʪʠ ʽ ʢʦʨʝʢʪʥʦ ʦʩʢʘʨʞʠʪʠ ʙʝʟ ʘʧʝʣʷʮʽʾ ʜʦ çʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠè. 

ʊʦʤʫ, ʨʦʟʨʦʙʣʝʥʠʡ ʧʽʜʭʽʜ ʚʢʣʶʯʘʻ ʚ ʩʝʙʝ ʧʦʩʣʽʜʦʚʥʠʡ ʢʦʥʚʝʻʨ ʚʽʜ ʚʭʽʜʥʠʭ 

ʧʦʚʽʜʦʤʣʝʥʴ ʜʦ ʫʟʛʦʜʞʝʥʦʛʦ ʝʢʩʧʝʨʪʥʦʛʦ ʚʠʩʥʦʚʢʫ, ʫ ʷʢʦʤʫ ʢʦʞʝʥ ʝʪʘʧ ʤʘʻ ʚʣʘʩʥʽ 

ʘʨʪʝʬʘʢʪʠ ʡ ʬʦʨʤʘʣʴʥʽ ʪʦʯʢʠ ʢʦʥʪʨʦʣʶ (ʨʠʩʫʥʦʢ 1). ʅʘ ʚʭʦʜʽ ʧʝʨʝʙʫʚʘʻ ʤʘʩʠʚ 

ʢʦʨʦʪʢʠʭ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ, ʱʦ ʥʘʜʭʦʜʷʪʴ ʫ ʧʝʨʚʠʥʥʦʤʫ ʚʠʛʣʷʜʽ ʙʝʟ 

ʨʫʯʥʦʛʦ ʜʦʦʧʨʘʮʶʚʘʥʥʷ. ʄʘʪʝʨʽʘʣ ʦʜʨʘʟʫ ʧʝʨʝʚʦʜʠʪʴʩʷ ʜʦ ʧʽʜʩʠʩʪʝʤʠ ʧʽʜʛʦʪʦʚʢʠ, 

ʤʝʪʦʶ ʷʢʦʾ ʻ ʩʪʚʦʨʝʥʥʷ ʩʪʘʙʽʣʴʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʪʝʢʩʪʫ ʜʣʷ ʧʦʜʘʣʴʰʦʾ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʦʙʨʦʙʢʠ. 

ʇʝʨʰʠʡ ʝʪʘʧ ʦʭʦʧʣʶʻ ʥʦʨʤʘʣʽʟʘʮʽʶ ʦʙʨʘʥʦʛʦ ʪʝʢʩʪʫ, ʧʦʙʫʜʦʚʫ ʤʦʚʥʦʾ 

ʤʦʜʝʣʽ ʜʣʷ ʫʢʨʘʾʥʩʴʢʦʾ ʪʘ ʚʝʢʪʦʨʠʟʘʮʽʶ. ʅʦʨʤʘʣʽʟʘʮʽʷ ʟʘʙʝʟʧʝʯʫʻ ʫʥʽʬʽʢʘʮʽʶ 

ʛʨʘʬʝʤʘʪʠʢʠ, ʫʩʫʥʝʥʥʷ ʩʣʫʞʙʦʚʠʭ ʩʠʤʚʦʣʽʚ ʽ ʧʽʜʛʦʪʦʚʢʫ ʜʦ ʪʦʢʝʥʽʟʘʮʽʾ, ʟʘʚʜʷʢʠ 

ʯʦʤʫ ʟʥʽʤʘʶʪʴʩʷ ʪʝʭʥʽʯʥʽ ʘʨʪʝʬʘʢʪʠ, ʱʦ ʩʧʦʪʚʦʨʶʶʪʴ ʯʘʩʪʦʪʥʠʡ ʧʨʦʬʽʣʴ. ʄʦʚʥʘ 

ʤʦʜʝʣʴ ʽʥʪʝʨʧʨʝʪʫʻ ʪʦʢʝʥʠ ʫ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ʜʦ ʫʢʨʘʾʥʩʴʢʠʭ ʤʦʨʬʦʣʦʛʽʯʥʠʭ ʽ 

ʩʠʥʪʘʢʩʠʯʥʠʭ ʟʘʢʦʥʦʤʽʨʥʦʩʪʝʡ, ʱʦ ʧʽʜʚʠʱʫʻ ʢʦʨʝʢʪʥʽʩʪʴ ʧʦʜʘʣʴʰʠʭ ʚʘʛʦʚʠʭ 

ʦʮʽʥʦʢ. ɺʝʢʪʦʨʠʟʘʮʽʷ ʩʪʚʦʨʶʻ ʯʠʩʣʦʚʝ ʧʦʜʘʥʥʷ ʪʝʢʩʪʫ ʢʽʣʴʢʦʤʘ 

ʚʟʘʻʤʦʜʦʧʦʚʥʶʚʘʥʠʤʠ ʩʧʦʩʦʙʘʤʠ: ʯʘʩʪʦʪʥʦ-ʦʙʝʨʥʝʥʦʶ ʤʽʨʦʶ TFïIDF ʜʣʷ 

ʩʪʘʙʽʣʴʥʦʾ ʢʦʨʧʫʩʥʦʾ ʩʧʝʮʠʬʽʯʥʦʩʪʽ, ʘʣʛʦʨʠʪʤʦʤ YAKE ʜʣʷ ʚʽʜʙʦʨʫ ʪʝʨʤʽʥʽʚ ʽʟ 

ʣʦʢʘʣʴʥʦʶ ʽʥʬʦʨʤʘʪʠʚʥʽʩʪʶ ʪʘ TextRank ʜʣʷ ʛʨʘʬʦʚʦʛʦ ʨʘʥʞʫʚʘʥʥʷ ʢʣʶʯʦʚʠʭ 

ʦʜʠʥʠʮʴ ʟʘ ʾʭʥʴʦʶ ʟʚôʷʟʥʽʩʪʶ. ʅʘ ʚʠʭʦʜʽ ʝʪʘʧʫ ʬʦʨʤʫʻʪʴʩʷ ʫʟʛʦʜʞʝʥʠʡ ʥʘʙʽʨ ʦʟʥʘʢ, 

ʧʨʠʜʘʪʥʠʡ ʽ ʜʣʷ ʣʝʢʩʠʢʦʥʥʦʛʦ ʟʽʩʪʘʚʣʝʥʥʷ, ʽ ʜʣʷ ʥʘʚʯʘʥʥʷ ʢʣʘʩʠʬʽʢʘʪʦʨʘ. 
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ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʪʘ ʝʪʘʧʠ ʧʽʜʭʦʜʫ 

 

ɼʨʫʛʠʡ ʝʪʘʧ ʧʨʠʩʚʷʯʝʥʦ ʧʦʙʫʜʦʚʽ ʢʣʘʩʠʬʽʢʘʪʦʨʘ. ʉʧʦʯʘʪʢʫ ʚʽʜʙʫʚʘʻʪʴʩʷ 

ʧʦʨʽʚʥʷʥʥʷ ʚʠʜʽʣʝʥʠʭ ʢʣʶʯʦʚʠʭ ʪʝʨʤʽʥʽʚ ʽʟ ʚʤʽʩʪʦʤ ʩʣʦʚʥʠʢʽʚ ʪʦʥʘʣʴʥʦʩʪʽ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʟʘʬʽʢʩʫʚʘʪʠ ʧʝʨʚʠʥʥʽ ʧʦʣʷʨʥʽ ʽʥʜʠʢʘʪʦʨʠ ʪʘ ʾʭʥʽ ʚʘʛʦʚʽ ʚʥʝʩʢʠ. ɼʘʣʽ 

ʟʘʧʫʩʢʘʻʪʴʩʷ ʥʘʚʯʘʥʥʷ ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʾ ʤʦʜʝʣʽ, ʷʢʘ ʧʦʻʜʥʫʻ ʽʥʬʦʨʤʘʮʽʶ ʟ 

ʣʝʢʩʠʢʦʥʥʦʛʦ ʟʽʩʪʘʚʣʝʥʥʷ ʽ ʚʝʢʪʦʨʠʟʦʚʘʥʠʭ ʦʟʥʘʢ. ʅʘʚʯʘʥʥʷ ʧʨʦʚʦʜʠʪʴʩʷ ʥʘ 

ʨʝʧʨʝʟʝʥʪʘʪʠʚʥʽʡ ʚʠʙʽʨʮʽ ʟ ʢʦʥʪʨʦʣʝʤ ʜʠʩʙʘʣʘʥʩʫ ʢʣʘʩʽʚ ʽ ʬʽʢʩʘʮʽʻʶ ʚʝʨʩʽʡ 

ʧʘʨʘʤʝʪʨʽʚ. ʇʨʦʤʽʞʥʠʤ ʨʝʟʫʣʴʪʘʪʦʤ ʩʪʘʶʪʴ ʥʘʪʨʝʥʦʚʘʥʽ ʧʘʨʘʤʝʪʨʠ ʤʦʜʝʣʽ ʪʘ 

ʫʟʛʦʜʞʝʥʽ ʧʨʘʚʠʣʘ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ, ʱʦ ʧʝʨʝʥʦʩʷʪʴʩʷ ʜʦ ʧʽʜʩʠʩʪʝʤʠ ʦʮʽʥʶʚʘʥʥʷ. 

ʊʨʝʪʽʡ ʝʪʘʧ ʨʝʘʣʽʟʫʻ ʜʦʩʣʽʜʞʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʢʣʘʩʠʬʽʢʘʪʦʨʘ. ʇʨʦʚʦʜʷʪʴʩʷ 

ʥʝʟʘʣʝʞʥʽ ʧʨʦʮʝʜʫʨʠ ʚʝʨʠʬʽʢʘʮʽʾ ʪʘ ʚʘʣʽʜʘʮʽʾ ʟ ʯʽʪʢʠʤ ʨʦʟʤʝʞʫʚʘʥʥʷʤ ʥʘʙʦʨʽʚ 

ʜʘʥʠʭ, ʧʽʩʣʷ ʯʦʛʦ ʚʠʢʦʥʫʻʪʴʩʷ ʧʦʨʽʚʥʷʥʥʷ ʦʙʨʘʥʠʭ ʤʝʪʦʜʽʚ ʟʘ ʧʦʚʥʦʪʦʶ, ʪʦʯʥʽʩʪʶ 

ʪʘ F1-ʤʽʨʦʶ ʟ ʜʦʜʘʪʢʦʚʠʤ ʘʥʘʣʽʟʦʤ ʤʘʪʨʠʮʴ ʩʧʣʫʪʫʚʘʥʴ ʜʣʷ ʢʦʞʥʦʛʦ ʢʣʘʩʫ. ʆʢʨʝʤʦ 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʷʢʽʩʥʠʡ ʨʦʟʙʽʨ ʭʠʙʥʦ ʧʦʟʠʪʠʚʥʠʭ ʽ ʭʠʙʥʦ ʥʝʛʘʪʠʚʥʠʭ ʚʠʧʘʜʢʽʚ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʢʦʨʝʢʪʥʦ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʯʠʩʣʦʚʽ ʧʦʢʘʟʥʠʢʠ ʪʘ ʟʘ ʧʦʪʨʝʙʠ ʧʦʚʝʨʪʘʪʠʩʷ ʜʦ 

ʧʦʧʝʨʝʜʥʽʭ ʝʪʘʧʽʚ ʜʣʷ ʫʪʦʯʥʝʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʥʦʨʤʘʣʽʟʘʮʽʾ, ʚʘʛʦʚʠʭ ʧʦʨʦʛʽʚ ʘʙʦ 

ʩʪʨʫʢʪʫʨʠ ʦʟʥʘʢ. ɿʘʚʝʨʰʘʣʴʥʠʤ ʧʨʦʜʫʢʪʦʤ ʻ ʚʠʟʥʘʯʝʥʥʷ ʥʘʡʙʽʣʴʰ ʪʦʯʥʦʛʦ ʚʘʨʽʘʥʪʘ 

ʢʣʘʩʠʬʽʢʘʪʦʨʘ ʜʣʷ ʟʘʜʘʥʠʭ ʫʤʦʚ ʜʘʥʠʭ ʽ ʩʬʦʨʤʦʚʘʥʠʡ ʝʢʩʧʝʨʪʥʠʡ ʚʠʩʥʦʚʦʢ, ʫ 

ʷʢʦʤʫ ʬʽʢʩʫʶʪʴʩʷ ʧʨʠʜʘʪʥʽʩʪʴ ʤʦʜʝʣʽ ʜʦ ʝʢʩʧʣʫʘʪʘʮʽʾ, ʤʝʞʽ ʟʘʩʪʦʩʦʚʥʦʩʪʽ ʪʘ 

ʨʝʢʦʤʝʥʜʘʮʽʾ ʱʦʜʦ ʧʦʜʘʣʴʰʦʛʦ ʚʜʦʩʢʦʥʘʣʝʥʥʷ. 
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ʋ ʧʦʜʘʣʴʰʦʤʫ ʚʠʢʣʘʜʽ ʦʧʠʩʫʶʪʴʩʷ ʤʝʪʦʜʠ ʚʠʦʢʨʝʤʣʝʥʥʷ ʢʣʶʯʦʚʠʭ 

ʪʝʨʤʽʥʽʚ, ʷʢʽ ʥʘʜʘʣʽ ʩʪʘʥʦʚʠʪʠʤʫʪʴ ʦʩʥʦʚʫ ʩʝʤʘʥʪʠʯʥʦʛʦ ʧʨʦʬʽʣʶ ʧʦʚʽʜʦʤʣʝʥʥʷ ʪʘ 

ʢʝʨʫʚʘʪʠʤʫʪʴ ʦʙʯʠʩʣʝʥʥʷʤ ʧʩʠʭʦʝʤʦʮʽʡʥʦʾ ʪʦʥʘʣʴʥʦʩʪʽ. ʇʝʨʰʠʡ ʟ ʥʠʭ ʩʧʠʨʘʻʪʴʩʷ 

ʥʘ ʧʦʻʜʥʘʥʥʷ ʣʦʢʘʣʴʥʦʾ ʚʘʛʠ ʩʣʦʚʘ ʚ ʤʝʞʘʭ ʦʜʥʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ ʪʘ ʡʦʛʦ 

ʨʦʟʨʽʟʥʶʚʘʣʴʥʦʾ ʟʜʘʪʥʦʩʪʽ ʚ ʤʘʩʰʪʘʙʽ ʚʩʴʦʛʦ ʢʦʨʧʫʩʫ. ɯʥʪʫʾʮʽʷ ʧʨʦʩʪʘ: ʪʝʨʤʽʥ ʤʘʻ 

ʙʫʪʠ ʧʦʤʽʪʥʠʤ ʫ ʢʦʥʢʨʝʪʥʦʤʫ ʪʝʢʩʪʽ, ʘʣʝ ʚʦʜʥʦʯʘʩ ʥʝ ʥʘʣʝʞʘʪʠ ʜʦ ʪʽʻʾ ʯʘʩʪʠʥʠ 

ʣʝʢʩʠʢʠ, ʷʢʘ ʟʫʩʪʨʽʯʘʻʪʴʩʷ ʤʘʡʞʝ ʚʩʶʜʠ ʽ ʪʦʤʫ ʥʝ ʥʝʩʝ ʟʤʽʩʪʦʚʥʦʛʦ ʩʠʛʥʘʣʫ. ɺʘʛʦʚʝ 

ʟʚʘʞʫʚʘʥʥʷ ʧʦʻʜʥʫʻ ʮʽ ʜʚʘ ʚʠʤʽʨʠ ʪʘʢ, ʱʦʙ ʧʽʜʩʠʣʶʚʘʪʠ ʩʣʦʚʘ, ʭʘʨʘʢʪʝʨʥʽ ʩʘʤʝ ʜʣʷ 

ʮʴʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʽ ʧʦʩʣʘʙʣʶʚʘʪʠ ʪʽ, ʱʦ ʻ ʬʦʥʦʚʠʤʠ ʜʣʷ ʚʩʽʭ ʜʦʢʫʤʝʥʪʽʚ. ɿʘʚʜʷʢʠ 

ʪʘʢʽʡ ʢʦʥʩʪʨʫʢʮʽʾ ʬʦʨʤʫʻʪʴʩʷ ʢʦʤʧʘʢʪʥʠʡ ʥʘʙʽʨ ʣʝʢʩʝʤ ʽ ʩʪʽʡʢʠʭ ʩʣʦʚʦʩʧʦʣʫʯʝʥʴ, 

ʷʢʽ ʥʘʡʢʨʘʱʝ ʨʝʧʨʝʟʝʥʪʫʶʪʴ ʟʤʽʩʪ ʢʦʨʦʪʢʦʛʦ ʚʠʩʣʦʚʣʶʚʘʥʥʷ, ʥʝ ʚʪʨʘʯʘʶʯʠ 

ʯʫʪʣʠʚʦʩʪʽ ʜʦ ʪʝʤʠ ʽ ʩʪʠʣʶ. 

ɼʨʫʛʠʡ ʤʝʪʦʜ ʟʦʨʽʻʥʪʦʚʘʥʦ ʥʘ ʚʥʫʪʨʽʰʥʴʦʜʦʢʫʤʝʥʪʥʽ ʩʠʛʥʘʣʠ 

ʨʝʣʝʚʘʥʪʥʦʩʪʽ ʽ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʧʽʩʣʷ ʥʦʨʤʘʣʽʟʘʮʽʾ ʪʝʢʩʪʫ ʪʘ ʩʝʛʤʝʥʪʘʮʽʾ ʥʘ ʨʝʯʝʥʥʷ. 

ʂʘʥʜʠʜʘʪʘʤʠ ʥʘ ʨʦʣʴ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ ʩʪʘʶʪʴ ʷʢ ʦʢʨʝʤʽ ʩʣʦʚʘ, ʪʘʢ ʽ ʢʦʨʦʪʢʽ 

ʬʨʘʟʠ, ʱʦ ʚʠʪʨʠʤʫʶʪʴ ʩʠʥʪʘʢʩʠʯʥʫ ʮʽʣʽʩʥʽʩʪʴ. ɼʣʷ ʢʦʞʥʦʛʦ ʢʘʥʜʠʜʘʪʘ ʦʮʽʥʶʻʪʴʩʷ 

ʥʠʟʢʘ ʦʟʥʘʢ, ʷʢʽ ʚʽʜʙʠʚʘʶʪʴ ʡʦʛʦ ʧʦʚʝʜʽʥʢʫ ʚ ʢʦʥʢʨʝʪʥʦʤʫ ʜʦʢʫʤʝʥʪʽ: ʧʦʟʠʮʽʷ ʫ 

ʤʝʞʘʭ ʪʝʢʩʪʫ, ʦʩʢʽʣʴʢʠ ʟʘʛʦʣʦʚʢʦʚʽ ʪʘ ʚʩʪʫʧʥʽ ʩʝʛʤʝʥʪʠ ʯʘʩʪʦ ʤʽʩʪʷʪʴ ʪʝʤʘʪʠʯʥʽ 

ʩʠʛʥʘʣʠ; ʯʘʩʪʦʪʘ ʧʦʷʚʠ ʙʝʟ ʰʪʫʯʥʦʛʦ çʥʘʢʘʯʫʚʘʥʥʷè ʧʦʚʪʦʨʝʥʥʷʤʠ; ʨʽʟʥʦʤʘʥʽʪʥʽʩʪʴ 

ʢʦʥʪʝʢʩʪʽʚ, ʱʦ ʜʦʟʚʦʣʷʻ ʚʽʜʨʽʟʥʠʪʠ ʽʥʬʦʨʤʘʮʽʡʥʽ ʥʦʩʽʾ ʚʽʜ ʟʘʛʘʣʴʥʠʭ ʤʦʜʘʣʴʥʠʭ 

ʩʣʽʚ; ʨʦʟʩʽʶʚʘʥʥʷ ʧʦ ʨʝʯʝʥʥʷʭ ʷʢ ʽʥʜʠʢʘʪʦʨ ʪʦʛʦ, ʱʦ ʪʝʨʤʽʥ ʧʽʜʪʨʠʤʫʻ ʟʚôʷʟʥʽʩʪʴ 

ʧʦʚʽʜʦʤʣʝʥʥʷ, ʘ ʥʝ ʚʠʧʘʜʢʦʚʦ ʚʠʥʠʢʘʻ ʚ ʦʜʥʦʤʫ ʤʽʩʮʽ. ɼʦʜʘʪʢʦʚʦ ʟʚʘʞʘʶʪʴ ʥʘ 

ʛʨʘʬʽʯʥʽ ʽʥʜʠʢʘʪʦʨʠ, ʟʦʢʨʝʤʘ ʚʝʣʠʢʽ ʣʽʪʝʨʠ ʡ ʘʙʨʝʚʽʘʪʫʨʠ, ʷʢʽ ʯʘʩʪʦ ʢʦʜʫʶʪʴ ʚʣʘʩʥʽ 

ʥʘʟʚʠ ʘʙʦ ʪʝʨʤʽʥʠ ʜʦʤʝʥʫ. ʇʽʩʣʷ ʘʛʨʝʛʫʚʘʥʥʷ ʮʠʭ ʦʟʥʘʢ ʢʘʥʜʠʜʘʪ ʦʪʨʠʤʫʻ 

ʽʥʪʝʛʨʘʣʴʥʠʡ ʙʘʣ, ʱʦ ʚʽʜʦʙʨʘʞʘʻ ʡʦʛʦ ʧʨʽʦʨʠʪʝʪʥʽʩʪʴ ʩʘʤʝ ʚ ʮʴʦʤʫ ʜʦʢʫʤʝʥʪʽ. 

ʑʦʙ ʫʥʠʢʥʫʪʠ ʨʦʟʱʝʧʣʝʥʥʷ ʦʜʥʦʛʦ ʧʦʥʷʪʪʷ ʥʘ ʢʽʣʴʢʘ ʪʝʭʥʽʯʥʠʭ ʚʘʨʽʘʥʪʽʚ, 

ʨʝʟʫʣʴʪʘʪʠ ʜʣʷ ʤʦʨʬʦʣʦʛʽʯʥʦ ʩʧʦʨʽʜʥʝʥʠʭ ʬʦʨʤ ʦʙôʻʜʥʫʶʪʴʩʷ. ʎʝ ʜʘʻ ʻʜʠʥʠʡ ʟʘʧʠʩ 

ʜʣʷ ʣʝʤʠ ʘʙʦ ʪʠʧʦʚʦʾ ʩʣʦʚʦʬʦʨʤʠ ʽ ʟʘʧʦʙʽʛʘʻ ʢʦʥʢʫʨʝʥʮʽʾ ʤʽʞ ʙʣʠʟʴʢʠʤʠ ʬʦʨʤʘʤʠ, 

ʷʢʘ ʩʧʦʪʚʦʨʶʻ ʚʘʛʠ ʫ ʢʦʨʦʪʢʠʭ ʧʦʚʽʜʦʤʣʝʥʥʷʭ. ʅʘ ʮʴʦʤʫ ʞ ʢʨʦʮʽ ʧʨʦʚʦʜʠʪʴʩʷ 

ʛʘʨʤʦʥʽʟʘʮʽʷ ʥʘʧʠʩʘʥʴ, ʱʦ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʜʨʽʙʥʠʤʠ ʛʨʘʬʽʯʥʠʤʠ ʜʝʪʘʣʷʤʠ, ʘʣʝ ʤʘʶʪʴ 

ʪʦʪʦʞʥʠʡ ʟʤʽʩʪ. ʊʘʢ ʧʽʜʪʨʠʤʫʻʪʴʩʷ ʙʘʣʘʥʩ ʤʽʞ ʽʥʪʝʨʧʨʝʪʦʚʘʥʽʩʪʶ ʪʘ ʢʦʤʧʘʢʪʥʽʩʪʶ 

ʩʣʦʚʥʠʢʘ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ. 

ʇʨʘʢʪʠʯʥʘ ʽʥʪʝʛʨʘʮʽʷ ʦʙʦʭ ʧʽʜʭʦʜʽʚ ʚʽʜʙʫʚʘʻʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʟʣʠʪʪʷ ʚʘʛ ʽʟ 

ʧʦʧʝʨʝʜʥʽʤ ʥʦʨʤʫʚʘʥʥʷʤ ʜʦ ʩʧʽʣʴʥʦʾ ʰʢʘʣʠ. ʏʘʩʪʦʪʥʦ-ʽʥʚʝʨʩʥʘ ʩʭʝʤʘ ʥʘʜʘʻ 

ʛʣʦʙʘʣʴʥʦʾ ʜʠʩʮʠʧʣʽʥʠ ʪʘ ʟʘʭʠʱʘʻ ʚʽʜ ʧʝʨʝʚʘʛʠ ʫʥʽʚʝʨʩʘʣʴʥʠʭ ʩʣʽʚ, ʥʘʪʦʤʽʩʪʴ 

ʜʦʢʫʤʝʥʪʥʦ ʦʨʽʻʥʪʦʚʘʥʘ ʦʮʽʥʢʘ ʧʽʜʩʠʣʶʻ ʩʘʤʝ ʪʽ ʤʘʨʢʝʨʠ, ʱʦ ʩʪʨʫʢʪʫʨʥʦ ʚʘʞʣʠʚʽ 

ʜʣʷ ʜʘʥʦʛʦ ʪʝʢʩʪʫ. ʋ ʧʦʻʜʥʘʥʥʽ ʮʽ ʩʠʛʥʘʣʠ ʬʦʨʤʫʶʪʴ ʩʪʽʡʢʠʡ ʧʨʦʬʽʣʴ, ʟʜʘʪʥʠʡ 

ʚʽʜʩʽʢʪʠ ʚʠʧʘʜʢʦʚʽ ʝʤʦʮʽʡʥʽ ʽʥʜʠʢʘʪʦʨʠ, ʷʢʽ ʥʝ ʧʽʜʪʨʠʤʘʥʽ ʢʦʥʪʝʢʩʪʦʤ, ʽ ʚʦʜʥʦʯʘʩ 

ʧʽʜʭʦʧʠʪʠ ʟʤʽʩʪʦʚʽ ʦʩʝʨʜʷ, ʱʦ ʩʧʨʘʚʜʽ ʚʠʟʥʘʯʘʶʪʴ ʥʘʩʪʨʽʡ ʚʠʩʣʦʚʣʶʚʘʥʥʷ. 

ʋ ʤʦʜʫʣʽ ʚʠʟʥʘʯʝʥʥʷ ʧʩʠʭʦʝʤʦʮʽʡʥʦʾ ʪʦʥʘʣʴʥʦʩʪʽ ʮʝʡ ʧʨʦʬʽʣʴ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʷʢ ʢʝʨʽʚʥʘ ʤʘʩʢʘ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʟʽʩʪʘʚʣʝʥʥʷ ʟʽ ʩʣʦʚʥʠʢʦʚʠʤʠ 

ʚʘʣʝʥʪʥʦʩʪʷʤʠ. ɺʠʩʦʢʦʚʘʛʦʚʽ ʪʝʨʤʽʥʠ ʦʜʝʨʞʫʶʪʴ ʧʨʽʦʨʠʪʝʪ ʧʽʜ ʯʘʩ ʘʛʨʝʛʫʚʘʥʥʷ 
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ʧʦʣʷʨʥʦʩʪʽ, ʪʦʜʽ ʷʢ ʜʨʫʛʦʨʷʜʥʽ ʦʜʠʥʠʮʽ ʤʘʶʪʴ ʦʙʤʝʞʝʥʠʡ ʚʧʣʠʚ ʽ ʥʝ ʟʜʘʪʥʽ 

ʩʘʤʦʪʫʞʢʠ ʟʤʽʥʶʚʘʪʠ ʟʥʘʢ ʨʽʰʝʥʥʷ. ʆʢʨʝʤʦ ʚʨʘʭʦʚʫʶʪʴʩʷ ʣʦʢʘʣʴʥʽ ʤʦʚʥʽ ʷʚʠʱʘ, 

ʟʦʢʨʝʤʘ ʟʘʧʝʨʝʯʝʥʥʷ ʪʘ ʽʥʪʝʥʩʠʬʽʢʘʪʦʨʠ, ʘʣʝ ʾʭʥʽʡ ʚʥʝʩʦʢ ʤʦʜʫʣʶʻʪʴʩʷ ʩʘʤʝ 

ʚʘʛʦʚʦʶ ʩʪʨʫʢʪʫʨʦʶ, ʩʬʦʨʤʦʚʘʥʦʶ ʥʘ ʝʪʘʧʽ ʚʠʜʽʣʝʥʥʷ ʢʣʶʯʦʚʠʭ ʪʝʨʤʽʥʽʚ. ʎʝ 

ʜʦʟʚʦʣʷʻ ʫʥʠʢʘʪʠ ʭʠʙʥʦ ʧʦʟʠʪʠʚʥʠʭ ʽ ʭʠʙʥʦ ʥʝʛʘʪʠʚʥʠʭ ʨʽʰʝʥʴ ʫ ʚʠʧʘʜʢʘʭ, ʢʦʣʠ 

ʦʜʠʥʠʯʥʠʡ ʝʤʦʮʽʡʥʠʡ ʤʘʨʢʝʨ ʚʠʧʘʜʘʻ ʟ ʪʝʤʘʪʠʯʥʦʾ ʢʘʥʚʠ ʧʦʚʽʜʦʤʣʝʥʥʷ. 

ɿ ʽʥʞʝʥʝʨʥʦʛʦ ʧʦʛʣʷʜʫ ʫʩʽ ʧʨʦʤʽʞʥʽ ʘʨʪʝʬʘʢʪʠ ʦʙʦʭ ʤʝʪʦʜʽʚ ʟʙʝʨʽʛʘʶʪʴʩʷ ʫ 

ʙʘʟʽ ʜʘʥʠʭ ʨʘʟʦʤ ʽʟ ʚʝʨʩʽʷʤʠ ʧʘʨʘʤʝʪʨʽʚ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʧʦʚʥʠʡ ʘʫʜʠʪ ʽ 

ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ. ʋ ʪʝʩʪʫʚʘʥʥʽ ʮʝ ʜʘʻ ʟʤʦʛʫ ʧʦʨʽʚʥʶʚʘʪʠ ʘʣʴʪʝʨʥʘʪʠʚʥʽ ʢʦʥʬʽʛʫʨʘʮʽʾ 

ʚʽʜʙʦʨʫ, ʘʥʘʣʽʟʫʚʘʪʠ ʯʫʪʣʠʚʽʩʪʴ ʜʦ ʟʤʽʥ ʧʦʨʦʛʽʚ, ʧʦʚʝʨʪʘʪʠʩʷ ʜʦ ʙʫʜʴ-ʷʢʦʛʦ ʧʨʦʛʦʥʫ 

ʪʘ ʧʦʷʩʥʶʚʘʪʠ ʧʨʠʨʦʜʫ ʨʦʟʙʽʞʥʦʩʪʝʡ ʥʝ ʥʘ ʨʽʚʥʽ çʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠè, ʘ ʯʝʨʝʟ 

ʧʨʦʟʦʨʠʡ ʣʘʥʮʶʛ ʚʘʛʦʚʠʭ ʨʽʰʝʥʴ. ʋ ʧʽʜʩʫʤʢʫ ʧʦʻʜʥʘʥʥʷ ʯʘʩʪʦʪʥʦ-ʽʥʚʝʨʩʥʦʛʦ 

ʟʚʘʞʫʚʘʥʥʷ ʪʘ ʜʦʢʫʤʝʥʪʥʦ ʦʨʽʻʥʪʦʚʘʥʦʾ ʦʮʽʥʢʠ ʨʝʣʝʚʘʥʪʥʦʩʪʽ ʬʦʨʤʫʻ 

ʽʥʪʝʨʧʨʝʪʦʚʘʥʫ ʽ ʩʪʘʙʽʣʴʥʫ ʦʩʥʦʚʫ, ʥʘ ʷʢʽʡ ʥʘʜʘʣʽ ʙʫʜʫʶʪʴʩʷ ʢʣʘʩʠʬʽʢʘʮʽʡʥʽ 

ʚʠʩʥʦʚʢʠ ʱʦʜʦ ʧʩʠʭʦʝʤʦʮʽʡʥʦʾ ʪʦʥʘʣʴʥʦʩʪʽ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʫ 

ʩʦʮʽʘʣʴʥʦ ʦʨʽʻʥʪʦʚʘʥʠʭ ʩʝʨʚʽʩʘʭ. ɯʥʪʝʨʬʝʡʩ ʨʦʟʨʦʙʣʝʥʦʛʦ ʇɿ ʥʘʚʝʜʝʥʦ ʥʘ  

ʨʠʩʫʥʢʫ 2. 

 

 
ʈʠʩʫʥʦʢ 2 ï ɯʥʪʝʨʬʝʡʩ ʨʦʟʨʦʙʣʝʥʦʛʦ ʟʘʩʪʦʩʫʥʢʫ 

 

ʆʢʨʝʤʦʛʦ ʟʥʘʯʝʥʥʷ ʥʘʙʫʚʘʶʪʴ ʝʪʠʯʥʽ ʡ ʧʨʘʚʦʚʽ ʘʩʧʝʢʪʠ. ʇʩʠʭʦʝʤʦʮʽʡʥʽ 

ʽʥʜʠʢʘʪʦʨʠ ʤʦʞʫʪʴ ʪʨʘʢʪʫʚʘʪʠʩʷ ʷʢ ʯʫʪʣʠʚʘ ʽʥʬʦʨʤʘʮʽʷ, ʪʦʞ ʪʝʭʥʦʣʦʛʽʯʥʽ ʨʽʰʝʥʥʷ 

ʤʘʶʪʴ ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʤʽʥʽʤʽʟʘʮʽʶ ʟʙʦʨʫ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ, ʧʨʘʮʶʚʘʪʠ ʟ 

ʘʥʦʥʽʤʽʟʦʚʘʥʠʤʠ ʘʙʦ ʘʛʨʝʛʦʚʘʥʠʤʠ ʧʨʝʜʩʪʘʚʣʝʥʥʷʤʠ ʪʘ ʚʠʢʣʶʯʘʪʠ ʜʠʩʢʨʠʤʽʥʘʮʽʡʥʽ 

ʝʬʝʢʪʠ. ɼʣʷ ʫʢʨʘʾʥʩʴʢʦʛʦ ʢʦʥʪʝʢʩʪʫ, ʫ ʷʢʦʤʫ ʮʠʬʨʦʚʽ ʧʣʘʪʬʦʨʤʠ ʯʘʩʪʦ ʚʠʢʦʥʫʶʪʴ 

ʬʫʥʢʮʽʾ ʦʧʝʨʘʪʠʚʥʦʾ ʚʟʘʻʤʦʜʽʾ ʧʽʜ ʯʘʩ ʥʘʜʟʚʠʯʘʡʥʠʭ ʩʠʪʫʘʮʽʡ ʪʘ ʛʨʦʤʘʜʩʴʢʦʾ 

ʤʦʙʽʣʽʟʘʮʽʾ, ʚʽʜʧʦʚʽʜʘʣʴʥʽʩʪʴ ʟʘ ʽʥʪʝʨʧʨʝʪʘʮʽʶ ʝʤʦʮʽʡʥʠʭ ʩʠʛʥʘʣʽʚ ʦʩʦʙʣʠʚʦ ʚʠʩʦʢʘ. 

ʅʘʨʝʰʪʽ, ʟʘʚʜʘʥʥʷ ʧʩʠʭʦʝʤʦʮʽʡʥʦʛʦ ʘʥʘʣʽʟʫ ʥʝ ʟʚʦʜʠʪʴʩʷ ʜʦ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʧʦʚʽʜʦʤʣʝʥʴ ʥʘ ʧʦʟʠʪʠʚʥʽ ʽ ʥʝʛʘʪʠʚʥʽ. ʁʜʝʪʴʩʷ ʧʨʦ ʧʦʙʫʜʦʚʫ ʩʪʽʡʢʦʾ ʜʦ ʟʙʫʨʝʥʴ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʥʘʩʪʨʦʷʤʠ ʪʘ ʾʭʥʽʤʠ ʟʤʽʥʘʤʠ ʫ ʯʘʩʽ, ʧʨʠʜʘʪʥʦʾ ʜʦ 
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ʨʦʟʛʦʨʪʘʥʥʷ ʫ ʩʝʨʚʽʩʘʭ ʨʽʟʥʦʾ ʤʝʪʠ: ʚʽʜ ʦʩʚʽʪʥʽʭ ʽ ʚʦʣʦʥʪʝʨʩʴʢʠʭ ʜʦ ʤʫʥʽʮʠʧʘʣʴʥʠʭ ʽ 

ʤʝʜʽʘʮʽʡʥʠʭ. ʉʘʤʝ ʪʘʢʘ ʨʘʤʢʘ ʨʦʙʠʪʴ ʜʦʩʣʽʜʞʝʥʥʷ ʥʝ ʣʠʰʝ ʥʘʫʢʦʚʦ ʜʦʮʽʣʴʥʠʤ, ʘ ʡ 

ʩʫʩʧʽʣʴʥʦ ʟʥʘʯʫʱʠʤ, ʦʩʢʽʣʴʢʠ ʥʘʜʘʻ ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʝʩʢʘʣʘʮʽʡ, 

ʧʽʜʪʨʠʤʢʠ ʢʦʥʩʪʨʫʢʪʠʚʥʦʾ ʢʦʤʫʥʽʢʘʮʽʾ ʪʘ ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ ʥʘ ʧʽʜʩʪʘʚʽ 

ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʭ, ʘ ʥʝ ʽʥʪʫʾʪʠʚʥʠʭ ʝʤʦʮʽʡʥʠʭ ʩʠʛʥʘʣʽʚ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ʇʈʆɭʂʊʋɺɸʅʅʗ ʇʈʆɻʈɸʄʅʆɻʆ ɿɸɹɽɿʇɽʏɽʅʅʗ ʅɸ ʆʉʅʆɺɯ 

ɸɻɽʅʊʅʆ-ʆʈɯɭʅʊʆɺɸʅʆɰ ɸʈʍɯʊɽʂʊʋʈʀ ɼʃʗ 

ɹɸɻɸʊʆʂOʄʇʆʅɽʅʊʅʀʍ ʇʈʆɻʈɸʄʅʀʍ ʉʀʉʊɽʄ 
 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʘʛʝʥʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʠʡ ʤʝʪʦʜ ʧʨʦʻʢʪʫʚʘʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʙʘʛʘʪʦʢʦʤʧʦʥʝʥʪʥʠʭ ʩʠʩʪʝʤ. ʈʦʟʨʦʙʣʝʥʦ ʧʨʦʮʝʩ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʠʙʦʨʫ 

ʤʝʪʘʤʦʜʝʣʝʡ ʽ ʢʦʥʬʽʛʫʨʘʮʽʡ ʘʛʝʥʪʽʚ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʙʘʻʩʦʚʦʛʦ ʧʽʟʥʘʥʥʷ ʪʘ 

ʤʫʣʴʪʠʘʛʝʥʪʥʦʛʦ ʧʽʜʭʦʜʫ. ʇʽʜʭʽʜ ʟʘʙʝʟʧʝʯʫʻ ʫʟʛʦʜʞʝʥʽʩʪʴ ʢʦʤʧʦʥʝʥʪʽʚ, ʩʢʦʨʦʯʫʻ ʯʘʩ 

ʧʨʦʻʢʪʫʚʘʥʥʷ ʪʘ ʧʽʜʚʠʱʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʨʦʟʨʦʙʢʠ ʩʢʣʘʜʥʠʭ ʧʨʦʛʨʘʤʥʠʭ ʩʠʩʪʝʤ. 

 

The paper considers an agent-oriented method for software design for multi-component 

systems. A process for automatic selection of metamodels and agent configurations using Bayesian 

learning and a multi-agent approach is developed. The approach ensures component consistency, 

reduces design time, and increases the efficiency of developing complex software systems. 

 

ʉʫʯʘʩʥʽ ʽʥʬʦʨʤʘʮʽʡʥʽ ʩʠʩʪʝʤʠ ʩʪʘʶʪʴ ʜʝʜʘʣʽ ʩʢʣʘʜʥʽʰʠʤʠ, ʧʦʻʜʥʫʶʯʠ ʨʽʟʥʽ 

ʧʨʦʛʨʘʤʥʽ ʢʦʤʧʦʥʝʥʪʠ, ʱʦ ʚʟʘʻʤʦʜʽʶʪʴ ʤʽʞ ʩʦʙʦʶ ʚ ʫʤʦʚʘʭ ʜʝʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ. ʊʘʢʽ ʩʠʩʪʝʤʠ ʚʠʤʘʛʘʶʪʴ ʥʦʚʠʭ ʤʝʪʦʜʽʚ ʧʨʦʻʢʪʫʚʘʥʥʷ, ʦʨʽʻʥʪʦʚʘʥʠʭ ʥʘ 

ʘʚʪʦʥʦʤʥʽʩʪʴ, ʘʜʘʧʪʠʚʥʽʩʪʴ ʽ ʢʦʦʨʜʠʥʘʮʽʶ ʤʽʞ ʯʘʩʪʠʥʘʤʠ. ʆʜʥʠʤ ʽʟ ʝʬʝʢʪʠʚʥʠʭ 

ʧʽʜʭʦʜʽʚ ʻ ʘʛʝʥʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ, ʷʢʘ ʟʘʙʝʟʧʝʯʫʻ ʛʥʫʯʢʽʩʪʴ, 

ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʽ ʧʽʜʚʠʱʝʥʫ ʥʘʜʽʡʥʽʩʪʴ ʧʨʠ ʩʪʚʦʨʝʥʥʽ ʙʘʛʘʪʦʢʦʤʧʦʥʝʥʪʥʠʭ ʩʠʩʪʝʤ. 

ʈʦʙʦʪʘ ʧʨʠʩʚʷʯʝʥʘ ʨʦʟʨʦʙʮʽ ʤʝʪʦʜʫ ʧʨʦʻʢʪʫʚʘʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʟʘʩʥʦʚʘʥʦʛʦ ʥʘ ʘʛʝʥʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʽʡ ʧʘʨʘʜʠʛʤʽ. ʆʩʥʦʚʥʘ ʽʜʝʷ ʧʦʣʷʛʘʻ 

ʫ ʚʠʢʦʨʠʩʪʘʥʥʽ ʤʫʣʴʪʠʘʛʝʥʪʥʠʭ ʩʠʩʪʝʤ (ʄɸʉ) ʜʣʷ ʤʦʜʝʣʶʚʘʥʥʷ ʚʟʘʻʤʦʜʽʾ ʤʽʞ 

ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʤʧʣʝʢʩʫ. ʂʦʞʝʥ ʘʛʝʥʪ ʚʠʩʪʫʧʘʻ ʷʢ ʘʚʪʦʥʦʤʥʘ 

ʩʫʪʥʽʩʪʴ ʽʟ ʚʣʘʩʥʠʤʠ ʮʽʣʷʤʠ, ʟʥʘʥʥʷʤʠ ʪʘ ʤʦʞʣʠʚʽʩʪʶ ʩʧʽʚʧʨʘʮʽ ʟ ʽʥʰʠʤʠ ʘʛʝʥʪʘʤʠ. 

ʄʝʪʦʶ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʩʪʚʦʨʝʥʥʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʤʝʭʘʥʽʟʤʫ ʚʠʙʦʨʫ 

ʦʧʪʠʤʘʣʴʥʦʾ ʢʦʥʬʽʛʫʨʘʮʽʾ ʘʛʝʥʪʽʚ ʪʘ ʤʝʪʘʤʦʜʝʣʝʡ ʜʣʷ ʧʦʙʫʜʦʚʠ ʨʽʰʝʥʥʷ, ʱʦ 

ʚʽʜʧʦʚʽʜʘʻ ʟʘʜʘʥʽʡ ʧʨʦʙʣʝʤʽ. ʊʘʢʠʡ ʤʝʭʘʥʽʟʤ ʘʥʘʣʽʟʫʻ ʦʧʠʩ ʧʨʦʙʣʝʤʠ, ʟʽʩʪʘʚʣʷʻ ʾʾ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʟ ʙʘʟʦʶ ʟʥʘʥʴ ʧʨʦ ʽʩʥʫʶʯʽ ʘʛʝʥʪʥʽ ʤʝʪʘʤʦʜʝʣʽ ʡ ʦʙʠʨʘʻ ʥʘʡʙʽʣʴʰ 

ʩʫʤʽʩʥʠʡ ʥʘʙʽʨ ʢʦʤʧʦʥʝʥʪʽʚ ʜʣʷ ʧʦʙʫʜʦʚʠ ʩʠʩʪʝʤʠ. 

ʋ ʤʝʞʘʭ ʜʦʩʣʽʜʞʝʥʥʷ ʨʦʟʨʦʙʣʝʥʦ ʧʨʦʮʝʩ, ʷʢʠʡ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʨʴʦʭ 

ʦʩʥʦʚʥʠʭ ʝʪʘʧʽʚ: 

ï ʭʘʨʘʢʪʝʨʠʟʘʮʽʷ ʦʧʠʩʫ ʧʨʦʙʣʝʤʠ ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʜʦʤʝʥʫ ʨʽʰʝʥʥʷ; 

ï ʦʮʽʥʶʚʘʥʥʷ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʥʘʷʚʥʠʭ ʤʝʪʘʤʦʜʝʣʝʡ ʜʣʷ ʮʴʦʛʦ ʜʦʤʝʥʫ; 
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ï ʘʚʪʦʤʘʪʠʯʥʝ ʟʽʩʪʘʚʣʝʥʥʷ ʧʨʦʙʣʝʤʠ ʪʘ ʥʘʙʦʨʫ ʤʝʪʘʤʦʜʝʣʝʡ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʤʫʣʴʪʠʘʛʝʥʪʥʦʛʦ ʧʽʜʭʦʜʫ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʤʫʣʴʪʠʘʛʝʥʪʥʦʾ ʩʠʩʪʝʤʠ ʤʽʩʪʠʪʴ ʘʛʝʥʪʠ, ʷʢʽ 

ʧʨʝʜʩʪʘʚʣʷʶʪʴ ʦʢʨʝʤʽ ʤʝʪʘʤʦʜʝʣʽ ʪʘ ʚʟʘʻʤʦʜʽʶʪʴ ʤʽʞ ʩʦʙʦʶ, ʬʦʨʤʫʶʯʠ ʛʨʫʧʫ 

ʥʘʡʙʽʣʴʰ ʩʫʤʽʩʥʠʭ ʤʦʜʝʣʝʡ. ʂʦʞʝʥ ʘʛʝʥʪ ʚʠʢʦʨʠʩʪʦʚʫʻ ʢʨʠʪʝʨʽʾ ʩʫʤʽʩʥʦʩʪʽ ʜʣʷ 

ʫʟʛʦʜʞʝʥʥʷ ʨʽʰʝʥʴ ʟ ʽʥʰʠʤʠ ʘʛʝʥʪʘʤʠ. ʋ ʨʝʟʫʣʴʪʘʪʽ ʬʦʨʤʫʻʪʴʩʷ ʫʟʛʦʜʞʝʥʘ ʛʨʫʧʘ 

ʤʝʪʘʤʦʜʝʣʝʡ, ʱʦ ʩʪʘʥʦʚʠʪʴ ʦʩʥʦʚʫ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʨʽʰʝʥʥʷ. 

ʈʦʟʨʦʙʣʝʥʦ ʧʨʦʪʦʪʠʧ ʽʥʩʪʨʫʤʝʥʪʫ, ʱʦ ʨʝʘʣʽʟʫʻ ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʽ 

ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ ʚʠʙʽʨ ʘʨʭʽʪʝʢʪʫʨʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. ɼʣʷ ʮʴʦʛʦ ʟʘʩʪʦʩʦʚʘʥʦ 

ʤʝʪʦʜʠ ʢʦʦʧʝʨʘʪʠʚʥʦʛʦ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ, ʙʘʻʩʦʚʦʛʦ ʧʽʟʥʘʥʥʷ ʪʘ ʤʝʪʘʘʥʘʣʽʟʫ, ʱʦ 

ʚʨʘʭʦʚʫʶʪʴ ʥʝʚʠʟʥʘʯʝʥʽʩʪʴ ʽ ʩʪʘʪʠʩʪʠʯʥʽ ʟʘʢʦʥʦʤʽʨʥʦʩʪʽ ʫ ʧʨʠʡʥʷʪʪʽ ʨʽʰʝʥʴ. 

ʇʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʣʷʛʘʻ ʫ ʤʦʞʣʠʚʦʩʪʽ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤ ð ʚʽʜ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ ʜʦ 

ʘʚʪʦʥʦʤʥʠʭ ʢʝʨʫʶʯʠʭ ʢʦʤʧʣʝʢʩʽʚ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʘʛʝʥʪʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦʟʚʦʣʷʻ 

ʧʽʜʚʠʱʠʪʠ ʥʘʜʽʡʥʽʩʪʴ ʧʨʦʛʨʘʤʥʠʭ ʩʠʩʪʝʤ, ʟʘʙʝʟʧʝʯʠʪʠ ʾʭ ʩʘʤʦʜʦʩʪʘʪʥʽʩʪʴ ʽ 

ʩʧʨʦʤʦʞʥʽʩʪʴ ʜʦ ʘʜʘʧʪʘʮʽʾ ʚ ʫʤʦʚʘʭ ʜʠʥʘʤʽʯʥʠʭ ʩʝʨʝʜʦʚʠʱ. 

ʇʨʦʚʝʜʝʥʽ ʝʢʩʧʝʨʠʤʝʥʪʠ ʧʦʢʘʟʘʣʠ, ʱʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʨʦʟʨʦʙʣʝʥʦʛʦ 

ʤʝʭʘʥʽʟʤʫ ʩʢʦʨʦʯʫʻ ʯʘʩ ʧʨʦʻʢʪʫʚʘʥʥʷ ʚ ʩʝʨʝʜʥʴʦʤʫ ʥʘ ʚʽʜ 5 ʜʦ 15%, ʟʤʝʥʰʫʻ 

ʢʽʣʴʢʽʩʪʴ ʧʦʤʠʣʦʢ ʫʟʛʦʜʞʝʥʥʷ ʤʽʞ ʢʦʤʧʦʥʝʥʪʘʤʠ ʪʘ ʧʽʜʚʠʱʫʻ ʩʪʘʙʽʣʴʥʽʩʪʴ ʩʠʩʪʝʤʠ 

ʧʽʜ ʯʘʩ ʨʦʟʛʦʨʪʘʥʥʷ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʫ ʧʨʦʮʝʩʘʭ ʽʥʞʝʥʝʨʽʾ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʦʩʦʙʣʠʚʦ ʧʨʠ ʩʪʚʦʨʝʥʥʽ ʨʦʟʧʦʜʽʣʝʥʠʭ, ʘʜʘʧʪʠʚʥʠʭ ʽ 

ʚʠʩʦʢʦʥʘʜʽʡʥʠʭ ʧʨʦʛʨʘʤʥʠʭ ʨʽʰʝʥʴ. ʁʦʛʦ ʛʥʫʯʢʽʩʪʴ ʜʦʟʚʦʣʷʻ ʤʘʩʰʪʘʙʫʚʘʪʠ 

ʘʨʭʽʪʝʢʪʫʨʫ ʪʘ ʧʦʚʪʦʨʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʢʨʝʤʽ ʢʦʤʧʦʥʝʥʪʠ ʚ ʽʥʰʠʭ ʧʨʦʻʢʪʘʭ. 

ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʧʣʘʥʫʻʪʴʩʷ ʩʧʨʷʤʫʚʘʪʠ ʥʘ ʚʜʦʩʢʦʥʘʣʝʥʥʷ 

ʽʥʩʪʨʫʤʝʥʪʫ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ, ʨʦʟʰʠʨʝʥʥʷ ʙʘʟʠ ʟʥʘʥʴ ʧʨʦ ʤʝʪʘʤʦʜʝʣʽ, ʘ ʪʘʢʦʞ 

ʽʥʪʝʛʨʘʮʽʶ ʟ ʩʫʯʘʩʥʠʤʠ ʪʝʭʥʦʣʦʛʽʷʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ 

ʨʽʰʝʥʴ ʽ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʢʦʤʧʦʥʝʥʪʽʚ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɸʅɸʃɯɿ ɯʅʉʊʈʋʄɽʅʊɯɺ ʊɸ ɿɸʉʆɹɯɺ ʌʆʈʄɸʃɯɿɸʎɯɰ ɺʀʄʆɻ ʇʈʀ 

ʇʈʆɽʂʊʋɺɸʅʅɯ ʊɸ ʈʆɿʈʆɹʎɯ ʇʈʆɻʈɸʄʅʆɻʆ ɿɸɹɽɿʇɽʏɽʅʅʗ 
 

ʈʦʟʛʣʷʥʫʪʦ ʟʘʜʘʯʫ ʬʦʨʤʘʣʽʟʘʮʽʾ ʚʠʤʦʛ ʜʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʘ ʪʘʢʦʞ 

ʽʥʩʪʨʫʤʝʥʪʠ ʪʘ ʟʘʩʦʙʠ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʟʜʽʡʩʥʶʚʘʪʠ ʧʨʘʚʠʣʴʥʫ ʪʘ ʯʽʪʢʫ ʩʠʩʪʝʤʠ 

ʬʦʨʤʘʣʽʟʘʮʽʾ ʚʠʤʦʛ. ɿʜʽʡʩʥʝʥʦ ʘʥʘʣʽʟ ʽʥʩʪʨʫʤʝʥʪʽʚ ʪʘ ʟʘʩʦʙʽʚ ʩʠʩʪʝʤʠ ʬʦʨʤʘʣʽʟʘʮʽʾ ʚʠʤʦʛ. 

 

The article of formalizing software requirements is considered, as well as the tools and 

means that allow for the implementation of a correct and clear system of formalizing requirements. 

An analysis of the tools and means of the system of formalizing requirements is carried out. 

 

ʌʦʨʤʘʣʽʟʘʮʽʷ ʚʠʤʦʛ ʜʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ - ʮʝ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʡ 

ʝʪʘʧ ʫ ʞʠʪʪʻʚʦʤʫ ʮʠʢʣʽ ʨʦʟʨʦʙʢʠ, ʷʢʠʡ ʧʦʣʷʛʘʻ ʫ ʩʠʩʪʝʤʘʪʠʯʥʦʤʫ ʧʝʨʝʪʚʦʨʝʥʥʽ 

ʥʝʬʦʨʤʘʣʴʥʠʭ, ʯʘʩʪʦ ʥʝʦʜʥʦʟʥʘʯʥʠʭ ʧʦʪʨʝʙ ʟʘʤʦʚʥʠʢʘ ʥʘ ʯʽʪʢʽ, ʚʝʨʠʬʽʢʦʚʘʥʽ, 

ʫʟʛʦʜʞʝʥʽ ʪʘ ʧʦʚʥʽ ʪʝʭʥʽʯʥʽ ʩʧʝʮʠʬʽʢʘʮʽʾ. ʎʝ ʧʨʦʮʝʩ, ʱʦ ʧʝʨʝʚʦʜʠʪʴ ʨʦʟʧʣʠʚʯʘʩʪʽ 

ʽʜʝʾ ʪʘ ʦʯʽʢʫʚʘʥʥʷ ʚ ʪʦʯʥʫ, ʩʪʨʫʢʪʫʨʦʚʘʥʫ ʤʦʚʫ, ʷʢʘ ʤʦʞʝ ʙʫʪʠ ʟʨʦʟʫʤʽʣʘ ʪʘ 

ʚʠʢʦʨʠʩʪʘʥʘ ʷʢ ʨʦʟʨʦʙʥʠʢʘʤʠ ʜʣʷ ʢʦʜʫʚʘʥʥʷ, ʪʘʢ ʽ ʪʝʩʪʫʚʘʣʴʥʠʢʘʤʠ ʜʣʷ ʧʝʨʝʚʽʨʢʠ 

ʚʽʜʧʦʚʽʜʥʦʩʪʽ. 

ʆʩʥʦʚʥʝ ʟʘʚʜʘʥʥʷ ʧʦʣʷʛʘʻ ʚ ʫʩʫʥʝʥʥʽ ʜʚʦʟʥʘʯʥʦʩʪʽ, ʦʩʢʽʣʴʢʠ ʚʠʤʦʛʠ, 

ʚʠʨʘʞʝʥʽ ʧʨʠʨʦʜʥʦʶ ʤʦʚʦʶ, ʥʝʤʠʥʫʯʝ ʤʽʩʪʷʪʴ ʪʝʨʤʽʥʦʣʦʛʽʯʥʫ ʥʝʚʠʟʥʘʯʝʥʽʩʪʴ, 

ʧʨʦʛʘʣʠʥʠ ʚ ʣʦʛʽʮʽ ʪʘ ʩʫʧʝʨʝʯʥʦʩʪʽ. ʌʦʨʤʘʣʽʟʘʮʽʷ ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʪʦʜʠ, ʱʦ 

ʜʦʟʚʦʣʷʶʪʴ ʧʝʨʝʚʽʨʠʪʠ ʢʦʞʥʫ ʚʠʤʦʛʫ ʥʘ ʫʟʛʦʜʞʝʥʽʩʪʴ ʪʘ ʚʽʜʧʦʚʽʩʪʠ ʥʘ ʟʘʧʠʪʘʥʥʷ ʯʠ 

ʥʝ ʩʫʧʝʨʝʯʠʪʴ ʚʦʥʘ ʽʥʰʠʤ ʚʠʤʦʛʘʤ ʪʘ ʚʠʟʥʘʯʠʪʠ ʧʦʚʥʦʪʫ, ʪʦʙʪʦ ʯʠ ʦʧʠʩʘʥʦ ʚʩʽ 

ʥʝʦʙʭʽʜʥʽ ʬʫʥʢʮʽʾ. 

ʎʝʡ ʧʨʦʮʝʩ ʦʭʦʧʣʶʻ ʢʽʣʴʢʘ ʢʣʶʯʦʚʠʭ ʜʽʡ. ʉʧʦʯʘʪʢʫ ʧʨʦʚʦʜʠʪʴʩʷ ʜʝʪʘʣʴʥʠʡ 

ʘʥʘʣʽʟ ʟʽʙʨʘʥʠʭ ʚʠʤʦʛ ʜʣʷ ʾʭʥʴʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘ ʬʫʥʢʮʽʦʥʘʣʴʥʽ (ʱʦ ʩʠʩʪʝʤʘ 

ʧʦʚʠʥʥʘ ʨʦʙʠʪʠ) ʪʘ ʥʝʬʫʥʢʮʽʦʥʘʣʴʥʽ (ʷʢ ʩʠʩʪʝʤʘ ʧʦʚʠʥʥʘ ʧʨʘʮʶʚʘʪʠ, ʚʢʣʶʯʘʶʯʠ 

ʚʠʤʦʛʠ ʜʦ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ, ʙʝʟʧʝʢʠ ʪʘ ʥʘʜʽʡʥʦʩʪʽ). ʇʦʪʽʤ ʚʽʜʙʫʚʘʻʪʴʩʷ ʾʭʥʻ 

ʩʪʨʫʢʪʫʨʫʚʘʥʥʷ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʩʪʘʥʜʘʨʪʥʠʭ ʰʘʙʣʦʥʽʚ ʪʘ ʥʦʪʘʮʽʡ, ʪʘʢʠʭ ʷʢ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʮʝʥʘʨʽʾʚ (Use Cases) ʘʙʦ ʤʦʚʠ UML. ʅʘ ʮʴʦʤʫ ʝʪʘʧʽ ʚʠʤʦʛʠ 

ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʥʘ ʪʝʭʥʽʯʥʽ ʘʪʨʠʙʫʪʠ, ʢʦʣʠ ʢʦʞʥʘ ʬʫʥʢʮʽʦʥʘʣʴʥʘ ʚʠʤʦʛʘ ʧʦʚʠʥʥʘ 

ʤʘʪʠ ʫʥʽʢʘʣʴʥʠʡ ʽʜʝʥʪʠʬʽʢʘʪʦʨ, ʙʫʪʠ ʧʨʦʩʪʝʞʫʚʘʥʦʶ ʜʦ ʜʞʝʨʝʣʘ ʪʘ, ʱʦ 

ʥʘʡʚʘʞʣʠʚʽʰʝ, ʚʝʨʠʬʽʢʦʚʘʥʦʶ, ʪʦʙʪʦ ʧʦʚʠʥʥʘ ʽʩʥʫʚʘʪʠ ʤʦʞʣʠʚʽʩʪʴ ʨʦʟʨʦʙʠʪʠ ʪʝʩʪ, 

ʷʢʠʡ ʧʽʜʪʚʝʨʜʠʪʴ ʾʾ ʚʠʢʦʥʘʥʥʷ. 

ʂʽʥʮʝʚʠʤ ʨʝʟʫʣʴʪʘʪʦʤ ʬʦʨʤʘʣʽʟʘʮʽʾ ʻ ʩʪʚʦʨʝʥʥʷ ʜʦʢʫʤʝʥʪʫ ʩʧʝʮʠʬʽʢʘʮʽʾ 

ʚʠʤʦʛ ʜʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ (SRS), ʷʢʠʡ ʩʣʫʛʫʻ ʻʜʠʥʠʤ ʜʞʝʨʝʣʦʤ ʽʩʪʠʥʠ ʪʘ 
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ʢʦʥʪʨʘʢʪʦʤ ʤʽʞ ʟʘʤʦʚʥʠʢʦʤ ʽ ʢʦʤʘʥʜʦʶ ʨʦʟʨʦʙʢʠ. ɹʝʟ ʮʽʻʾ ʩʪʨʦʛʦʾ ʬʦʨʤʘʣʽʟʘʮʽʾ 

ʧʨʦʻʢʪ ʥʝʤʠʥʫʯʝ ʩʪʠʢʘʻʪʴʩʷ ʟʽ ʟʙʽʣʴʰʝʥʥʷʤ ʚʘʨʪʦʩʪʽ, ʟʘʪʨʠʤʢʘʤʠ ʪʘ 

ʥʝʚʽʜʧʦʚʽʜʥʽʩʪʶ ʢʽʥʮʝʚʦʛʦ ʧʨʦʜʫʢʪʫ ʧʦʯʘʪʢʦʚʠʤ ʦʯʽʢʫʚʘʥʥʷʤ. 

ɿʘʛʘʣʦʤ, ʜʦʩʣʽʜʥʠʢʠ ʚʠʜʽʣʷʶʪʴ ʜʝʢʽʣʴʢʘ ʽʥʩʪʨʫʤʝʥʪʽʚ ʽʟ ʜʦʩʪʫʧʥʽʩʪʶ ʧʦʟʘ 

ʤʝʞʘʤʠ ʧʨʦʝʢʪʽʚ. ʊʘʢʦʞ ʤʦʞʥʘ ʚʠʦʢʨʝʤʠʪʠ ʱʝ ʦʜʠʥ ʟʘʩʽʙ, ʱʦ ʜʦʩʪʫʧʥʠʡ ʷʢ 

ʯʘʩʪʠʥʘ ʥʘʙʦʨʫ ʽʥʩʪʨʫʤʝʥʪʽʚ COMPASS [1], ʷʢʠʡ ʩʧʨʦʱʫʻ ʬʦʨʤʘʣʴʥʫ ʩʧʝʮʠʬʽʢʘʮʽʶ 

ʚʠʤʦʛ ʫ ʢʦʥʪʝʢʩʪʽ ʤʦʜʝʣʝʡ AADL [2]. 

ʋ [3] ʜʦʩʣʽʜʥʠʢʠ ʧʨʝʜʩʪʘʚʠʣʠ ʽʥʩʪʨʫʤʝʥʪ ʧʽʜ ʥʘʟʚʦʶ DODT, ʨʦʟʨʦʙʣʝʥʠʡ ʫ 

ʨʘʤʢʘʭ ʧʨʦʝʢʪʫ CESAR [4], ʱʦ ʜʦʟʚʦʣʷʻ ʧʨʦʝʢʮʽʡʥʝ ʨʝʜʘʛʫʚʘʥʥʷ ʪʘ ʪʠʧʽʟʘʮʽʶ ʚʠʤʦʛ 

ʥʘ ʦʩʥʦʚʽ ʰʘʙʣʦʥʥʦʛʦ ʩʠʥʪʘʢʩʠʩʫ (Requirements Specification Language - RSL), 

ʘʪʨʠʙʫʪʥʦʾ ʦʥʪʦʣʦʛʽʾ ʪʘ ʧʨʝʜʤʝʪʥʦ-ʩʧʝʮʠʬʽʯʥʦʾ ʦʥʪʦʣʦʛʽʾ. ɹʫʣʠ ʨʝʘʣʽʟʦʚʘʥʽ 

ʧʝʨʝʚʽʨʢʠ ʚʘʣʽʜʘʮʽʾ ʥʘ ʦʩʥʦʚʽ ʦʥʪʦʣʦʛʽʡ, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʚʠʷʚʣʷʪʠ ʩʫʧʝʨʝʯʥʦʩʪʽ 

ʰʣʷʭʦʤ ʧʦʧʘʨʥʦʛʦ ʧʦʨʽʚʥʷʥʥʷ ʚʠʤʦʛ, ʽʤʝʥʥʠʢʽʚ, ʷʢʽ ʥʝ ʚʠʟʥʘʯʝʥʽ ʚ ʦʥʪʦʣʦʛʽʾ ʪʦʱʦ. 

ʍʦʯʘ DODT ʥʝ ʨʝʘʣʽʟʫʻ ʪʦʯʥʦʛʦ ʟʚ'ʷʟʢʫ ʰʘʙʣʦʥʽʚ ʟʽ ʰʘʙʣʦʥʘʤʠ ʚʣʘʩʪʠʚʦʩʪʝʡ, ʦʜʥʘʢ 

ʘʚʪʦʨʘʤʠ ʥʘʜʘʶʪʴʩʷ ʧʨʦʧʦʟʠʮʽʾ ʱʦʜʦ ʰʘʙʣʦʥʽʚ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʧʨʠʜʘʪʥʠʤʠ ʜʣʷ 

ʦʧʠʩʫ ʟʘʜʘʥʦʾ ʚʠʤʦʛʠ. 

ɯʥʩʪʨʫʤʝʥʪ EARS-CTRL [5] ʙʫʚ ʚʚʝʜʝʥʠʡ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʰʣʷʭʦʤ 

ʧʦʙʫʜʦʚʠ ʢʦʨʝʢʪʥʦʩʪʽ ʚʠʤʦʛ, ʥʘʧʠʩʘʥʠʭ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʰʘʙʣʦʥʽʚ Easy Approach to 

Requirements Syntax (EARS). ɯʥʩʪʨʫʤʝʥʪ ʧʝʨʝʚʽʨʷʻ, ʯʠ ʤʦʞʥʘ ʩʠʥʪʝʟʫʚʘʪʠ 

ʢʦʥʪʨʦʣʝʨ ʟ ʥʘʙʦʨʫ ʚʠʤʦʛ. ʗʢʱʦ ʢʦʥʪʨʦʣʝʨ ʥʝʤʦʞʣʠʚʦ ʩʠʥʪʝʟʫʚʘʪʠ, ʪʦ ̔ʩʥʫʶʪʴ 

ʢʦʥʬʣʽʢʪʫʶʯʽ ʚʠʤʦʛʠ. EARS-CTRL ʜʦʟʚʦʣʷʻ ʨʝʜʘʛʫʚʘʪʠ ʧʨʦʝʢʮʽʡʥʽ ʚʠʤʦʛʠ ʥʘ 

ʦʩʥʦʚʽ ʛʣʦʩʘʨʽʶ, ʚʠʟʥʘʯʝʥʦʛʦ ʜʣʷ ʦʙʣʘʩʪʽ ʩʠʥʪʝʟʫ ʢʦʥʪʨʦʣʝʨʽʚ. ɺʠʤʦʛʠ ʘʥʘʣʽʟʫʶʪʴʩʷ 

ʷʢ ʬʦʨʤʫʣʠ LTL. ɽʬʝʢʪʠʚʥʽʩʪʴ ʘʥʘʣʽʟʫ ʟʘʣʝʞʠʪʴ ʚʽʜ ʚʠʟʥʘʯʝʥʦʾ ʢʦʨʠʩʪʫʚʘʯʝʤ 

ʩʝʤʘʥʪʠʯʥʦʾ ʽʥʬʦʨʤʘʮʽʾ (ʥʘʧʨʠʢʣʘʜ, ʧʨʦʩʪʠʭ ʧʨʝʜʠʢʘʪʽʚ) ʜʣʷ ʟʘʜʘʥʦʛʦ ʛʣʦʩʘʨʽʶ.  

ɯʥʩʪʨʫʤʝʥʪ RERD [6] ʧʽʜʪʨʠʤʫʻ ʩʧʝʮʠʬʽʢʘʮʽʶ ʚʠʤʦʛ ʪʘ ʚʠʚʝʜʝʥʥʷ 

ʚʣʘʩʪʠʚʦʩʪʝʡ ʥʘ ʦʩʥʦʚʽ ʰʘʙʣʦʥʽʚ ʪʘ ʰʘʙʣʦʥʽʚ ʚʣʘʩʪʠʚʦʩʪʝʡ, ʘ ʪʘʢʦʞ ʧʦʩʪʫʧʦʚʝ 

ʢʦʥʩʪʨʫʶʚʘʥʥʷ ʩʠʩʪʝʤ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʧʦʭʽʜʥʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʽʜʭʦʜʫ 

ʧʨʦʝʢʪʫʚʘʥʥʷ çʟʥʠʟʫ ʚʛʦʨʫè. ʇʽʜ ʯʘʩ ʨʝʜʘʛʫʚʘʥʥʷ ʚʠʤʦʛ ʢʦʨʠʩʪʫʚʘʯ ʚʟʘʻʤʦʜʽʻ ʟ 

ʙʘʟʦʚʠʤʠ ʦʥʪʦʣʦʛʽʷʤʠ, ʟʘʧʠʪʫʶʯʠ ʾʭ ʪʘ ʦʪʨʠʤʫʶʯʠ ʜʦʩʪʫʧ ʜʦ ʝʢʟʝʤʧʣʷʨʽʚ ʾʭʥʽʭ 

ʢʣʘʩʽʚ ʜʣʷ ʧʦʰʫʢʫ ʚʽʜʧʦʚʽʜʥʠʭ ʪʝʨʤʽʥʽʚ. ʊʘʢʠʤ ʯʠʥʦʤ, ʩʣʦʚʥʠʢ ʰʘʙʣʦʥʥʠʭ 

ʘʪʨʠʙʫʪʽʚ ʦʙʤʝʞʝʥʠʡ ʪʝʨʤʽʥʘʤʠ, ʷʢʽ ʤʦʞʥʘ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʚ ʨʘʤʢʘʭ ʧʨʝʜʤʝʪʥʦ-

ʩʧʝʮʠʬʽʯʥʠʭ ʦʥʪʦʣʦʛʽʡ ʪʘ ʦʥʪʦʣʦʛʽʡ, ʩʧʝʮʠʬʽʯʥʠʭ ʜʣʷ ʧʨʦʝʢʪʦʚʘʥʦʾ ʩʠʩʪʝʤʠ. 

ɿʚ'ʷʟʢʠ ʰʘʙʣʦʥʥʠʭ ʘʪʨʠʙʫʪʽʚ ʚʽʜʽʛʨʘʶʪʴ ʢʣʶʯʦʚʫ ʨʦʣʴ ʫ ʩʝʤʘʥʪʠʯʥʦʤʫ ʘʥʘʣʽʟʽ ʪʘ 

ʚʠʚʝʜʝʥʥʽ ʚʣʘʩʪʠʚʦʩʪʝʡ, ʜʝ ʢʦʞʝʥ ʰʘʙʣʦʥ ʧʦʚ'ʷʟʘʥʠʡ ʽʟ ʟʘʟʜʘʣʝʛʽʜʴ ʚʠʟʥʘʯʝʥʠʤʠ 

ʰʘʙʣʦʥʘʤʠ ʚʣʘʩʪʠʚʦʩʪʝʡ, ʷʢʽ ʤʦʞʫʪʴ ʬʦʨʤʘʣʴʥʦ ʡʦʛʦ ʬʽʢʩʫʚʘʪʠ. ɼʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʜʦʪʨʠʤʘʥʥʷ ʚʣʘʩʪʠʚʦʩʪʝʡ ʢʦʨʠʩʪʫʚʘʯ ʤʦʞʝ ʚʠʙʨʘʪʠ ʦʜʠʥ ʽʟ ʜʦʩʪʫʧʥʠʭ ʰʘʙʣʦʥʽʚ 

ʘʨʭʽʪʝʢʪʫʨʠ ʪʘ ʧʘʨʘʤʝʪʨʠʟʫʚʘʪʠ ʾʭ, ʚʠʙʠʨʘʶʯʠ ʢʦʤʧʦʥʝʥʪʠ ʟ ʧʦʩʪʫʧʦʚʦ ʧʦʙʫʜʦʚʘʥʦʾ 

ʤʦʜʝʣʽ ʩʠʩʪʝʤʠ. ʇʦʪʽʤ ʥʝʦʙʭʽʜʥʦ ʧʝʨʝʚʽʨʠʪʠ ʚʽʜʩʫʪʥʽʩʪʴ ʚʟʘʻʤʦʙʣʦʢʫʚʘʥʴ ʫ 

ʨʝʟʫʣʴʪʫʶʯʽʡ ʤʦʜʝʣʽ, ʱʦ ʧʨʦʧʦʥʫʻʪʴʩʷ ʟʨʦʙʠʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʨʝʮʽʘʣʴʥʦʛʦ 

ʽʥʩʪʨʫʤʝʥʪʫ D-Finder. ɼʣʷ ʚʣʘʩʪʠʚʦʩʪʝʡ, ʷʢʽ ʥʝʤʦʞʣʠʚʦ ʟʘʙʝʟʧʝʯʠʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʽʩʥʫʶʯʠʭ ʰʘʙʣʦʥʽʚ ʘʨʭʽʪʝʢʪʫʨʠ, ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʜʦʚʝʜʝʪʴʩʷ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʟʦʚʥʽʰʥʽ ʽʥʩʪʨʫʤʝʥʪʠ, ʪʘʢʽ ʷʢ ʧʝʨʝʚʽʨʢʘ ʤʦʜʝʣʝʡ.  
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ʑʦʜʦ ʧʽʜʭʦʜʫ ʥʘ ʦʩʥʦʚʽ COMPASS, ʫ [1] ʜʦʩʣʽʜʥʠʢʠ ʧʨʝʜʩʪʘʚʠʣʠ ʽʥʰʠʡ 

ʧʽʜʭʽʜ, ʟʛʽʜʥʦ ʟ ʷʢʠʤ ʬʦʨʤʘʣʴʥʽ ʚʣʘʩʪʠʚʦʩʪʽ ʥʝ ʩʪʚʦʨʶʶʪʴʩʷ ʟ ʰʘʙʣʦʥʽʚ ʰʣʷʭʦʤ 

ʟʘʤʽʥʠ ʾʭʥʽʭ ʟʘʧʦʚʥʶʚʘʯʽʚ ʩʪʘʥʘʤʠ/ʧʦʜʽʷʤʠ, ʧʦʚ'ʷʟʘʥʠʤʠ ʟ ʘʪʨʠʙʫʪʘʤʠ, 

ʚʠʟʥʘʯʝʥʠʤʠ ʰʘʙʣʦʥʦʤ, ʘ ʰʣʷʭʦʤ ʧʨʠʩʚʦʻʥʥʷ ʟʥʘʯʝʥʴ ʘʪʨʠʙʫʪʘʤ ʩʠʩʪʝʤʥʦʾ ʤʦʜʝʣʽ. 

ɹʽʣʴʰ ʢʦʥʢʨʝʪʥʦ, ʙʫʣʦ ʚʚʝʜʝʥʦ ʥʘʙʽʨ ʚʣʘʩʪʠʚʦʩʪʝʡ, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʧʦʚ'ʷʟʫʚʘʪʠ 

ʟʥʘʯʝʥʥʷ ʟ ʧʝʚʥʠʤʠ ʝʣʝʤʝʥʪʘʤʠ ʤʦʜʝʣʽ AADL.  

ʌʦʨʤʘʣʴʥʘ ʩʝʤʘʥʪʠʢʘ ʩʠʩʪʝʤʥʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡ ʩʧʠʨʘʻʪʴʩʷ ʥʘ ʧʦʚʝʜʽʥʢʦʚʫ 

ʩʝʤʘʥʪʠʢʫ ʤʦʚʠ SLIM, ʪʦʜʽ ʷʢ ʣʦʛʽʢʘ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ 

ʙʽʣɹh ʦʩʪʽ ʟ ʥʠʭ, ʻ ʚʘʨʽʘʥʪʦʤ ʤʝʪʨʠʯʥʦʾ ʯʘʩʦʚʦʾ ʣʦʛʽʢʠ (MTL). ʍʦʯʘ ʪʘʢʩʦʥʦʤʽʷ 

ʬʦʨʤʘʣʴʥʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡ ʧʦʨʽʚʥʷʥʦ ʦʙʤʝʞʝʥʘ ʫ ʚʠʨʘʟʥʦʩʪʽ, ʚʦʥʘ ʧʦʚʥʽʩʪʶ ʫʩʫʚʘʻ 

ʥʝʦʙʭʽʜʥʽʩʪʴ ʚʠʙʦʨʫ ʰʘʙʣʦʥʫ ʪʘ ʚʠʥʘʭʦʜʞʝʥʥʷ ʝʢʟʝʤʧʣʷʨʘ. ʌʦʨʤʘʣʴʥʽ ʚʣʘʩʪʠʚʦʩʪʽ 

ʤʦʞʥʘ ʘʥʘʣʽʟʫʚʘʪʠ ʥʘ ʫʟʛʦʜʞʝʥʽʩʪʴ ʤʽʞ ʨʽʟʥʠʤʠ ʨʽʚʥʷʤʠ ʘʙʩʪʨʘʢʮʽʾ ʩʠʩʪʝʤʥʦʾ 

ʤʦʜʝʣʽ ʘʙʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʷʢ ʧʨʠʧʫʱʝʥʥʷ ʯʠ ʛʘʨʘʥʪʽʾ ʢʦʤʧʦʥʝʥʪʽʚ ʜʣʷ 

ʧʨʦʝʢʪʫʚʘʥʥʷ ʥʘ ʦʩʥʦʚʽ ʢʦʥʪʨʘʢʪʽʚ. ɼʣʷ ʦʩʪʘʥʥʴʦʾ ʤʝʪʠ COMPASS ʚʠʤʘʛʘʻ 

ʜʦʜʘʪʢʦʚʦʾ ʩʧʝʮʠʬʽʢʘʮʽʾ ʫʪʦʯʥʝʥʥʷ ʢʦʥʪʨʘʢʪʫ, ʷʢʝ ʧʦʚ'ʷʟʫʻ ʢʦʥʪʨʘʢʪ ʟ ʡʦʛʦ 

ʧʽʜʢʦʤʧʦʥʝʥʪʽʚ. ʎʝ ʜʦʟʚʦʣʷʻ ʚʠʢʦʥʫʚʘʪʠ ʨʽʟʥʽ ʘʥʘʣʽʟʠ, ʪʘʢʽ ʷʢ ʫʟʛʦʜʞʝʥʽʩʪʴ ʘʙʦ 

ʥʘʩʣʽʜʢʠ ʜʣʷ ʙʫʜʴ-ʷʢʦʾ ʧʽʜʤʥʦʞʠʥʠ ʚʣʘʩʪʠʚʦʩʪʝʡ ʢʦʥʪʨʘʢʪʫ, ʱʦʙ ʧʝʨʝʚʽʨʠʪʠ 

ʧʨʘʚʠʣʴʥʽʩʪʴ ʫʪʦʯʥʝʥʴ ʢʦʥʪʨʘʢʪʫ, ʘ ʪʘʢʦʞ ʟʚʫʟʠʪʠ ʢʦʥʪʨʘʢʪ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ 

ʫʪʦʯʥʝʥʥʷ ʟʘʣʠʰʘʣʦʩʷ ʯʠʥʥʠʤ. 

ʆʪʞʝ, ʩʧʝʮʠʬʽʢʘʮʽʷ ʚʠʤʦʛ ʤʦʞʝ ʙʘʟʫʚʘʪʠʩʷ ʥʘ ʦʥʪʦʣʦʛʽʷʭ ʧʨʝʜʤʝʪʥʦʾ 

ʦʙʣʘʩʪʽ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʚʽʜʩʫʪʥʴʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʫʩʫʥʝʥʥʷ 

ʥʝʚʽʜʧʦʚʽʜʥʦʩʪʝʡ ʽ ʚʠʧʘʜʢʽʚ ʥʝʜʦʩʪʘʪʥʴʦʾ ʩʧʝʮʠʬʽʢʘʮʽʾ. ɺʠʚʝʜʝʥʥʷ ʚʣʘʩʪʠʚʦʩʪʝʡ 

ʟʘʣʝʞʠʪʴ ʚʽʜ ʬʦʨʤʘʣʴʥʦʾ ʤʦʜʝʣʽ ʩʠʩʪʝʤʠ, ʷʢʘ ʤʦʞʝ ʙʫʪʠ ʧʦʩʪʫʧʦʚʦ ʧʦʙʫʜʦʚʘʥʘ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʢʦʤʧʦʥʝʥʪʥʦʛʦ ʧʨʦʮʝʩʫ ʧʨʦʝʢʪʫʚʘʥʥʷ. 
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1
 ʅʦʚʦʣʘʙʫʥʩʴʢʠʡ ʣʽʮʝʡ ʇʦʣʦʥʩʴʢʦʾ ʤʽʩʴʢʦʾ ʨʘʜʠ  

2
 ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɯʅʊɽʃɽʂʊʋɸʃʔʅɸ ʉʀʉʊɽʄɸ ɼɯɸɻʅʆʉʊʋɺɸʅʅʗ ʍɺʆʈʆɹ ʃʀʉʊʗ 

ʊʆʄɸʊɸ ɿɸ ʅɽʁʈʆʄɽʈɽɾɽɺʀʄ ɸʅɸʃɯɿʆʄ ʌʆʊʆɿʆɹʈɸɾɽʅʔ 
 

ʈʦʙʦʪʘ ʧʨʠʩʚʷʯʝʥʘ ʩʪʚʦʨʝʥʥʶ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʜʣʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʭʚʦʨʦʙ ʣʠʩʪʷ ʪʦʤʘʪʫ ʟʘ ʟʦʙʨʘʞʝʥʥʷʤʠ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʛʣʠʙʦʢʠʭ ʥʝʡʨʦʥʥʠʭ 

ʤʝʨʝʞ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʧʽʜʚʠʱʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʜʽʘʛʥʦʩʪʠʢʠ ʨʦʩʣʠʥ ʧʦʨʽʚʥʷʥʦ ʟ 

ʪʨʘʜʠʮʽʡʥʠʤʠ ʤʝʪʦʜʘʤʠ, ʱʦ ʧʦʪʨʝʙʫʶʪʴ ʟʥʘʯʥʦʛʦ ʯʘʩʫ ʪʘ ʝʢʩʧʝʨʪʥʠʭ ʟʥʘʥʴ, ʽ ʻ 

ʘʢʪʫʘʣʴʥʠʤ ʥʘʧʨʷʤʦʤ ʨʦʟʚʠʪʢʫ ʘʛʨʘʨʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ. 

 

The paper is devoted to the creation of information technology for automated detection of 

tomato leaf diseases based on images using deep neural networks. The proposed approach 

increases the efficiency of plant diagnostics compared to traditional methods, which require 

considerable time and expert knowledge, and is a relevant direction for the development of 

agricultural information systems. 

 

ʉʽʣʴʩʴʢʝ ʛʦʩʧʦʜʘʨʩʪʚʦ, ʟʦʢʨʝʤʘ ʦʚʦʯʽʚʥʠʮʪʚʦ, ʤʘʻ ʢʣʶʯʦʚʝ ʟʥʘʯʝʥʥʷ ʜʣʷ 

ʧʨʦʜʦʚʦʣʴʯʦʾ ʙʝʟʧʝʢʠ, ʝʢʦʥʦʤʽʯʥʦʛʦ ʨʦʟʚʠʪʢʫ ʨʝʛʽʦʥʽʚ ʪʘ ʝʢʩʧʦʨʪʫ ʙʘʛʘʪʴʦʭ  

ʢʨʘʾʥ [1]. ʊʦʤʘʪ ʻ ʦʜʥʽʻʶ ʟ ʥʘʡʤʘʩʦʚʽʰʠʭ ʦʚʦʯʝʚʠʭ ʢʫʣʴʪʫʨ, ʱʦ ʚʠʨʦʱʫʻʪʴʩʷ ʜʣʷ 

ʩʚʽʞʦʛʦ ʩʧʦʞʠʚʘʥʥʷ ʪʘ ʧʨʦʤʠʩʣʦʚʦʾ ʧʝʨʝʨʦʙʢʠ [2, 3]. 

ɺʦʜʥʦʯʘʩ ʫʨʦʞʘʡ ʪʦʤʘʪʽʚ ʩʫʪʪʻʚʦ ʟʥʠʞʫʻʪʴʩʷ ʯʝʨʝʟ ʯʠʩʣʝʥʥʽ ʭʚʦʨʦʙʠ 

ʛʨʠʙʢʦʚʦʾ, ʙʘʢʪʝʨʽʘʣʴʥʦʾ ʪʘ ʚʽʨʫʩʥʦʾ ʧʨʠʨʦʜʠ, ʷʢʽ ʚʨʘʞʘʶʪʴ ʣʠʩʪʷ, ʩʪʝʙʣʘ ʪʘ ʧʣʦʜʠ. 

ʋ ʙʘʛʘʪʴʦʭ ʚʠʧʘʜʢʘʭ ʚʪʨʘʪʠ ʤʦʞʫʪʴ ʜʦʩʷʛʘʪʠ ʟʥʘʯʥʠʭ ʤʘʩʰʪʘʙʽʚ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʧʦʛʽʨʰʝʥʥʷ ʷʢʦʩʪʽ ʧʨʦʜʫʢʮʽʾ ʪʘ ʟʙʽʣʴʰʝʥʥʷ ʚʠʪʨʘʪ ʥʘ ʾʾ ʟʘʭʠʩʪ [4]. 

ʆʩʦʙʣʠʚʦʾ ʘʢʪʫʘʣʴʥʦʩʪʽ ʮʷ ʧʨʦʙʣʝʤʘ ʥʘʙʫʚʘʻ ʚ ʋʢʨʘʾʥʽ, ʜʝ ʯʝʨʝʟ ʟʤʽʥʠ ʫʤʦʚ 

ʚʠʨʦʙʥʠʮʪʚʘ, ʣʦʛʽʩʪʠʢʠ ʪʘ ʜʦʩʪʫʧʥʦʩʪʽ ʟʝʤʝʣʴ ʥʝʦʙʭʽʜʥʦ ʧʽʜʚʠʱʫʚʘʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ 

ʚʠʨʦʱʫʚʘʥʥʷ ʢʫʣʴʪʫʨ ʫ ʥʦʚʠʭ ʨʝʛʽʦʥʘʭ. ʎʝ ʚʠʤʘʛʘʻ ʩʫʯʘʩʥʠʭ ʨʽʰʝʥʴ ʜʣʷ 

ʤʦʥʽʪʦʨʠʥʛʫ ʩʪʘʥʫ ʧʦʩʽʚʽʚ ʽ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʨʘʪʘʤ. 

ʈʦʟʚʠʪʦʢ ʮʠʬʨʦʚʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ [5] ʪʘ ʰʪʫʯʥʦʛʦ 

ʽʥʪʝʣʝʢʪʫ [6] ʚʽʜʢʨʠʚʘʻ ʷʢʽʩʥʦ ʥʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ ʘʛʨʦʩʝʢʪʦʨʫ. ɯʥʪʝʣʝʢʪʫʘʣʴʥʽ 

ʩʠʩʪʝʤʠ ʤʦʞʫʪʴ ʟʜʽʡʩʥʶʚʘʪʠ ʤʦʥʽʪʦʨʠʥʛ ʩʪʘʥʫ ʨʦʩʣʠʥ, ʩʚʦʻʯʘʩʥʦ ʚʠʷʚʣʷʪʠ ʦʟʥʘʢʠ 

ʟʘʭʚʦʨʶʚʘʥʴ ʽ ʜʦʧʦʤʘʛʘʪʠ ʘʛʨʘʨʽʷʤ ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʟʘʛʨʦʟʠ. 

ɸʚʪʦʤʘʪʠʟʦʚʘʥʘ ʜʽʘʛʥʦʩʪʠʢʘ ʭʚʦʨʦʙ ʣʠʩʪʷ ʪʦʤʘʪʫ ʥʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ 

ʟʦʙʨʘʞʝʥʴ ʩʧʨʠʷʻ ʧʽʜʚʠʱʝʥʥʶ ʪʦʯʥʦʩʪʽ ʢʦʥʪʨʦʣʶ, ʟʤʝʥʰʝʥʥʶ ʣʶʜʩʴʢʦʛʦ ʚʧʣʠʚʫ, 

ʝʢʦʥʦʤʽʾ ʨʝʩʫʨʩʽʚ ʽ ʧʝʨʝʭʦʜʫ ʜʦ ʧʨʠʥʮʠʧʽʚ ʪʦʯʥʦʛʦ ʟʝʤʣʝʨʦʙʩʪʚʘ. ʎʝ ʨʦʙʠʪʴ 
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ʚʧʨʦʚʘʜʞʝʥʥʷ ʪʘʢʠʭ ʪʝʭʥʦʣʦʛʽʡ ʚʘʞʣʠʚʠʤ ʢʨʦʢʦʤ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʘʣʦʛʦ 

ʨʦʟʚʠʪʢʫ ʦʚʦʯʽʚʥʠʮʪʚʘ. 

ʅʝʡʨʦʥʥʽ ʤʝʨʝʞʽ ʻ ʢʣʶʯʦʚʦʶ ʪʝʭʥʦʣʦʛʽʻʶ ʩʫʯʘʩʥʦʛʦ ʰʪʫʯʥʦʛʦ  

ʽʥʪʝʣʝʢʪʫ [7], ʦʩʢʽʣʴʢʠ ʟʜʘʪʥʽ ʥʘʚʯʘʪʠʩʷ ʪʘ ʨʦʙʠʪʠ ʚʠʩʥʦʚʢʠ ʥʘ ʦʩʥʦʚʽ ʜʘʥʠʭ, 

ʤʦʜʝʣʶʶʯʠ ʨʦʙʦʪʫ ʙʽʦʣʦʛʽʯʥʠʭ ʥʝʡʨʦʥʽʚ [8]. ɰʭʥʷ ʝʬʝʢʪʠʚʥʽʩʪʴ ʟʫʤʦʚʣʝʥʘ 

ʤʦʞʣʠʚʽʩʪʶ ʘʜʘʧʪʫʚʘʪʠ ʚʘʛʠ ʤʽʞ ʟʚôʷʟʢʘʤʠ ʜʣʷ ʤʽʥʽʤʽʟʘʮʽʾ ʧʦʭʠʙʢʠ ʧʽʜ ʯʘʩ 

ʥʘʚʯʘʥʥʷ. ɯʩʪʦʨʠʯʥʠʡ ʨʦʟʚʠʪʦʢ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʧʽʜʭʦʜʽʚ ʧʨʠʚʽʚ ʜʦ ʧʦʷʚʠ ʛʣʠʙʦʢʦʛʦ 

ʥʘʚʯʘʥʥʷ [9], ʷʢʝ ʜʦʟʚʦʣʠʣʦ ʤʦʜʝʣʶʚʘʪʠ ʩʢʣʘʜʥʽ ʥʝʣʽʥʽʡʥʽ ʟʘʣʝʞʥʦʩʪʽ ʪʘ ʩʪʘʣʦ 

ʦʩʥʦʚʦʶ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ. 

ʋ ʘʛʨʘʨʥʦʤʫ ʩʝʢʪʦʨʽ ʛʣʠʙʦʢʽ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ ʰʠʨʦʢʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʜʣʷ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʩʪʘʥʫ ʨʦʩʣʠʥ, ʚʠʷʚʣʝʥʥʷ ʰʢʽʜʥʠʢʽʚ ʽ ʜʽʘʛʥʦʩʪʠʢʠ ʟʘʭʚʦʨʶʚʘʥʴ ʟʘ 

ʟʦʙʨʘʞʝʥʥʷʤʠ ʣʠʩʪʷ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʢʣʘʩʠʯʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʷʢʽ 

ʧʦʪʨʝʙʫʶʪʴ ʨʫʯʥʦʛʦ ʚʠʜʽʣʝʥʥʷ ʦʟʥʘʢ, ʩʫʯʘʩʥʽ CNN-ʘʨʭʽʪʝʢʪʫʨʠ ʩʘʤʦʩʪʽʡʥʦ 

ʚʠʣʫʯʘʶʪʴ ʨʝʣʝʚʘʥʪʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ [10], ʱʦ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʫ ʩʢʣʘʜʥʠʭ 

ʧʦʣʴʦʚʠʭ ʫʤʦʚʘʭ. ɸʨʭʽʪʝʢʪʫʨʠ AlexNet, VGG, ResNet, Inception, DenseNet ʽ 

MobileNet ʧʽʜʪʚʝʨʜʠʣʠ ʩʚʦʶ ʨʝʟʫʣʴʪʘʪʠʚʥʽʩʪʴ ʫ ʟʘʜʘʯʘʭ ʚʠʟʥʘʯʝʥʥʷ ʭʚʦʨʦʙ ʨʽʟʥʠʭ 

ʢʫʣʴʪʫʨ, ʚʢʣʶʯʥʦ ʟ ʪʦʤʘʪʘʤʠ. 

ʇʘʨʘʣʝʣʴʥʦ ʨʦʟʚʠʚʘʶʪʴʩʷ ʪʨʘʥʩʬʦʨʤʝʨʥʽ ʤʦʜʝʣʽ, ʩʝʨʝʜ ʷʢʠʭ Vision 

Transformer (ViT) ʻ ʦʜʥʠʤ ʽʟ ʥʘʡʧʝʨʩʧʝʢʪʠʚʥʽʰʠʭ ʨʽʰʝʥʴ ʜʣʷ ʘʥʘʣʽʟʫ ʟʦʙʨʘʞʝʥʴ. 

ɿʘʚʜʷʢʠ ʤʝʭʘʥʽʟʤʫ self-attention ViT ʟʜʘʪʥʘ ʚʨʘʭʦʚʫʚʘʪʠ ʛʣʦʙʘʣʴʥʽ ʧʨʦʩʪʦʨʦʚʽ 

ʚʟʘʻʤʦʟʚôʷʟʢʠ ʤʽʞ ʯʘʩʪʠʥʘʤʠ ʟʦʙʨʘʞʝʥʥʷ ʪʘ ʝʬʝʢʪʠʚʥʦ ʨʦʟʧʽʟʥʘʚʘʪʠ ʦʟʥʘʢʠ, ʷʢʽ 

ʧʨʦʷʚʣʷʶʪʴʩʷ ʥʝʨʽʚʥʦʤʽʨʥʦ ʥʘ ʧʦʚʝʨʭʥʽ ʣʠʩʪʢʘ. ɼʣʷ ʧʦʨʽʚʥʷʥʥʷ ʟ ʥʠʤ ʜʦʮʽʣʴʥʠʤ ʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʣʝʛʢʠʭ ʟʛʦʨʪʢʦʚʠʭ ʤʦʜʝʣʝʡ, ʪʘʢʠʭ ʷʢ MobileNetV2, ʦʧʪʠʤʽʟʦʚʘʥʠʭ ʜʣʷ 

ʧʨʠʩʪʨʦʾʚ ʽʟ ʦʙʤʝʞʝʥʠʤʠ ʨʝʩʫʨʩʘʤʠ [11]. 

ɯʥʪʝʛʨʘʮʽʷ ʪʘʢʠʭ ʤʦʜʝʣʝʡ ʽʟ ʙʝʟʧʽʣʦʪʥʠʤʠ ʧʣʘʪʬʦʨʤʘʤʠ, ʧʦʣʴʦʚʠʤʠ 

ʨʦʙʦʪʘʤʠ ʡ ʤʦʙʽʣʴʥʠʤʠ ʟʘʩʪʦʩʫʥʢʘʤʠ ʩʧʨʠʷʻ ʨʦʟʚʠʪʢʫ ʪʦʯʥʦʛʦ ʟʝʤʣʝʨʦʙʩʪʚʘ, ʜʝ 

ʨʽʰʝʥʥʷ ʧʨʠʡʤʘʶʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʜʘʥʠʭ. ʎʝ ʜʦʟʚʦʣʷʻ ʟʤʝʥʰʠʪʠ ʚʪʨʘʪʠ ʚʨʦʞʘʶ, 

ʦʧʪʠʤʽʟʫʚʘʪʠ ʚʠʪʨʘʪʠ ʪʘ ʟʘʙʝʟʧʝʯʠʪʠ ʩʚʦʻʯʘʩʥʫ ʜʽʘʛʥʦʩʪʠʢʫ ʟʘʭʚʦʨʶʚʘʥʴ, 

ʧʽʜʚʠʱʫʶʯʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʽ ʩʪʘʣʠʡ ʨʦʟʚʠʪʦʢ ʘʛʨʦʚʠʨʦʙʥʠʮʪʚʘ, ʟʦʢʨʝʤʘ ʚ ʋʢʨʘʾʥʽ. 

ɼʣʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʭʚʦʨʦʙ ʣʠʩʪʷ ʪʦʤʘʪʽʚ ʚʘʞʣʠʚʦ 

ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʭʘʨʘʢʪʝʨʥʽ ʚʽʟʫʘʣʴʥʽ ʦʟʥʘʢʠ, ʱʦ ʩʚʽʜʯʘʪʴ ʧʨʦ ʨʦʟʚʠʪʦʢ ʧʘʪʦʣʦʛʽʯʥʠʭ 

ʧʨʦʮʝʩʽʚ ʫ ʨʦʩʣʠʥʽ. ʗʢ ʧʨʘʚʠʣʦ, ʩʠʤʧʪʦʤʠ ʧʨʦʷʚʣʷʶʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʟʤʽʥʠ ʢʦʣʴʦʨʫ, 

ʧʦʷʚʠ ʧʣʷʤ, ʧʦʨʫʰʝʥʥʷ ʩʪʨʫʢʪʫʨʠ ʘʙʦ ʜʝʬʦʨʤʘʮʽʾ ʣʠʩʪʢʦʚʦʾ ʧʦʚʝʨʭʥʽ. ɼʣʷ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘʢʠʭ ʟʦʙʨʘʞʝʥʴ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʘ ʤʦʜʝʣʴ 

ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ, ʟʜʘʪʥʘ ʘʥʘʣʽʟʫʚʘʪʠ ʪʘ ʨʦʟʧʽʟʥʘʚʘʪʠ ʟʘʟʥʘʯʝʥʽ ʦʩʦʙʣʠʚʦʩʪʽ. 

ɿʘʛʘʣʴʥʫ ʩʭʝʤʫ ʧʽʜʭʦʜʫ ʜʦ ʚʠʟʥʘʯʝʥʥʷ ʟʘʭʚʦʨʶʚʘʥʴ ʣʠʩʪʷ ʪʦʤʘʪʫ ʧʦʜʘʥʦ ʥʘ 

ʨʠʩʫʥʢʫ 1. 

ɺʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʻ ʟʦʙʨʘʞʝʥʥʷ ʣʠʩʪʷ ʪʦʤʘʪʽʚ ʽʟ ʨʽʟʥʠʤʠ ʪʠʧʘʤʠ 

ʟʘʭʚʦʨʶʚʘʥʴ ʽ ʟʜʦʨʦʚʽ ʟʨʘʟʢʠ. ʇʝʨʝʜ ʘʥʘʣʽʟʦʤ ʟʦʙʨʘʞʝʥʥʷ ʧʨʦʭʦʜʷʪʴ ʩʪʘʥʜʘʨʪʥʫ 

ʧʦʧʝʨʝʜʥʶ ʦʙʨʦʙʢʫ: ʤʘʩʰʪʘʙʫʚʘʥʥʷ, ʥʦʨʤʘʣʽʟʘʮʽʶ ʪʘ ʬʽʣʴʪʨʘʮʽʶ ʰʫʤʽʚ. ɼʘʣʽ ʜʘʥʽ 
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ʧʦʜʘʶʪʴʩʷ ʫ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʽ ʤʦʜʝʣʽ ViT-B/12 ʽ MobileNetV2, ʷʢʽ ʘʚʪʦʤʘʪʠʯʥʦ 

ʚʠʜʽʣʷʶʪʴ ʦʟʥʘʢʠ ʪʘ ʚʠʟʥʘʯʘʶʪʴ ʢʣʘʩ ʟʘʭʚʦʨʶʚʘʥʥʷ. ʈʝʟʫʣʴʪʘʪ ʧʦʜʘʻʪʴʩʷ ʫ ʚʠʛʣʷʜʽ 

ʡʤʦʚʽʨʥʦʩʪʽ ʥʘʣʝʞʥʦʩʪʽ ʜʦ ʢʦʞʥʦʛʦ ʢʣʘʩʫ, ʱʦ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʰʚʠʜʢʦ ʪʘ ʪʦʯʥʦ 

ʚʠʟʥʘʯʘʪʠ ʩʪʘʥ ʨʦʩʣʠʥ ʙʝʟ ʫʯʘʩʪʽ ʝʢʩʧʝʨʪʽʚ. 

 

 
ʈʠʩʫʥʦʢ 1 ï ʇʦʩʣʽʜʦʚʥʽʩʪʴ ʜʽʡ ʧʨʠ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʘʭʚʦʨʶʚʘʥʴ ʣʠʩʪʷ ʪʦʤʘʪʫ 

 

ɼʣʷ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʟʘʭʚʦʨʶʚʘʥʴ ʣʠʩʪʷ ʪʦʤʘʪʽʚ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʤʦʜʝʣʽ ViT-

B/12 ʪʘ MobileNetV2, ʥʘʚʯʝʥʽ ʥʘ ʜʘʪʘʩʝʪʽ Tomato Leaves Dataset [12], ʱʦ ʤʽʩʪʠʪʴ 

ʟʦʙʨʘʞʝʥʥʷ ʟʜʦʨʦʚʠʭ ʨʦʩʣʠʥ ʽ ʨʽʟʥʠʭ ʪʠʧʽʚ ʫʨʘʞʝʥʴ. ɼʘʥʽ ʧʦʧʝʨʝʜʥʴʦ 

ʦʙʨʦʙʣʷʶʪʴʩʷ: ʟʦʙʨʘʞʝʥʥʷ ʧʨʠʚʦʜʷʪʴʩʷ ʜʦ ʨʦʟʤʽʨʫ 224Ĭ224 ʧʽʢʩʝʣʽʚ, 

ʥʦʨʤʘʣʽʟʫʶʪʴʩʷ ʪʘ ʨʦʟʧʦʜʽʣʷʶʪʴʩʷ ʥʘ ʥʘʚʯʘʣʴʥʫ (80 %) ʽ ʚʘʣʽʜʘʮʽʡʥʫ (20 %) 

ʚʠʙʽʨʢʠ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʟʘʙʝʟʧʝʯʫʻ ʷʢʽʩʥʝ ʬʦʨʤʫʚʘʥʥʷ ʤʦʜʝʣʽ ʜʣʷ ʪʦʯʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʟʘʭʚʦʨʶʚʘʥʴ. 

ɼʨʫʛʠʤ ʝʪʘʧʦʤ ʻ ʥʘʣʘʰʪʫʚʘʥʥʷ ʽ ʪʨʝʥʫʚʘʥʥʷ ʜʚʦʭ ʦʙʨʘʥʠʭ ʘʨʭʽʪʝʢʪʫʨ ï 

Vision Transformer ʪʘ MobileNetV2. ViT ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʭʘʥʽʟʤ ʩʘʤʦʫʚʘʛʠ ʜʣʷ 

ʘʥʘʣʽʟʫ ʟʦʙʨʘʞʝʥʴ, ʨʦʟʙʠʪʠʭ ʥʘ ʧʘʪʯʽ, ʪʦʜʽ ʷʢ MobileNetV2 ʻ ʣʝʛʢʦʶ ʟʛʦʨʪʢʦʚʦʶ 

ʤʝʨʝʞʝʶ, ʦʧʪʠʤʽʟʦʚʘʥʦʶ ʜʣʷ ʰʚʠʜʢʦʾ ʨʦʙʦʪʠ ʥʘ ʧʨʠʩʪʨʦʷʭ ʽʟ ʥʝʚʝʣʠʢʠʤʠ 

ʨʝʩʫʨʩʘʤʠ. ʆʙʠʜʚʽ ʤʦʜʝʣʽ ʥʘʚʯʘʶʪʴʩʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʦʧʪʠʤʽʟʘʪʦʨʘ Adam ʽ 

ʢʘʪʝʛʦʨʽʘʣʴʥʦʾ ʢʨʦʩʝʥʪʨʦʧʽʾ, ʘ ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʧʝʨʝʥʘʚʯʘʥʥʶ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ 

Dropout, Weight Decay ʪʘ Early Stopping. ʇʽʩʣʷ ʥʘʚʯʘʥʥʷ ʧʨʦʚʦʜʠʪʴʩʷ ʦʮʽʥʶʚʘʥʥʷ ʟʘ 

ʤʝʪʨʠʢʘʤʠ Accuracy, Precision, Recall, F1-score ʪʘ ʤʘʪʨʠʮʝʶ ʧʦʤʠʣʦʢ. ʋ ʨʝʟʫʣʴʪʘʪʽ 

ʦʪʨʠʤʫʶʪʴʩʷ ʜʚʽ ʛʦʪʦʚʽ ʤʦʜʝʣʽ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʚʠʟʥʘʯʠʪʠ ʥʘʡʦʧʪʠʤʘʣʴʥʽʰʫ ʜʣʷ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʚ ʩʠʩʪʝʤʽ ʜʽʘʛʥʦʩʪʠʢʠ ʟʘʭʚʦʨʶʚʘʥʴ ʣʠʩʪʷ ʪʦʤʘʪʽʚ. 

ɼʣʷ ʦʮʽʥʶʚʘʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʨʦʟʨʦʙʣʝʥʦ 

ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘ Python ʫ ʩʝʨʝʜʦʚʠʱʽ PyCharm ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ TensorFlow, Keras ʽ PyTorch. ʉʠʩʪʝʤʘ ʚʢʣʶʯʘʻ ʤʦʜʫʣʴ ʧʽʜʛʦʪʦʚʢʠ 

ˤͻ͒ͤ͜͜ ͒͊ͤ͜ 

ωͤ ͍͊;͔ͤ͊ ͔͚͔͔ͤͪͦͣͪ͗͊ ͒͡Ύ ͙͊ͫ͟͡ͺ͊͜͟ͼ͜͝ ͊͘ͻ͍ͦͪΌ͍͊ͤΈ ͙ͪͦͫͤ͡ 

ω͘ ͔ͦ͋ͪ͊͗ͤͤΎ ͒͡Ύ ͙͊ͫ͟͡ͺ͊͜͟ͼ͜͝ 

˾ͦ͋ͦͭ͊ ͘ ͔͚͔͔͔ͤͪͦͣͪ͗Ό 

ωͨ ͔͔ͦͨͪ͒ͤΎ ͦ͋ͪͦ͋͊͟ ͔ͦ͋ͪ͊͗ͤ͘Έ 

ωͨ ͍͔͔ͪͦ͒ͤͤΎ ͍ͤ͊;͊ͤͤΎ ͔͚͔͔ͤͪͦͣͪ͗͜ 

ˤ͙ͻ͒ͤ͜͜ ͒͊ͤ͜ 

ω͍ ͙ͤ͊͘;͔͙͚ͤ ͊ͫ͟͡ ͊͘ͻ͍ͦͪΌ͍͊ͤͤΎ 

ω;͙͍ͫͦ͊͡ ͦͼͤ͊͜͟ ͚͍ͣͦͪͤͦͫͭ͜͜ 
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ʜʘʥʠʭ, ʤʦʜʫʣʴ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʝʡ ʽ ʤʦʜʫʣʴ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʦʚʠʭ ʟʦʙʨʘʞʝʥʴ. ʅʘ ʝʪʘʧʽ 

ʧʽʜʛʦʪʦʚʢʠ ʙʫʣʦ ʚʠʜʘʣʝʥʦ ʬʘʡʣʠ ʚ ʥʝʢʦʨʝʢʪʥʠʭ ʬʦʨʤʘʪʘʭ, ʧʽʩʣʷ ʯʦʛʦ ʩʬʦʨʤʦʚʘʥʦ 

ʥʘʚʯʘʣʴʥʫ ʚʠʙʽʨʢʫ ʟ 25 844 ʟʦʙʨʘʞʝʥʴ ʽ ʚʘʣʽʜʘʮʽʡʥʫ ï ʟ 6 683. ʅʘʚʯʘʥʥʷ ʤʦʜʝʣʝʡ 

Vision Transformer ʪʘ MobileNetV2 ʚʠʢʦʥʫʻʪʴʩʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʤ ʩʢʨʠʧʪʦʤ, ʷʢʠʡ 

ʦʭʦʧʣʶʻ ʧʝʨʝʜʦʙʨʦʙʢʫ, ʘʫʛʤʝʥʪʘʮʽʶ ʜʘʥʠʭ ʪʘ ʧʽʜʙʽʨ ʛʽʧʝʨʧʘʨʘʤʝʪʨʽʚ (ʨʠʩʫʥʦʢ 2). 

 

 
ʈʠʩʫʥʦʢ 2 ï ʇʨʦʮʝʩ ʥʘʚʯʘʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʤʦʜʝʣʽ MobileNetV2 

 

ʇʽʜ ʯʘʩ ʥʘʚʯʘʥʥʷ ʢʦʥʪʨʦʣʶʚʘʣʠʩʷ ʢʣʶʯʦʚʽ ʤʝʪʨʠʢʠ ʪʦʯʥʦʩʪʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ï 

Accuracy, Precision, Recall ʪʘ F1-score. ʇʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʤʦʜʝʣʽ ʙʫʣʦ ʟʙʝʨʝʞʝʥʦ ʫ 

ʬʦʨʤʘʪʘʭ .h5 ʪʘ .pt ʜʣʷ ʟʨʫʯʥʦʾ ʧʦʜʘʣʴʰʦʾ ʽʥʪʝʛʨʘʮʽʾ. ɼʣʷ ʨʦʙʦʪʠ ʟ ʥʘʚʯʝʥʠʤʠ 

ʤʝʨʝʞʘʤʠ ʨʝʘʣʽʟʦʚʘʥʦ ʢʦʨʠʩʪʫʚʘʮʴʢʠʡ ʽʥʪʝʨʬʝʡʩ ʤʦʜʫʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʷʢʠʡ 

ʟʘʙʝʟʧʝʯʫʻ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʟʘʭʚʦʨʶʚʘʥʴ ʟʘ ʥʦʚʠʤʠ ʟʦʙʨʘʞʝʥʥʷʤʠ ʣʠʩʪʷ ʪʦʤʘʪʽʚ. 

ʅʘ ʨʠʩʫʥʢʫ 3 ʥʘʚʝʜʝʥʦ ʨʝʘʣʽʟʦʚʘʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʘʭʚʦʨʶʚʘʥʴ ʣʠʩʪʷ ʪʦʤʘʪʫ. 

 

 
ʈʠʩʫʥʦʢ 3 ï ɯʥʪʝʨʬʝʡʩ ʤʦʜʫʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʘʭʚʦʨʶʚʘʥʴ ʣʠʩʪʷ ʪʦʤʘʪʫ 
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ɼʣʷ ʦʮʽʥʶʚʘʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʩʪʚʦʨʝʥʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ 

ʧʨʦʚʝʜʝʥʦ ʝʢʩʧʝʨʠʤʝʥʪʠ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʜʚʦʭ ʤʦʜʝʣʝʡ ï Vision Transformer ʽ 

MobileNetV2. ʆʙʠʜʚʽ ʘʨʭʽʪʝʢʪʫʨʠ ʥʘʚʯʘʣʠʩʷ ʥʘ ʦʜʥʘʢʦʚʦʤʫ ʜʘʪʘʩʝʪʽ, ʱʦ ʦʭʦʧʣʶʻ 11 

ʢʣʘʩʽʚ ʟʘʭʚʦʨʶʚʘʥʴ ʽ ʟʜʦʨʦʚʦʛʦ ʣʠʩʪʷ. ʋʟʘʛʘʣʴʥʝʥʽ ʨʝʟʫʣʴʪʘʪʠ ʥʘʚʯʘʥʥʷ ʧʦʜʘʥʦ ʚ 

ʪʘʙʣʠʮʽ 1. 

ɹʫʣʦ ʨʦʟʨʦʙʣʝʥʦ ʽʥʬʦʨʤʘʮʽʡʥʫ ʪʝʭʥʦʣʦʛʽʶ ʜʣʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʘʭʚʦʨʶʚʘʥʴ ʣʠʩʪʷ ʪʦʤʘʪʫ ʥʘ ʦʩʥʦʚʽ ʤʝʪʦʜʽʚ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ ʪʘ 

ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ. ʇʨʦʚʝʜʝʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʧʽʜʪʚʝʨʜʠʣʦ ʚʠʩʦʢʫ ʝʬʝʢʪʠʚʥʽʩʪʴ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʫʯʘʩʥʠʭ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʤʦʜʝʣʝʡ ʫ ʟʘʜʘʯʘʭ ʜʽʘʛʥʦʩʪʠʢʠ 

ʘʛʨʦʢʫʣʴʪʫʨʥʠʭ ʭʚʦʨʦʙ. 

 

ʊʘʙʣʠʮʷ 1 ï ʈʝʟʫʣʴʪʘʪʠ ʧʨʦʚʝʜʝʥʥʷ ʥʘʚʯʘʥʥʷ ʥʝʡʨʦʤʝʨʝʞ 

ʅʘʟʚʘ ʤʦʜʝʣʽ Accuracy Loss F1-score 

ViT-B/12 0.9717 0.0984 0.9717 

MobileNetV2 0.8243 0.5328 0.8224 

 

ʈʦʟʨʦʙʣʝʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʨʝʘʣʽʟʫʻ ʧʦʚʥʠʡ ʮʠʢʣ ʘʚʪʦʤʘʪʠʯʥʦʾ 

ʜʽʘʛʥʦʩʪʠʢʠ ï ʚʽʜ ʦʙʨʦʙʢʠ ʚʭʽʜʥʠʭ ʟʦʙʨʘʞʝʥʴ ʜʦ ʦʪʨʠʤʘʥʥʷ ʨʝʟʫʣʴʪʘʪʫ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʚ ʽʥʪʝʨʬʝʡʩʽ ʢʦʨʠʩʪʫʚʘʯʘ. ʎʝ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʦʧʝʨʘʪʠʚʥʦ ʚʠʟʥʘʯʘʪʠ ʪʠʧ ʭʚʦʨʦʙʠ ʪʘ 

ʧʽʜʚʠʱʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʨʦʮʝʩʫ ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ ʚ ʘʛʨʦʚʠʨʦʙʥʠʮʪʚʽ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʧʨʦʚʝʜʝʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʧʽʜʪʚʝʨʜʠʣʦ ʜʦʮʽʣʴʥʽʩʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ ʩʪʘʥʫ ʪʦʤʘʪʥʠʭ ʧʦʩʽʚʽʚ ʽ ʚʽʜʢʨʠʣʦ ʧʝʨʩʧʝʢʪʠʚʠ 

ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʧʦʜʽʙʥʠʭ ʩʠʩʪʝʤ.  
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ʂʘʤôʷʥʩʴʢʠʡ ʝʥʝʨʛʝʪʠʯʥʠʡ ʬʘʭʦʚʠʡ ʢʦʣʝʜʞ 

 

ʄɽʊʆɼʀ ʂʈʀʇʊʆɻʈɸʌɯʏʅʆɻʆ ɿɸʍʀʉʊʋ ɯʅʌʆʈʄɸʎɯɰ ɺ ʉʋʏɸʉʅʀʍ 

ʂʆʄʇôʖʊɽʈʅʀʍ ʉʀʉʊɽʄɸʍ 
 
ʋ ʩʫʯʘʩʥʦʤʫ ʮʠʬʨʦʚʦʤʫ ʩʚʽʪʽ ʽʥʬʦʨʤʘʮʽʷ ʩʪʘʣʘ ʦʜʥʠʤ ʽʟ ʥʘʡʮʽʥʥʽʰʠʭ ʨʝʩʫʨʩʽʚ, ʘ ʾʾ 

ʟʘʭʠʩʪ ï ʧʨʽʦʨʠʪʝʪʥʠʤ ʟʘʚʜʘʥʥʷʤ ʜʣʷ ʜʝʨʞʘʚ, ʙʽʟʥʝʩʫ ʪʘ ʧʨʠʚʘʪʥʠʭ ʦʩʽʙ. ʑʦʜʥʷ ʫ 

ʛʣʦʙʘʣʴʥʠʭ ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ ʧʝʨʝʜʘʶʪʴʩʷ ʤʽʣʴʷʨʜʠ ʧʦʚʽʜʦʤʣʝʥʴ, ʬʽʥʘʥʩʦʚʠʭ 

ʪʨʘʥʟʘʢʮʽʡ, ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ. ɿ ʨʦʟʚʠʪʢʦʤ ʢʽʙʝʨʟʣʦʯʠʥʥʦʩʪʽ ʪʘ ʪʝʭʥʽʯʥʠʭ ʤʦʞʣʠʚʦʩʪʝʡ 

ʟʣʦʚʤʠʩʥʠʢʽʚ ʪʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ (ʧʘʨʦʣʽ, ʦʙʤʝʞʝʥʥʷ ʜʦʩʪʫʧʫ, 

ʘʥʪʠʚʽʨʫʩʠ) ʩʪʘʶʪʴ ʥʝʜʦʩʪʘʪʥʽʤʠ. 

 

In today's digital world, information has become one of the most valuable resources, and 

its protection is a priority for states, businesses, and individuals. Billions of messages, financial 

transactions, and personal data are transmitted across global computer networks every day. With 

the development of cybercrime and the technical capabilities of attackers, traditional methods of 

information protection (passwords, access restrictions, antiviruses) are becoming insufficient. 

 

ʂʨʠʧʪʦʛʨʘʬʽʷ ï ʥʘʫʢʘ ʧʨʦ ʤʝʪʦʜʠ ʧʝʨʝʪʚʦʨʝʥʥʷ ʜʘʥʠʭ ʽʟ ʤʝʪʦʶ ʾʭ ʟʘʭʠʩʪʫ ï 

ʻ ʬʫʥʜʘʤʝʥʪʦʤ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤ ʙʝʟʧʝʢʠ. ɺʦʥʘ ʟʘʙʝʟʧʝʯʫʻ ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ, 

ʮʽʣʽʩʥʽʩʪʴ, ʘʚʪʝʥʪʠʯʥʽʩʪʴ ʽ ʥʝʚʽʜʤʦʚʥʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ. 

ʄʝʪʦʶ ʜʘʥʦʾ ʜʦʧʦʚʽʜʽ ʻ ʘʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʤʝʪʦʜʽʚ ʢʨʠʧʪʦʛʨʘʬʽʯʥʦʛʦ ʟʘʭʠʩʪʫ, 

ʾʭ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʦʩʦʙʣʠʚʦʩʪʝʡ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ ʢʦʤʧôʶʪʝʨʥʠʭ ʩʠʩʪʝʤʘʭ ʪʘ ʪʝʥʜʝʥʮʽʡ 

ʨʦʟʚʠʪʢʫ ʮʽʻʾ ʛʘʣʫʟʽ. 

ʆʩʥʦʚʥʽ ʧʦʥʷʪʪʷ ʢʨʠʧʪʦʛʨʘʬʽʯʥʦʛʦ ʟʘʭʠʩʪʫ: 

ʂʨʠʧʪʦʛʨʘʬʽʷ (ʚʽʜ ʛʨʝʮ. kryptos ï çʧʨʠʭʦʚʘʥʠʡè, grapho ï çʧʠʰʫè) ï ʮʝ 

ʩʫʢʫʧʥʽʩʪʴ ʤʝʪʦʜʽʚ ʽ ʘʣʛʦʨʠʪʤʽʚ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʟʘʭʠʩʪ ʽʥʬʦʨʤʘʮʽʾ ʰʣʷʭʦʤ ʾʾ 

ʤʘʪʝʤʘʪʠʯʥʦʛʦ ʧʝʨʝʪʚʦʨʝʥʥʷ. 

ʆʩʥʦʚʥʽ ʮʽʣʽ ʢʨʠʧʪʦʛʨʘʬʽʯʥʦʛʦ ʟʘʭʠʩʪʫ: 

ʂʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ï ʟʘʭʠʩʪ ʚʽʜ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʦʟʥʘʡʦʤʣʝʥʥʷ. 

ʎʽʣʽʩʥʽʩʪʴ ï ʥʝʜʦʧʫʱʝʥʥʷ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʾ ʤʦʜʠʬʽʢʘʮʽʾ. 

ɸʚʪʝʥʪʠʯʥʽʩʪʴ ï ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʩʧʨʘʚʞʥʦʩʪʽ ʜʞʝʨʝʣʘ ʜʘʥʠʭ. 

ʅʝʚʽʜʤʦʚʥʽʩʪʴ ï ʥʝʤʦʞʣʠʚʽʩʪʴ ʚʽʜʤʦʚʠ ʚʽʜ ʘʚʪʦʨʩʪʚʘ ʯʠ ʬʘʢʪʫ 

ʚʽʜʧʨʘʚʣʝʥʥʷ. 
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ɿʘʟʚʠʯʘʡ ʢʨʠʧʪʦʛʨʘʬʽʯʥʽ ʤʝʪʦʜʠ ʨʝʘʣʽʟʫʶʪʴʩʷ ʧʨʦʛʨʘʤʥʦ ʘʙʦ ʘʧʘʨʘʪʥʦ, 

ʽʥʪʝʛʨʫʶʪʴʩʷ ʫ ʧʨʦʪʦʢʦʣʠ ʟʚôʷʟʢʫ, ʦʧʝʨʘʮʽʡʥʽ ʩʠʩʪʝʤʠ, ʭʤʘʨʥʽ ʩʝʨʚʽʩʠ ʪʘ ʙʘʥʢʽʚʩʴʢʽ 

ʜʦʜʘʪʢʠ. 

ʂʣʘʩʠʬʽʢʘʮʽʷ ʤʝʪʦʜʽʚ ʢʨʠʧʪʦʛʨʘʬʽʯʥʦʛʦ ʟʘʭʠʩʪʫ: 

1. ʉʠʤʝʪʨʠʯʥʽ ʘʣʛʦʨʠʪʤʠ ʰʠʬʨʫʚʘʥʥʷ 

ʋ ʩʠʤʝʪʨʠʯʥʠʭ ʩʠʩʪʝʤʘʭ ʜʣʷ ʰʠʬʨʫʚʘʥʥʷ ʪʘ ʜʝʰʠʬʨʫʚʘʥʥʷ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʦʜʠʥ ʽ ʪʦʡ ʩʘʤʠʡ ʢʣʶʯ. ʆʩʥʦʚʥʘ ʧʝʨʝʚʘʛʘ ï ʚʠʩʦʢʘ ʰʚʠʜʢʽʩʪʴ 

ʦʙʨʦʙʢʠ ʜʘʥʠʭ, ʥʝʜʦʣʽʢ ï ʩʢʣʘʜʥʽʩʪʴ ʙʝʟʧʝʯʥʦʛʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʢʣʶʯʽʚ. 

ʅʘʡʧʦʰʠʨʝʥʽʰʽ ʩʠʤʝʪʨʠʯʥʽ ʘʣʛʦʨʠʪʤʠ: 

AES (Advanced Encryption Standard) ï ʩʫʯʘʩʥʠʡ ʩʪʘʥʜʘʨʪ ʉʐɸ, ʧʽʜʪʨʠʤʫʻ 

ʜʦʚʞʠʥʫ ʢʣʶʯʘ 128, 192 ʪʘ 256 ʙʽʪ. 

Blowfish, Twofish, IDEA, RC6 ï ʘʣʴʪʝʨʥʘʪʠʚʥʽ ʚʘʨʽʘʥʪʠ ʽʟ ʨʽʟʥʠʤ ʨʽʚʥʝʤ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ. 

ʉʠʤʝʪʨʠʯʥʝ ʰʠʬʨʫʚʘʥʥʷ ʘʢʪʠʚʥʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ VPN, Wi-Fi (WPA2, 

WPA3), ʭʤʘʨʥʠʭ ʩʭʦʚʠʱʘʭ ʪʘ ʤʝʩʝʥʜʞʝʨʘʭ. 

2. ɸʩʠʤʝʪʨʠʯʥʽ ʘʣʛʦʨʠʪʤʠ ʰʠʬʨʫʚʘʥʥʷ 

ɸʩʠʤʝʪʨʠʯʥʽ ʩʠʩʪʝʤʠ ʙʘʟʫʶʪʴʩʷ ʥʘ ʧʘʨʽ ʢʣʶʯʽʚ: ʧʫʙʣʽʯʥʦʤʫ ʪʘ ʧʨʠʚʘʪʥʦʤʫ. 

ʇʫʙʣʽʯʥʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʰʠʬʨʫʚʘʥʥʷ ʘʙʦ ʧʝʨʝʚʽʨʢʠ ʧʽʜʧʠʩʫ, ʧʨʠʚʘʪʥʠʡ ï 

ʜʣʷ ʜʝʰʠʬʨʫʚʘʥʥʷ ʘʙʦ ʩʪʚʦʨʝʥʥʷ ʧʽʜʧʠʩʫ. 

ʆʩʥʦʚʥʽ ʘʣʛʦʨʠʪʤʠ: 

RSA ï ʢʣʘʩʠʯʥʠʡ ʘʣʛʦʨʠʪʤ, ʩʪʽʡʢʽʩʪʴ ʷʢʦʛʦ ʙʘʟʫʻʪʴʩʷ ʥʘ ʩʢʣʘʜʥʦʩʪʽ 

ʬʘʢʪʦʨʠʟʘʮʽʾ ʚʝʣʠʢʠʭ ʯʠʩʝʣ. 

ElGamal, ECC (ʝʣʽʧʪʠʯʥʽ ʢʨʠʚʽ) ï ʩʫʯʘʩʥʽ ʩʭʝʤʠ ʟ ʚʠʱʦʶ ʝʬʝʢʪʠʚʥʽʩʪʶ. 

ʇʝʨʝʚʘʛʦʶ ʘʩʠʤʝʪʨʠʯʥʦʾ ʢʨʠʧʪʦʛʨʘʬʽʾ ʻ ʟʨʫʯʥʽʩʪʴ ʫʧʨʘʚʣʽʥʥʷ ʢʣʶʯʘʤʠ, ʘ 

ʥʝʜʦʣʽʢʦʤ ï ʙʽʣʴʰʽ ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʚʠʪʨʘʪʠ. 

3. ʍʝʰʫʚʘʥʥʷ ʪʘ ʮʠʬʨʦʚʠʡ ʧʽʜʧʠʩ 

ʍʝ-hʬʫʥʢʮʽʷ ʧʝʨʝʪʚʦʨʶʻ ʜʦʚʽʣʴʥʝ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘ ʬʽʢʩʦʚʘʥʠʡ ʙʽʪʦʚʠʡ 

ʨʷʜʦʢ ï çʚʽʜʙʠʪʦʢè ʘʙʦ çʭʝʰè. ʇʨʠʢʣʘʜ ï ʘʣʛʦʨʠʪʤʠ SHA-2, SHA-3, BLAKE2. 

ʎʠʬʨʦʚʠʡ ʧʽʜʧʠʩ, ʩʚʦʻʶ ʯʝʨʛʦʶ, ʟʘʙʝʟʧʝʯʫʻ ʘʚʪʝʥʪʠʯʥʽʩʪʴ ʪʘ 

ʥʝʚʽʜʤʦʚʥʽʩʪʴ. ʁʦʛʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʫ ʩʠʩʪʝʤʘʭ ʝʣʝʢʪʨʦʥʥʦʛʦ ʜʦʢʫʤʝʥʪʦʦʙʽʛʫ, 

ʙʘʥʢʽʚʩʴʢʠʭ ʧʣʘʪʬʦʨʤʘʭ, ʜʝʨʞʘʚʥʠʭ ʧʦʨʪʘʣʘʭ (ʥʘʧʨʠʢʣʘʜ, çɼʽʷè). 

ʉʫʯʘʩʥʽ ʥʘʧʨʷʤʠ ʨʦʟʚʠʪʢʫ ʢʨʠʧʪʦʛʨʘʬʽʾ: 

1. ʂʚʘʥʪʦʚʘ ʢʨʠʧʪʦʛʨʘʬʽʷ ï ʩʪʚʦʨʝʥʥʷ ʩʠʩʪʝʤ, ʩʪʽʡʢʠʭ ʜʦ ʘʪʘʢ ʢʚʘʥʪʦʚʠʭ 

ʢʦʤʧôʶʪʝʨʽʚ. ɿʦʢʨʝʤʘ, ʘʣʛʦʨʠʪʤʠ ʥʘ ʦʩʥʦʚʽ ʨʝʰʽʪʦʢ (lattice-based) ʪʘ ʙʘʛʘʪʦʯʣʝʥʽʚ. 

2. ɻʦʤʦʤʦʨʬʥʝ ʰʠʬʨʫʚʘʥʥʷ ï ʤʦʞʣʠʚʽʩʪʴ ʚʠʢʦʥʫʚʘʪʠ ʦʙʯʠʩʣʝʥʥʷ ʥʘʜ 

ʟʘʰʠʬʨʦʚʘʥʠʤʠ ʜʘʥʠʤʠ ʙʝʟ ʾʭ ʨʦʟʰʠʬʨʫʚʘʥʥʷ. 

3. ʂʨʠʧʪʦʛʨʘʬʽʷ ʟ ʥʫʣʴʦʚʠʤ ʨʦʟʛʦʣʦʰʝʥʥʷʤ (Zero-Knowledge Proofs) ï 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ ʙʣʦʢʯʝʡʥʘʭ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʧʨʠʚʘʪʥʦʩʪʽ. 
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4. ʂʚʘʥʪʦʚʽ ʧʨʦʪʦʢʦʣʠ ʨʦʟʧʦʜʽʣʫ ʢʣʶʯʽʚ (QKD) ï ʧʨʘʢʪʠʯʥʝ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʢʚʘʥʪʦʚʦʾ ʬʽʟʠʢʠ ʜʣʷ ʙʝʟʧʝʯʥʦʾ ʧʝʨʝʜʘʯʽ ʢʣʶʯʽʚ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʢʨʠʧʪʦʛʨʘʬʽʯʥʠʭ ʤʝʪʦʜʽʚ ʫ ʢʦʤʧôʶʪʝʨʥʠʭ ʩʠʩʪʝʤʘʭ 

ɹʘʥʢʽʚʩʴʢʽ ʩʠʩʪʝʤʠ ʪʘ ʝʣʝʢʪʨʦʥʥʘ ʢʦʤʝʨʮʽʷ: ʰʠʬʨʫʚʘʥʥʷ ʧʣʘʪʝʞʽʚ, ʟʘʭʠʩʪ 

ʢʘʨʪʢʦʚʠʭ ʜʘʥʠʭ (ʧʨʦʪʦʢʦʣʠ SSL/TLS). 

ʄʦʙʽʣʴʥʽ ʜʦʜʘʪʢʠ ʪʘ ʤʝʩʝʥʜʞʝʨʠ: ʥʘʩʢʨʽʟʥʝ (end-to-end) ʰʠʬʨʫʚʘʥʥʷ ʫ 

WhatsApp, Signal, Telegram. 

ʍʤʘʨʥʽ ʩʝʨʚʽʩʠ: ʰʠʬʨʫʚʘʥʥʷ ʜʘʥʠʭ ʢʣʽʻʥʪʽʚ ʥʘ ʩʝʨʚʝʨʘʭ Google, Microsoft, 

AWS. 

ɼʝʨʞʘʚʥʽ ʽʥʬʦʨʤʘʮʽʡʥʽ ʩʠʩʪʝʤʠ: ʚʠʢʦʨʠʩʪʘʥʥʷ ʝʣʝʢʪʨʦʥʥʦʛʦ ʧʽʜʧʠʩʫ, 

ʩʝʨʪʠʬʽʢʦʚʘʥʠʭ ʢʨʠʧʪʦʧʨʦʚʘʡʜʝʨʽʚ. 

ʂʨʠʧʪʦʛʨʘʬʽʯʥʽ ʤʝʪʦʜʠ ʻ ʥʝʚʽʜôʻʤʥʦʶ ʩʢʣʘʜʦʚʦʶ ʩʠʩʪʝʤ ʽʥʬʦʨʤʘʮʽʡʥʦʾ 

ʙʝʟʧʝʢʠ. ɺʦʥʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʥʘʜʽʡʥʠʡ ʟʘʭʠʩʪ ʜʘʥʠʭ ʫ ʧʨʦʮʝʩʽ ʟʙʝʨʽʛʘʥʥʷ, 

ʧʝʨʝʜʘʚʘʥʥʷ ʪʘ ʦʙʨʦʙʢʠ. 

ʉʫʯʘʩʥʠʡ ʝʪʘʧ ʨʦʟʚʠʪʢʫ ʢʨʠʧʪʦʛʨʘʬʽʾ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʧʝʨʝʭʦʜʦʤ ʚʽʜ 

ʢʣʘʩʠʯʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʜʦ ʧʦʩʪʢʚʘʥʪʦʚʠʭ ʽ ʭʤʘʨʥʠʭ ʨʽʰʝʥʴ, ʱʦ ʟʜʘʪʥʽ ʧʨʦʪʠʜʽʷʪʠ 

ʥʦʚʠʤ ʟʘʛʨʦʟʘʤ. ɼʣʷ ʋʢʨʘʾʥʠ ʨʦʟʚʠʪʦʢ ʚʣʘʩʥʠʭ ʢʨʠʧʪʦʛʨʘʬʽʯʥʠʭ ʩʪʘʥʜʘʨʪʽʚ ʽ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʩʝʨʪʠʬʽʢʦʚʘʥʠʭ ʟʘʩʦʙʽʚ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʻ ʩʪʨʘʪʝʛʽʯʥʦ ʚʘʞʣʠʚʠʤ 

ʥʘʧʨʷʤʦʤ ʢʽʙʝʨʙʝʟʧʝʢʠ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʇʈʆɭʂʊʋɺɸʅʅʗ ɯʅʊɽʃɽʂʊʋɸʃʔʅʆɰ ʉʀʉʊɽʄʀ ʂʃɸʉʀʌɯʂɸʎɯɰ 

ʇʆɹʋʊʆɺʆɻʆ ʉʄɯʊʊʗ ɿɸ ɺɯɿʋɸʃʔʅʀʄʀ ɼɸʅʀʄʀ 
 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʦʩʦʙʣʠʚʦʩʪʽ ʧʨʦʻʢʪʫʚʘʥʥʷ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʧʦʙʫʪʦʚʦʛʦ ʩʤʽʪʪʷ ʟʘ ʚʽʟʫʘʣʴʥʠʤʠ ʜʘʥʠʤʠ ʚ ʫʤʦʚʘʭ ʟʤʽʰʘʥʠʭ ʧʦʪʦʢʽʚ, ʟʤʽʥʥʦʛʦ 

ʦʩʚʽʪʣʝʥʥʷ ʪʘ ʬʦʥʦʚʠʭ ʟʘʚʘʜ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʧʽʜʭʽʜ, ʫ ʷʢʦʤʫ ʷʢʽʩʪʴ ʟʦʙʨʘʞʝʥʴ 

ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʩʪʨʫʢʪʫʨʥʠʡ ʝʣʝʤʝʥʪ ʧʨʦʮʝʩʫ ʥʘʚʯʘʥʥʷ: ʬʦʨʤʘʣʽʟʦʚʘʥʦ ʚʝʢʪʦʨ ʷʢʦʩʪʽ 

(ʨʽʟʢʽʩʪʴ, ʢʦʥʪʨʘʩʪ, ʝʢʩʧʦʟʠʮʽʡʥʘ ʟʙʘʣʘʥʩʦʚʘʥʽʩʪʴ, ʨʽʚʝʥʴ ʬʦʥʦʚʦʾ çʟʘʩʤʽʯʝʥʦʩʪʽè) ʪʘ 

ʧʦʙʫʜʦʚʘʥʦ ʤʝʭʘʥʽʟʤ ʘʜʘʧʪʠʚʥʦʾ ʬʽʣʴʪʨʘʮʽʾ ʚʠʙʽʨʢʠ ʟʘ ʽʥʪʝʛʨʘʣʴʥʠʤ ʙʘʣʦʤ. ɸʨʭʽʪʝʢʪʫʨʘ 

ʩʠʩʪʝʤʠ ʨʝʘʣʽʟʦʚʘʥʘ ʷʢ ʤʦʜʫʣʴʥʠʡ ʢʦʥʚʝʻʨ, ʱʦ ʚʢʣʶʯʘʻ ʧʽʜʩʠʩʪʝʤʫ ʧʽʜʛʦʪʦʚʢʠ ʜʘʥʠʭ, 

ʪʨʝʥʫʚʘʣʴʥʠʡ ʢʦʥʪʫʨ ʟ ʧʦʨʽʚʥʷʣʴʥʠʤ ʜʦʥʘʚʯʘʥʥʷʤ ʤʦʜʝʣʝʡ ʥʘ ʩʠʨʦʤʫ ʡ ʦʯʠʱʝʥʦʤʫ 

ʜʘʪʘʩʝʪʘʭ, ʤʦʜʫʣʴ ʦʮʽʥʶʚʘʥʥʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʟʙʘʣʘʥʩʦʚʘʥʠʭ ʤʝʪʨʠʢ ʪʘ ʧʨʠʢʣʘʜʥʠʡ 

ʚʝʙʽʥʪʝʨʬʝʡʩ ʜʣʷ ʽʥʪʝʨʘʢʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ.  

 

The paper addresses the design features of an intelligent visual system for household 

waste classification operating under mixed waste streams, variable illumination and background 

clutter. The proposed approach treats image quality as a structural component of the training 

process: a formal quality vector (sharpness, contrast, exposure balance, background clutter level) is 

introduced and an adaptive filtering mechanism based on an integral quality score is implemented. 

The system architecture is organised as a modular pipeline comprising a data preparation 

subsystem, a training loop with comparative fine-tuning of models on raw and cleaned datasets, an 

evaluation module employing balanced performance metrics, and an application-level web interface 

for interactive testing.  

 

ɯʥʪʝʥʩʠʚʥʝ ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʧʦʙʫʪʦʚʠʭ ʚʽʜʭʦʜʽʚ ʽ ʥʦʨʤʘʪʠʚʥʠʡ ʪʠʩʢ ʱʦʜʦ 

ʟʙʽʣʴʰʝʥʥʷ ʯʘʩʪʢʠ ʧʝʨʝʨʦʙʣʝʥʥʷ ʚʠʩʫʚʘʶʪʴ ʧʽʜʚʠʱʝʥʽ ʚʠʤʦʛʠ ʜʦ ʘʚʪʦʤʘʪʠʟʘʮʽʾ 

ʩʦʨʪʫʚʘʥʥʷ ʥʘ ʩʦʨʪʫʚʘʣʴʥʠʭ ʣʽʥʽʷʭ ʪʘ ʚ ʩʤʘʨʪ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ ʧʦʚʦʜʞʝʥʥʷ ʟ 

ʚʽʜʭʦʜʘʤʠ [1]. ʂʨʠʪʠʯʥʠʤ ʝʣʝʤʝʥʪʦʤ ʪʘʢʠʭ ʨʽʰʝʥʴ ʻ ʽʥʪʝʣʝʢʪʫʘʣʴʥʽ ʩʠʩʪʝʤʠ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʧʦʙʫʪʦʚʦʛʦ ʩʤʽʪʪʷ ʟʘ ʚʽʟʫʘʣʴʥʠʤʠ ʜʘʥʠʤʠ, ʟʜʘʪʥʽ ʧʨʘʮʶʚʘʪʠ ʚ ʫʤʦʚʘʭ 

ʟʤʽʰʘʥʠʭ ʧʦʪʦʢʽʚ, ʟʤʽʥʥʦʛʦ ʦʩʚʽʪʣʝʥʥʷ, ʬʦʥʦʚʠʭ ʟʘʚʘʜ, ʜʝʬʦʨʤʘʮʽʡ ʽ ʟʘʙʨʫʜʥʝʥʴ 

ʦʙôʻʢʪʽʚ [2]. ʋ ʮʠʭ ʫʤʦʚʘʭ ʷʢʽʩʪʴ ʟʦʙʨʘʞʝʥʴ ʪʘ ʦʨʛʘʥʽʟʘʮʽʷ ʧʨʦʛʨʘʤʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ 

ʩʠʩʪʝʤʠ ʩʪʘʶʪʴ ʥʝ ʜʨʫʛʦʨʷʜʥʠʤ, ʘ ʚʠʟʥʘʯʘʣʴʥʠʤ ʯʠʥʥʠʢʦʤ ʜʦʩʷʛʥʝʥʥʷ ʩʪʘʙʽʣʴʥʦʾ 

ʪʦʯʥʦʩʪʽ ʡ ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ ʨʝʟʫʣʴʪʘʪʽʚ [3]. ʋ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʢʦʤʧôʶʪʝʨʥʝ ʟʽʨ [4] ʽ 

ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʤʝʪʦʜʠ [5] ʚʽʜʢʨʠʚʘʶʪʴ ʥʦʚʽ ʧʝʨʩʧʝʢʪʠʚʠ ʜʣʷ ʦʙôʻʢʪʠʚʥʦʛʦ ʘʥʘʣʽʟʫ 

ʚʽʟʫʘʣʴʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʱʦ ʤʽʩʪʠʪʴ ʟʦʙʨʘʞʝʥʥʷ ʧʦʙʫʪʦʚʠʭ ʚʽʜʭʦʜʽʚ [5, 6]. 

ʉʫʯʘʩʥʽ ʢʦʥʚʦʣʶʮʽʡʥʽ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ ʟʜʘʪʥʽ ʝʬʝʢʪʠʚʥʦ ʚʠʜʽʣʷʪʠ ʣʦʢʘʣʴʥʽ 

ʪʘ ʛʣʦʙʘʣʴʥʽ ʦʟʥʘʢʠ ʟʽ ʩʢʣʘʜʥʠʭ ʚʽʟʫʘʣʴʥʠʭ ʜʘʥʠʭ [7], ʩʪʽʡʢʽ ʜʦ ʰʫʤʽʚ [8] ʽ ʟʤʽʥʥʠʭ 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025  102 

ʫʤʦʚ ʦʩʚʽʪʣʝʥʥʷ [9], ʱʦ ʭʘʨʘʢʪʝʨʥʽ ʜʣʷ ʬʦʪʦʟʦʙʨʘʞʝʥʴ. ɸʜʘʧʪʠʚʥʽ ʢʦʥʚʝʻʨʠ 

ʦʙʨʦʙʢʠ ʟʦʙʨʘʞʝʥʴ [10], ʷʢʽ ʚʨʘʭʦʚʫʶʪʴ ʧʦʢʘʟʥʠʢʠ ʷʢʦʩʪʽ, ʪʘʢʽ ʷʢ ʨʽʟʢʽʩʪʴ, ʢʦʥʪʨʘʩʪ, 

ʝʢʩʧʦʟʠʮʽʡʥʘ ʟʙʘʣʘʥʩʦʚʘʥʽʩʪʴ ʽ ʨʽʚʝʥʴ ʬʦʥʦʚʠʭ ʟʘʚʘʜ, ʜʦʟʚʦʣʷʶʪʴ ʦʧʪʠʤʽʟʫʚʘʪʠ 

ʧʨʦʮʝʩ ʪʨʝʥʫʚʘʥʥʷ ʤʦʜʝʣʝʡ, ʧʽʜʚʠʱʫʶʯʠ ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʚʽʪʴ ʧʨʠ ʥʘʷʚʥʦʩʪʽ 

ʩʧʦʪʚʦʨʝʥʠʭ ʘʙʦ ʯʘʩʪʢʦʚʦ ʥʝʢʦʨʝʢʪʥʠʭ ʜʘʥʠʭ [11]. ʇʦʻʜʥʘʥʥʷ ʙʘʟʦʚʠʭ ʘʨʭʽʪʝʢʪʫʨ 

CNN ʽʟ ʤʦʜʫʣʷʤʠ ʜʦʥʘʚʯʘʥʥʷ ʥʘ ʦʯʠʱʝʥʠʭ ʽ ʩʠʨʠʭ ʜʘʪʘʩʝʪʘʭ ʟʘʙʝʟʧʝʯʫʻ ʙʽʣʴʰ 

ʛʥʫʯʢʝ ʫʟʘʛʘʣʴʥʝʥʥʷ ʧʘʪʝʨʥʽʚ [12] ʽ ʟʤʝʥʰʫʻ ʚʧʣʠʚ ʘʨʪʝʬʘʢʪʽʚ ʪʘ ʰʫʤʽʚ [13] ʥʘ 

ʨʽʰʝʥʥʷ ʤʦʜʝʣʽ. 

ɺʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʻ ʤʦʜʫʣʴʥʘ ʧʦʙʫʜʦʚʘ ʩʠʩʪʝʤʠ [14], ʷʢʘ ʜʦʟʚʦʣʷʻ 

ʽʥʪʝʛʨʫʚʘʪʠ ʧʦʧʝʨʝʜʥʶ ʦʙʨʦʙʢʫ ʟʦʙʨʘʞʝʥʴ, ʥʘʚʯʘʣʴʥʽ ʢʦʥʪʫʨʠ, ʦʮʽʥʢʫ ʷʢʦʩʪʽ ʪʘ 

ʧʨʠʢʣʘʜʥʽ ʽʥʪʝʨʬʝʡʩʠ ʜʣʷ ʽʥʪʝʨʘʢʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ [15]. ʊʘʢʠʡ ʧʽʜʭʽʜ ʚʽʜʢʨʠʚʘʻ 

ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʨʽʰʝʥʴ, ʜʝ ʧʦʪʨʽʙʥʦ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦ 

ʦʮʽʥʶʚʘʪʠ ʯʠʩʣʝʥʥʽ ʚʽʟʫʘʣʴʥʽ ʧʘʨʘʤʝʪʨʠ [16, 17]. ʇʦʜʘʣʴʰʠʡ ʨʦʟʚʠʪʦʢ ʚʢʣʶʯʘʻ 

ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʤʝʭʘʥʽʟʤʽʚ ʧʦʷʩʥʶʚʘʥʦʩʪʽ ʨʽʰʝʥʴ ʤʦʜʝʣʝʡ [18, 19], ʽʥʪʝʛʨʘʮʽʶ ʟ 

ʤʫʣʴʪʠʤʦʜʘʣʴʥʠʤʠ ʜʘʥʠʤʠ [20], ʪʘʢʠʤʠ ʷʢ ʚʽʜʝʦ ʪʘ ʘʫʜʽʦ, ʘ ʪʘʢʦʞ ʩʪʚʦʨʝʥʥʷ 

ʘʜʘʧʪʠʚʥʠʭ ʩʠʩʪʝʤ, ʱʦ ʟʜʘʪʥʽ ʥʘʚʯʘʪʠʩʷ ʥʘ ʥʦʚʠʭ ʜʘʥʠʭ ʙʝʟ ʧʦʚʥʦʛʦ ʧʝʨʝʥʘʚʯʘʥʥʷ, 

ʱʦ ʩʫʪʪʻʚʦ ʧʽʜʚʠʱʫʻ ʾʭʥʶ ʧʨʘʢʪʠʯʥʫ ʮʽʥʥʽʩʪʴ [21]. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʦʙˇʨʫʥʪʫʚʘʥʥʷ ʪʘ ʨʝʘʣʽʟʘʮʽʷ ʧʽʜʭʦʜʫ ʜʦ ʧʨʦʻʢʪʫʚʘʥʥʷ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ ʢʣʘʩʠʬʽʢʘʮʽʾ ʧʦʙʫʪʦʚʦʛʦ ʩʤʽʪʪʷ ʟʘ ʚʽʟʫʘʣʴʥʠʤʠ ʜʘʥʠʤʠ, ʫ 

ʷʢʽʡ ʟʘʙʝʟʧʝʯʝʥʦ ʽʥʪʝʛʨʘʮʽʶ ʷʢʽʩʥʦ-ʦʙʽʟʥʘʥʦʛʦ ʧʨʝʧʨʦʮʝʩʠʥʛʫ, ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʧʨʠʢʣʘʜʥʦʛʦ ʽʥʪʝʨʬʝʡʩʫ ʢʦʨʠʩʪʫʚʘʯʘ ʚ ʻʜʠʥʠʡ ʤʦʜʫʣʴʥʠʡ ʢʦʥʪʫʨ. 

ʆʙôʻʢʪʦʤ ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʩʪʫʧʘʻ ʧʨʦʮʝʩ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʧʦʙʫʪʦʚʠʭ 

ʚʽʜʭʦʜʽʚ ʟʘ ʟʦʙʨʘʞʝʥʥʷʤʠ, ʘ ʧʨʝʜʤʝʪʦʤ ï ʘʨʭʽʪʝʢʪʫʨʥʽ ʪʘ ʘʣʛʦʨʠʪʤʽʯʥʽ ʨʽʰʝʥʥʷ, ʱʦ 

ʟʘʙʝʟʧʝʯʫʶʪʴ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʩʪʽʡʢʦʩʪʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʘ ʨʘʭʫʥʦʢ 

ʬʦʨʤʘʣʽʟʦʚʘʥʦʛʦ ʢʦʥʪʨʦʣʶ ʷʢʦʩʪʽ ʚʭʽʜʥʠʭ ʜʘʥʠʭ ʽ ʨʘʮʽʦʥʘʣʴʥʦʾ ʧʦʙʫʜʦʚʠ 

ʧʨʦʛʨʘʤʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. 

ʂʣʶʯʦʚʦʶ ʦʩʦʙʣʠʚʽʩʪʶ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʻ ʪʨʘʢʪʫʚʘʥʥʷ ʷʢʦʩʪʽ 

ʟʦʙʨʘʞʝʥʴ ʥʝ ʷʢ ʜʦʧʦʤʽʞʥʦʛʦ ʧʘʨʘʤʝʪʨʘ, ʘ ʷʢ ʩʪʨʫʢʪʫʨʥʦʛʦ ʝʣʝʤʝʥʪʘ ʧʨʦʮʝʩʫ 

ʥʘʚʯʘʥʥʷ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʪʠʧʦʚʠʭ ʨʽʰʝʥʴ, ʜʝ ʧʨʝʧʨʦʮʝʩʠʥʛ ʦʙʤʝʞʫʻʪʴʩʷ 

ʥʦʨʤʘʣʽʟʘʮʽʻʶ ʨʦʟʤʽʨʫ ʪʘ ʙʘʟʦʚʠʤʠ ʘʫʛʤʝʥʪʘʮʽʷʤʠ, ʫ ʟʘʧʨʦʧʦʥʦʚʘʥʽʡ ʩʠʩʪʝʤʽ 

ʧʝʨʝʜʙʘʯʝʥʦ ʬʦʨʤʘʣʴʥʫ ʤʦʜʝʣʴ ʚʽʜʙʦʨʫ ʟʦʙʨʘʞʝʥʴ ʟʘ ʚʝʢʪʦʨʦʤ ʷʢʦʩʪʽ, ʱʦ ʚʢʣʶʯʘʻ 

ʨʽʟʢʽʩʪʴ, ʢʦʥʪʨʘʩʪʥʽʩʪʴ, ʝʢʩʧʦʟʠʮʽʡʥʫ ʟʙʘʣʘʥʩʦʚʘʥʽʩʪʴ ʪʘ ʧʦʢʘʟʥʠʢ ʬʦʥʦʚʦʾ 

çʟʘʩʤʽʯʝʥʦʩʪʽè ʩʮʝʥʠ. ɯʥʪʝʛʨʘʣʴʥʠʡ ʙʘʣ ʷʢʦʩʪʽ, ʦʙʯʠʩʣʝʥʠʡ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʚʘʛʦʚʠʭ ʢʦʝʬʽʮʽʻʥʪʽʚ, ʩʣʫʛʫʻ ʦʩʥʦʚʦʶ ʜʣʷ ʘʜʘʧʪʠʚʥʦʛʦ ʧʦʨʦʛʘ ʬʽʣʴʪʨʘʮʽʾ, ʷʢʠʡ 

ʜʠʥʘʤʽʯʥʦ ʥʘʣʘʰʪʦʚʫʻʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʩʪʘʪʠʩʪʠʢʠ ʜʘʪʘʩʝʪʫ [22]. ʎʝ ʜʘʻ ʟʤʦʛʫ 

ʚʠʣʫʯʘʪʠ ʟʦʙʨʘʞʝʥʥʷ, ʱʦ ʟʥʠʞʫʶʪʴ ʚʥʫʪʨʽʰʥʴʦʢʣʘʩʦʚʫ ʦʜʥʦʨʽʜʥʽʩʪʴ ʽ 

ʫʩʢʣʘʜʥʶʶʪʴ ʫʟʘʛʘʣʴʥʝʥʥʷ ʤʦʜʝʣʽ, ʟʙʝʨʽʛʘʶʯʠ ʧʨʠ ʮʴʦʤʫ ʨʝʧʨʝʟʝʥʪʘʪʠʚʥʽʩʪʴ 

ʢʦʞʥʦʛʦ ʢʣʘʩʫ [23]. 

ɸʨʭʽʪʝʢʪʫʨʘ ʩʠʩʪʝʤʠ (ʨʠʩʫʥʦʢ 1) ʧʦʙʫʜʦʚʘʥʘ ʷʢ ʩʫʢʫʧʥʽʩʪʴ ʫʟʛʦʜʞʝʥʠʭ 

ʤʦʜʫʣʽʚ: ʧʽʜʩʠʩʪʝʤʘ ʧʽʜʛʦʪʦʚʢʠ ʜʘʥʠʭ (ʽʤʧʦʨʪ, ʧʝʨʝʚʽʨʢʘ ʩʪʨʫʢʪʫʨʠ, ʦʙʯʠʩʣʝʥʥʷ 

ʤʝʪʨʠʢ ʷʢʦʩʪʽ, ʬʦʨʤʫʚʘʥʥʷ ʦʯʠʱʝʥʦʛʦ ʜʘʪʘʩʝʪʫ), ʪʨʝʥʫʚʘʣʴʥʠʡ ʢʦʥʪʫʨ (ʜʦʥʘʚʯʘʥʥʷ 

ʙʘʟʦʚʦʾ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʤʦʜʝʣʽ ʥʘ ʩʠʨʠʭ ʪʘ ʦʯʠʱʝʥʠʭ ʜʘʥʠʭ ʽʟ ʤʦʞʣʠʚʽʩʪʶ 
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ʧʦʨʽʚʥʷʣʴʥʠʭ ʝʢʩʧʝʨʠʤʝʥʪʽʚ), ʤʦʜʫʣʴ ʦʮʽʥʶʚʘʥʥʷ (ʨʦʟʨʘʭʫʥʦʢ ʩʫʢʫʧʥʦʩʪʽ ʤʝʪʨʠʢ ï 

accuracy, balanced accuracy, macro/micro F1, ʘʥʘʣʽʟ ʤʘʪʨʠʮʴ ʧʣʫʪʘʥʠʥʠ) ʪʘ 

ʧʨʠʢʣʘʜʥʠʡ ʽʥʪʝʨʬʝʡʩ ʜʣʷ ʽʥʪʝʨʘʢʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ. ʊʘʢʘ ʜʝʢʦʤʧʦʟʠʮʽʷ ʜʦʟʚʦʣʷʻ 

ʥʝʟʘʣʝʞʥʦ ʤʦʜʠʬʽʢʫʚʘʪʠ ʪʘ ʧʦʚʪʦʨʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʢʨʝʤʽ ʢʦʤʧʦʥʝʥʪʠ, 

ʧʝʨʝʥʦʩʠʪʠ ʩʠʩʪʝʤʫ ʥʘ ʽʥʰʽ ʜʘʪʘʩʝʪʠ ʪʘ ʽʥʪʝʛʨʫʚʘʪʠ ʾʾ ʫ ʧʨʦʪʦʪʠʧʠ ʚʠʨʦʙʥʠʯʠʭ 

ʨʽʰʝʥʴ. 

ʋ ʥʝʡʨʦʤʝʨʝʞʝʚʽʡ ʯʘʩʪʠʥʽ ʩʠʩʪʝʤʠ ʟʘʩʪʦʩʦʚʘʥʦ ʪʨʘʥʩʬʝʨʥʝ ʥʘʚʯʘʥʥʷ 

ʣʝʛʢʦʚʘʛʦʚʠʭ ʟʛʦʨʪʢʦʚʠʭ ʘʨʭʽʪʝʢʪʫʨ (ʟʦʢʨʝʤʘ MobileNetV2/EfficientNet) ʥʘ ʦʩʥʦʚʽ 

ʚʽʜʢʨʠʪʦʛʦ ʜʘʪʘʩʝʪʫ Recyclable and Household Waste Classification, ʷʢʠʡ ʤʽʩʪʠʪʴ 30 

ʢʣʘʩʽʚ ʚʽʜʭʦʜʽʚ ʫ ʢʦʥʪʨʦʣʴʦʚʘʥʠʭ ʪʘ ʨʝʘʣʽʩʪʠʯʥʠʭ ʫʤʦʚʘʭ ʟʡʦʤʢʠ. ɼʦʥʘʚʯʘʥʥʷ 

ʚʠʢʦʥʫʻʪʴʩʷ ʦʢʨʝʤʦ ʥʘ ʩʠʨʽʡ ʪʘ ʦʯʠʱʝʥʽʡ ʚʠʙʽʨʢʘʭ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʢʽʣʴʢʽʩʥʦ ʦʮʽʥʠʪʠ 

ʚʧʣʠʚ ʬʦʨʤʘʣʽʟʦʚʘʥʦʛʦ ʚʽʜʙʦʨʫ ʟʦʙʨʘʞʝʥʴ ʥʘ ʧʦʚʝʜʽʥʢʫ ʤʦʜʝʣʽ, ʟʦʢʨʝʤʘ ʱʦʜʦ 

ʨʽʜʢʽʩʥʠʭ ʽ ʚʽʟʫʘʣʴʥʦ ʩʢʣʘʜʥʠʭ ʢʣʘʩʽʚ. ʇʦʨʽʚʥʷʥʥʷ ʤʝʪʨʠʢ ʥʘ ʜʚʦʭ ʢʦʥʬʽʛʫʨʘʮʽʷʭ 

ʤʦʜʝʣʽ ʜʦʟʚʦʣʷʻ ʚʠʷʚʠʪʠ ʢʣʘʩʠ, ʥʘʡʯʫʪʣʠʚʽʰʽ ʜʦ ʰʫʤʫ, ʪʘ ʦʙˇʨʫʥʪʫʚʘʪʠ ʜʦʮʽʣʴʥʽʩʪʴ 

ʽʥʪʝʛʨʘʮʽʾ ʤʝʭʘʥʽʟʤʽʚ ʢʦʥʪʨʦʣʶ ʷʢʦʩʪʽ ʚ ʧʨʦʤʠʩʣʦʚʽ ʢʦʥʚʝʻʨʠ ʢʣʘʩʠʬʽʢʘʮʽʾ. 

 

 
ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʚʟʘʻʤʦʜʽʾ ʢʦʤʧʦʥʝʥʪʽʚ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ 

 

ʆʩʦʙʣʠʚʝ ʟʥʘʯʝʥʥʷ ʚ ʢʦʥʪʝʢʩʪʽ ʧʨʦʻʢʪʫʚʘʥʥʷ ʤʘʻ ʚʠʙʽʨ ʪʝʭʥʦʣʦʛʽʯʥʦʛʦ 

ʩʪʝʢʘ. ɼʣʷ ʨʝʘʣʽʟʘʮʽʾ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʯʘʩʪʠʥʠ ʟʘʩʪʦʩʦʚʘʥʦ Python ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʙʽʙʣʽʦʪʝʢ PyTorch, NumPy, Pandas, OpenCV ʪʘ Matplotlib, ʱʦ ʟʘʙʝʟʧʝʯʫʶʪʴ ʧʦʚʥʠʡ 

ʮʠʢʣ ʨʦʙʦʪʠ ʟ ʜʘʥʠʤʠ ï ʚʽʜ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ ʟʦʙʨʘʞʝʥʴ ʜʦ ʥʘʚʯʘʥʥʷ ʡ 

ʦʮʽʥʶʚʘʥʥʷ ʤʦʜʝʣʝʡ. ʉʝʨʝʜʦʚʠʱʝ Google Colab ʚʠʢʦʨʠʩʪʘʥʦ ʷʢ ʦʩʥʦʚʥʫ ʧʣʘʪʬʦʨʤʫ 

ʜʣʷ ʝʢʩʧʝʨʠʤʝʥʪʽʚ ʟʘʚʜʷʢʠ ʜʦʩʪʫʧʫ ʜʦ GPU, ʽʥʪʝʛʨʘʮʽʾ ʟ ʭʤʘʨʥʠʤ ʩʭʦʚʠʱʝʤ ʪʘ 

ʤʦʞʣʠʚʦʩʪʽ ʚʽʜʪʚʦʨʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ. ɼʣʷ ʧʦʙʫʜʦʚʠ ʽʥʪʝʨʬʝʡʩʫ ʽʥʪʝʨʘʢʪʠʚʥʦʛʦ 

ʪʝʩʪʫʚʘʥʥʷ ʚʧʨʦʚʘʜʞʝʥʦ ʚʝʙʢʦʤʧʦʥʝʥʪ ʥʘ ʦʩʥʦʚʽ Gradio, ʷʢʠʡ ʜʘʻ ʟʤʦʛʫ ʥʝ ʣʠʰʝ 

ʟʘʚʘʥʪʘʞʫʚʘʪʠ ʟʦʙʨʘʞʝʥʥʷ ʢʦʨʠʩʪʫʚʘʯʝʤ, ʘ ʡ ʚʽʟʫʘʣʴʥʦ ʜʝʤʦʥʩʪʨʫʚʘʪʠ ʨʝʟʫʣʴʪʘʪʠ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʫ ʬʦʨʤʽ, ʧʨʠʜʘʪʥʽʡ ʜʣʷ ʧʦʜʘʣʴʰʦʾ ʽʥʞʝʥʝʨʥʦʾ ʽʥʪʝʛʨʘʮʽʾ. 

ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʽ ʜʦʩʣʽʜʞʝʥʥʷ ʧʽʜʪʚʝʨʜʞʫʶʪʴ, ʱʦ ʚʨʘʭʫʚʘʥʥʷ ʷʢʦʩʪʽ 

ʟʦʙʨʘʞʝʥʴ ʥʘ ʝʪʘʧʽ ʬʦʨʤʫʚʘʥʥʷ ʚʠʙʽʨʢʠ ʜʦʟʚʦʣʷʻ ʧʽʜʚʠʱʠʪʠ ʟʙʘʣʘʥʩʦʚʘʥʫ ʪʦʯʥʽʩʪʴ 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025  104 

ʪʘ macro-F1, ʟʤʝʥʰʠʪʠ ʩʠʩʪʝʤʘʪʠʯʥʽ ʧʦʤʠʣʢʠ ʤʽʞ ʙʣʠʟʴʢʠʤʠ ʤʘʪʝʨʽʘʣʴʥʠʤʠ 

ʢʣʘʩʘʤʠ ʪʘ ʩʪʘʙʽʣʽʟʫʚʘʪʠ ʧʦʚʝʜʽʥʢʫ ʤʦʜʝʣʽ ʜʣʷ ʨʽʜʢʽʩʥʠʭ ʢʘʪʝʛʦʨʽʡ. ɿ ʧʦʛʣʷʜʫ 

ʧʨʦʻʢʪʫʚʘʥʥʷ ʮʝ ʦʟʥʘʯʘʻ, ʱʦ ʽʥʪʝʣʝʢʪʫʘʣʴʥʘ ʩʠʩʪʝʤʘ ʢʣʘʩʠʬʽʢʘʮʽʾ ʧʦʙʫʪʦʚʦʛʦ 

ʩʤʽʪʪʷ ʤʘʻ ʨʦʟʛʣʷʜʘʪʠʩʷ ʥʝ ʣʠʰʝ ʷʢ çʤʦʜʝʣʴ + ʽʥʪʝʨʬʝʡʩè, ʘ ʷʢ ʮʽʣʽʩʥʠʡ ʢʦʥʚʝʻʨ, ʫ 

ʷʢʦʤʫ ʤʦʜʫʣʽ ʢʦʥʪʨʦʣʶ ʷʢʦʩʪʽ ʜʘʥʠʭ, ʥʘʚʯʘʥʥʷ ʪʘ ʚʘʣʽʜʘʮʽʾ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʽ ʡ 

ʩʧʽʣʴʥʦ ʚʠʟʥʘʯʘʶʪʴ ʨʽʚʝʥʴ ʥʘʜʽʡʥʦʩʪʽ ʨʽʰʝʥʥʷ ʚ ʨʝʘʣʴʥʠʭ ʚʠʨʦʙʥʠʯʠʭ ʩʮʝʥʘʨʽʷʭ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ʇʆɹʋɼʆɺʀ ɸʋɼɯʆʇʆʊʆʂʋ ɼʆʇʆɺʅɽʅʆɰ ʈɽɸʃʔʅʆʉʊɯ ɼʃʗ 

ʇʆʂʈɸʑɽʅʅʗ ʆʈɯɭʅʊɸʎɯɰ ʊɸ ɹɽɿʇɽʂʀ ʃʖɼɽʁ ɯɿ ʇʈʆɹʃɽʄɸʄʀ 

ɿʆʈʋ 
 

ʈʦʟʛʣʷʥʫʪʦ ʤʝʪʦʜ ʧʦʙʫʜʦʚʠ ʘʫʜʽʦʧʦʪʦʢʫ ʜʦʧʦʚʥʝʥʦʾ ʨʝʘʣʴʥʦʩʪʽ ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ 

ʦʨʽʻʥʪʘʮʽʾ ʪʘ ʙʝʟʧʝʢʠ ʣʶʜʝʡ ʽʟ ʧʨʦʙʣʝʤʘʤʠ ʟʦʨʫ. ʄʝʪʦʜ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʤʦʜʝʣʽ 

YOLOv8S ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʦʙôʻʢʪʽʚ ʫ ʚʽʜʝʦʧʦʪʦʮʽ ʪʘ ʟʛʦʨʪʢʦʚʦʾ ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ ʜʣʷ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʟʚʘʥʠʭ ʦʩʽʙ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʟʘʙʝʟʧʝʯʠʪʠ ʧʨʽʦʨʠʪʠʟʦʚʘʥʝ ʦʟʚʫʯʫʚʘʥʥʷ 

ʥʝʙʝʟʧʝʯʥʠʭ ʦʙôʻʢʪʽʚ ʪʘ ʧʝʨʩʦʥʽʬʽʢʦʚʘʥʝ ʽʥʬʦʨʤʫʚʘʥʥʷ ʢʦʨʠʩʪʫʚʘʯʘ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

ʈʦʟʨʦʙʣʝʥʠʡ ʧʨʦʛʨʘʤʥʠʡ ʧʨʦʪʦʪʠʧ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʚ ʚʠʩʦʢʽ ʧʦʢʘʟʥʠʢʠ ʪʦʯʥʦʩʪʽ ʧʽʜ ʯʘʩ 

ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ, ʧʽʜʪʚʝʨʜʠʚʰʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʤʝʪʦʜʫ ʷʢ ʽʥʩʪʨʫʤʝʥʪʫ 

ʧʽʜʚʠʱʝʥʥʷ ʘʚʪʦʥʦʤʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ ʣʶʜʝʡ ʽʟ ʟʦʨʦʚʠʤʠ ʧʦʨʫʰʝʥʥʷʤʠ. 

 

The method for constructing an augmented reality audio stream to improve orientation 

and safety for people with vision problems is considered. The method is based on the use of the 

YOLOv8S model for detecting objects in a video stream and a convolutional neural network for 

classifying named individuals, which allows for prioritized voicing of dangerous objects and 

personalized user information in real time. The developed software prototype demonstrated high 

accuracy rates during experimental research, confirming the effectiveness of the method as a tool 

for increasing the autonomy and safety of people with visual impairments. 

 

ʋ ʜʦʩʣʽʜʞʝʥʥʽ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘʫʢʦʚʦ ʦʙˇʨʫʥʪʦʚʘʥʠʡ ʤʝʪʦʜ ʧʦʙʫʜʦʚʠ 

ʘʫʜʽʦʧʦʪʦʢʫ ʜʦʧʦʚʥʝʥʦʾ ʨʝʘʣʴʥʦʩʪʽ ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ ʦʨʽʻʥʪʘʮʽʾ ʪʘ ʙʝʟʧʝʢʠ ʣʶʜʝʡ ʽʟ 

ʧʨʦʙʣʝʤʘʤʠ ʟʦʨʫ ʰʣʷʭʦʤ ʘʥʘʣʽʟʫ ʚʽʜʝʦʧʦʪʦʢʫ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʪʘ ʦʟʚʫʯʫʚʘʥʥʷ 

ʧʨʽʦʨʠʪʝʪʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʦʙôʻʢʪʠ ʜʦʚʢʽʣʣʷ ʡ ʽʜʝʥʪʠʬʽʢʦʚʘʥʠʭ ʦʩʽʙ. ɿʨʦʩʪʘʥʥʷ 

ʛʣʦʙʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʣʶʜʝʡ ʽʟ ʧʦʨʫʰʝʥʥʷʤʠ ʟʦʨʫ, ʩʢʣʘʜʥʽʩʪʴ ʩʘʤʦʩʪʽʡʥʦʾ ʥʘʚʽʛʘʮʽʾ, 

ʥʝʜʦʩʪʘʪʥʷ ʘʜʘʧʪʦʚʘʥʽʩʪʴ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ [1] ʪʘ ʦʙʤʝʞʝʥʽ ʤʦʞʣʠʚʦʩʪʽ ʽʩʥʫʶʯʠʭ 

ʮʠʬʨʦʚʠʭ ʘʩʠʩʪʠʚʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʬʦʨʤʫʶʪʴ ʧʦʪʨʝʙʫ ʫ ʩʪʚʦʨʝʥʥʽ ʽʥʪʝʛʨʦʚʘʥʠʭ 

ʩʠʩʪʝʤ, ʟʜʘʪʥʠʭ ʩʠʥʪʝʟʫʚʘʪʠ ʟʦʨʦʚʫ ʽʥʬʦʨʤʘʮʽʶ ʫ ʟʨʫʯʥʠʡ ʘʫʜʽʦʬʦʨʤʘʪ [2, 3]. 

ʊʘʢʠʡ ʧʽʜʭʽʜ ʤʘʻ ʦʩʦʙʣʠʚʝ ʟʥʘʯʝʥʥʷ ʚ ʫʤʦʚʘʭ ʥʝʩʪʘʙʽʣʴʥʦʛʦ ʯʠ ʥʝʙʝʟʧʝʯʥʦʛʦ 

ʩʝʨʝʜʦʚʠʱʘ, ʜʝ ʰʚʠʜʢʽʩʪʴ ʪʘ ʪʦʯʥʽʩʪʴ ʧʦʚʽʜʦʤʣʝʥʴ ʚʧʣʠʚʘʶʪʴ ʥʘ ʙʝʟʧʝʢʫ 

ʢʦʨʠʩʪʫʚʘʯʘ [4]. 

ɿʨʦʩʪʘʥʥʷ ʽʥʪʝʨʝʩʫ ʜʦ ʪʝʭʥʦʣʦʛʽʡ ʜʦʧʦʚʥʝʥʦʾ ʨʝʘʣʴʥʦʩʪʽ ʫ ʧʦʻʜʥʘʥʥʽ ʟ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʚʽʜʢʨʠʚʘʻ ʥʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ 

ʧʽʜʪʨʠʤʢʠ ʣʶʜʝʡ ʽʟ ʧʦʨʫʰʝʥʥʷʤʠ ʟʦʨʫ [5]. ʆʜʥʠʤ ʽʟ ʧʝʨʩʧʝʢʪʠʚʥʠʭ ʥʘʧʨʷʤʽʚ ʻ 

ʬʦʨʤʫʚʘʥʥʷ ʘʫʜʽʦʧʦʪʦʢʫ ʜʦʧʦʚʥʝʥʦʾ ʨʝʘʣʴʥʦʩʪʽ, ʫ ʷʢʦʤʫ ʚʝʨʙʘʣʴʥʽ ʦʧʠʩʠ, 

ʧʦʧʝʨʝʜʞʝʥʥʷ ʪʘ ʢʦʥʪʝʢʩʪʥʽ ʧʽʜʢʘʟʢʠ ʩʠʥʪʝʟʫʶʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʙʘʛʘʪʦʨʽʚʥʝʚʦʾ 
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ʦʙʨʦʙʢʠ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʜʦʚʢʽʣʣʷ [6]. ʈʦʟʚʠʪʦʢ ʪʝʭʥʦʣʦʛʽʡ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ 

ʚʽʜʢʨʠʚʘʻ ʥʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʩʠʩʪʝʤ ʜʦʧʦʚʥʝʥʦʾ ʨʝʘʣʴʥʦʩʪʽ, 

ʦʨʽʻʥʪʦʚʘʥʠʭ ʥʘ ʧʽʜʪʨʠʤʢʫ ʣʶʜʝʡ ʽʟ ʧʦʨʫʰʝʥʥʷʤʠ ʟʦʨʫ. ɸʢʪʫʘʣʴʥʽʩʪʴ ʮʽʻʾ ʪʝʤʘʪʠʢʠ 

ʟʫʤʦʚʣʝʥʘ ʧʦʪʨʝʙʦʶ ʟʘʙʝʟʧʝʯʠʪʠ ʙʝʟʧʝʯʥʫ ʪʘ ʽʥʬʦʨʤʘʪʠʚʥʫ ʚʟʘʻʤʦʜʽʶ ʪʘʢʠʭ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʟ ʦʪʦʯʝʥʥʷʤ ʫ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ [7]. ʂʦʤʧôʶʪʝʨʥʠʡ ʟʽʨ ʜʦʟʚʦʣʷʻ 

ʘʚʪʦʤʘʪʠʯʥʦ ʘʥʘʣʽʟʫʚʘʪʠ ʧʨʦʩʪʦʨʦʚʫ ʩʪʨʫʢʪʫʨʫ ʩʮʝʥʠ, ʚʠʟʥʘʯʘʪʠ ʢʣʶʯʦʚʽ ʦʙôʻʢʪʠ, 

ʦʮʽʥʶʚʘʪʠ ʾʭʥʶ ʚʽʜʩʪʘʥʴ, ʪʠʧ, ʧʦʚʝʜʽʥʢʦʚʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʪʘ ʧʦʪʝʥʮʽʡʥʫ ʥʝʙʝʟʧʝʢʫ 

[8]. ɼʣʷ ʣʶʜʝʡ ʟ ʧʦʨʫʰʝʥʥʷʤʠ ʟʦʨʫ ʮʽ ʤʦʞʣʠʚʦʩʪʽ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤʠ, ʦʩʢʽʣʴʢʠ 

ʬʦʨʤʫʶʪʴ ʦʩʥʦʚʫ ʜʣʷ ʧʦʙʫʜʦʚʠ ʘʫʜʽʦʧʦʪʦʢʫ ʜʦʧʦʚʥʝʥʦʾ ʨʝʘʣʴʥʦʩʪʽ, ʷʢʠʡ ʢʦʤʧʝʥʩʫʻ 

ʙʨʘʢ ʚʽʟʫʘʣʴʥʦʾ ʽʥʬʦʨʤʘʮʽʾ. 

ʉʫʯʘʩʥʽ ʧʽʜʭʦʜʠ, ʟʘʩʥʦʚʘʥʽ ʥʘ ʛʣʠʙʠʥʥʦʤʫ ʥʘʚʯʘʥʥʽ, ʟʘʙʝʟʧʝʯʫʶʪʴ ʚʠʩʦʢʫ 

ʪʦʯʥʽʩʪʴ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʦʙôʻʢʪʽʚ [9], ʚʠʷʚʣʝʥʥʷ ʧʝʨʝʰʢʦʜ [10], ʩʝʤʘʥʪʠʯʥʦʾ 

ʩʝʛʤʝʥʪʘʮʽʾ [11] ʪʘ ʚʽʜʩʪʝʞʝʥʥʷ ʨʫʭʦʤʠʭ ʝʣʝʤʝʥʪʽʚ ʩʮʝʥʠ [12]. ʎʝ ʜʦʟʚʦʣʷʻ ʥʝ ʣʠʰʝ 

ʦʧʠʩʫʚʘʪʠ ʩʪʘʪʠʯʥʝ ʦʪʦʯʝʥʥʷ, ʘ ʡ ʨʦʟʧʽʟʥʘʚʘʪʠ ʜʠʥʘʤʽʯʥʽ ʩʠʪʫʘʮʽʾ, ʱʦ ʦʩʦʙʣʠʚʦ 

ʚʘʞʣʠʚʦ ʜʣʷ ʥʘʚʽʛʘʮʽʾ ʫ ʤʽʩʴʢʦʤʫ ʩʝʨʝʜʦʚʠʱʽ, ʛʨʦʤʘʜʩʴʢʠʭ ʙʫʜʽʚʣʷʭ ʯʠ 

ʪʨʘʥʩʧʦʨʪʥʠʭ ʚʫʟʣʘʭ [13]. ʆʪʨʠʤʘʥʽ ʢʦʤʧôʶʪʝʨʥʠʤ ʟʦʨʦʤ ʜʘʥʽ ʤʦʞʫʪʴ ʙʫʪʠ 

ʢʦʥʚʝʨʪʦʚʘʥʽ ʫ ʩʪʨʫʢʪʫʨʦʚʘʥʽ ʪʝʢʩʪʦʚʽ ʦʧʠʩʠ, ʷʢʽ ʜʘʣʽ ʪʨʘʥʩʬʦʨʤʫʶʪʴʩʷ ʚ 

ʘʫʜʽʦʧʽʜʢʘʟʢʠ ï ʚʽʜ ʢʦʨʦʪʢʠʭ ʧʦʧʝʨʝʜʞʝʥʴ ʜʦ ʜʝʪʘʣʴʥʠʭ ʽʥʩʪʨʫʢʮʽʡ, ʟʘʣʝʞʥʦ ʚʽʜ 

ʨʽʚʥʷ ʩʢʣʘʜʥʦʩʪʽ ʩʠʪʫʘʮʽʾ ʪʘ ʽʥʜʠʚʽʜʫʘʣʴʥʠʭ ʧʦʪʨʝʙ ʢʦʨʠʩʪʫʚʘʯʘ. 

ʇʝʨʩʧʝʢʪʠʚʠ ʨʦʟʚʠʪʢʫ ʪʘʢʠʭ ʩʠʩʪʝʤ ʧʦʚôʷʟʘʥʽ ʟ ʽʥʪʝʛʨʘʮʽʻʶ 

ʤʫʣʴʪʠʤʦʜʘʣʴʥʠʭ ʤʦʜʝʣʝʡ [14], ʟʜʘʪʥʠʭ ʦʜʥʦʯʘʩʥʦ ʦʙʨʦʙʣʷʪʠ ʚʽʜʝʦʧʦʪʦʢʠ [16], 

ʧʨʦʩʪʦʨʦʚʽ ʢʘʨʪʠ ʦʪʦʯʝʥʥʷ ʪʘ ʢʦʥʪʝʢʩʪʥʽ ʜʘʥʽ [15], ʱʦ ʜʦʟʚʦʣʠʪʴ ʛʝʥʝʨʫʚʘʪʠ ʱʝ 

ʪʦʯʥʽʰʽ ʪʘ ʨʝʣʝʚʘʥʪʥʽ ʤʦʚʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷ [17]. ʊʘʢʽ ʪʝʭʥʦʣʦʛʽʾ ʟʜʘʪʥʽ ʩʫʪʪʻʚʦ 

ʧʽʜʚʠʱʠʪʠ ʨʽʚʝʥʴ ʤʦʙʽʣʴʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ ʣʶʜʝʡ ʽʟ ʧʦʨʫʰʝʥʥʷʤʠ ʟʦʨʫ, ʩʪʚʦʨʶʶʯʠ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʡ ʘʫʜʽʦʥʘʚʽʛʘʮʽʡʥʠʡ ʧʨʦʩʪʽʨ, ʱʦ ʧʨʠʨʦʜʥʦ ʽʥʪʝʛʨʫʻʪʴʩʷ ʫ ʾʭʥʶ 

ʧʦʚʩʷʢʜʝʥʥʫ ʚʟʘʻʤʦʜʽʶ ʽʟ ʥʘʚʢʦʣʠʰʥʽʤ ʩʚʽʪʦʤ. 

ʅʘʫʢʦʚʘ ʥʦʚʠʟʥʘ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʣʷʛʘʻ ʫ ʧʦʻʜʥʘʥʥʽ ʧʨʽʦʨʠʪʠʟʦʚʘʥʦʾ 

ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʦʙôʻʢʪʽʚ ʪʘ ʧʝʨʩʦʥʽʬʽʢʦʚʘʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʦʩʽʙ ʽʟ ʧʦʜʘʣʴʰʠʤ 

ʧʝʨʝʪʚʦʨʝʥʥʷʤ ʮʽʻʾ ʽʥʬʦʨʤʘʮʽʾ ʥʘ ʘʫʜʽʦʧʦʪʽʢ ʜʦʧʦʚʥʝʥʦʾ ʨʝʘʣʴʥʦʩʪʽ. ʊʘʢʠʡ ʧʽʜʭʽʜ 

ʟʘʙʝʟʧʝʯʫʻ ʘʜʘʧʪʠʚʥʫ ʚʟʘʻʤʦʜʽʶ ʢʦʨʠʩʪʫʚʘʯʘ ʽʟ ʩʝʨʝʜʦʚʠʱʝʤ, ʨʦʟʰʠʨʶʻ 

ʤʦʞʣʠʚʦʩʪʽ ʘʩʠʩʪʠʚʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʘ ʪʘʢʦʞ ʩʪʚʦʨʶʻ ʫʤʦʚʠ ʜʣʷ ʙʽʣʴʰʦʾ 

ʘʚʪʦʥʦʤʥʦʩʪʽ ʦʩʽʙ ʽʟ ʧʦʨʫʰʝʥʥʷʤʠ ʟʦʨʫ. ʈʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʩʧʨʠʷʻ ʨʝʘʣʽʟʘʮʽʾ ʎʽʣʝʡ 

ʩʪʘʣʦʛʦ ʨʦʟʚʠʪʢʫ ʆʆʅ ˉ3, ˉ10 ʪʘ ˉ11 [18], ʦʩʢʽʣʴʢʠ ʧʽʜʪʨʠʤʫʻ ʟʙʝʨʝʞʝʥʥʷ 

ʟʜʦʨʦʚôʷ, ʟʤʝʥʰʫʻ ʩʦʮʽʘʣʴʥʫ ʥʝʨʽʚʥʽʩʪʴ ʽ ʩʧʨʠʷʻ ʬʦʨʤʫʚʘʥʥʶ ʽʥʢʣʶʟʠʚʥʠʭ ʤʽʩʴʢʠʭ 

ʩʝʨʝʜʦʚʠʱ. 

ʇʨʘʢʪʠʯʥʘ ʟʥʘʯʫʱʽʩʪʴ ʨʦʙʦʪʠ ʧʦʣʷʛʘʻ ʫ ʩʪʚʦʨʝʥʥʽ ʧʨʦʛʨʘʤʥʦʛʦ ʧʨʦʪʦʪʠʧʫ, 

ʷʢʠʡ ʜʦʚʦʜʠʪʴ ʟʘʩʪʦʩʦʚʥʽʩʪʴ ʤʝʪʦʜʫ ʚ ʨʝʘʣʴʥʦʤʫ ʨʝʞʠʤʽ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʤʦʞʝ ʙʫʪʠ 

ʽʥʪʝʛʨʦʚʘʥʠʡ ʚ ʤʦʙʽʣʴʥʽ ʟʘʩʪʦʩʫʥʢʠ, ʩʠʩʪʝʤʠ ʥʘʚʽʛʘʮʽʾ ʪʘ ʽʥʢʣʶʟʠʚʥʽ ʽʥʬʦʨʤʘʮʽʡʥʽ 

ʩʝʨʚʽʩʠ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʙʘʟʫʻʪʴʩʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʤʦʜʝʣʽ YOLOv8S ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʦʙôʻʢʪʽʚ ʫ ʚʽʜʝʦʧʦʪʦʮʽ ʪʘ ʟʛʦʨʪʢʦʚʦʾ ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʥʘʟʚʘʥʠʭ ʦʩʽʙ. ʁʦʛʦ ʩʪʨʫʢʪʫʨʥʘ ʦʨʛʘʥʽʟʘʮʽʷ ʦʭʦʧʣʶʻ ʧʦʧʝʨʝʜʥʶ ʦʙʨʦʙʢʫ 
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ʚʽʜʝʦʜʘʥʠʭ, ʚʠʷʚʣʝʥʥʷ ʪʘ ʬʽʣʴʪʨʘʮʽʶ ʦʙôʻʢʪʽʚ ʟʘ ʧʦʨʦʛʦʤ ʜʦʚʽʨʠ, ʧʝʨʩʦʥʽʬʽʢʦʚʘʥʫ 

ʽʜʝʥʪʠʬʽʢʘʮʽʶ ʪʘ ʬʦʨʤʫʚʘʥʥʷ ʘʫʜʽʦʧʦʪʦʢʫ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʧʨʽʦʨʠʪʝʪʥʦʩʪʽ 

ʧʦʪʝʥʮʽʡʥʦ ʥʝʙʝʟʧʝʯʥʠʭ ʦʙôʻʢʪʽʚ. ʂʣʶʯʦʚʦʶ ʦʩʦʙʣʠʚʽʩʪʶ ʻ ʚʩʪʘʥʦʚʣʝʥʥʷ 

ʜʠʥʘʤʽʯʥʦʾ ʽʻʨʘʨʭʽʾ ʢʣʘʩʽʚ, ʱʦ ʚʠʟʥʘʯʘʻ ʧʦʨʷʜʦʢ ʦʟʚʫʯʫʚʘʥʥʷ ʟʘʣʝʞʥʦ ʚʽʜ ʨʽʚʥʷ 

ʟʘʛʨʦʟʠ, ʷʢʫ ʢʦʥʢʨʝʪʥʽ ʦʙôʻʢʪʠ ʤʦʞʫʪʴ ʩʪʚʦʨʶʚʘʪʠ ʜʣʷ ʢʦʨʠʩʪʫʚʘʯʘ. ʎʝ ʜʦʟʚʦʣʷʻ 

ʦʧʝʨʘʪʠʚʥʦ ʧʨʠʚʝʨʪʘʪʠ ʫʚʘʛʫ ʜʦ ʬʘʢʪʦʨʽʚ ʨʠʟʠʢʫ, ʧʽʜʪʨʠʤʫʶʯʠ ʙʝʟʧʝʯʥʫ 

ʪʨʘʻʢʪʦʨʽʶ ʨʫʭʫ. ɼʦʜʘʪʢʦʚʦ, ʤʦʞʣʠʚʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʟʚʘʥʠʭ ʦʩʽʙ ʟʘʙʝʟʧʝʯʫʻ 

ʧʝʨʩʦʥʽʬʽʢʦʚʘʥʫ ʚʟʘʻʤʦʜʽʶ ʟ ʦʪʦʯʝʥʥʷʤ, ʱʦ ʻ ʚʘʞʣʠʚʠʤ ʷʢ ʫ ʧʦʚʩʷʢʜʝʥʥʠʭ 

ʩʠʪʫʘʮʽʷʭ, ʪʘʢ ʽ ʚ ʢʦʥʪʝʢʩʪʽ ʩʦʮʽʘʣʴʥʦʾ ʽʥʪʝʛʨʘʮʽʾ. 

ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʽ ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʢʦʥʘʥʦ ʥʘ ʦʩʥʦʚʽ ʩʪʚʦʨʝʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʧʨʦʪʦʪʠʧʫ (ʨʠʩʫʥʦʢ 1), ʱʦ ʚʢʣʶʯʘʻ ʧʽʜʩʠʩʪʝʤʠ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ ʚʽʜʝʦʧʦʪʦʢʫ, 

ʚʠʷʚʣʝʥʥʷ ʦʙôʻʢʪʽʚ, ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʟʚʘʥʠʭ ʦʩʽʙ, ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʝʡ ʽ ʢʦʨʠʩʪʫʚʘʮʴʢʦʛʦ 

ʽʥʪʝʨʬʝʡʩʫ [19].  

 

 
ʈʠʩʫʥʦʢ 1 ï ʇʨʦʛʨʘʤʥʠʡ ʧʨʦʪʦʪʠʧ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ 

 

ʆʪʨʠʤʘʥʽ ʟʥʘʯʝʥʥʷ ʤʘʢʨʦʧʦʢʘʟʥʠʢʽʚ ʜʣʷ ʤʦʜʝʣʽ YOLOv8S ʧʽʜʪʚʝʨʜʠʣʠ ʾʾ 

ʝʬʝʢʪʠʚʥʽʩʪʴ, ʟʦʢʨʝʤʘ Precision 0.77, Recall 0.62, mAP@0.5 0.73 ʪʘ mAP@0.5:0.95 
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0.5604. ɸʥʘʣʽʟ ʤʽʢʨʦʧʦʢʘʟʥʠʢʽʚ ʜʣʷ ʦʙôʻʢʪʽʚ ʽʟ ʧʽʜʚʠʱʝʥʠʤ ʨʽʚʥʝʤ ʥʝʙʝʟʧʝʢʠ 

ʟʘʩʚʽʜʯʠʚ ʧʝʨʝʚʘʞʥʦ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʤʦʜʝʣʽ, ʭʦʯʘ ʜʣʷ ʦʢʨʝʤʠʭ ʢʣʘʩʽʚ ʚʠʷʚʣʝʥʦ 

ʜʦʮʽʣʴʥʽʩʪʴ ʧʦʜʘʣʴʰʦʛʦ ʜʦʥʘʚʯʘʥʥʷ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʩʪʘʙʽʣʴʥʦʩʪʽ. ɺʦʜʥʦʯʘʩ CNN-

ʤʦʜʝʣʴ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʟʚʘʥʠʭ ʦʩʽʙ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʘ ʧʨʘʢʪʠʯʥʦ ʙʝʟʧʦʤʠʣʢʦʚʫ 

ʨʦʙʦʪʫ, ʱʦ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʤʘʢʨʦʧʦʢʘʟʥʠʢʠ Accuracy 0.97, Precision 0.98, Recall 0.97 

ʪʘ F1-score 0.98. ɺʠʩʦʢʽ ʨʝʟʫʣʴʪʘʪʠ ʜʣʷ ʢʣʘʩʽʚ çPerson 1è ʪʘ çPerson 2è ʩʚʽʜʯʘʪʴ ʧʨʦ 

ʥʘʜʽʡʥʽʩʪʴ ʤʦʜʝʣʽ, ʪʦʜʽ ʷʢ ʦʧʪʠʤʽʟʘʮʽʷ ʚʠʙʽʨʢʠ ʜʣʷ ʢʣʘʩʫ çOtherè ʤʦʞʝ ʧʽʜʚʠʱʠʪʠ 

ʧʦʚʥʦʪʫ ʨʦʟʧʽʟʥʘʚʘʥʥʷ. 

ʇʦʜʘʣʴʰʠʡ ʨʦʟʚʠʪʦʢ ʜʦʩʣʽʜʞʝʥʥʷ ʧʝʨʝʜʙʘʯʘʻ ʚʧʨʦʚʘʜʞʝʥʥʷ ʥʦʚʽʪʥʽʭ 

ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʘʨʭʽʪʝʢʪʫʨ, ʟʦʢʨʝʤʘ YOLO12, ʨʦʟʰʠʨʝʥʥʷ ʪʘ ʙʘʣʘʥʩʫʚʘʥʥʷ 

ʜʘʪʘʩʝʪʽʚ ʜʣʷ ʚʠʩʦʢʦʧʨʽʦʨʠʪʝʪʥʠʭ ʢʣʘʩʽʚ, ʩʪʚʦʨʝʥʥʷ ʤʦʙʽʣʴʥʦʛʦ ʟʘʩʪʦʩʫʥʢʫ ʟ 

ʘʜʘʧʪʠʚʥʦʶ ʢʦʥʬʽʛʫʨʘʮʽʻʶ ʪʘ ʨʦʟʨʦʙʣʝʥʥʷ ʧʽʜʭʦʜʽʚ ʜʦ ʜʠʥʘʤʽʯʥʦʛʦ ʢʦʥʪʝʢʩʪʥʦʛʦ 

ʘʥʘʣʽʟʫ ʩʝʨʝʜʦʚʠʱʘ, ʱʦ ʜʦʟʚʦʣʠʪʴ ʬʦʨʤʫʚʘʪʠ ʙʽʣʴʰ ʪʦʯʥʽ ʡ ʩʠʪʫʘʮʽʡʥʦ ʨʝʣʝʚʘʥʪʥʽ 

ʘʫʜʽʦʧʦʚʽʜʦʤʣʝʥʥʷ. 

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʝʬʝʢʪʠʚʥʽʩʪʴ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ 

ʷʢ ʧʝʨʩʧʝʢʪʠʚʥʦʛʦ ʨʽʰʝʥʥʷ ʜʣʷ ʩʠʩʪʝʤ ʧʽʜʪʨʠʤʢʠ ʙʝʟʧʝʢʠ ʪʘ ʦʨʽʻʥʪʘʮʽʾ ʦʩʽʙ ʽʟ 

ʧʦʨʫʰʝʥʥʷʤʠ ʟʦʨʫ. ʆʯʽʢʫʻʪʴʩʷ, ʱʦ ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʩʪʚʦʨʶʚʘʪʠʤʝ ʫʤʦʚʠ ʜʣʷ 

ʙʝʟʧʝʯʥʽʰʦʾ ʽʥʪʝʛʨʘʮʽʾ ʚ ʩʦʮʽʘʣʴʥʠʡ ʧʨʦʩʪʽʨ, ʧʽʜʚʠʱʫʚʘʪʠʤʝ ʷʢʽʩʪʴ ʞʠʪʪʷ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʟʘʢʣʘʜʘʻ ʦʩʥʦʚʫ ʜʣʷ ʨʦʟʚʠʪʢʫ ʥʦʚʠʭ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʘʩʠʩʪʠʚʥʠʭ 

ʪʝʭʥʦʣʦʛʽʡ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄʆɼɽʃʔ ɯʅʌʆʈʄɸʎɯʁʅʆɻʆ ɿɸɹɽɿʇɽʏɽʅʅʗ ʇʆɼɸʅʅʗ ʇʈɽɼʄɽʊʅʆɰ 

ʆɹʃɸʉʊɯ 
 

ʄʦʜʝʣʴ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ 

ʫʧʨʘʚʣʽʥʥʷ ʧʨʦʮʝʩʘʤʠ ʧʨʠʜʙʘʥʥʷ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʥʘʥʴ, ʱʦ ʜʦʟʚʦʣʷʻ ʚʨʘʭʦʚʫʚʘʪʠ 

ʢʦʨʠʩʥʦʩʪʽ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʝʣʝʤʝʥʪʽʚ ʽ ʜʠʜʘʢʪʠʯʥʽ ʟʚ'ʷʟʢʠ ʤʽʞ ʥʠʤʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʩʧʦʩʽʙ 

ʬʦʨʤʫʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʽʻʨʘʨʭʽʯʥʦʛʦ ʤʝʨʝʞʝʚʦʛʦ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ, ʱʦ ʜʦʟʚʦʣʷʻ ʩʪʨʫʢʪʫʨʫʚʘʪʠ ʢʦʥʪʝʥʪ ʽʥʬʦʨʤʘʮʽʡʥʦ-

ʜʦʚʽʜʢʦʚʠʭ ʪʘ ʽʥʰʠʭ ʩʠʩʪʝʤ, ʷʢʽ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʚʽʜ ʚʽʜʦʤʠʭ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʚʟʘʻʤʦʧʦʚ'ʷʟʘʥʠʭ 

ʝʪʘʧʽʚ ʚʽʜʙʦʨʫ, ʢʣʘʩʪʝʨʠʟʘʮʽʾ ʪʘ ʚʧʦʨʷʜʢʫʚʘʥʥʷ ʢʦʥʪʝʥʪʫ. 

 

The model of information support of the subject area is intended for management of 

processes of acquisition and use of knowledge, which allows to take into account the usefulness of 

information elements and didactic connections between them. A method of formation of information 

support is proposed, intended for hierarchical network representation of the subject area, which 

allows to structure the content of information and reference and other systems, which differ from the 

known ones by using interconnected stages of selection, clustering and ordering of content. 

 

ʗʢʽʩʪʴ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʦʞʥʘ ʨʦʟʛʣʷʜʘʪʠ ʚ ʜʚʦʭ 

ʘʩʧʝʢʪʘʭ ï ʟʤʽʩʪ ʽ ʩʪʨʫʢʪʫʨʘ. ʆʩʪʘʥʥʷ, ʚ ʩʚʦʶ ʯʝʨʛʫ, ʚʢʣʶʯʘʻ ʚ ʩʝʙʝ ʤʦʜʝʣʴ 

ʽʥʬʦʨʤʘʮʽʡʥʦ-ʜʦʚʽʜʢʦʚʦʛʦ ʢʦʥʪʝʥʪʫ ʽ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʡʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ [1,2]. 

ɿʚʘʞʘʶʯʠ ʥʘ ʚʝʣʠʢʠʡ ʦʙʩʷʛ ʜʦʩʪʫʧʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ, ʘʢʪʫʘʣʴʥʠʤ ʩʪʘʻ 

ʧʠʪʘʥʥʷ ʨʦʟʨʦʙʢʠ ʧʨʦʮʝʜʫʨ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʧʽʜʚʠʱʠʪʠ ʨʝʟʫʣʴʪʘʪʠʚʥʽʩʪʴ ʟʘʩʚʦʻʥʥʷ 

ʽʥʬʦʨʤʘʮʽʾ, ʟʦʢʨʝʤʘ, ʟʘ ʨʘʭʫʥʦʢ ʩʪʚʦʨʝʥʥʷ ʫʤʦʚ ʜʣʷ ʥʘʡʙʽʣʴʰ ʫʩʧʽʰʥʦʛʦ ʦʩʚʦʻʥʥʷ 

ʢʦʥʪʝʥʪʫ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʽʜʚʠʱʝʥʥʷ ʷʢʦʩʪʽ ʧʽʜʛʦʪʦʚʢʠ 

ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʪʝʭʥʽʯʥʠʭ ʜʦʜʘʪʢʽʚ ʚ ʧʨʦʤʠʩʣʦʚʠʭ ʩʠʩʪʝʤʘʭ.  

ʆʧʠʩ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʣʠʰʝ ʤʝʨʝʞʝʚʠʭ ʘʙʦ ʽʻʨʘʨʭʽʯʥʠʭ 

ʤʦʜʝʣʝʡ ʥʝ ʻ ʜʦʩʪʘʪʥʽʤ ʜʣʷ ʧʦʜʘʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʪʦʤʫ 

ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʫʟʘʛʘʣʴʥʝʥʘ ʽʻʨʘʨʭʽʯʥʘ ʤʝʨʝʞʝʚʘ ʤʦʜʝʣʴ. ɿʘʣʝʞʥʦ 

ʚʽʜ ʚʠʜʫ ʚʭʽʜʥʠʭ ʜʘʥʠʭ ʨʦʟʛʣʷʥʝʤʦ ʤʦʞʣʠʚʽ ʩʧʦʩʦʙʠ ʬʦʨʤʫʚʘʥʥʷ ʽʻʨʘʨʭʽʯʥʠʭ 

ʤʝʨʝʞʝʚʠʭ ʤʦʜʝʣʝʡ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ [3,4,5]. 

ɺ ʧʝʨʰʦʤʫ ʚʠʧʘʜʢʫ ʚʭʽʜʥʽ ʜʘʥʽ ʧʨʝʜʩʪʘʚʣʝʥʽ ʤʥʦʞʠʥʦʶ ʽʥʬʦʨʤʘʮʽʡʥʠʭ 

ʝʣʝʤʝʥʪʽʚ, ʢʽʣʴʢʽʩʪʴ ʷʢʠʭ ʧʦʨʽʚʥʷʥʦ ʥʝʚʝʣʠʢʘ ʽ ʻ ʧʨʠʧʫʩʪʠʤʦʶ ʜʣʷ ʟʘʩʪʦʩʫʚʘʥʥʷ 
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ʝʢʩʧʝʨʪʥʠʭ ʤʝʪʦʜʽʚ. ʉʫʢʫʧʥʽʩʪʴ ʝʪʘʧʽʚ ʧʦʙʫʜʦʚʠ ʽʻʨʘʨʭʽʯʥʦʾ ʤʝʨʝʞʝʚʦʾ ʤʦʜʝʣʽ 

ʧʨʠʚʝʜʝʥʦ ʥʘ ʨʠʩʫʥʢʫ 1. 

 
ʈʠʩʫʥʦʢ 1 ï ɸʣʛʦʨʠʪʤ ʧʦʙʫʜʦʚʠ ʽʻʨʘʨʭʽʯʥʦʾ ʤʝʨʝʞʝʚʦʾ ʜʚʦʨʽʚʥʝʚʦʾ ʤʦʜʝʣʽ 

ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

 

ɺ ʜʨʫʛʦʤʫ ʚʘʨʽʘʥʪʽ ʚʭʽʜʥʽ ʜʘʥʽ ʧʨʝʜʩʪʘʚʣʝʥʽ çʜʝʨʝʚʦʤ ʟʥʘʥʴè, ʪʦʙʪʦ, 

ʽʻʨʘʨʭʽʯʥʦʶ ʤʦʜʝʣʣʶ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʉʫʢʫʧʥʽʩʪʴ ʝʪʘʧʽʚ ʧʦʙʫʜʦʚʠ 

ʽʻʨʘʨʭʽʯʥʦʾ ʤʝʨʝʞʝʚʠʡ ʤʦʜʝʣʽ ʥʘʚʝʜʝʥʘ ʥʘ ʨʠʩʫʥʢʫ 2. ɺʠʟʥʘʯʝʥʥʷ ʩʪʨʫʢʪʫʨʠ 

ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʧʦʨʷʜʢʫ ʟʘʩʚʦʻʥʥʷ ʟʥʘʥʴ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʫ 3, ʜʝ W ï ʤʘʪʨʠʮʷ ʚʘʛ ʜʠʜʘʢʪʠʯʥʠʭ ʟʚ'ʷʟʢʽʚ ʤʽʞ 
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ʽʥʬʦʨʤʘʮʽʡʥʠʤʠ ʝʣʝʤʝʥʪʘʤʠ (ɯɽ), D ï ʤʘʪʨʠʮʷ ʚʽʜʩʪʘʥʝʡ ʤʽʞ ɯɽ, R ï ʧʦʨʷʜʦʢ 

ʚʠʚʯʝʥʥʷ ɯɽ, CL ï ʢʣʘʩʪʝʨʠ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʝʣʝʤʝʥʪʽʚ, ʱʦ ʻ ʽʥʬʦʨʤʘʮʽʡʥʠʤʠ 

ʬʨʘʛʤʝʥʪʘʤʠ (ɯʌ), WL ï ʤʘʪʨʠʮʷ ʚʘʛ ʜʠʜʘʢʪʠʯʥʠʭ ʟʚ'ʷʟʢʽʚ ʤʽʞ ʢʣʘʩʪʝʨʘʤʠ ʥʘ ʨʽʚʥʽ L,  

rʽʬ - ʧʦʨʷʜʦʢ ʚʠʚʯʝʥʥʷ ɯʌ. 

ʇʨʦʮʝʜʫʨʘ ʚʠʟʥʘʯʝʥʥʷ ʩʪʨʫʢʪʫʨʠ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʢʣʘʜʘʻʪʴʩʷ 

ʟ ʥʘʩʪʫʧʥʠʭ ʢʨʦʢʽʚ: ʚʠʟʥʘʯʝʥʥʷ ʙʣʠʟʴʢʦʩʪʽ ʤʽʞ ɯɽ; ʢʣʘʩʪʝʨʠʟʘʮʽʷ  ʫʩʽʻʾ ʤʥʦʞʠʥʠ 

ʚʽʜʽʙʨʘʥʠʭ ʥʘʚʯʘʣʴʥʠʭ ʝʣʝʤʝʥʪʽʚ (ʬʦʨʤʫʚʘʥʥʷ ɯʌ); ʚʠʟʥʘʯʝʥʥʷ ʜʠʜʘʢʪʠʯʥʠʭ ʟʚ'ʷʟʢʽʚ 

ʤʽʞ ɯʌ ʪʘ ʬʦʨʤʫʚʘʥʥʷ ʩʪʨʫʢʪʫʨʠ ʢʦʥʪʝʥʪʫ ʚʝʨʭʥʴʦʛʦ ʨʽʚʥʷ; ʚʧʦʨʷʜʢʫʚʘʥʥʷ ɯɽ 

ʚʩʝʨʝʜʠʥʽ ʢʣʘʩʪʝʨʽʚ; ʚʠʟʥʘʯʝʥʥʷ ʙʣʠʟʴʢʦʩʪʽ ʤʽʞ ʢʣʘʩʪʝʨʘʤʠ;  ʚʧʦʨʷʜʢʫʚʘʥʥʷ 

ʢʣʘʩʪʝʨʽʚ. 

 

 
ʈʠʩʫʥʦʢ 2 ï ɸʣʛʦʨʠʪʤ ʧʦʙʫʜʦʚʠ ʽʻʨʘʨʭʽʯʥʦʾ ʤʝʨʝʞʝʚʦʾ ʤʦʜʝʣʽ 

 

ʅʘ ʦʩʥʦʚʽ ʦʪʨʠʤʘʥʦʾ ʽʻʨʘʨʭʽʯʥʦʾ ʤʝʨʝʞʝʚʦʾ ʤʦʜʝʣʽ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʥʝʦʙʭʽʜʥʦ ʩʬʦʨʤʫʚʘʪʠ ʪʨʘʻʢʪʦʨʽʶ ʨʦʙʦʪʠ ʟ ʦʙ'ʻʢʪʘʤʠ ʧʨʝʜʤʝʪʥʦʾ 

ʦʙʣʘʩʪʽ (ɯʌ ʪʘ ɯɽ). ʅʘ ʢʦʞʥʦʤʫ ʟ ʽʻʨʘʨʭʽʯʥʠʭ ʨʽʚʥʽʚ, ʚʠʟʥʘʯʘʻʪʴʩʷ ʣʽʥʽʡʥʠʡ ʧʦʨʷʜʦʢ 
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ʾʭ ʟʘʩʪʦʩʫʚʘʥʥʷ ʘʙʦ ʚʠʚʯʝʥʥʷ. ʅʘ ʢʦʞʥʦʤʫ ʟ ʨʽʚʥʽʚ ʤʦʜʝʣʴ ʜʠʜʘʢʪʠʯʥʠʭ ʟʚ'ʷʟʢʽʚ ʤʽʞ 

ɯʌ (ɯɽ) ʧʨʝʜʩʪʘʚʣʝʥʘ ʢʚʘʜʨʘʪʥʦʶ ʤʘʪʨʠʮʝʶ WL. ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʟʘʜʘʯʽ ʬʦʨʤʫʚʘʥʥʷ 

ʪʨʘʻʢʪʦʨʽʾ ʨʦʙʦʪʠ ʟ ʽʥʬʦʨʤʘʮʽʡʥʠʤʠ ʦʙ'ʻʢʪʘʤʠ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʤʦʞʫʪʴ 

ʟʘʩʪʦʩʦʚʫʚʘʪʠʩʷ ʘʣʛʦʨʠʪʤʠ ʧʦʙʫʜʦʚʠ ʷʨʫʩʥʦ-ʧʘʨʘʣʝʣʴʥʦʾ ʬʦʨʤʠ ʛʨʘʬʫ, ʟʦʢʨʝʤʘ, 

ʘʣʛʦʨʠʪʤʠ ʪʦʧʦʣʦʛʽʯʥʦʾ ʩʦʨʪʫʚʘʥʥʷ. ɿʘʜʘʯʘ ʪʦʧʦʣʦʛʽʯʥʦʛʦ ʩʦʨʪʫʚʘʥʥʷ ʛʨʘʬʫ 

ʧʦʣʷʛʘʻ ʚ ʥʘʩʪʫʧʥʦʤʫ: ʚʢʘʟʘʪʠ ʪʘʢʠʡ ʣʽʥʽʡʥʠʡ ʧʦʨʷʜʦʢ ʥʘ ʡʦʛʦ ʚʝʨʰʠʥʘʭ, ʱʦʙ ʙʫʜʴ-

ʷʢʝ ʨʝʙʨʦ ʙʫʣʦ ʩʧʨʷʤʦʚʘʥʝ ʚʽʜ ʚʝʨʰʠʥʠ ʟ ʤʝʥʰʠʤ ʥʦʤʝʨʦʤ ʜʦ ʚʝʨʰʠʥʠ ʟ ʙʽʣʴʰʠʤ 

ʥʦʤʝʨʦʤ. ʆʯʝʚʠʜʥʦ, ʷʢʱʦ ʚ ʛʨʘʬʽ ʻ ʮʠʢʣʠ, ʪʦ ʪʘʢʦʛʦ ʧʦʨʷʜʢʫ ʥʝ ʽʩʥʫʻ. 
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ʈʠʩʫʥʦʢ 3 ï ɺʠʟʥʘʯʝʥʥʷ ʩʪʨʫʢʪʫʨʠ ʪʘ ʧʦʨʷʜʢʫ ʦʩʚʦʻʥʥʷ ʟʥʘʥʴ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ 

 

ʗʢʱʦ ʧʨʠ ʚʠʨʽʰʝʥʥʽ ʟʘʜʘʯʽ ʚʠʟʥʘʯʝʥʥʷ ʪʨʘʻʢʪʦʨʽʾ ʟʘʩʚʦʻʥʥʷ ʤʘʪʝʨʽʘʣʫ 

ʥʝʦʙʭʽʜʥʦ ʨʦʟʛʣʷʥʫʪʠ ʚʩʽ ɯɽ ʟ ʜʝʷʢʦʾ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ, ʪʦ ʟʘʜʘʯʘ ʤʦʞʝ ʙʫʪʠ 

ʩʬʦʨʤʫʣʴʦʚʘʥʘ ʷʢ ʚʘʨʽʘʥʪ ʟʘʜʘʯʽ ʢʦʤʽʚʦʷʞʝʨʘ. ɺ ʜʘʥʦʤʫ ʚʠʧʘʜʢʫ ʟʘʜʘʯʘ 

ʢʦʤʽʚʦʷʞʝʨʘ ʻ ʘʩʠʤʝʪʨʠʯʥʦʶ, ʦʩʢʽʣʴʢʠ ʤʦʜʝʣʶʻʪʴʩʷ ʦʨʽʻʥʪʦʚʘʥʦʶ ʛʨʘʬ-

ʩʪʨʫʢʪʫʨʦʶ, ʷʢʘ ʻ ʥʝʟʘʤʢʥʝʥʦʶ, ʪʦʤʫ ʱʦ ʧʦʚʝʨʪʘʪʠʩʷ ʜʦ ʩʪʘʨʪʦʚʦʾ ʚʝʨʰʠʥʠ ʥʝ 

ʚʠʤʘʛʘʻʪʴʩʷ. ʇʨʠ ʮʴʦʤʫ "ʢʨʠʪʝʨʽʡ ʚʠʛʽʜʥʦʩʪʽ ʤʘʨʰʨʫʪʫ" ʚʽʜʦʙʨʘʞʘʻ ʣʦʛʽʯʥʽʩʪʴ 

(ʪʦʙʪʦ, ʜʠʜʘʢʪʠʯʥʫ ʚʧʦʨʷʜʢʦʚʘʥʽʩʪʴ) ʨʦʟʛʣʷʜʫ ʤʘʪʝʨʽʘʣʫ, ʩʧʨʠʷʶʯʠ ʢʨʘʱʦʤʫ ʡʦʛʦ 

ʩʧʨʠʡʥʷʪʪʶ ʷʢʝ  ʤʦʞʥʘ ʪʨʘʢʪʫʚʘʪʠ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʩʝʤʘʥʪʠʯʥʦʾ ʪʝʦʨʽʾ ʽʥʬʦʨʤʘʮʽʾ 

ʐʨʝʡʜʝʨʘ. ɼʣʷ ʫʩʧʽʰʥʦʛʦ ʟʘʩʚʦʻʥʥʷ ʜʝʷʢʦʛʦ ɯɽ ʧʦʪʨʽʙʥʦ ʚʠʚʯʠʪʠ ʚʩʽ ɯɽ, ʚʽʜ ʷʢʠʭ ʚ 

ʤʦʜʝʣʽ ʜʠʜʘʢʪʠʯʥʠʭ ʟʚ'ʷʟʢʽʚ ʻ ʜʫʛʠ ʜʦ ʧʦʪʦʯʥʦʛʦ ɯɽ. ʇʦʨʫʰʝʥʥʷ ʮʽʻʾ ʫʤʦʚʠ 

ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʦʛʽʨʰʝʥʥʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʨʦʟʛʣʷʥʫʪʦʛʦ ʤʘʨʰʨʫʪʫ, ʪʦʙʪʦ ʜʦ 

ʟʤʝʥʰʝʥʥʷ ʟʥʘʯʝʥʥʷ ʮʽʣʴʦʚʦʾ ʬʫʥʢʮʽʾ, ʱʦ ʭʘʨʘʢʪʝʨʠʟʫʻ ʪʨʘʻʢʪʦʨʽʶ ʟʘʩʚʦʻʥʥʷ 

ʤʘʪʝʨʽʘʣʫ. 

ʆʜʥʠʤ ʟ ʝʪʘʧʽʚ ʧʦʙʫʜʦʚʠ ʽʻʨʘʨʭʽʯʥʦʾ ʤʝʨʝʞʝʚʦʾ ʤʦʜʝʣʽ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʻ ʚʽʜʙʽʨ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʝʣʝʤʝʥʪʽʚ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʬʦʨʤʫʚʘʥʥʷ 

ʟʘʷʚʣʝʥʠʭ ʮʽʣʝʡ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʟʘʣʝʞʥʦ ʚʽʜ ʚʠʜʫ ʚʭʽʜʥʠʭ ʜʘʥʠʭ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʜʚʘ ʤʦʞʣʠʚʽ ʩʧʦʩʦʙʠ ʬʦʨʤʫʚʘʥʥʷ ʽʻʨʘʨʭʽʯʥʠʭ ʤʝʨʝʞʝʚʠʭ ʤʦʜʝʣʝʡ 

ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ [3, 4]. 

ɼʣʷ ʚʭʽʜʥʠʭ ʜʘʥʠʭ, ʧʨʝʜʩʪʘʚʣʝʥʠʭ ʤʥʦʞʠʥʦʶ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʝʣʝʤʝʥʪʽʚ, 

ʢʽʣʴʢʽʩʪʴ ʷʢʠʭ ʧʦʨʽʚʥʷʥʦ ʥʝʚʝʣʠʢʘ ʽ ʻ ʧʨʠʜʘʪʥʦʶ ʜʣʷ ʟʘʩʪʦʩʫʚʘʥʥʷ ʝʢʩʧʝʨʪʥʠʭ 

ʤʝʪʦʜʽʚ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʘʣʛʦʨʠʪʤ ʧʦʙʫʜʦʚʠ ʽʻʨʘʨʭʽʯʥʦʾ ʤʝʨʝʞʝʚʦʾ  ʜʚʦʨʽʚʥʝʚʦʾ 
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ʤʦʜʝʣʽ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ [4,5]. ɽʢʩʧʝʨʪʥʠʤ ʰʣʷʭʦʤ ʚʩʪʘʥʦʚʣʶʶʪʴʩʷ 

ʜʠʜʘʢʪʠʯʥʽ ʟʚ'ʷʟʢʠ ʤʽʞ ɯɽ, ʱʦ ʚʽʜʦʙʨʘʞʘʶʪʴ ʚʽʜʥʦʰʝʥʥʷ ʧʘʨʥʦʾ ʚʧʦʨʷʜʢʦʚʘʥʦʩʪʽ 

ʧʨʠ ʨʦʟʛʣʷʜʽ (ʟʘʩʪʦʩʫʚʘʥʥʽ) ɯɽ. ɺʠʢʦʥʫʶʪʴʩʷ ʧʝʨʝʚʽʨʢʠ ʥʘ ʥʝʩʫʧʝʨʝʯʣʠʚʽʩʪʴ ʪʘ 

ʫʟʛʦʜʞʝʥʽʩʪʴ (ʷʢʱʦ ʝʢʩʧʝʨʪʽʚ ʙʫʣʦ ʜʝʢʽʣʴʢʘ). ɺ ʨʝʟʫʣʴʪʘʪʽ ʬʦʨʤʫʻʪʴʩʷ ʤʝʨʝʞʝʚʘ 

ʤʦʜʝʣʴ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʗʢʱʦ ʝʢʩʧʝʨʪʘʤʠ ʟʘʩʪʦʩʦʚʫʚʘʣʠʩʷ ʥʝ ʙʽʥʘʨʥʽ 

ʦʮʽʥʢʠ ʧʘʨʥʦʾ ʜʠʜʘʢʪʠʯʥʦʾ ʚʧʦʨʷʜʢʦʚʘʥʦʩʪʽ, ʪʦ ʬʦʨʤʫʻʪʴʩʷ ʟʚʘʞʝʥʘ ʤʝʨʝʞʝʚʘ 

ʤʦʜʝʣʴ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ɼʣʷ ʜʦʩʷʛʥʝʥʥʷ ʮʽʣʝʡ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʰʣʷʭʠ 

ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʥʘʙʫʪʪʷ ʟʥʘʥʴ, ʟʦʢʨʝʤʘ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʥʘʣʽʟʫ ʽ ʩʠʥʪʝʟʫ 

ʩʪʨʫʢʪʫʨʠ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʧʦʩʣʽʜʦʚʥʦʩʪʽ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʦʙ'ʻʢʪʽʚ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ. ʊʘʢʦʞ ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ 

ʚʠʟʥʘʯʝʥʥʷ ʪʘʢʦʾ ʪʨʘʻʢʪʦʨʽʾ ʦʩʚʦʻʥʥʷ ʤʘʪʝʨʽʘʣʫ, ʷʢʘ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʩʧʨʠʷʻ 

ʜʦʩʷʛʥʝʥʥʶ ʤʝʪʠ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘ ʦʩʥʦʚʽ ʚʞʝ ʥʘʷʚʥʠʭ ʟʥʘʥʴ.  

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʜʣʷ ʧʽʜʪʨʠʤʢʠ ʧʨʠʡʥʷʪʪʷ 

ʨʽʰʝʥʴ ʧʨʠ ʧʨʠʜʙʘʥʥʽ ʪʘ ʟʘʩʪʦʩʫʚʘʥʥʽ ʟʥʘʥʴ, ʘ ʩʘʤʝ: ʧʨʠ ʩʪʚʦʨʝʥʥʽ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʨʦʙʥʠʯʠʭ ʧʨʦʮʝʩʽʚ, ʚ ʯʘʩʪʠʥʽ ʨʦʟʨʦʙʢʠ ʝʣʝʤʝʥʪʽʚ ʤʝʪʦʜʠʯʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ, ʚ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʩʠʩʪʝʤʘʭ ʥʘʚʯʘʥʥʷ 

ʧʝʨʩʦʥʘʣʫ; ʧʨʠ ʨʦʟʨʦʙʮʽ ʧʨʦʛʨʘʤ ʦʢʨʝʤʠʭ ʢʫʨʩʽʚ ʧʽʜʚʠʱʝʥʥʷ ʢʚʘʣʽʬʽʢʘʮʽʾ; ʧʨʠ 

ʨʦʟʨʦʙʮʽ ʪʘ ʥʘʩʪʫʧʥʠʤ ʢʦʨʠʛʫʚʘʥʥʷʤ ʥʘʚʯʘʣʴʥʠʭ ʧʣʘʥʽʚ; ʬʦʨʤʫʚʘʥʥʽ ʥʘʚʯʘʣʴʥʠʭ, 

ʜʦʚʽʜʢʦʚʠʭ ʤʘʪʝʨʽʘʣʽʚ, ʢʫʨʩʽʚ ʣʝʢʮʽʡ ʜʣʷ ʦʢʨʝʤʠʭ ʜʠʩʮʠʧʣʽʥ. 
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ɾʫʨʘʢʦʚʩʴʢʘ ɼ.ʆ. 

 

ʂʘʤôʷʥʩʴʢʠʡ ʝʥʝʨʛʝʪʠʯʥʠʡ ʬʘʭʦʚʠʡ ʢʦʣʝʜʞ 

 

ɿɸʉʊʆʉʋɺɸʅʅʗ ɸʃɻʆʈʀʊʄʋ ISOLATION FOREST  ɼʃʗ ʇʆɹʋɼʆɺʀ 

ʉʀʉʊɽʄʀ ɺʀʗɺʃɽʅʅʗ ɺʊʆʈɻʅɽʅʔ ɺ IOT-ʄɽʈɽɾɯ 
 

ʋ ʩʪʘʪʪʽ ʜʦʩʣʽʜʞʫʻʪʴʩʷ ʧʨʦʙʣʝʤʘ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʤʝʨʝʞ ɯʥʪʝʨʥʝʪʫ ʈʝʯʝʡ 

(IoT). ʇʨʦʘʥʘʣʽʟʦʚʘʥʦ ʦʩʥʦʚʥʽ ʟʘʛʨʦʟʠ, ʚʣʘʩʪʠʚʽ IoT-ʤʝʨʝʞʘʤ, ʪʘʢʽ ʷʢ ʥʠʟʴʢʘ ʦʙʯʠʩʣʶʚʘʣʴʥʘ 

ʧʦʪʫʞʥʽʩʪʴ ʧʨʠʩʪʨʦʾʚ, ʨʽʟʥʦʤʘʥʽʪʥʽʩʪʴ ʧʨʦʪʦʢʦʣʽʚ ʪʘ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʘʪʘʢ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʧʽʜʭʽʜ ʜʦ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʥʘ ʦʩʥʦʚʽ ʘʣʛʦʨʠʪʤʫ ʽʟʦʣʷʮʽʡʥʦʛʦ ʣʽʩʫ (Isolation 

Forest). ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʰʚʠʜʢʦʩʪʽ ʚʠʷʚʣʝʥʥʷ ʥʝʚʽʨʦʛʽʜʥʠʭ ʧʦʜʽʡ ʫ 

ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ IoT ʧʦʨʽʚʥʷʥʦ ʟ ʪʨʘʜʠʮʽʡʥʠʤʠ ʩʠʛʥʘʪʫʨʥʠʤʠ ʤʝʪʦʜʘʤʠ. ʇʨʦʚʝʜʝʥʦ 

ʝʢʩʧʝʨʠʤʝʥʪ ʥʘ ʧʫʙʣʽʯʥʦ ʜʦʩʪʫʧʥʦʤʫ ʥʘʙʦʨʽ ʜʘʥʠʭ IoT-23, ʷʢʠʡ ʧʦʢʘʟʘʚ ʟʤʝʥʰʝʥʥʷ ʯʘʩʫ 

ʘʥʘʣʽʟʫ ʥʘ 15% ʪʘ ʜʦʩʷʛʥʝʥʥʷ ʤʝʪʨʠʢʠ F1-score ʥʘ ʨʽʚʥʽ 0.94. ʈʝʟʫʣʴʪʘʪʠ ʚʢʘʟʫʶʪʴ ʥʘ 

ʧʝʨʩʧʝʢʪʠʚʥʽʩʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʜʣʷ ʧʦʙʫʜʦʚʠ ʘʜʘʧʪʠʚʥʠʭ  

ʩʠʩʪʝʤ ʟʘʭʠʩʪʫ. 

 

The article investigates the problem of security in Internet of Things (IoT) networks. The 

main threats inherent to IoT networks are analyzed, such as low device computational power, 

protocol diversity, and attack scalability. An approach for anomaly detection based on the Isolation 

Forest algorithm is proposed. The goal of the work is to increase the accuracy and speed of 

detecting malicious events in IoT network traffic compared to traditional signature-based methods. 

An experiment was conducted on the publicly available IoT-23 dataset, which showed a 15% 

reduction in analysis time and achieved an F1-score of 0.94. The results indicate the promise of 

using the proposed method for building adaptive security systems. 

 

ʉʪʨʽʤʢʝ ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʧʨʠʩʪʨʦʾʚ ɯʥʪʝʨʥʝʪʫ ʈʝʯʝʡ (IoT) ʫ ʚʩʽʭ ʩʬʝʨʘʭ 

ʞʠʪʪʷ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʦʷʚʠ ʥʦʚʠʭ ʚʝʢʪʦʨʽʚ ʢʽʙʝʨʘʪʘʢ. ʊʨʘʜʠʮʽʡʥʽ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ, 

ʪʘʢʽ ʷʢ ʤʝʨʝʞʝʚʽ ʝʢʨʘʥʠ ʪʘ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ (IDS), ʱʦ ʙʘʟʫʶʪʴʩʷ ʥʘ 

ʩʠʛʥʘʪʫʨʘʭ, ʥʝʝʬʝʢʪʠʚʥʽ ʧʨʦʪʠ ʥʦʚʠʭ, ʥʝʚʽʜʦʤʠʭ ʘʪʘʢ ʪʘ ʘʜʘʧʪʠʚʥʠʭ ʟʘʛʨʦʟ. ʎʝ 

ʩʪʚʦʨʶʻ ʥʘʛʘʣʴʥʫ ʧʦʪʨʝʙʫ ʚ ʨʦʟʨʦʙʮʽ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʩʠʩʪʝʤ, ʟʜʘʪʥʠʭ ʚʠʷʚʣʷʪʠ 

ʘʥʦʤʘʣʴʥʫ ʧʦʚʝʜʽʥʢʫ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

ʇʠʪʘʥʥʷ ʙʝʟʧʝʢʠ IoT ʜʦʩʣʽʜʞʫʚʘʣʠ ʪʘʢʽ ʚʯʝʥʽ, ʷʢ [1, 2]. ʋ ʨʦʙʦʪʽ [1] ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʤʝʪʦʜ ʦʧʦʨʥʠʭ ʚʝʢʪʦʨʽʚ (SVM), ʘʣʝ ʡʦʛʦ 

ʦʙʯʠʩʣʶʚʘʣʴʥʘ ʩʢʣʘʜʥʽʩʪʴ ʻ ʧʝʨʝʰʢʦʜʦʶ ʜʣʷ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ. ɼʦʩʣʽʜʞʝʥʥʷ [2] 

ʧʨʦʧʦʥʫʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʣʘʩʪʝʨʠʟʘʮʽʾ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʚʽʜʭʠʣʝʥʴ, ʦʜʥʘʢ ʮʝʡ ʤʝʪʦʜ 

ʤʦʞʝ ʙʫʪʠ ʯʫʪʣʠʚʠʤ ʜʦ ʰʫʤʫ ʚ ʜʘʥʠʭ. ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʽʩʥʫʶʯʽ ʨʦʙʦʪʠ, ʟʘʣʠʰʘʻʪʴʩʷ 

ʥʝʚʠʨʽʰʝʥʦʶ ʧʨʦʙʣʝʤʘ ʩʪʚʦʨʝʥʥʷ ʣʝʛʢʦʚʦʛʦ ʪʘ ʝʬʝʢʪʠʚʥʦʛʦ ʤʝʭʘʥʽʟʤʫ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ, ʘʜʘʧʪʦʚʘʥʦʛʦ ʩʘʤʝ ʜʣʷ ʩʧʝʮʠʬʽʢʠ IoT-ʪʨʘʬʽʢʫ, ʷʢʠʡ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ 

ʚʝʣʠʢʦʶ ʢʽʣʴʢʽʩʪʶ ʜʨʽʙʥʠʭ ʧʘʢʝʪʽʚ ʪʘ ʧʝʨʽʦʜʠʯʥʽʩʪʶ. 
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ʄʝʪʦʶ ʜʘʥʦʾ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʪʘ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʘ ʧʝʨʝʚʽʨʢʘ ʤʦʜʝʣʽ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʴʥʦʾ ʤʝʨʝʞʝʚʦʾ ʘʢʪʠʚʥʦʩʪʽ ʚ IoT-ʤʝʨʝʞʘʭ ʥʘ ʦʩʥʦʚʽ ʘʣʛʦʨʠʪʤʫ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʙʝʟ ʫʯʠʪʝʣʷ, ʩʧʨʷʤʦʚʘʥʦʾ ʥʘ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʰʚʠʜʢʦʜʽʾ 

ʧʦʨʽʚʥʷʥʦ ʟ ʙʘʟʦʚʠʤʠ ʧʽʜʭʦʜʘʤʠ. 

ɺ ʷʢʦʩʪʽ ʦʩʥʦʚʥʦʛʦ ʘʣʛʦʨʠʪʤʫ ʙʫʣʦ ʦʙʨʘʥʦ ʽʟʦʣʷʮʽʡʥʠʡ ʣʽʩ (Isolation Forest) 

[3]. ʁʦʛʦ ʧʝʨʝʚʘʛʦʶ ʻ ʟʜʘʪʥʽʩʪʴ ʝʬʝʢʪʠʚʥʦ ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ ʚ ʜʘʥʠʭ ʟ ʚʠʩʦʢʦʶ 

ʨʦʟʤʽʨʥʽʩʪʶ ʧʨʠ ʥʝʚʝʣʠʢʠʭ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʚʠʪʨʘʪʘʭ, ʱʦ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦ ʜʣʷ 

ʦʙʤʝʞʝʥʠʭ ʨʝʩʫʨʩʽʚ IoT-ʩʝʨʝʜʦʚʠʱ. ɼʣʷ ʝʢʩʧʝʨʠʤʝʥʪʫ ʙʫʣʦ ʚʠʢʦʨʠʩʪʘʥʦ ʥʘʙʽʨ 

ʜʘʥʠʭ IoT-23, ʱʦ ʤʽʩʪʠʪʴ ʷʢ ʣʝʛʽʪʠʤʥʠʡ ʪʨʘʬʽʢ, ʪʘʢ ʽ ʪʨʘʬʽʢ, ʟʛʝʥʝʨʦʚʘʥʠʡ ʨʽʟʥʠʤʠ 

ʙʦʪ-ʤʝʨʝʞʘʤʠ. 

ʅʘ ʝʪʘʧʽ ʧʽʜʛʦʪʦʚʢʠ ʜʘʥʠʭ ʙʫʣʦ ʚʠʦʢʨʝʤʣʝʥʦ ʢʣʶʯʦʚʽ ʦʟʥʘʢʠ ʤʝʨʝʞʝʚʦʛʦ 

ʪʨʘʬʽʢʫ: ʪʨʠʚʘʣʽʩʪʴ ʩʝʩʽʾ, ʢʽʣʴʢʽʩʪʴ ʚʽʜʧʨʘʚʣʝʥʠʭ/ʦʪʨʠʤʘʥʠʭ ʧʘʢʝʪʽʚ, ʩʝʨʝʜʥʽʡ ʨʦʟʤʽʨ 

ʧʘʢʝʪʘ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʥʝʩʪʘʥʜʘʨʪʥʠʭ ʧʦʨʪʽʚ. ʇʽʩʣʷ ʮʴʦʛʦ ʜʘʥʽ ʙʫʣʠ ʥʦʨʤʘʣʽʟʦʚʘʥʽ. 

ʄʦʜʝʣʴ ʙʫʣʘ ʥʘʚʯʝʥʘ ʥʘ ʙʝʟʝʪʠʢʝʪʢʦʚʠʭ ʜʘʥʠʭ, ʱʦ ʽʤʽʪʫʻ ʨʝʘʣʴʥʽ ʫʤʦʚʠ, ʜʝ ʤʽʪʢʠ 

"ʥʦʨʤʘʣʴʥʠʡ/ʘʥʦʤʘʣʴʥʠʡ" ʟʘʟʚʠʯʘʡ ʚʽʜʩʫʪʥʽ. 

ʈʝʟʫʣʴʪʘʪʠ ʝʢʩʧʝʨʠʤʝʥʪʫ ʧʦʢʘʟʘʣʠ, ʱʦ ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʤʦʜʝʣʴ ʜʦʩʷʛʣʘ 

ʤʝʪʨʠʢʠ F1-score 0.94, ʱʦ ʥʘ 7% ʚʠʱʝ, ʥʽʞ ʫ ʪʨʘʜʠʮʽʡʥʦʛʦ ʤʝʪʦʜʫ k-NN, 

ʚʠʢʦʨʠʩʪʘʥʦʛʦ ʜʣʷ ʧʦʨʽʚʥʷʥʥʷ. ʏʘʩ ʢʣʘʩʠʬʽʢʘʮʽʾ ʦʜʥʦʛʦ ʟʘʧʠʩʫ ʩʢʣʘʚ ʫ ʩʝʨʝʜʥʴʦʤʫ 

0.8 ʤʩ. ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʝʬʝʢʪʠʚʥʽʩʪʴ ʦʙʨʘʥʦʛʦ ʧʽʜʭʦʜʫ ʜʣʷ 

ʰʚʠʜʢʦʛʦ ʪʘ ʪʦʯʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

ɺ ʨʘʤʢʘʭ ʜʘʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʨʦʟʨʦʙʣʝʥʦ ʤʦʜʝʣʴ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ 

ʜʣʷ IoT-ʤʝʨʝʞ ʥʘ ʦʩʥʦʚʽ ʘʣʛʦʨʠʪʤʫ Isolation Forest. ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦ ʜʦʚʝʜʝʥʦ, ʱʦ 

ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ (F1-score = 0.94) ʪʘ ʥʠʟʴʢʠʡ ʯʘʩ 

ʚʽʜʛʫʢʫ, ʱʦ ʨʦʙʠʪʴ ʡʦʛʦ ʧʨʠʜʘʪʥʠʤ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚ ʩʠʩʪʝʤʘʭ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ. 

ʇʝʨʩʧʝʢʪʠʚʦʶ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ ʻ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʤʦʜʝʣʽ ʰʣʷʭʦʤ ʜʦʜʘʚʘʥʥʷ 

ʤʝʭʘʥʽʟʤʽʚ ʥʘʧʽʚʢʦʥʪʨʦʣʴʦʚʘʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʘʜʘʧʪʘʮʽʾ ʜʦ ʤʽʥʣʠʚʠʭ ʫʤʦʚ ʤʝʨʝʞʽ 

ʪʘ ʽʥʪʝʛʨʘʮʽʷ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʨʽʰʝʥʥʷ ʚ ʘʨʭʽʪʝʢʪʫʨʫ ʧʨʦʛʨʘʤʥʦ-ʚʠʟʥʘʯʝʥʠʭ ʤʝʨʝʞ 

(SDN) ʜʣʷ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʢʝʨʫʚʘʥʥʷ ʙʝʟʧʝʢʦʶ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ɸʅɸʃɯɿʋ ʊʆʅɸʃʔʅʆʉʊɯ ɺɯɼɻʋʂɯɺ ʂʃɯɭʅʊɯɺ ɿ 

ɺʀʂʆʈʀʉʊɸʅʅʗʄ ɻɯɹʈʀɼʅʆɰ ʄʆɼɽʃɯ ʄɸʐʀʅʅʆɻʆ ʅɸɺʏɸʅʅʗ 
 
ʈʦʟʛʣʷʥʫʪʦ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʪʦʥʘʣʴʥʦʩʪʽ ʚʽʜʛʫʢʽʚ ʢʣʽʻʥʪʽʚ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʛʽʙʨʠʜʥʦʾ ʤʦʜʝʣʽ, ʱʦ ʧʦʻʜʥʫʻ ʤʝʪʦʜ ʦʧʦʨʥʠʭ ʚʝʢʪʦʨʽʚ ʪʘ ʥʝʡʨʦʥʥʫ ʤʝʨʝʞʫ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʚʨʘʭʦʚʫʻ ʢʦʥʪʝʢʩʪ ʩʣʽʚ ʯʝʨʝʟ ʘʥʘʣʽʟ ʙʽʛʨʘʤ ʪʘ ʟʘʙʝʟʧʝʯʫʻ 

ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ 81.5% ʧʨʠ ʦʙʨʦʙʮʽ ʧʦʟʠʪʠʚʥʠʭ, ʥʝʛʘʪʠʚʥʠʭ ʪʘ ʥʝʡʪʨʘʣʴʥʠʭ ʚʽʜʛʫʢʽʚ. 

 

A method for automated sentiment analysis of customer reviews using a hybrid model 

combining support vector machines and neural networks is considered. The proposed architecture 

accounts for word context through bigram analysis and achieves classification accuracy of 81.5% 

when processing positive, negative, and neutral reviews. 

 

ɸʥʘʣʽʟ ʪʦʥʘʣʴʥʦʩʪʽ ʚʽʜʛʫʢʽʚ ʢʣʽʻʥʪʽʚ ʻ ʘʢʪʫʘʣʴʥʦʶ ʟʘʜʘʯʝʶ ʜʣʷ ʙʽʟʥʝʩʫ, 

ʷʢʠʡ ʧʨʘʛʥʝ ʟʨʦʟʫʤʽʪʠ ʩʪʘʚʣʝʥʥʷ ʩʧʦʞʠʚʘʯʽʚ ʜʦ ʩʚʦʾʭ ʧʨʦʜʫʢʪʽʚ ʪʘ ʧʦʩʣʫʛ [1-3]. 

ɺʽʜʛʫʢʠ ʢʣʽʻʥʪʽʚ ʤʽʩʪʷʪʴ ʮʽʥʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʩʠʣʴʥʽ ʪʘ ʩʣʘʙʢʽ ʩʪʦʨʦʥʠ ʧʨʦʜʫʢʪʫ, 

ʧʨʦʪʝ ʾʭ ʨʫʯʥʘ ʦʙʨʦʙʢʘ ʩʪʘʻ ʥʝʤʦʞʣʠʚʦʶ ʧʨʠ ʚʝʣʠʢʠʭ ʦʙʩʷʛʘʭ ʜʘʥʠʭ. 

ɸʚʪʦʤʘʪʠʟʘʮʽʷ ʮʴʦʛʦ ʧʨʦʮʝʩʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʻ ʰʚʠʜʢʦ 

ʪʘ ʝʬʝʢʪʠʚʥʦ ʦʙʨʦʙʣʷʪʠ ʪʠʩʷʯʽ ʚʽʜʛʫʢʽʚ, ʚʠʷʚʣʷʶʯʠ ʟʘʛʘʣʴʥʽ ʪʝʥʜʝʥʮʽʾ ʫ ʜʫʤʢʘʭ 

ʩʧʦʞʠʚʘʯʽʚ. ʉʫʯʘʩʥʽ ʜʦʩʣʽʜʞʝʥʥʷ ʚ ʦʙʣʘʩʪʽ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʜʝʤʦʥʩʪʨʫʶʪʴ 

ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʦʷʩʥʶʚʘʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʘʥʘʣʽʟʫ ʩʢʣʘʜʥʠʭ ʜʘʥʠʭ [4-6], ʤʝʪʦʜʽʚ 

ʚʽʟʫʘʣʴʥʦʾ ʘʥʘʣʽʪʠʢʠ ʜʣʷ ʨʦʟʨʦʙʢʠ ʤʦʜʝʣʝʡ [7-9] ʪʘ ʽʥʪʝʛʨʘʮʽʾ ʢʦʥʪʝʢʩʪʥʠʭ 

ʜʝʩʢʨʠʧʪʦʨʽʚ ʜʣʷ ʟʙʘʛʘʯʝʥʥʷ ʩʝʤʘʥʪʠʯʥʠʭ ʟʚ'ʷʟʢʽʚ [10-12]. ɸʜʘʧʪʠʚʥʽ ʤʝʪʦʜʠ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʫʩʧʽʰʥʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʜʣʷ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʧʘʪʝʨʥʽʚ ʫ ʨʽʟʥʠʭ 

ʧʨʝʜʤʝʪʥʠʭ ʦʙʣʘʩʪʷʭ [13-15], ʚʢʣʶʯʘʶʯʠ ʤʝʜʠʯʥʫ ʜʽʘʛʥʦʩʪʠʢʫ ʪʘ ʦʧʪʠʤʽʟʘʮʽʶ 

ʧʨʦʮʝʩʽʚ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ [16-18]. ɿʦʢʨʝʤʘ, ʧʽʜʭʦʜʠ ʜʦ ʢʣʘʩʪʝʨʥʦʛʦ ʘʥʘʣʽʟʫ ʪʘ 

ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʚʠʩʦʢʦʪʦʯʥʠʭ ʧʘʪʝʨʥʽʚ [19-21] ʧʦʢʘʟʫʶʪʴ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ 

ʧʦʢʨʘʱʝʥʥʷ ʷʢʦʩʪʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ, ʘ ʙʘʛʘʪʦʬʘʢʪʦʨʥʠʡ ʘʥʘʣʽʟ 

ʧʦʚʝʜʽʥʢʦʚʠʭ ʦʟʥʘʢ [22] ʜʝʤʦʥʩʪʨʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʤʝʪʦʜʽʚ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ 

ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʟʘʜʘʯ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʦʥʘʣʴʥʦʩʪʽ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʤʝʪʦʜʫ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʪʦʥʘʣʴʥʦʩʪʽ 

ʚʽʜʛʫʢʽʚ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʪʦʯʥʫ ʢʣʘʩʠʬʽʢʘʮʽʶ ʝʤʦʮʽʡʥʦʛʦ ʟʘʙʘʨʚʣʝʥʥʷ ʪʝʢʩʪʫ ʟ 
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ʫʨʘʭʫʚʘʥʥʷʤ ʢʦʥʪʝʢʩʪʥʠʭ ʦʩʦʙʣʠʚʦʩʪʝʡ ʤʦʚʠ ʪʘ ʟʜʘʪʥʠʡ ʨʦʟʨʽʟʥʷʪʠ ʧʦʟʠʪʠʚʥʽ, 

ʥʝʛʘʪʠʚʥʽ ʪʘ ʥʝʡʪʨʘʣʴʥʽ ʚʠʩʣʦʚʣʶʚʘʥʥʷ. 

ʈʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʙʘʟʫʻʪʴʩʷ ʥʘ ʧʨʠʧʫʱʝʥʥʽ, ʱʦ ʝʤʦʮʽʡʥʝ ʟʘʙʘʨʚʣʝʥʥʷ 

ʪʝʢʩʪʫ ʤʦʞʥʘ ʚʠʟʥʘʯʠʪʠ ʯʝʨʝʟ ʘʥʘʣʽʟ ʟʘʢʦʥʦʤʽʨʥʦʩʪʝʡ ʫ ʩʣʦʚʘʭ ʪʘ ʾʭ ʢʦʤʙʽʥʘʮʽʷʭ. 

ʆʩʥʦʚʥʘ ʽʜʝʷ ʧʦʣʷʛʘʻ ʫ ʥʘʚʯʘʥʥʽ ʤʦʜʝʣʽ ʨʦʟʧʽʟʥʘʚʘʪʠ ʭʘʨʘʢʪʝʨʥʽ ʦʟʥʘʢʠ ʢʦʞʥʦʛʦ 

ʢʣʘʩʫ ʪʦʥʘʣʴʥʦʩʪʽ ʥʘ ʦʩʥʦʚʽ ʥʘʙʦʨʫ ʧʦʧʝʨʝʜʥʴʦ ʨʦʟʤʽʯʝʥʠʭ ʚʽʜʛʫʢʽʚ. ʄʝʪʦʜ ʚʠʨʽʰʫʻ 

ʟʘʜʘʯʫ ʪʨʠʟʥʘʯʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʜʝ ʚʽʜʛʫʢʠ ʧʦʜʽʣʷʶʪʴʩʷ ʥʘ ʧʦʟʠʪʠʚʥʽ, ʥʝʛʘʪʠʚʥʽ ʪʘ 

ʥʝʡʪʨʘʣʴʥʽ. 

ʄʝʪʦʜ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʯʦʪʠʨʴʦʭ ʧʦʩʣʽʜʦʚʥʠʭ ʝʪʘʧʽʚ ʦʙʨʦʙʢʠ ʽʥʬʦʨʤʘʮʽʾ, 

ʧʦʢʘʟʘʥʠʭ ʥʘ ʨʠʩʫʥʢʫ 1. ʇʝʨʰʠʡ ʝʪʘʧ ʚʢʣʶʯʘʻ ʟʙʽʨ ʪʘ ʧʦʧʝʨʝʜʥʶ ʦʙʨʦʙʢʫ 

ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ, ʜʝ ʚʠʢʦʥʫʻʪʴʩʷ ʦʯʠʱʝʥʥʷ ʪʝʢʩʪʫ ʚʽʜ ʥʝʧʦʪʨʽʙʥʠʭ ʩʠʤʚʦʣʽʚ, 

ʧʨʠʚʝʜʝʥʥʷ ʜʦ ʥʠʞʥʴʦʛʦ ʨʝʛʽʩʪʨʫ, ʚʠʜʘʣʝʥʥʷ ʩʪʦʧ-ʩʣʽʚ ʪʘ ʪʦʢʝʥʽʟʘʮʽʷ. ɼʨʫʛʠʡ ʝʪʘʧ 

ʟʜʽʡʩʥʶʻ ʧʝʨʝʪʚʦʨʝʥʥʷ ʦʙʨʦʙʣʝʥʠʭ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ ʫ ʯʠʩʣʦʚʝ ʚʝʢʪʦʨʥʝ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʝʪʦʜʫ TF-IDF ʟ ʜʦʜʘʚʘʥʥʷʤ ʘʥʘʣʽʟʫ ʙʽʛʨʘʤ ʜʣʷ 

ʚʨʘʭʫʚʘʥʥʷ ʢʦʥʪʝʢʩʪʫ ʩʣʽʚ. ʊʨʝʪʽʡ ʝʪʘʧ ʧʝʨʝʜʙʘʯʘʻ ʥʘʚʯʘʥʥʷ ʛʽʙʨʠʜʥʦʾ 

ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʾ ʤʦʜʝʣʽ ʥʘ ʧʽʜʛʦʪʦʚʣʝʥʠʭ ʚʝʢʪʦʨʥʠʭ ʧʨʝʜʩʪʘʚʣʝʥʥʷʭ. ʏʝʪʚʝʨʪʠʡ 

ʝʪʘʧ ʟʘʩʪʦʩʦʚʫʻ ʥʘʚʯʝʥʫ ʤʦʜʝʣʴ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʦʚʠʭ ʚʽʜʛʫʢʽʚ ʟ ʚʠʟʥʘʯʝʥʥʷʤ 

ʡʤʦʚʽʨʥʦʩʪʽ ʥʘʣʝʞʥʦʩʪʽ ʜʦ ʢʦʞʥʦʛʦ ʢʣʘʩʫ ʪʦʥʘʣʴʥʦʩʪʽ. 

 

 
ʈʠʩʫʥʦʢ 1 ï ɿʘʛʘʣʴʥʘ ʩʭʝʤʘ ʤʝʪʦʜʫ ʘʥʘʣʽʟʫ ʪʦʥʘʣʴʥʦʩʪʽ 
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ɺʭʽʜʥʽ ʜʘʥʽ ʥʘʜʭʦʜʷʪʴ ʫ ʚʠʛʣʷʜʽ ʥʝʦʙʨʦʙʣʝʥʠʭ ʪʝʢʩʪʦʚʠʭ ʚʽʜʛʫʢʽʚ ʢʣʽʻʥʪʽʚ 

ʨʽʟʥʦʾ ʜʦʚʞʠʥʠ ʪʘ ʩʪʨʫʢʪʫʨʠ. ɺʽʜʛʫʢʠ ʤʦʞʫʪʴ ʚʘʨʽʶʚʘʪʠʩʷ ʚʽʜ ʢʦʨʦʪʢʠʭ ʦʮʽʥʦʢ ʟ 

ʜʝʢʽʣʴʢʦʭ ʩʣʽʚ ʜʦ ʨʦʟʛʦʨʥʫʪʠʭ ʪʝʢʩʪʽʚ ʟ ʜʝʪʘʣʴʥʠʤ ʦʧʠʩʦʤ ʜʦʩʚʽʜʫ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʧʨʦʜʫʢʪʫ. ʎʽ ʚʽʜʛʫʢʠ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʤʦʜʫʣʴ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ, ʜʝ ʚʠʢʦʥʫʻʪʴʩʷ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʪʨʘʥʩʬʦʨʤʘʮʽʡ ʜʣʷ ʧʨʠʚʝʜʝʥʥʷ ʪʝʢʩʪʫ ʜʦ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʦʛʦ ʚʠʛʣʷʜʫ. 

ʇʽʩʣʷ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ ʜʘʥʽ ʧʦʪʨʘʧʣʷʶʪʴ ʫ ʤʦʜʫʣʴ ʚʝʢʪʦʨʠʟʘʮʽʾ, ʜʝ ʪʝʢʩʪ 

ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʥʘ ʯʠʩʣʦʚʽ ʚʝʢʪʦʨʠ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʩʪʘʪʠʩʪʠʯʥʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ 

ʩʣʽʚ ʪʘ ʾʭ ʢʦʤʙʽʥʘʮʽʡ. 

ɺʘʞʣʠʚʦʶ ʦʩʦʙʣʠʚʽʩʪʶ ʤʝʪʦʜʫ ʻ ʡʦʛʦ ʤʦʜʫʣʴʥʽʩʪʴ, ʜʝ ʢʦʞʝʥ ʝʪʘʧ ʦʙʨʦʙʢʠ 

ʤʦʞʝ ʙʫʪʠ ʤʦʜʠʬʽʢʦʚʘʥʠʡ ʘʙʦ ʟʘʤʽʥʝʥʠʡ ʙʝʟ ʩʫʪʪʻʚʠʭ ʟʤʽʥ ʚ ʽʥʰʠʭ ʯʘʩʪʠʥʘʭ 

ʩʠʩʪʝʤʠ. ʊʘʢʘ ʘʨʭʽʪʝʢʪʫʨʘ ʟʘʙʝʟʧʝʯʫʻ ʛʥʫʯʢʽʩʪʴ ʪʘ ʤʦʞʣʠʚʽʩʪʴ ʧʦʜʘʣʴʰʦʛʦ 

ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʯʝʨʝʟ ʽʥʪʝʛʨʘʮʽʶ ʥʦʚʠʭ ʘʣʛʦʨʠʪʤʽʚ ʚʝʢʪʦʨʠʟʘʮʽʾ ʘʙʦ ʢʣʘʩʠʬʽʢʘʮʽʾ. 

ʄʝʪʦʜ ʨʦʟʨʦʙʣʷʚʩʷ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʙʘʣʘʥʩʫ ʤʽʞ ʪʦʯʥʽʩʪʶ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʰʚʠʜʢʽʩʪʶ 

ʦʙʨʦʙʢʠ, ʥʘʤʘʛʘʶʯʠʩʴ ʟʥʘʡʪʠ ʦʧʪʠʤʘʣʴʥʝ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʜʣʷ ʧʨʘʢʪʠʯʥʦʛʦ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʫ ʩʠʩʪʝʤʘʭ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ. 

ʗʢʽʩʪʴ ʨʦʙʦʪʠ ʤʦʜʝʣʽ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʢʨʠʪʠʯʥʦ ʟʘʣʝʞʠʪʴ ʚʽʜ ʷʢʦʩʪʽ 

ʧʽʜʛʦʪʦʚʢʠ ʚʭʽʜʥʠʭ ʜʘʥʠʭ. ɼʣʷ ʥʘʚʯʘʥʥʷ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʘʪʘʩʝʪ ʟ ʧʣʘʪʬʦʨʤʠ 

Kaggle, ʷʢʠʡ ʤʽʩʪʠʪʴ ʧʨʠʙʣʠʟʥʦ ʧ'ʷʪʴ ʪʠʩʷʯ ʚʽʜʛʫʢʽʚ ʢʣʽʻʥʪʽʚ ʟ ʚʽʜʧʦʚʽʜʥʠʤʠ 

ʤʽʪʢʘʤʠ ʪʦʥʘʣʴʥʦʩʪʽ. ʉʪʨʫʢʪʫʨʘ ʜʘʪʘʩʝʪʫ ʚʢʣʶʯʘʻ ʪʨʠ ʦʩʥʦʚʥʽ ʧʦʣʷ: ʫʥʽʢʘʣʴʥʠʡ 

ʽʜʝʥʪʠʬʽʢʘʪʦʨ ʚʽʜʛʫʢʫ ʜʣʷ ʚʽʜʩʪʝʞʝʥʥʷ ʟʘʧʠʩʽʚ, ʚʣʘʩʥʝ ʪʝʢʩʪ ʚʽʜʛʫʢʫ ʟʤʽʥʥʦʾ 

ʜʦʚʞʠʥʠ ʪʘ ʤʽʪʢʫ ʪʦʥʘʣʴʥʦʩʪʽ, ʷʢʘ ʧʨʠʡʤʘʻ ʦʜʥʝ ʟ ʪʨʴʦʭ ʟʥʘʯʝʥʴ: ʧʦʟʠʪʠʚʥʘ, 

ʥʝʛʘʪʠʚʥʘ ʘʙʦ ʥʝʡʪʨʘʣʴʥʘ. ʈʦʟʧʦʜʽʣ ʢʣʘʩʽʚ ʫ ʜʘʪʘʩʝʪʽ ʻ ʚʽʜʥʦʩʥʦ ʟʙʘʣʘʥʩʦʚʘʥʠʤ, ʱʦ 

ʟʘʙʝʟʧʝʯʫʻ ʨʽʚʥʦʤʽʨʥʝ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʥʘ ʚʩʽʭ ʪʠʧʘʭ ʪʦʥʘʣʴʥʦʩʪʽ. 

ʇʦʧʝʨʝʜʥʷ ʦʙʨʦʙʢʘ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ ʚʠʢʦʥʫʻʪʴʩʷ ʯʝʨʝʟ ʧ'ʷʪʴ ʧʦʩʣʽʜʦʚʥʠʭ 

ʝʪʘʧʽʚ ʪʨʘʥʩʬʦʨʤʘʮʽʾ, ʢʦʞʝʥ ʟ ʷʢʠʭ ʩʧʨʷʤʦʚʘʥʠʡ ʥʘ ʧʦʢʨʘʱʝʥʥʷ ʷʢʦʩʪʽ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʪʝʢʩʪʫ. ʇʝʨʰʠʡ ʝʪʘʧ ʧʦʣʷʛʘʻ ʚ ʧʨʠʚʝʜʝʥʥʽ ʚʩʴʦʛʦ ʪʝʢʩʪʫ ʜʦ 

ʥʠʞʥʴʦʛʦ ʨʝʛʽʩʪʨʫ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʦʜʥʘʢʦʚʫ ʦʙʨʦʙʢʫ ʩʣʽʚ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʾʭ 

ʥʘʧʠʩʘʥʥʷ. ɹʝʟ ʮʴʦʛʦ ʢʨʦʢʫ ʤʦʜʝʣʴ ʨʦʟʛʣʷʜʘʣʘ ʙ ʚʘʨʽʘʥʪʠ "ɼʦʙʨʝ", "ʜʦʙʨʝ" ʪʘ 

"ɼʆɹʈɽ" ʷʢ ʪʨʠ ʨʽʟʥʽ ʩʣʦʚʘ, ʱʦ ʧʨʠʟʚʦʜʠʣʦ ʙ ʜʦ ʥʘʜʤʽʨʥʦʛʦ ʟʙʽʣʴʰʝʥʥʷ ʩʣʦʚʥʠʢʘ ʪʘ 

ʨʦʟʧʦʨʦʰʝʥʥʷ ʩʪʘʪʠʩʪʠʯʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʚʘʞʣʠʚʽ ʪʝʨʤʽʥʠ. 

ʇʘʨʘʤʝʪʨʠ ʚʝʢʪʦʨʠʟʘʮʽʾ ʥʘʣʘʰʪʦʚʘʥʽ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ 

ʦʧʪʠʤʘʣʴʥʦʛʦ ʙʘʣʘʥʩʫ ʤʽʞ ʧʦʚʥʦʪʦʶ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʪʘ ʦʙʯʠʩʣʶʚʘʣʴʥʦʶ 

ʝʬʝʢʪʠʚʥʽʩʪʶ. ʄʘʢʩʠʤʘʣʴʥʠʡ ʨʦʟʤʽʨ ʩʣʦʚʥʠʢʘ ʚʩʪʘʥʦʚʣʝʥʦ ʥʘ ʨʽʚʥʽ ʪʨʴʦʭ ʪʠʩʷʯ 

ʥʘʡʙʽʣʴʰ ʯʘʩʪʦʪʥʠʭ ʪʝʨʤʽʥʽʚ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʦʭʦʧʣʝʥʥʷ ʦʩʥʦʚʥʦʾ ʣʝʢʩʠʢʠ ʚʽʜʛʫʢʽʚ 

ʙʝʟ ʥʘʜʤʽʨʥʦʛʦ ʟʙʽʣʴʰʝʥʥʷ ʨʦʟʤʽʨʥʦʩʪʽ ʚʝʢʪʦʨʽʚ. ʄʽʥʽʤʘʣʴʥʘ ʯʘʩʪʦʪʘ ʧʦʷʚʠ ʪʝʨʤʽʥʫ 

ʜʣʷ ʚʢʣʶʯʝʥʥʷ ʜʦ ʩʣʦʚʥʠʢʘ ʜʦʨʽʚʥʶʻ ʜʚʦʤ, ʱʦ ʦʟʥʘʯʘʻ ʬʽʣʴʪʨʘʮʽʶ ʜʫʞʝ ʨʽʜʢʽʩʥʠʭ 

ʩʣʽʚ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʦʧʝʯʘʪʢʘʤʠ ʘʙʦ ʩʧʝʮʠʬʽʯʥʠʤʠ ʪʝʨʤʽʥʘʤʠ. ʄʘʢʩʠʤʘʣʴʥʘ 
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ʯʘʩʪʦʪʘ ʦʙʤʝʞʝʥʘ ʥʘ ʨʽʚʥʽ ʚʽʩʽʤʜʝʩʷʪʠ ʚʽʜʩʦʪʢʽʚ ʜʣʷ ʚʠʢʣʶʯʝʥʥʷ ʥʘʜʪʦ ʯʘʩʪʠʭ ʩʣʽʚ, 

ʷʢʽ ʟ'ʷʚʣʷʶʪʴʩʷ ʤʘʡʞʝ ʚ ʢʦʞʥʦʤʫ ʜʦʢʫʤʝʥʪʽ ʪʘ ʥʝ ʥʝʩʫʪʴ ʜʠʩʢʨʠʤʽʥʘʪʠʚʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ. 

ʇʽʩʣʷ ʚʝʢʪʦʨʠʟʘʮʽʾ ʢʦʞʝʥ ʚʽʜʛʫʢ ʧʨʝʜʩʪʘʚʣʝʥʠʡ ʫ ʚʠʛʣʷʜʽ ʨʦʟʨʽʜʞʝʥʦʛʦ 

ʚʝʢʪʦʨʘ ʨʦʟʤʽʨʥʽʩʪʶ ʪʨʠ ʪʠʩʷʯʽ, ʜʝ ʢʦʞʝʥ ʝʣʝʤʝʥʪ ʚʽʜʧʦʚʽʜʘʻ TF-IDF ʟʥʘʯʝʥʥʶ 

ʚʽʜʧʦʚʽʜʥʦʛʦ ʪʝʨʤʽʥʫ ʫ ʩʣʦʚʥʠʢʫ. ɹʽʣʴʰʽʩʪʴ ʝʣʝʤʝʥʪʽʚ ʮʴʦʛʦ ʚʝʢʪʦʨʘ ʜʦʨʽʚʥʶʶʪʴ 

ʥʫʣʶ, ʦʩʢʽʣʴʢʠ ʢʦʥʢʨʝʪʥʠʡ ʚʽʜʛʫʢ ʤʽʩʪʠʪʴ ʣʠʰʝ ʥʝʚʝʣʠʢʫ ʯʘʩʪʠʥʫ ʚʩʴʦʛʦ ʩʣʦʚʥʠʢʘ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʨʦʟʨʽʜʞʝʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʜʦʟʚʦʣʷʻ ʝʬʝʢʪʠʚʥʦ ʟʙʝʨʽʛʘʪʠ ʪʘ 

ʦʙʨʦʙʣʷʪʠ ʪʘʢʽ ʚʝʢʪʦʨʠ ʙʝʟ ʚʠʪʨʘʪ ʧʘʤ'ʷʪʽ ʥʘ ʟʙʝʨʽʛʘʥʥʷ ʥʫʣʴʦʚʠʭ ʟʥʘʯʝʥʴ. 

ʇʽʜʛʦʪʦʚʣʝʥʠʡ ʜʘʪʘʩʝʪ ʨʦʟʜʽʣʷʻʪʴʩʷ ʥʘ ʪʨʠ ʯʘʩʪʠʥʠ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʩʪʨʘʪʠʬʽʢʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ. ʅʘʚʯʘʣʴʥʘ ʚʠʙʽʨʢʘ ʤʽʩʪʠʪʴ ʩʽʤʜʝʩʷʪ ʚʽʜʩʦʪʢʽʚ ʚʩʽʭ ʜʘʥʠʭ 

ʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʜʣʷ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʥʘ ʚʠʷʚʣʝʥʥʷ 

ʟʘʢʦʥʦʤʽʨʥʦʩʪʝʡ ʪʦʥʘʣʴʥʦʩʪʽ. ɺʘʣʽʜʘʮʽʡʥʘ ʚʠʙʽʨʢʘ ʩʪʘʥʦʚʠʪʴ ʧ'ʷʪʥʘʜʮʷʪʴ ʚʽʜʩʦʪʢʽʚ 

ʜʘʥʠʭ ʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʧʽʜʙʦʨʫ ʛʽʧʝʨʧʘʨʘʤʝʪʨʽʚ ʪʘ ʢʦʥʪʨʦʣʶ ʧʝʨʝʥʘʚʯʘʥʥʷ 

ʧʽʜ ʯʘʩ ʪʨʝʥʫʚʘʥʥʷ ʤʦʜʝʣʽ. ʊʝʩʪʦʚʘ ʚʠʙʽʨʢʘ ʟ ʨʝʰʪʠ ʧ'ʷʪʥʘʜʮʷʪʠ ʚʽʜʩʦʪʢʽʚ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʬʽʥʘʣʴʥʦʾ ʦʮʽʥʢʠ ʷʢʦʩʪʽ ʤʦʜʝʣʽ ʥʘ ʜʘʥʠʭ, ʷʢʽ ʚʦʥʘ ʥʽʢʦʣʠ ʥʝ 

ʙʘʯʠʣʘ ʧʽʜ ʯʘʩ ʥʘʚʯʘʥʥʷ. ʈʦʟʧʦʜʽʣ ʚʠʢʦʥʫʻʪʴʩʷ ʚʠʧʘʜʢʦʚʠʤ ʯʠʥʦʤ ʟ ʬʽʢʩʦʚʘʥʠʤ 

seed ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ ʨʝʟʫʣʴʪʘʪʽʚ, ʧʨʠ ʮʴʦʤʫ ʟʙʝʨʽʛʘʻʪʴʩʷ 

ʧʨʦʧʦʨʮʽʷ ʢʣʘʩʽʚ ʫ ʢʦʞʥʽʡ ʚʠʙʽʨʮʽ ʜʣʷ ʢʦʨʝʢʪʥʦʛʦ ʥʘʚʯʘʥʥʷ ʪʘ ʦʮʽʥʶʚʘʥʥʷ. 

ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʟʘʜʘʯʽ ʘʥʘʣʽʟʫ ʪʦʥʘʣʴʥʦʩʪʽ ʦʙʨʘʥʦ ʛʽʙʨʠʜʥʠʡ ʧʽʜʭʽʜ, ʱʦ 

ʧʦʻʜʥʫʻ ʪʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʟ ʝʣʝʤʝʥʪʘʤʠ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ. 

ɸʨʭʽʪʝʢʪʫʨʘ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʝʢʽʣʴʢʦʭ ʧʦʩʣʽʜʦʚʥʦ ʪʘ ʧʘʨʘʣʝʣʴʥʦ ʟ'ʻʜʥʘʥʠʭ 

ʢʦʤʧʦʥʝʥʪʽʚ, ʢʦʞʝʥ ʟ ʷʢʠʭ ʚʠʢʦʥʫʻ ʩʧʝʮʠʬʽʯʥʫ ʬʫʥʢʮʽʶ ʚ ʧʨʦʮʝʩʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ 

ʢʦʤʧʝʥʩʫʻ ʦʙʤʝʞʝʥʥʷ ʽʥʰʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. 

ɹʘʟʦʚʘ ʘʨʭʽʪʝʢʪʫʨʘ ʛʽʙʨʠʜʥʦʾ ʤʦʜʝʣʽ ʧʦʢʘʟʘʣʘ ʧʨʠʡʥʷʪʥʽ ʨʝʟʫʣʴʪʘʪʠ ʥʘ 

ʪʝʩʪʦʚʠʭ ʜʘʥʠʭ, ʧʨʦʪʝ ʘʥʘʣʽʟ ʧʦʤʠʣʦʢ ʢʣʘʩʠʬʽʢʘʮʽʾ ʚʠʷʚʠʚ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ 

ʧʦʢʨʘʱʝʥʥʷ. ʆʩʥʦʚʥʘ ʧʨʦʙʣʝʤʘ ʧʦʣʷʛʘʻ ʚ ʥʝʜʦʩʪʘʪʥʴʦ ʪʦʯʥʽʡ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʥʝʡʪʨʘʣʴʥʠʭ ʚʽʜʛʫʢʽʚ, ʷʢʽ ʯʘʩʪʦ ʧʦʤʠʣʢʦʚʦ ʚʽʜʥʦʩʷʪʴʩʷ ʜʦ ʧʦʟʠʪʠʚʥʦʛʦ ʘʙʦ 

ʥʝʛʘʪʠʚʥʦʛʦ ʢʣʘʩʫ ʯʝʨʝʟ ʥʝʟʜʘʪʥʽʩʪʴ ʤʦʜʝʣʽ ʚʨʘʭʫʚʘʪʠ ʢʦʥʪʝʢʩʪ ʩʣʽʚ. ʉʪʘʥʜʘʨʪʥʘ 

TF-IDF ʚʝʢʪʦʨʠʟʘʮʽʷ ʚʨʘʭʦʚʫʻ ʣʠʰʝ ʯʘʩʪʦʪʫ ʧʦʷʚʠ ʩʣʽʚ ʫ ʜʦʢʫʤʝʥʪʽ ʪʘ ʾʭ ʨʽʜʢʽʩʪʴ ʫ 

ʚʩʴʦʤʫ ʢʦʨʧʫʩʽ, ʘʣʝ ʥʝ ʚʨʘʭʦʚʫʻ ʢʦʥʪʝʢʩʪ ʪʘ ʚʟʘʻʤʦʟʚ'ʷʟʢʠ ʤʽʞ ʩʫʩʽʜʥʽʤʠ ʩʣʦʚʘʤʠ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʤʦʜʠʬʽʢʘʮʽʷ ʩʧʨʷʤʦʚʘʥʘ ʥʘ ʧʦʢʨʘʱʝʥʥʷ ʦʙʨʦʙʢʠ ʦʟʥʘʢ 

ʯʝʨʝʟ ʚʚʝʜʝʥʥʷ ʜʦʜʘʪʢʦʚʦʛʦ ʝʪʘʧʫ ʘʥʘʣʽʟʫ ʙʽʛʨʘʤ ʧʝʨʝʜ ʦʩʥʦʚʥʦʶ ʚʝʢʪʦʨʠʟʘʮʽʻʶ. 

ɹʽʛʨʘʤʠ ʷʚʣʷʶʪʴ ʩʦʙʦʶ ʧʦʩʣʽʜʦʚʥʦʩʪʽ ʟ ʜʚʦʭ ʩʫʩʽʜʥʽʭ ʩʣʽʚ ʫ ʪʝʢʩʪʽ, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ 

ʯʘʩʪʢʦʚʦ ʟʘʭʦʧʠʪʠ ʢʦʥʪʝʢʩʪ ʪʘ ʚʟʘʻʤʦʟʚ'ʷʟʢʠ ʤʽʞ ʪʝʨʤʽʥʘʤʠ. ɺʨʘʭʫʚʘʥʥʷ ʙʽʛʨʘʤ 

ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʝ ʜʣʷ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʟʘʧʝʨʝʯʥʠʭ ʢʦʥʩʪʨʫʢʮʽʡ ʪʘ ʤʦʜʠʬʽʢʘʪʦʨʽʚ, ʷʢʽ 

ʢʘʨʜʠʥʘʣʴʥʦ ʟʤʽʥʶʶʪʴ ʟʥʘʯʝʥʥʷ ʩʣʽʚ. ʅʘʧʨʠʢʣʘʜ, ʩʣʦʚʦʩʧʦʣʫʯʝʥʥʷ "ʥʝ ʜʦʙʨʝ" ʪʘ 

"ʜʫʞʝ ʜʦʙʨʝ" ʤʽʩʪʷʪʴ ʩʣʦʚʦ "ʜʦʙʨʝ", ʘʣʝ ʤʘʶʪʴ ʧʨʦʪʠʣʝʞʥʫ ʘʙʦ ʧʦʩʠʣʝʥʫ 
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ʪʦʥʘʣʴʥʽʩʪʴ ʚʽʜʧʦʚʽʜʥʦ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʙʽʛʨʘʤ ʜʦʧʦʤʘʛʘʻ ʤʦʜʝʣʽ ʧʨʘʚʠʣʴʥʦ 

ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʪʘʢʽ ʢʦʥʩʪʨʫʢʮʽʾ. 

ʆʪʞʝ, ʨʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʪʦʥʘʣʴʥʦʩʪʽ ʚʽʜʛʫʢʽʚ 

ʢʣʽʻʥʪʽʚ, ʷʢʠʡ ʧʦʻʜʥʫʻ ʛʽʙʨʠʜʥʫ ʘʨʭʽʪʝʢʪʫʨʫ ʥʘ ʦʩʥʦʚʽ ʤʝʪʦʜʫ ʦʧʦʨʥʠʭ ʚʝʢʪʦʨʽʚ ʪʘ 

ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ ʟ ʨʦʟʰʠʨʝʥʠʤ ʚʝʢʪʦʨʥʠʤ ʧʨʝʜʩʪʘʚʣʝʥʥʷʤ ʯʝʨʝʟ ʘʥʘʣʽʟ ʙʽʛʨʘʤ. 

ʄʝʪʦʜ ʟʘʙʝʟʧʝʯʫʻ ʪʦʯʥʫ ʢʣʘʩʠʬʽʢʘʮʽʶ ʝʤʦʮʽʡʥʦʛʦ ʟʘʙʘʨʚʣʝʥʥʷ ʪʝʢʩʪʽʚ ʯʝʨʝʟ 

ʚʨʘʭʫʚʘʥʥʷ ʢʦʥʪʝʢʩʪʥʠʭ ʦʩʦʙʣʠʚʦʩʪʝʡ ʤʦʚʠ ʪʘ ʚʟʘʻʤʦʟʚ'ʷʟʢʽʚ ʤʽʞ ʩʣʦʚʘʤʠ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʛʽʙʨʠʜʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʝʨʝʚʘʛʠ ʦʙʦʭ ʧʽʜʭʦʜʽʚ 

ʜʦ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʜʝ ʤʝʪʦʜ ʦʧʦʨʥʠʭ ʚʝʢʪʦʨʽʚ ʟʘʙʝʟʧʝʯʫʻ ʝʬʝʢʪʠʚʥʫ ʨʦʙʦʪʫ ʟ 

ʚʠʩʦʢʦʨʦʟʤʽʨʥʠʤʠ ʜʘʥʠʤʠ ʪʘ ʧʦʙʫʜʦʚʫ ʦʧʪʠʤʘʣʴʥʦʾ ʨʦʟʜʽʣʷʶʯʦʾ ʛʽʧʝʨʧʣʦʱʠʥʠ, ʘ 

ʥʝʡʨʦʥʥʘ ʤʝʨʝʞʘ ʚʠʷʚʣʷʻ ʩʢʣʘʜʥʽ ʥʝʣʽʥʽʡʥʽ ʟʘʣʝʞʥʦʩʪʽ ʚ ʜʘʥʠʭ ʪʘ ʟʘʙʝʟʧʝʯʫʻ 
ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ 81.5% ʧʨʠ ʦʙʨʦʙʮʽ ʧʦʟʠʪʠʚʥʠʭ, ʥʝʛʘʪʠʚʥʠʭ ʪʘ ʥʝʡʪʨʘʣʴʥʠʭ 

ʚʽʜʛʫʢʽʚ. ʂʦʤʙʽʥʘʮʽʷ ʧʝʨʝʜʙʘʯʝʥʴ ʯʝʨʝʟ ʟʚʘʞʝʥʝ ʦʙ'ʻʜʥʘʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʜʦʟʚʦʣʷʻ 

ʢʦʤʧʝʥʩʫʚʘʪʠ ʩʣʘʙʢʦʩʪʽ ʢʦʞʥʦʛʦ ʦʢʨʝʤʦʛʦ ʢʣʘʩʠʬʽʢʘʪʦʨʘ ʪʘ ʧʽʜʚʠʱʠʪʠ ʟʘʛʘʣʴʥʫ 

ʩʪʘʙʽʣʴʥʽʩʪʴ ʽ ʪʦʯʥʽʩʪʴ ʧʝʨʝʜʙʘʯʝʥʴ. 
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ʂʠʾʚʩʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ ʽʤʝʥʽ ʊʘʨʘʩʘ ʐʝʚʯʝʥʢʘ 

 

ʇɯɼɺʀʑɽʅʅʗ ɻɽʅɽʈɸʃɯɿɸʎɯɰ ʄʆɼɽʃɯ ʈʆɿʇɯɿʅɸɺɸʅʅʗ ɼɸʂʊʀʃɽʄ 

ʋʂʈɸɰʅʉʔʂʆɰ ɾɽʉʊʆɺʆɰ ʄʆɺʀ ɺ ʋʄʆɺɸʍ ʆɹʄɽɾɽʅʀʍ ɼɸʅʀʍ 
 

ʈʦʟʛʣʷʥʫʪʦ ʧʽʜʭʽʜ ʜʦ ʧʽʜʚʠʱʝʥʥʷ ʛʝʥʝʨʘʣʽʟʘʮʽʾ ʤʦʜʝʣʝʡ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʧʨʠ 

ʨʦʟʧʽʟʥʘʚʘʥʥʽ ʜʘʢʪʠʣʝʤ ʫʢʨʘʾʥʩʴʢʦʾ ʞʝʩʪʦʚʦʾ ʤʦʚʠ ʟʘ ʫʤʦʚ ʦʙʤʝʞʝʥʦʾ ʢʽʣʴʢʦʩʪʽ ʜʘʥʠʭ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʘʨʭʽʪʝʢʪʫʨʠ X3D-M, ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʦʾ ʥʘ ʤʘʩʰʪʘʙʥʠʭ 

ʚʽʜʝʦʜʘʪʘʩʝʪʘʭ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʩʪʘʙʽʣʴʥʽʩʪʴ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʪʘ ʟʤʝʥʰʫʻ ʨʠʟʠʢ ʧʝʨʝʥʘʚʯʘʥʥʷ. 

ɽʢʩʧʝʨʠʤʝʥʪʠ ʧʦʢʘʟʘʣʠ ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ ʜʦ 91% F1-score ʧʨʠ ʟʥʘʯʥʽʡ ʩʪʽʡʢʦʩʪʽ ʤʦʜʝʣʽ 

ʜʦ ʚʘʨʽʘʮʽʡ ʬʦʥʫ ʪʘ ʧʦʣʦʞʝʥʴ ʨʫʢʠ. 

 

An approach to improving the generalization capability of deep learning models for 

Ukrainian sign language fingerspelling recognition under limited data conditions is presented. The 

use of the X3D-M architecture pre-trained on large-scale video datasets is proposed, providing 

stable recognition and reduced overfitting. Experiments demonstrated classification quality up to 

91% F1-score and significant robustness to variations in background and hand position. 

 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʫʢʨʘʾʥʩʴʢʦʾ ʞʝʩʪʦʚʦʾ ʤʦʚʠ 

(ʋɾʄ) ʟʫʤʦʚʣʝʥʘ ʧʦʪʨʝʙʦʶ ʟʘʙʝʟʧʝʯʝʥʥʷ ʨʽʚʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʽʥʬʦʨʤʘʮʽʾ ʪʘ 

ʢʦʤʫʥʽʢʘʮʽʾ ʜʣʷ ʣʶʜʝʡ ʽʟ ʧʦʨʫʰʝʥʥʷʤʠ ʩʣʫʭʫ, ʷʢʽ ʱʦʜʝʥʥʦ ʩʪʠʢʘʶʪʴʩʷ ʟ ʙʘʨô̒ ʨʘʤʠ 

ʫ ʚʟʘʻʤʦʜʽʾ ʟ ʯʫʶʯʠʤʠ ʣʶʜʴʤʠ ʪʘ ʮʠʬʨʦʚʠʤʠ ʩʝʨʚʽʩʘʤʠ. ɺ ʋʢʨʘʾʥʽ ʪʠʩʷʯʽ ʥʝʯʫʶʯʠʭ 

ʛʨʦʤʘʜʷʥ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʞʝʩʪʦʚʫ ʤʦʚʫ ʷʢ ʦʩʥʦʚʥʠʡ ʟʘʩʽʙ ʩʧʽʣʢʫʚʘʥʥʷ, ʧʨʦʪʝ ʯʝʨʝʟ 

ʚʽʜʩʫʪʥʽʩʪʴ ʩʪʘʥʜʘʨʪʥʠʭ ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʨʽʰʝʥʴ ʝʬʝʢʪʠʚʥʘ ʢʦʤʫʥʽʢʘʮʽʷ ʟ 

ʦʪʦʯʫʶʯʠʤʠ ʯʘʩʪʦ ʫʩʢʣʘʜʥʝʥʘ. ʈʦʟʨʦʙʢʘ ʩʠʩʪʝʤ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʋɾʄ 

ʜʦʟʚʦʣʷʻ ʧʝʨʝʢʣʘʜʘʪʠ ʞʝʩʪʠ ʫ ʪʝʢʩʪ ʘʙʦ ʤʦʚʣʝʥʥʷ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʚʽʜʢʨʠʚʘʶʯʠ 

ʥʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ ʦʩʚʽʪʠ, ʤʝʜʽʘ, ʜʝʨʞʘʚʥʦʛʦ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʪʘ ʩʦʮʽʘʣʴʥʦʾ 

ʚʟʘʻʤʦʜʽʾ. 

ɸʚʪʦʤʘʪʠʯʥʝ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʞʝʩʪʽʚ  ̒ ʩʢʣʘʜʥʦʶ ʟʘʜʘʯʝʶ ʯʝʨʝʟ ʟʥʘʯʥʫ 

ʚʘʨʽʘʪʠʚʥʽʩʪʴ ʧʦʣʦʞʝʥʴ  ̔ʨʫʭʽʚ ʨʫʢʠ, ʘ ʪʘʢʦʞ ʟʤʽʥʥʽʩʪʴ ʫʤʦʚ ʦʩʚʽʪʣʝʥʥʷ ʪʘ ʬʦʥʫ. 

ʇʦʧʝʨʝʜʥʽ ʧʽʜʭʦʜʠ, ʱʦ ʙʘʟʫʚʘʣʠʩʷ ʥʘ ʢʣʘʩʠʯʥʠʭ ʤʝʪʦʜʘʭ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ 

(HOG[1], çʤʽʰʦʢ ʦʟʥʘʢè[2], ʨʦʟʜʽʣʝʥʥʷ ʛʽʧʝʨʧʣʦʱʠʥʘʤʠ[3]), ʚʠʷʚʠʣʠʩʷ ʥʘʜʪʦ 

ʯʫʪʣʠʚʠʤʠ ʜʦ ʟʤʽʥ ʩʝʨʝʜʦʚʠʱʘ. 

 ɺʠʢʦʨʠʩʪʘʥʥʷ ʟʛʦʨʪʢʦʚʠʭ ʥʝʡʨʦʤʝʨʝʞ ʟʥʘʯʥʦ ʧʽʜʚʠʱʫʻ ʩʪʽʡʢʽʩʪʴ ʜʦ 

ʟʦʚʥʽʰʥʽʭ ʬʘʢʪʦʨʽʚ, ʧʨʦʪʝ ʧʦʪʨʝʙʫʻ ʤʘʩʰʪʘʙʥʠʭ ʥʘʚʯʘʣʴʥʠʭ ʚʠʙʽʨʦʢ. ɼʣʷ 

ʫʢʨʘʾʥʩʴʢʦʾ ʞʝʩʪʦʚʦʾ ʤʦʚʠ ʚʽʜʯʫʚʘʻʪʴʩʷ ʟʥʘʯʥʠʡ ʜʝʬʽʮʠʪ ʜʘʪʘʩʝʪʽʚ, ʘ ʪʦʤʫ ʙʽʣʴʰʽʩʪʴ 

ʥʘʷʚʥʠʭ ʤʦʜʝʣʝʡ ʥʘʚʯʝʥʽ ʥʘ ʥʝʜʦʩʪʘʪʥʴʦ ʨʝʧʨʝʟʝʥʪʘʪʠʚʥʠʭ ʚʠʙʽʨʢʘʭ ʪʘ 
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ʜʝʤʦʥʩʪʨʫʶʪʴ ʝʬʝʢʪʠʚʥʽʩʪʴ ʣʠʰʝ ʚ ʢʦʥʪʨʦʣʴʦʚʘʥʠʭ ʫʤʦʚʘʭ, ʚʪʨʘʯʘʶʯʠ ʪʦʯʥʽʩʪʴ 

ʧʨʠ ʨʦʙʦʪʽ ʟ ʨʝʘʣʴʥʠʤʠ ʚʽʜʝʦ. 

ʊʦʤʫ ʤʝʪʦʶ ʜʘʥʦʾ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʣʝʛʢʦʾ ʤʦʜʝʣʽ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ 

ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʜʘʢʪʠʣʝʤ ʫʢʨʘʾʥʩʴʢʦʾ ʞʝʩʪʦʚʦʾ ʤʦʚʠ ʟ ʬʦʢʫʩʦʤ ʥʘ ʧʽʜʚʠɦʝʥʥʽ 

ʛʝʥʝʨʘʣʽʟʘʮʽʾ ʧʨʠ ʥʝʩʪʘʯʽ ʥʘʚʯʘʣʴʥʠʭ ʜʘʥʠʭ. 

ʋ ʨʦʙʦʪʽ ʚʠʢʦʨʠʩʪʘʥʦ ʘʨʭʽʪʝʢʪʫʨʫ X3D-M, ʱʦ ʻ ʩʢʣʘʜʦʚʦʶ ʩʽʤʝʡʩʪʚʘ 

ʤʦʜʝʣʝʡ Expand 3D[4], ʨʦʟʨʦʙʣʝʥʦʛʦ Facebook AI  Research. ʂʣʶʯʦʚʦʶ ʦʩʦʙʣʠʚʽʩʪʶ 

ʩʽʤʝʡʩʪʚʘ ʻ ʧʦʩʪʫʧʦʚʝ ʪʘ ʦʧʪʠʤʽʟʦʚʘʥʝ ʨʦʟʰʠʨʝʥʥʷ ʧʦ 3D-ʧʨʦʩʪʦʨʫ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ 

ʚʠʩʦʢʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʚʽʜʝʦʨʦʟʧʽʟʥʘʚʘʥʥʷ ʧʨʠ ʧʦʤʽʨʥʠʭ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʚʠʪʨʘʪʘʭ. 

ʋʩʽ ʤʦʜʝʣʽ Expand 3D, ʚʢʣʶʯʘʶʯʠ X3D-M, ʥʘʚʯʘʣʠʩʷ ʟ ʥʫʣʷ ʥʘ ʜʘʪʘʩʝʪʽ 

ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʜʽʡ ʣʶʜʠʥʠ Kinetics-400[5], ʙʝʟ ʚʠʢʦʨʠʩʪʘʥʥʷ ImageNet ʦʧʦʨʠ. 

Kinetics-400 ʤʽʩʪʠʪʴ ʙʣʠʟʴʢʦ 240 ʪʠʩʷʯ ʥʘʚʯʘʣʴʥʠʭ, 20 ʪʠʩʷʯ ʚʘʣʽʜʘʮʽʡʥʠʭ ʪʘ 35 

ʪʠʩʷʯ ʪʝʩʪʦʚʠʭ ʚʽʜʝʦ, ʱʦ ʦʭʦʧʣʶʶʪʴ 400 ʢʣʘʩʽʚ ʣʶʜʩʴʢʠʭ ʜʽʡ. ʊʨʝʥʫʚʘʥʥʷ 

ʚʠʢʣʶʯʥʦ ʥʘ ʚʽʜʝʦʜʘʥʠʭ ʟʘʩʪʦʩʦʚʘʥʦ ʱʦʙ ʫʥʠʢʥʫʪʠ ʫʧʝʨʝʜʞʝʥʦʩʪʽ ʚʽʜ ʩʪʘʪʠʯʥʠʭ 

ʟʦʙʨʘʞʝʥʴ ʽ ʦʪʨʠʤʘʪʠ çʯʠʩʪʽʰʝè ʥʘʚʯʘʥʥʷ ʩʘʤʝ ʜʣʷ ʚʽʜʝʦʘʥʘʣʽʟʫ.  

ɼʣʷ ʜʦʥʘʚʯʘʥʥʷ ʥʘ ʧʦʪʨʽʙʥʠʡ ʜʦʤʝʥ ʚʠʢʦʨʠʩʪʘʥʦ ʤʦʜʠʬʽʢʦʚʘʥʫ ʚʝʨʩʽʶ 

ʜʘʪʘʩʝʪʫ[6] ʫʢʨʘʾʥʩʴʢʠʭ ʜʘʢʪʠʣʝʤ, ʨʦʟʰʠʨʝʥʫ ʜʦ ʧʦʥʘʜ 3000 ʚʽʜʝʦ (ʈʠʩ.1). 

ɸʫʛʤʝʥʪʘʮʽʾ ʧʨʦʚʦʜʠʣʠʩʷ çʥʘ ʣʴʦʪʫè, ʚʢʣʶʯʘʶʪʴ ʦʙʨʽʟʘʥʥʷ ʟ ʤʘʩʰʪʘʙʫʚʘʥʥʷʤ, 

ʧʦʚʦʨʦʪʠ, ʟʤʽʥʠ ʷʩʢʨʘʚʦʩʪʽ, ʢʦʥʪʨʘʩʪʫ, ʥʘʩʠʯʝʥʦʩʪʽ, ʚʽʜʪʽʥʢʫ, ʜʦʜʘʥʥʷ ʨʦʟʤʠʪʪʷ ʪʘ 

ʰʫʤʽʚ. 

 

 
ʈʠʩʫʥʦʢ 1 ï ʜʝʤʦʥʩʪʨʘʮʽʷ ʥʘʚʯʘʣʴʥʦʾ ʚʠʙʽʨʢʠ, ʬʨʝʡʤʠ 

 

ʈʝʟʫʣʴʪʘʪʠ ʧʦʢʘʟʘʣʠ ʧʦʢʣʘʩʦʚʦ ʩʝʨʝʜʥʻ top-1 F1-score ʧʨʠʙʣʠʟʥʦ ʨʽʚʥʠʤ 

91% ʥʘ ʪʝʩʪʦʚʽʡ ʚʠʙʽʨʮʽ (ʨʠʩʫʥʦʢ 2). ʅʘʡʢʨʘʱʝ ʨʦʟʧʽʟʥʘʶʪʴʩʷ ʞʝʩʪʠ ʟ ʯʽʪʢʠʤʠ 

ʚʽʟʫʘʣʴʥʠʤʠ ʚʽʜʤʽʥʥʦʩʪʷʤʠ, ʪʦʜʽ ʷʢ ʧʦʜʽʙʥʽ ʬʦʨʤʠ ʨʫʢ ʧʦʪʨʝʙʫʶʪʴ ʜʦʜʘʪʢʦʚʦʾ 

ʛʝʥʝʨʘʣʽʟʘʮʽʾ ʥʘʚʯʘʣʴʥʠʭ ʧʨʠʢʣʘʜʽʚ. 
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ʈʠʩʫʥʦʢ 2 ï ɼʝʤʦʥʩʪʨʘʮʽʷ ʪʝʩʪʦʚʦʾ ʚʠʙʽʨʢʠ, ʬʨʝʡʤʠ 

 

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʩʪʘʚʣʷʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ ʘʨʭʽʪʝʢʪʫʨʠ X3D-M ʪʘ 

ʥʘʚʯʘʥʥʷ ʟ ʧʝʨʝʥʝʩʝʥʥʷʤ ʷʢ ʧʝʨʩʧʝʢʪʠʚʥʫ ʩʪʘʨʪʦʚʫ ʪʦʯʢʫ ʜʣʷ ʟʘʜʘʯʽ ʨʦʟʧʽʟʥʘʚʘʥʥʷ 

ʜʘʢʪʠʣʝʤ ʫʢʨʘʾʥʩʴʢʦʾ ʞʝʩʪʦʚʦʾ ʤʦʚʠ ʚ ʫʤʦʚʘʭ ʤʘʣʦʾ ʢʽʣʴʢʦʩʪʽ ʜʘʥʠʭ. ʇʦʜʘʣʴʰʽ 

ʜʦʩʣʽʜʞʝʥʥʷ ʩʧʨʷʤʦʚʫʚʘʪʠʤʫʪʴʩʷ ʥʘ ʨʦʟʰʠʨʝʥʥʷ ʥʘʚʯʘʣʴʥʦʛʦ ʥʘʙʦʨʫ, 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʝʥʝʨʘʪʠʚʥʠʭ ʤʦʜʝʣʝʡ ʜʣʷ ʩʠʥʪʝʪʠʯʥʠʭ ʜʘʥʠʭ ʪʘ ʧʽʜʚʠʱʝʥʥʷ 

ʩʪʘʙʽʣʴʥʦʩʪʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʞʝʩʪʽʚ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʇʈʆɭʂʊʋɺɸʅʅʗ ɯʅʌʆʈʄɸʎɯʁʅʆɰ ʉʀʉʊɽʄʀ ʉɽʄɸʅʊʀʏʅʆɰ 

ʆɹʈʆɹʂʀ ʊɽʂʉʊɯɺ ɼʃʗ ɺʀɿʅɸʏɽʅʅʗ ʊʆʅɸʃʔʅʆʉʊɯ 
 

ʇʦʜʘʥʦ ʧʨʦʻʢʪ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʩʝʤʘʥʪʠʯʥʦʾ ʦʙʨʦʙʢʠ ʫʢʨʘʾʥʦʤʦʚʥʠʭ 

ʢʦʨʦʪʢʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʪʦʥʘʣʴʥʦʩʪʽ, ʟʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʢʝʨʦʚʘʥʽʩʪʴ, 

ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʽ ʧʨʦʟʦʨʽʩʪʴ. ɸʨʭʽʪʝʢʪʫʨʫ ʧʦʙʫʜʦʚʘʥʦ ʷʢ ʙʘʛʘʪʦʰʘʨʦʚʠʡ ʟʘʩʪʦʩʫʥʦʢ ʟ 

ʯʽʪʢʠʤ ʨʦʟʤʝʞʫʚʘʥʥʷʤ ʚʽʜʧʦʚʽʜʘʣʴʥʦʩʪʝʡ: ʧʨʠʡʦʤ ʽ ʙʫʬʝʨʫʚʘʥʥʷ ʜʘʥʠʭ, ʧʽʜʛʦʪʦʚʢʘ ʪʘ 

ʥʦʨʤʘʣʽʟʘʮʽʷ ʪʝʢʩʪʫ, ʩʝʤʘʥʪʠʯʥʘ ʘʥʘʣʽʪʠʢʘ ʟ ʬʦʨʤʫʚʘʥʥʷʤ ʦʟʥʘʢ, ʘʛʨʝʛʫʚʘʥʥʷ ʽʥʜʠʢʘʪʦʨʽʚ 

ʪʦʥʘʣʴʥʦʩʪʽ, ʟʙʝʨʝʞʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʽ ʘʨʪʝʬʘʢʪʽʚ ʘʫʜʠʪʫ. ʃʦʛʽʯʥʘ ʤʦʜʝʣʴ ʜʘʥʠʭ ʚʢʣʶʯʘʻ 

ʩʫʪʥʦʩʪʽ ʜʦʢʫʤʝʥʪʽʚ, ʪʦʢʝʥʽʚ, ʩʣʦʚʦʩʧʦʣʫʯʝʥʴ, ʯʘʩʪʦʪʥʠʭ ʽ ʚʘʛʦʚʠʭ ʧʨʦʬʽʣʽʚ, ʣʝʢʩʠʢʦʥʥʠʭ 

ʟʥʘʯʝʥʴ, ʧʨʦʤʽʞʥʠʭ ʘʛʨʝʛʘʪʽʚ ʽ ʬʽʥʘʣʴʥʠʭ ʚʝʨʜʠʢʪʽʚ, ʧʦʚôʷʟʘʥʽ ʟ ʚʝʨʩʽʷʤʠ ʢʦʥʬʽʛʫʨʘʮʽʡ ʽ 

ʜʦʚʽʜʥʠʢʽʚ. ɯʥʪʝʨʬʝʡʩʠ ʨʦʟʜʽʣʝʥʦ ʥʘ ʽʥʪʝʛʨʘʮʽʡʥʽ ʪʘ ʝʢʩʧʝʨʪʥʽ ʟ ʬʽʢʩʦʚʘʥʠʤʠ ʢʦʥʪʨʘʢʪʘʤʠ 

ʽ ʧʽʜʪʨʠʤʢʦʶ ʤʽʛʨʘʮʽʡ. ʇʝʨʝʜʙʘʯʝʥʦ ʪʝʣʝʤʝʪʨʽʶ, ʧʦʣʽʪʠʢʠ ʜʦʩʪʫʧʫ ʟʘ ʨʦʣʷʤʠ, ʥʝʟʤʽʥʶʚʘʥʽ 

ʞʫʨʥʘʣʠ ʪʘ ʤʝʭʘʥʽʟʤʠ ʚʽʜʥʦʚʣʝʥʥʷ, ʘ ʪʘʢʦʞ ʩʪʨʘʪʝʛʽʾ ʢʝʰʫʚʘʥʥʷ ʽ ʤʘʪʝʨʽʘʣʽʟʘʮʽʾ ʜʣʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʪʘ ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ. ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʩʧʝʮʠʬʽʢʘʮʽʷ ʩʪʚʦʨʶʻ 

ʽʥʞʝʥʝʨʥʝ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʧʨʦʤʠʩʣʦʚʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʩʠʩʪʝʤʠ ʟ ʧʦʚʥʠʤ ʘʫʜʠʪʥʠʤ ʩʣʽʜʦʤ ʪʘ 

ʢʝʨʦʚʘʥʠʤ ʞʠʪʪʻʚʠʤ ʮʠʢʣʦʤ ʢʦʥʬʽʛʫʨʘʮʽʡ. 

 

The paper presents the design of an information system for semantic processing of short 

Ukrainian texts aimed at sentiment determination with emphasis on controllability, reproducibility 

and transparency. The architecture follows a layered application with strict separation of concerns, 

covering data intake and buffering, text preparation and normalization, semantic analytics for 

feature formation, aggregation of sentiment indicators, and persistent storage of results and audit 

artifacts. The logical data model defines entities for documents, tokens, phrases, frequency and 

weight profiles, lexicon values, intermediate aggregates and final verdicts, all tied to versioned 

configurations and reference resources. System interfaces are split into integration and expert 

endpoints with stable contracts and migration support. The design embeds telemetry, role based 

access control, immutable logs and recovery mechanisms, together with caching and 

materialization strategies to ensure performance and scalability. The specification provides an 

engineering foundation for production deployment with a complete audit trail and a governed 

configuration lifecycle. 

 

ʉʫʯʘʩʥʽ ʤʝʪʦʜʠ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ (NLP) ʻ ʢʣʶʯʦʚʦʶ ʪʝʭʥʦʣʦʛʽʯʥʦʶ 

ʦʩʥʦʚʦʶ ʜʣʷ ʧʦʙʫʜʦʚʠ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʩʝʤʘʥʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ, ʱʦ ʟʜʘʪʥʽ 

ʘʚʪʦʤʘʪʠʯʥʦ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʝʤʦʮʽʡʥʦ-ʦʮʽʥʥʽ ʢʦʤʧʦʥʝʥʪʠ ʪʝʢʩʪʫ [1, 2]. ɿʘ ʦʩʪʘʥʥʻ 

ʜʝʩʷʪʠʨʽʯʯʷ NLP ʧʝʨʝʡʰʣʦ ʚʽʜ ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʨʘʜʠʮʽʡʥʠʭ ʩʪʘʪʠʩʪʠʯʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ 

ʛʣʠʙʠʥʥʠʭ ʥʝʡʨʦʥʥʠʭ ʤʦʜʝʣʝʡ [3], ʷʢʽ ʦʧʝʨʫʶʪʴ ʢʦʥʪʝʢʩʪʥʠʤʠ ʧʨʝʜʩʪʘʚʣʝʥʥʷʤʠ 
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ʤʦʚʥʠʭ ʦʜʠʥʠʮʴ ʪʘ ʟʘʙʝʟʧʝʯʫʶʪʴ ʩʫʪʪʻʚʝ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʘʥʘʣʽʟʫ ʪʦʥʘʣʴʥʦʩʪʽ, 

ʩʝʤʘʥʪʠʯʥʦʛʦ ʩʪʨʫʢʪʫʨʫʚʘʥʥʷ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ [4]. 

ʋ ʢʦʥʪʝʢʩʪʽ ʧʨʦʻʢʪʫʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ 

ʪʦʥʘʣʴʥʦʩʪʽ ʦʩʦʙʣʠʚʫ ʨʦʣʴ ʚʽʜʽʛʨʘʶʪʴ ʤʦʜʝʣʽ ʪʨʘʥʩʬʦʨʤʝʨʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ (BERT, 

RoBERTa, XLM-R) [5, 6], ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʚʽʜʪʚʦʨʶʚʘʪʠ ʛʣʠʙʦʢʽ ʩʝʤʘʥʪʠʯʥʽ 

ʟʘʣʝʞʥʦʩʪʽ ʪʘ ʚʨʘʭʦʚʫʚʘʪʠ ʢʦʥʪʝʢʩʪ ʥʘ ʨʽʚʥʽ ʚʩʴʦʛʦ ʜʦʢʫʤʝʥʪʘ [7]. ɿʘʩʪʦʩʫʚʘʥʥʷ 

ʪʘʢʠʭ ʤʦʜʝʣʝʡ ʟʘʙʝʟʧʝʯʫʻ ʟʜʘʪʥʽʩʪʴ ʜʦ ʢʦʨʝʢʪʥʦʛʦ ʪʨʘʢʪʫʚʘʥʥʷ ʧʦʣʽʩʝʤʽʾ, 

ʜʦʚʛʦʩʪʨʦʢʦʚʠʭ ʟʘʣʝʞʥʦʩʪʝʡ [8], ʟʤʽʰʘʥʠʭ ʤʦʚʥʠʭ ʨʝʛʽʩʪʨʽʚ ʪʘ ʧʘʨʘʣʽʥʛʚʽʩʪʠʯʥʠʭ 

ʤʘʨʢʝʨʽʚ ʝʤʦʮʽʡʥʦʩʪʽ [9], ʱʦ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʜʣʷ ʟʘʜʘʯ ʪʦʯʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ 

ʪʦʥʘʣʴʥʦʩʪʽ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ [10, 11]. 

ʆʢʨʝʤʦʾ ʫʚʘʛʠ ʧʦʪʨʝʙʫʻ ʩʧʝʮʠʬʽʢʘ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʪʝʢʩʪʽʚ, ʷʢʽ 

ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʚʠʩʦʢʦʶ ʤʦʨʬʦʣʦʛʽʯʥʦʶ ʚʘʨʽʘʪʠʚʥʽʩʪʶ, ʥʘʷʚʥʽʩʪʶ ʧʨʦʩʪʦʨʽʯʯʷ, 

ʜʽʘʣʝʢʪʥʠʭ ʝʣʝʤʝʥʪʽʚ ʪʘ ʘʢʪʠʚʥʠʤ ʨʦʟʚʠʪʢʦʤ ʥʝʦʣʦʛʽʟʤʽʚ ʫ ʮʠʬʨʦʚʠʭ  

ʢʦʤʫʥʽʢʘʮʽʷʭ [12]. ʎʽ ʬʘʢʪʦʨʠ ʩʪʚʦʨʶʶʪʴ ʜʦʜʘʪʢʦʚʽ ʚʠʢʣʠʢʠ ʧʨʠ ʨʦʟʨʦʙʣʝʥʥʽ 

ʩʠʩʪʝʤ ʘʚʪʦʤʘʪʠʯʥʦʾ ʪʦʥʘʣʴʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ [13], ʦʜʥʘʢ ʦʜʥʦʯʘʩʥʦ ʩʪʠʤʫʣʶʶʪʴ 

ʨʦʟʚʠʪʦʢ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʣʽʥʛʚʽʩʪʠʯʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʤʦʜʝʣʝʡ [14, 15]. 

ʇʦʷʚʘ ʫʢʨʘʾʥʩʴʢʠʭ BERT-ʧʦʜʽʙʥʠʭ ʤʦʜʝʣʝʡ ʽ ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʨʦʟʤʽʯʝʥʠʭ ʢʦʨʧʫʩʽʚ 

ʩʫʪʪʻʚʦ ʨʦʟʰʠʨʶʶʪʴ ʤʦʞʣʠʚʦʩʪʽ ʧʦʙʫʜʦʚʠ ʚʠʩʦʢʦʪʦʯʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ 

ʩʝʤʘʥʪʠʯʥʦʾ ʦʙʨʦʙʢʠ ʪʝʢʩʪʽʚ [16, 17]. 

 ɸʢʪʫʘʣʴʥʽʩʪʴ ʨʦʟʨʦʙʢʠ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʩʝʤʘʥʪʠʯʥʦʾ ʦʙʨʦʙʢʠ 

ʪʝʢʩʪʽʚ ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʝʦʙʭʽʜʥʽʩʪʶ ʩʪʘʙʽʣʴʥʦʛʦ ʽ ʚʽʜʪʚʦʨʶʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʪʦʥʘʣʴʥʦʩʪʽ 

ʫ ʨʝʘʣʽʩʪʠʯʥʠʭ ʧʦʪʦʢʘʭ ʜʘʥʠʭ [18]. ɺʠʨʦʙʥʠʯʽ ʩʮʝʥʘʨʽʾ ʧʦʪʨʝʙʫʶʪʴ ʥʝ ʣʠʰʝ 

ʪʦʯʥʦʩʪʽ ʥʘ ʢʦʥʪʨʦʣʴʥʠʭ ʚʠʙʽʨʢʘʭ, ʘ ʧʝʨʝʜʫʩʽʤ ʢʝʨʦʚʘʥʦʩʪʽ ʧʘʨʘʤʝʪʨʘʤʠ, ʧʨʦʟʦʨʦʩʪʽ 

ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʽ ʤʦʞʣʠʚʦʩʪʽ ʘʫʜʠʪʫ. ʇʨʦʻʢʪʫʚʘʥʥʷ ʪʘʢʦʾ ʩʠʩʪʝʤʠ ʧʝʨʝʜʙʘʯʘʻ 

ʮʽʣʽʩʥʫ ʫʟʛʦʜʞʝʥʽʩʪʴ ʤʽʞ ʘʨʭʽʪʝʢʪʫʨʦʶ ʟʘʩʪʦʩʫʥʢʫ, ʩʭʝʤʦʶ ʟʙʝʨʽʛʘʥʥʷ ʧʨʦʤʽʞʥʠʭ 

ʘʨʪʝʬʘʢʪʽʚ, ʩʝʤʘʥʪʠʯʥʠʤʠ ʤʦʜʫʣʷʤʠ ʪʘ ʤʝʪʦʜʠʢʦʶ ʪʝʩʪʫʚʘʥʥʷ. ʎʝʥʪʨʘʣʴʥʠʤ 

ʧʨʠʥʮʠʧʦʤ ʩʪʘʻ ʜʦʢʫʤʝʥʪʫʚʘʥʥʷ ʢʦʞʥʦʛʦ ʢʨʦʢʫ ʦʙʨʦʙʢʠ ʫ ʚʠʛʣʷʜʽ ʚʽʜʪʚʦʨʶʚʘʥʠʭ 

ʘʨʪʝʬʘʢʪʽʚ, ʟʘʚʜʷʢʠ ʯʦʤʫ ʙʫʜʴ-ʷʢʠʡ ʨʝʟʫʣʴʪʘʪ ʤʦʞʝ ʙʫʪʠ ʧʦʷʩʥʝʥʠʡ ʽ ʚʽʜʪʚʦʨʝʥʠʡ 

ʟʘ ʽʜʝʥʪʠʯʥʠʭ ʫʤʦʚ. 

ʄʝʪʦʶ ʧʨʦʻʢʪʫʚʘʥʥʷ ʻ ʩʪʚʦʨʝʥʥʷ ʢʝʨʦʚʘʥʦʾ, ʚʽʜʪʚʦʨʶʚʘʥʦʾ ʪʘ ʧʨʦʟʦʨʦʾ 

ʩʠʩʪʝʤʠ, ʟʜʘʪʥʦʾ ʧʨʠʡʤʘʪʠ ʢʦʨʦʪʢʽ ʫʢʨʘʾʥʦʤʦʚʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʩʪʘʙʽʣʽʟʫʚʘʪʠ ʾʭ 

ʫʥʽʬʽʢʦʚʘʥʠʤ ʧʦʜʘʥʥʷʤ, ʬʦʨʤʫʚʘʪʠ ʩʝʤʘʥʪʠʯʥʽ ʦʟʥʘʢʠ ʪʘ ʦʙʯʠʩʣʶʚʘʪʠ ʪʦʥʘʣʴʥʽʩʪʴ 

ʽʟ ʬʽʢʩʘʮʽʻʶ ʫʩʽʭ ʧʨʦʤʽʞʥʠʭ ʩʪʘʥʽʚ. ɺʠʤʦʛʠ ʬʦʨʤʫʣʶʶʪʴʩʷ ʷʢ ʽʥʞʝʥʝʨʥʽ ʦʙʤʝʞʝʥʥʷ 

ʜʦ ʘʨʭʽʪʝʢʪʫʨʠ, ʤʦʜʝʣʽ ʜʘʥʠʭ, ʽʥʪʝʨʬʝʡʩʽʚ ʽ ʝʢʩʧʣʫʘʪʘʮʽʡʥʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡ. 

ʂʣʶʯʦʚʠʤʠ ʧʨʠʥʮʠʧʘʤʠ ʻ ʨʦʟʤʝʞʫʚʘʥʥʷ ʚʽʜʧʦʚʽʜʘʣʴʥʦʩʪʝʡ, ʚʝʨʩʽʦʥʫʚʘʥʥʷ 

ʢʦʥʬʽʛʫʨʘʮʽʡ ʽ ʩʣʦʚʥʠʢʽʚ, ʤʘʪʝʨʽʘʣʽʟʘʮʽʷ ʘʨʪʝʬʘʢʪʽʚ ʜʣʷ ʘʫʜʠʪʫ, ʚʽʜʩʫʪʥʽʩʪʴ 

ʧʨʠʭʦʚʘʥʠʭ ʧʦʙʽʯʥʠʭ ʝʬʝʢʪʽʚ ʽ ʤʦʞʣʠʚʽʩʪʴ ʜʝʪʝʨʤʽʥʦʚʘʥʦʛʦ ʧʦʚʪʦʨʥʦʛʦ ʧʨʦʛʦʥʫ ʟʘ 

ʯʘʩʦʚʦʶ ʤʽʪʢʦʶ. 
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ɸʨʭʽʪʝʢʪʫʨʥʫ ʦʩʥʦʚʫ ʩʪʘʥʦʚʠʪʴ ʙʘʛʘʪʦʰʘʨʦʚʠʡ ʟʘʩʪʦʩʫʥʦʢ ʽʟ ʯʽʪʢʦʶ 

ʽʟʦʣʷʮʽʻʶ ʢʦʥʪʫʨʽʚ. ʅʘ ʟʦʚʥʽʰʥʴʦʤʫ ʧʝʨʠʤʝʪʨʽ ʨʦʟʤʽʱʫʻʪʴʩʷ ʧʽʜʩʠʩʪʝʤʘ ʧʨʠʡʦʤʫ, 

ʱʦ ʧʨʘʮʶʻ ʟ ʧʦʪʦʢʘʤʠ ʢʦʨʦʪʢʠʭ ʪʝʢʩʪʽʚ ʽ ʟʘʙʝʟʧʝʯʫʻ ʥʦʨʤʘʣʽʟʦʚʘʥʝ, ʙʝʟʧʝʯʥʝ 

ʙʫʬʝʨʫʚʘʥʥʷ. ɼʘʣʽ ʜʽʻ ʰʘʨ ʧʽʜʛʦʪʦʚʢʠ, ʟʘʜʘʯʽ ʷʢʦʛʦ ʚʢʣʶʯʘʶʪʴ ʫʥʽʬʽʢʘʮʽʶ 

ʛʨʘʬʝʤʘʪʠʢʠ, ʩʪʘʙʽʣʽʟʘʮʽʶ ʪʦʢʝʥʽʟʘʮʽʾ ʪʘ ʧʦʙʫʜʦʚʫ ʩʣʫʞʙʦʚʠʭ ʤʝʪʘʜʘʥʠʭ ʜʣʷ 

ʧʦʜʘʣʴʰʦʛʦ ʪʨʘʩʫʚʘʥʥʷ. ʐʘʨ ʩʝʤʘʥʪʠʯʥʦʾ ʘʥʘʣʽʪʠʢʠ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʬʦʨʤʫʚʘʥʥʷ 

ʦʟʥʘʢ ʪʘ ʦʙʯʠʩʣʝʥʥʷ ʽʥʜʠʢʘʪʦʨʽʚ ʪʦʥʘʣʴʥʦʩʪʽ ʟʘ ʫʟʛʦʜʞʝʥʠʤʠ ʢʦʥʪʨʘʢʪʘʤʠ. ʐʘʨ 

ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʘʛʨʝʛʫʻ ʩʠʛʥʘʣʠ ʚ ʦʩʪʘʪʦʯʥʝ ʧʦʜʘʥʥʷ ʪʦʥʘʣʴʥʦʩʪʽ ʪʘ ʧʝʨʝʜʘʻ 

ʨʝʟʫʣʴʪʘʪ ʫ ʧʽʜʩʠʩʪʝʤʫ ʟʙʝʨʝʞʝʥʥʷ. ʇʘʨʘʣʝʣʴʥʦ ʧʨʘʮʶʻ ʢʦʥʪʫʨ ʩʧʦʩʪʝʨʝʞʥʦʩʪʽ, ʱʦ 

ʥʘʢʦʧʠʯʫʻ ʞʫʨʥʘʣʠ ʧʘʨʘʤʝʪʨʽʚ, ʘʨʪʝʬʘʢʪʠ ʧʨʦʤʽʞʥʠʭ ʦʙʯʠʩʣʝʥʴ ʽ ʜʦʚʽʜʥʠʢʠ ʟ 

ʾʭʥʽʤʠ ʚʝʨʩʽʷʤʠ. ʊʘʢʘ ʢʦʤʧʦʟʠʮʽʷ ʟʘʙʝʟʧʝʯʫʻ ʣʦʢʘʣʽʟʘʮʽʶ ʟʤʽʥ ʽ ʜʦʟʚʦʣʷʻ 

ʤʦʜʝʨʥʽʟʫʚʘʪʠ ʦʢʨʝʤʽ ʤʦʜʫʣʽ ʙʝʟ ʢʘʩʢʘʜʥʦʛʦ ʚʧʣʠʚʫ ʥʘ ʚʝʩʴ ʢʦʥʚʝʻʨ. 

ʄʦʜʝʣʴ ʜʘʥʠʭ ʧʨʦʻʢʪʫʻʪʴʩʷ ʷʢ ʣʦʛʽʯʥʦ ʟʚôʷʟʘʥʘ ʩʭʝʤʘ, ʦʨʽʻʥʪʦʚʘʥʘ ʥʘ 

ʧʨʦʟʦʨʽʩʪʴ ʽ ʧʦʚʪʦʨʶʚʘʥʽʩʪʴ. ʇʝʨʝʜʙʘʯʝʥʦ ʩʫʪʥʦʩʪʽ ʜʣʷ ʜʦʢʫʤʝʥʪʽʚ, ʪʦʢʝʥʽʚ, 

ʩʣʦʚʦʩʧʦʣʫʯʝʥʴ, ʧʨʦʬʽʣʽʚ ʯʘʩʪʦʪ, ʚʘʛʦʚʠʭ ʦʮʽʥʦʢ ʦʟʥʘʢ, ʣʝʢʩʠʢʦʥʥʠʭ ʟʥʘʯʝʥʴ, 

ʧʨʦʤʽʞʥʠʭ ʘʛʨʝʛʘʪʽʚ ʽ ʬʽʥʘʣʴʥʠʭ ʚʝʨʜʠʢʪʽʚ. ʂʦʞʥʠʡ ʟʘʧʠʩ ʧʦʚôʷʟʫʻʪʴʩʷ ʟ 

ʢʦʥʬʽʛʫʨʘʮʽʡʥʦʶ ʩʝʩʽʻʶ, ʱʦ ʤʘʻ ʯʘʩʦʚʫ ʤʽʪʢʫ, ʽ ʟ ʥʘʙʦʨʦʤ ʚʝʨʩʽʡ ʜʦʚʽʜʥʠʢʽʚ. 

ɿʘʣʝʞʥʦʩʪʽ ʦʨʛʘʥʽʟʦʚʘʥʦ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ ʚʘʞʢʽ ʫ ʧʝʨʝʨʘʭʫʥʢʫ ʦʙôʻʢʪʠ ʤʦʛʣʠ ʙʫʪʠ 

ʤʘʪʝʨʽʘʣʽʟʦʚʘʥʽ ʪʘ ʧʦʚʪʦʨʥʦ ʚʠʢʦʨʠʩʪʘʥʽ. ʎʝ ʟʤʝʥʰʫʻ ʣʘʪʝʥʪʥʽʩʪʴ ʽ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ 

ʚʠʢʦʥʫʚʘʪʠ ʣʦʢʘʣʴʥʽ ʧʝʨʝʙʫʜʦʚʠ, ʟʙʝʨʽʛʘʶʯʠ ʩʪʘʙʽʣʴʥʽʩʪʴ ʟʘʛʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ. 

ʉʭʝʤʘ ʧʽʜʪʨʠʤʫʻ ʧʦʚʥʠʡ ʰʣʷʭ ʧʦʷʩʥʶʚʘʥʦʩʪʽ, ʦʩʢʽʣʴʢʠ ʫ ʥʽʡ ʬʽʢʩʫʶʪʴʩʷ ʷʢ ʚʠʭʽʜʥʽ 

ʧʦʚʽʜʦʤʣʝʥʥʷ, ʪʘʢ ʽ ʾʭʥʽ ʥʦʨʤʘʣʽʟʦʚʘʥʽ ʧʨʝʜʩʪʘʚʣʝʥʥʷ, ʢʣʶʯʦʚʽ ʦʜʠʥʠʮʽ, ʟʥʘʯʝʥʥʷ 

ʚʘʛ, ʧʘʨʘʤʝʪʨʠ ʧʦʨʦʛʽʚ ʽ ʦʩʪʘʪʦʯʥʽ ʨʽʰʝʥʥʷ. ʉʭʝʤʘ ʪʘʙʣʠʮʴ ʙʘʟʠ ʜʘʥʠʭ  

ʥʘʚʝʜʝʥʘ ʥʘ ʨʠʩʫʥʢʫ 1. 

 

 
ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʙʘʟʠ ʜʘʥʠʭ 
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ʉʭʝʤʘ ʙʘʟʠ ʜʘʥʠʭ ʩʧʨʦʻʢʪʦʚʘʥʘ ʷʢ ʥʦʨʤʘʣʽʟʦʚʘʥʘ ʧʨʝʜʤʝʪʥʘ ʤʦʜʝʣʴ ʜʣʷ 

ʟʙʝʨʽʛʘʥʥʷ ʧʝʨʚʠʥʥʠʭ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ, ʤʦʨʬʦʣʦʛʽʯʥʠʭ ʦʜʠʥʠʮʴ, ʾʭʥʽʭ ʧʦʻʜʥʘʥʴ ʽ 

ʧʦʟʠʮʽʡ ʫ ʧʦʚʽʜʦʤʣʝʥʥʷʭ, ʘ ʪʘʢʦʞ ʧʨʦʤʽʞʥʠʭ ʽ ʧʽʜʩʫʤʢʦʚʠʭ ʘʨʪʝʬʘʢʪʽʚ 

ʩʝʤʘʥʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ. ʃʦʛʽʯʥʠʡ ʮʝʥʪʨ ʩʪʘʥʦʚʠʪʴ ʪʘʙʣʠʮʷ Texts, ʱʦ ʘʢʫʤʫʣʶʻ 

ʢʦʨʦʪʢʽ ʮʠʬʨʦʚʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʫ ʚʠʛʣʷʜʽ ʽʜʝʥʪʠʬʽʢʦʚʘʥʠʭ ʟʘʧʠʩʽʚ ʽʟ ʥʘʟʚʦʶ, ʧʦʚʥʠʤ 

ʪʝʢʩʪʦʤ, ʯʘʩʦʚʦʶ ʤʽʪʢʦʶ ʜʦʜʘʥʥʷ ʪʘ ʘʛʨʝʛʦʚʘʥʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʜʦʚʞʠʥʠ ʟʘ 

ʩʣʦʚʘʤʠ ʽ ʩʠʤʚʦʣʘʤʠ. ʎʷ ʩʫʪʥʽʩʪʴ ʻ ʜʞʝʨʝʣʦʤ ʟʚôʷʟʢʽʚ ʜʣʷ ʚʩʽʭ ʧʦʜʘʣʴʰʠʭ 

ʘʨʪʝʬʘʢʪʽʚ ʘʥʘʣʽʟʫ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʥʘ ʨʽʚʥʽ ʢʦʥʢʨʝʪʥʦʛʦ ʜʦʢʫʤʝʥʪʘ. 

ʃʝʢʩʠʯʥʘ ʽʥʬʦʨʤʘʮʽʷ ʧʨʝʜʩʪʘʚʣʝʥʘ ʪʘʙʣʠʮʝʶ Words, ʜʝ ʢʦʞʥʝ ʩʣʦʚʦ 

ʟʙʝʨʽʛʘʻʪʴʩʷ ʷʢ ʥʝʟʘʣʝʞʥʘ ʩʝʤʘʥʪʠʯʥʘ ʦʜʠʥʠʮʷ ʟ ʪʝʢʩʪʦʚʦʶ ʬʦʨʤʦʶ ʪʘ ʜʦʚʞʠʥʦʶ. 

ʇʦʩʠʣʘʥʥʷ ʥʘ Infinitives ʪʘ FormTypes ʜʦʟʚʦʣʷʶʪʴ ʚʽʜʦʢʨʝʤʠʪʠ ʣʝʤʤʫ ʡ ʪʠʧ 

ʩʣʦʚʦʬʦʨʤʠ ʚʽʜ ʧʦʚʝʨʭʥʝʚʦʾ ʬʦʨʤʠ, ʱʦ ʫʩʫʚʘʻ ʥʘʜʣʠʰʢʦʚʽʩʪʴ ʽ ʬʽʢʩʫʻ 

ʤʦʨʬʦʣʦʛʽʯʥʫ ʥʦʨʤʫ ʜʣʷ ʧʦʜʘʣʴʰʠʭ ʟʽʩʪʘʚʣʝʥʴ. ʄʦʜʝʣʴ ʧʽʜʪʨʠʤʫʻ ʩʮʝʥʘʨʽʾ, ʢʦʣʠ 

ʢʽʣʴʢʘ ʨʽʟʥʠʭ ʩʣʦʚʦʬʦʨʤ ʚʽʜʥʦʩʷʪʴʩʷ ʜʦ ʦʜʥʦʛʦ ʽʥʬʽʥʽʪʠʚʘ, ʘ ʪʘʢʦʞ ʨʦʟʨʽʟʥʷʻ 

ʛʨʘʤʘʪʠʯʥʽ ʚʘʨʽʘʥʪʠ ʯʝʨʝʟ ʦʢʨʝʤʠʡ ʜʦʚʽʜʥʠʢ ʪʠʧʽʚ ʬʦʨʤ. 

ʌʨʘʟʝʦʣʦʛʽʯʥʠʡ ʨʽʚʝʥʴ ʧʦʜʘʥʦ ʩʫʪʥʽʩʪʶ WordCombs, ʷʢʘ ʦʧʠʩʫʻ 

ʩʣʦʚʦʩʧʦʣʫʯʝʥʥʷ ʷʢ ʦʢʨʝʤʽ ʽʥʬʦʨʤʘʮʽʡʥʽ ʥʦʩʽʾ ʟ ʚʣʘʩʥʠʤ ʪʝʢʩʪʦʚʠʤ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷʤ, ʜʦʚʞʠʥʦʶ ʪʘ ʣʽʯʠʣʴʥʠʢʦʤ ʟʫʩʪʨʽʯʝʡ. ɿʚôʷʟʦʢ ʤʽʞ 

ʩʣʦʚʦʩʧʦʣʫʯʝʥʥʷʤ ʽ ʩʣʦʚʘʤʠ, ʱʦ ʡʦʛʦ ʫʪʚʦʨʶʶʪʴ, ʨʝʘʣʽʟʦʚʘʥʦ ʯʝʨʝʟ ʧʨʦʤʽʞʥʫ 

ʪʘʙʣʠʮʶ WordsInCombinations: ʪʫʪ ʜʣʷ ʢʦʞʥʦʾ ʢʦʤʙʽʥʘʮʽʾ ʬʽʢʩʫʶʪʴʩʷ ʩʢʣʘʜʦʚʽ 

ʩʣʦʚʘ ʽ ʧʦʨʷʜʦʢ ʾʭ ʨʦʟʪʘʰʫʚʘʥʥʷ, ʱʦ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʚʽʜʪʚʦʨʠʪʠ ʩʪʨʫʢʪʫʨʥʫ ʬʦʨʤʫ 

ʪʘ ʚʽʜʦʢʨʝʤʠʪʠ ʾʾ ʚʽʜ ʢʦʥʢʨʝʪʥʠʭ ʧʦʷʚ ʫ ʜʦʢʫʤʝʥʪʘʭ. ʊʘʢʘ ʜʝʢʦʤʧʦʟʠʮʽʷ ʧʽʜʪʨʠʤʫʻ 

ʢʘʥʦʥʽʯʥʝ ʟʙʝʨʝʞʝʥʥʷ ʰʘʙʣʦʥʫ ʩʣʦʚʦʩʧʦʣʫʯʝʥʥʷ ʪʘ ʫʥʝʤʦʞʣʠʚʣʶʻ  

ʜʫʙʣʶʚʘʥʥʷ ʜʘʥʠʭ. 

ʇʦʟʠʮʽʡʥʽ ʚʽʜʦʤʦʩʪʽ ʟʙʝʨʽʛʘʶʪʴʩʷ ʜʚʦʤʘ ʚʟʘʻʤʦʜʦʧʦʚʥʶʚʘʣʴʥʠʤʠ 

ʩʫʪʥʦʩʪʷʤʠ. ʊʘʙʣʠʮʷ WordApperance (ʫ ʧʦʜʘʣʴʰʦʤʫ ʜʦʮʽʣʴʥʦ ʫʥʽʬʽʢʫʚʘʪʠ 

ʥʘʧʠʩʘʥʥʷ ʷʢ WordAppearance) ʚʽʜʦʙʨʘʞʘʻ ʧʦʷʚʠ ʩʣʽʚ ʫ ʤʝʞʘʭ ʢʦʥʢʨʝʪʥʦʛʦ 

ʧʦʚʽʜʦʤʣʝʥʥʷ, ʬʽʢʩʫʶʯʠ ʧʦʩʠʣʘʥʥʷ ʥʘ ʩʣʦʚʦ ʪʘ ʪʝʢʩʪ ʨʘʟʦʤ ʽʟ ʧʦʟʠʮʽʷʤʠ ʟʘ ʩʣʦʚʘʤʠ 

ʽ ʩʠʤʚʦʣʘʤʠ. ɸʥʘʣʦʛʽʯʥʦ, WordCombApperance (WordCombAppearance) ʚʽʜʩʪʝʞʫʻ 

ʚʭʦʜʞʝʥʥʷ ʩʣʦʚʦʩʧʦʣʫʯʝʥʴ ʫ ʪʝʢʩʪʘʭ ʽʟ ʧʨʠʚôʷʟʢʦʶ ʜʦ ʘʙʩʦʣʶʪʥʠʭ ʧʦʟʠʮʽʡ. 

ʈʦʟʤʝʞʫʚʘʥʥʷ ʮʠʭ ʜʚʦʭ ʨʽʚʥʽʚ ʜʦʟʚʦʣʷʻ, ʟ ʦʜʥʦʛʦ ʙʦʢʫ, ʨʝʢʦʥʩʪʨʫʶʚʘʪʠ ʪʦʯʥʫ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʣʝʢʩʝʤ ʫ ʧʦʚʽʜʦʤʣʝʥʥʽ, ʘ ʟ ʽʥʰʦʛʦ ð ʘʥʘʣʽʟʫʚʘʪʠ ʩʪʘʣʽ ʬʨʘʛʤʝʥʪʠ ʷʢ 

ʦʢʨʝʤʽ ʦʟʥʘʢʠ, ʥʝ ʚʪʨʘʯʘʶʯʠ ʾʭ ʧʨʠʚôʷʟʢʠ ʜʦ ʧʝʨʚʠʥʥʠʭ ʜʘʥʠʭ. 

ʐʘʨ ʩʝʤʘʥʪʠʯʥʠʭ ʦʙʯʠʩʣʝʥʴ ʨʝʘʣʽʟʦʚʘʥʦ ʯʝʨʝʟ ʩʧʝʮʽʘʣʽʟʦʚʘʥʽ ʩʫʪʥʦʩʪʽ ʜʣʷ 

ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ. ʋ KeyWordsInMessages ʟʙʝʨʽʛʘʶʪʴʩʷ ʟʚôʷʟʢʠ ʤʽʞ ʪʝʢʩʪʦʤ ʽ 

ʩʣʦʚʦʤ, ʱʦ ʥʘʙʫʣʦ ʩʪʘʪʫʩʫ ʢʣʶʯʦʚʦʛʦ, ʨʘʟʦʤ ʽʟ ʯʠʩʝʣʴʥʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ, 

ʦʪʨʠʤʘʥʠʤʠ ʥʘ ʝʪʘʧʽ ʚʝʢʪʦʨʠʟʘʮʽʾ. ʇʝʨʝʜʙʘʯʝʥʦ ʧʦʣʷ ʜʣʷ ʟʥʘʯʝʥʴ TFïIDF ʪʘ 

ʧʦʨʦʛʦʚʠʭ ʢʨʠʪʝʨʽʾʚ ʚʽʜʩʽʢʘʥʥʷ ʟʘ ʨʽʟʥʠʤʠ ʤʝʪʦʜʘʤʠ ʡ ʨʽʟʥʠʤʠ ʰʢʘʣʘʤʠ 

ʧʦʟʠʮʽʶʚʘʥʥʷ. ʉʭʝʤʘ ʩʠʤʝʪʨʠʯʥʦ ʧʽʜʪʨʠʤʫʻ ʧʘʨʘʤʝʪʨʠ ʜʣʷ ʩʠʤʚʦʣʦʦʨʽʻʥʪʦʚʘʥʦʛʦ 
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ʪʘ ʩʣʦʚʦʦʨʽʻʥʪʦʚʘʥʦʛʦ ʧʽʜʨʘʭʫʥʢʫ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʚʽʜʪʚʦʨʶʚʘʪʠ ʫʤʦʚʠ ʝʢʩʧʝʨʠʤʝʥʪʫ 

ʡ ʧʨʦʚʦʜʠʪʠ ʨʝʛʨʝʩʽʡʥʽ ʧʦʨʽʚʥʷʥʥʷ. ɼʣʷ ʙʘʛʘʪʦʩʣʽʚʥʠʭ ʦʟʥʘʢ ʘʥʘʣʦʛʽʯʥʽ ʜʘʥʽ 

ʘʢʫʤʫʣʶʻ KeyWordCombinationsInTexts, ʜʝ ʢʣʶʯʦʚʦʶ ʦʜʠʥʠʮʝʶ ʚʠʩʪʫʧʘʻ 

ʩʣʦʚʦʩʧʦʣʫʯʝʥʥʷ, ʧʦʚôʷʟʘʥʝ ʟ ʚʽʜʧʦʚʽʜʥʠʤ ʪʝʢʩʪʦʤ ʽ ʜʦʧʦʚʥʝʥʝ ʥʘʙʦʨʦʤ ʧʦʨʦʛʦʚʠʭ 

ʘʪʨʠʙʫʪʽʚ ʜʣʷ ʟʘʩʪʦʩʦʚʘʥʠʭ ʤʝʪʦʜʽʚ ʚʽʜʙʦʨʫ. ɺʢʘʟʘʥʽ ʩʫʪʥʦʩʪʽ ʚʠʢʦʥʫʶʪʴ ʨʦʣʴ 

çʘʫʜʠʪʥʠʭ ʪʘʙʣʠʮʴè ʚʝʢʪʦʨʠʟʘʮʽʾ: ʚʦʥʠ ʥʝ ʣʠʰʝ ʪʨʠʤʘʶʪʴ ʧʽʜʩʫʤʢʦʚʽ ʟʥʘʯʝʥʥʷ, ʘ ʡ 

ʚʽʜʦʙʨʘʞʘʶʪʴ ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʡ ʢʦʥʪʝʢʩʪ ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ. 

ʈʝʣʷʮʽʡʥʘ ʩʪʨʫʢʪʫʨʘ ʜʦʪʨʠʤʫʻʪʴʩʷ ʧʨʠʥʮʠʧʽʚ ʪʨʝʪʴʦʾ ʥʦʨʤʘʣʴʥʦʾ ʬʦʨʤʠ: 

ʪʝʢʩʪ, ʩʣʦʚʦ, ʩʣʦʚʦʩʧʦʣʫʯʝʥʥʷ ʪʘ ʾʭʥʽ ʧʦʷʚʠ ʨʦʟʚʝʜʝʥʽ ʫ ʚʽʜʦʢʨʝʤʣʝʥʽ ʩʫʪʥʦʩʪʽ; 

ʜʦʚʽʜʥʠʢʦʚʘ ʽʥʬʦʨʤʘʮʽʷ ʧʨʦ ʣʝʤʠ ʪʘ ʪʠʧʠ ʬʦʨʤ ʚʠʥʝʩʝʥʘ ʟʘ ʤʝʞʽ ʦʧʝʨʘʮʽʡʥʠʭ 

ʪʘʙʣʠʮʴ; ʯʠʩʣʦʚʽ ʤʝʪʨʠʢʠ ʟʙʝʨʽʛʘʶʪʴʩʷ ʧʦʨʫʯ ʽʟ ʢʣʶʯʘʤʠ, ʱʦ ʚʠʟʥʘʯʘʶʪʴ ʾʭʥʶ 

ʦʙʣʘʩʪʴ ʯʠʥʥʦʩʪʽ. ʇʝʨʚʠʥʥʽ ʢʣʶʯʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʫʥʽʢʘʣʴʥʽʩʪʴ ʟʘʧʠʩʽʚ, ʪʦʜʽ ʷʢ 

ʟʦʚʥʽʰʥʽ ʢʣʶʯʽ ʬʽʢʩʫʶʪʴ ʮʽʣʽʩʥʽʩʪʴ ʧʦʩʠʣʘʥʴ ʤʽʞ ʨʽʚʥʷʤʠ ʣʽʥʛʚʽʩʪʠʯʥʦʾ ʘʙʩʪʨʘʢʮʽʾ ʡ 

ʢʦʥʢʨʝʪʥʠʤʠ ʜʦʢʫʤʝʥʪʘʤʠ. ɼʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʽʥʜʝʢʩʠ ʜʦʮʽʣʴʥʦ 

ʩʪʚʦʨʠʪʠ ʥʘ ʧʦʣʷʭ ʟʚôʷʟʢʽʚ FK_text, FK_word, FK_wordComb, ʘ ʪʘʢʦʞ ʥʘ ʪʝʢʩʪʦʚʠʭ 

ʧʦʣʷʭ wordContent ʪʘ wCombContent ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʥʘʣʘʰʪʫʚʘʥʴ ʩʦʨʪʫʚʘʥʥʷ ʪʘ 

ʤʦʚʥʦʾ ʣʦʢʘʣʽ. ɼʣʷ ʧʦʟʠʮʽʡʥʠʭ ʪʘʙʣʠʮʴ ʜʦʨʝʯʥʦ ʚʩʪʘʥʦʚʠʪʠ ʫʥʽʢʘʣʴʥʽ ʦʙʤʝʞʝʥʥʷ ʥʘ 

ʢʦʤʧʦʟʠʮʽʾ (FK_text, wordPosition) ʽ (FK_text, sympolPosition), ʱʦ ʫʥʝʤʦʞʣʠʚʣʶʻ 

ʜʫʙʣʽʢʘʪʠ ʪʘ ʛʘʨʘʥʪʫʻ ʦʜʥʦʟʥʘʯʥʽʩʪʴ ʢʦʦʨʜʠʥʘʪ ʫ ʤʝʞʘʭ ʧʦʚʽʜʦʤʣʝʥʥʷ. 

ʉʝʤʘʥʪʠʢʘ ʯʘʩʦʚʦʾ ʧʨʠʚôʷʟʢʠ ʨʝʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ ʧʦʣʝ ʜʘʪʠ ʡ ʯʘʩʫ ʫ Texts, 

ʷʢʝ ʚʠʟʥʘʯʘʻ ʙʘʟʦʚʫ ʤʽʪʢʫ ʜʣʷ ʚʽʜʪʚʦʨʝʥʥʷ ʧʨʦʛʦʥʽʚ. ʋʩʽ ʧʦʭʽʜʥʽ ʘʨʪʝʬʘʢʪʠ ʤʦʞʫʪʴ 

ʙʫʪʠ ʜʦʜʘʪʢʦʚʦ ʟôʻʜʥʘʥʽ ʟ ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʤʠ ʚʝʨʩʽʷʤʠ ʡ ʩʣʦʚʥʠʢʦʚʠʤʠ ʨʝʣʽʟʘʤʠ 

ʯʝʨʝʟ ʚʽʜʧʦʚʽʜʥʽ ʜʦʚʽʜʥʠʢʠ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʧʦʚʥʠʡ ʘʫʜʠʪ ʧʘʨʘʤʝʪʨʽʚ ʦʙʯʠʩʣʝʥʴ. 

ʋʟʛʦʜʞʝʥʽʩʪʴ ʽʤʝʥ ʽ ʪʠʧʽʚ ʜʘʥʠʭ ʧʽʜʪʨʠʤʫʻ ʜʝʪʝʨʤʽʥʦʚʘʥʽʩʪʴ ʦʙʤʽʥʥʠʭ ʢʦʥʪʨʘʢʪʽʚ 

ʤʽʞ ʧʨʠʢʣʘʜʥʠʤʠ ʤʦʜʫʣʷʤʠ, ʘ ʨʦʟʜʽʣʝʥʥʷ ʥʘ ʩʣʦʚʥʠʢʦʚʽ, ʧʦʟʠʮʽʡʥʽ ʪʘ ʤʝʪʨʠʢ-

ʦʨʽʻʥʪʦʚʘʥʽ ʩʫʪʥʦʩʪʽ ʟʥʠʞʫʻ ʟʚôʷʟʘʥʽʩʪʴ ʽ ʧʦʣʝʛʰʫʻ ʝʚʦʣʶʮʽʶ ʩʭʝʤʠ ʙʝʟ ʧʦʨʫʰʝʥʥʷ 

ʮʽʣʽʩʥʦʩʪʽ ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ. 

ɯʥʪʝʨʬʝʡʩʠ ʩʠʩʪʝʤʠ ʧʦʜʽʣʷʶʪʴʩʷ ʥʘ ʽʥʪʝʛʨʘʮʽʡʥʽ ʪʘ ʝʢʩʧʝʨʪʥʽ. ɯʥʪʝʛʨʘʮʽʡʥʽ 

ʽʥʪʝʨʬʝʡʩʠ ʧʨʠʡʤʘʶʪʴ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟ ʟʦʚʥʽʰʥʽʭ ʩʝʨʚʽʩʽʚ ʫ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʦʤʫ 

ʬʦʨʤʘʪʽ ʪʘ ʧʦʚʝʨʪʘʶʪʴ ʩʪʨʫʢʪʫʨʦʚʘʥʫ ʚʽʜʧʦʚʽʜʴ ʽʟ ʪʦʥʘʣʴʥʽʩʪʶ ʽ ʙʘʟʦʚʠʤʠ 

ʤʝʪʘʜʘʥʠʤʠ. ɽʢʩʧʝʨʪʥʽ ʽʥʪʝʨʬʝʡʩʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʜʦʩʪʫʧ ʜʦ ʪʨʘʩ ʨʽʰʝʥʴ, ʚʢʣʶʯʘʶʯʠ 

ʧʝʨʝʣʽʢ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ ʟ ʾʭʥʽʤʠ ʚʘʛʘʤʠ, ʟʘʩʪʦʩʦʚʘʥʽ ʢʦʥʬʽʛʫʨʘʮʽʾ ʪʘ ʧʦʚôʷʟʘʥʽ 

ʞʫʨʥʘʣʠ. ʂʦʥʪʨʘʢʪʠ ʤʽʞ ʰʘʨʘʤʠ ʚʠʟʥʘʯʘʶʪʴʩʷ ʷʢ ʩʪʘʙʽʣʴʥʽ ʩʭʝʤʠ ʦʙʤʽʥʫ, ʱʦ 

ʫʥʝʤʦʞʣʠʚʣʶʶʪʴ ʥʝʷʚʥʽ ʟʤʽʥʠ ʩʪʨʫʢʪʫʨʠ ʜʘʥʠʭ. ɺʥʫʪʨʽʰʥʽ API ʬʽʢʩʫʶʪʴ ʚʝʨʩʽʾ, 

ʧʽʜʪʨʠʤʫʶʪʴ ʤʽʛʨʘʮʽʾ ʪʘ ʚʘʣʽʜʘʮʽʶ ʚʭʽʜʥʠʭ ʧʘʨʘʤʝʪʨʽʚ, ʱʦʙ ʟʘʧʦʙʽʛʘʪʠ 

ʨʦʟʭʦʜʞʝʥʥʷʤ ʤʽʞ ʤʦʜʫʣʷʤʠ ʧʽʜ ʯʘʩ ʦʥʦʚʣʝʥʴ. 

ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʩʧʨʦʻʢʪʦʚʘʥʫ ʜʽʘʛʨʘʤʫ ʢʣʘʩʽʚ ʜʣʷ ʩʠʩʪʝʤʠ ʚʠʟʥʘʯʝʥʥʷ 

ʪʦʥʘʣʴʥʦʩʪʽ (ʨʠʩʫʥʦʢ 2). 
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ʈʠʩʫʥʦʢ 2 ï ɼʽʘʛʨʘʤʘ ʢʣʘʩʽʚ 

 

ʈʦʙʦʪʘ ʽʥʽʮʽʶʻʪʴʩʷ ʟ ʪʦʯʢʠ ʚʭʦʜʫ ʢʣʘʩʫ Program, ʷʢʠʡ ʚʽʜʧʦʚʽʜʘʻ ʟʘ 

ʢʦʨʝʢʪʥʝ ʟʘʚʘʥʪʘʞʝʥʥʷ ʢʦʥʬʽʛʫʨʘʮʽʡ, ʧʽʜʛʦʪʦʚʢʫ ʩʝʨʝʜʦʚʠʱʘ ʚʠʢʦʥʘʥʥʷ ʪʘ ʟʘʧʫʩʢ 

ʦʩʥʦʚʥʦʾ ʬʦʨʤʠ ʢʦʨʠʩʪʫʚʘʮʴʢʦʛʦ ʽʥʪʝʨʬʝʡʩʫ. ɻʨʘʬʽʯʥʠʡ ʽʥʪʝʨʬʝʡʩ ʨʝʘʣʽʟʦʚʘʥʦ ʫ 

ʚʠʛʣʷʜʽ ʬʦʨʤʠ Form1, ʱʦ ʚʠʢʦʥʫʻ ʨʦʣʴ ʮʝʥʪʨʘʣʴʥʦʛʦ ʚʫʟʣʘ ʚʟʘʻʤʦʜʽʾ ʟ 

ʢʦʨʠʩʪʫʚʘʯʝʤ. ʌʦʨʤʫ ʦʨʛʘʥʽʟʦʚʘʥʦ ʥʘʚʢʦʣʦ ʪʝʤʘʪʠʯʥʠʭ ʚʢʣʘʜʦʢ, ʷʢʽ ʦʭʦʧʣʶʶʪʴ 

ʧʦʚʥʠʡ ʮʠʢʣ ʦʧʨʘʮʶʚʘʥʥʷ ʢʦʨʦʪʢʠʭ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ: ʚʽʜ ʧʝʨʚʠʥʥʦʛʦ 

ʟʘʚʘʥʪʘʞʝʥʥʷ ʽ ʩʪʘʙʽʣʽʟʘʮʽʾ ʪʝʢʩʪʫ ʜʦ ʩʝʤʘʥʪʠʯʥʦʾ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʪʘ ʫʟʘʛʘʣʴʥʝʥʥʷ 

ʨʝʟʫʣʴʪʘʪʽʚ. ʊʘʢʘ ʢʦʤʧʦʟʠʮʽʷ ʟʘʙʝʟʧʝʯʫʻ ʣʦʛʽʯʥʫ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʜʽʡ, ʤʽʥʽʤʽʟʫʻ 

ʢʦʥʪʝʢʩʪʥʽ ʧʝʨʝʤʠʢʘʥʥʷ ʪʘ ʨʦʙʠʪʴ ʧʨʦʮʝʜʫʨʠ ʦʙʨʦʙʢʠ ʚʽʜʪʚʦʨʶʚʘʥʠʤʠ. 

ɺʢʣʘʜʢʘ, ʧʨʠʩʚʷʯʝʥʘ ʨʦʙʦʪʽ ʟ ʙʘʟʦʶ ʧʦʚʽʜʦʤʣʝʥʴ, ʫʤʦʞʣʠʚʣʶʻ ʽʤʧʦʨʪ, 

ʧʦʧʝʨʝʜʥʽʡ ʧʝʨʝʛʣʷʜ ʽ ʜʦʙʽʨ ʤʘʪʝʨʽʘʣʫ ʜʣʷ ʘʥʘʣʽʟʫ ʟ ʬʽʢʩʘʮʽʻʶ ʤʝʪʘʜʘʥʠʭ. ʊʫʪ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʧʽʜʛʦʪʦʚʢʘ ʢʦʨʧʫʩʫ ʡ ʧʝʨʝʚʽʨʢʘ ʪʝʭʥʽʯʥʦʾ ʧʨʠʜʘʪʥʦʩʪʽ ʟʘʧʠʩʽʚ ʜʦ 

ʧʦʜʘʣʴʰʦʛʦ ʦʧʨʘʮʶʚʘʥʥʷ. ɺʢʣʘʜʢʘ ʧʦʷʚ ʩʝʤʘʥʪʠʯʥʠʭ ʦʜʠʥʠʮʴ ʬʦʨʤʫʻ ʜʣʷ 

ʚʠʙʨʘʥʠʭ ʪʝʢʩʪʽʚ ʾʭʥʻ ʩʪʘʙʽʣʽʟʦʚʘʥʝ ʧʦʜʘʥʥʷ, ʬʽʢʩʫʻ ʪʦʢʝʥʽʟʘʮʽʶ, ʯʘʩʪʦʪʥʽ ʧʨʦʬʽʣʽ ʪʘ 

ʚʝʢʪʦʨʠ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ ʽ ʥʘʜʘʻ ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʽʥʩʧʝʢʪʦʚʘʥʽ ʧʨʦʤʽʞʥʽ ʨʝʟʫʣʴʪʘʪʠ. 

ʅʘ ʚʢʣʘʜʮʽ ʘʥʘʣʽʟʫ ʧʦʚʽʜʦʤʣʝʥʴ ʟʜʽʡʩʥʶʻʪʴʩʷ ʟʽʩʪʘʚʣʝʥʥʷ ʽʟ ʩʣʦʚʥʠʢʦʚʠʤʠ 

ʨʝʩʫʨʩʘʤʠ, ʘʛʨʝʛʫʚʘʥʥʷ ʩʠʛʥʘʣʽʚ ʽ ʬʦʨʤʫʚʘʥʥʷ ʧʽʜʩʫʤʢʦʚʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟ 

ʦʜʥʦʯʘʩʥʠʤ ʟʙʝʨʝʞʝʥʥʷʤ ʪʨʘʩ ʧʦʷʩʥʶʚʘʥʦʩʪʽ. ʂʦʞʝʥ ʝʣʝʤʝʥʪ ʽʥʪʝʨʬʝʡʩʫ 

ʧʦʚôʷʟʘʥʠʡ ʽʟ ʢʦʥʢʨʝʪʥʠʤ ʰʘʨʦʤ ʣʦʛʽʢʠ, ʱʦ ʛʘʨʘʥʪʫʻ ʦʜʥʦʟʥʘʯʥʫ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʤʽʞ 

ʜʽʻʶ ʢʦʨʠʩʪʫʚʘʯʘ ʽ ʚʠʢʣʠʢʘʥʠʤʠ ʩʝʨʚʽʩʘʤʠ. 

ʌʫʥʢʮʽʾ ʧʝʨʚʠʥʥʦʾ ʦʙʨʦʙʢʠ ʪʝʢʩʪʫ ʽʥʢʘʧʩʫʣʴʦʚʘʥʦ ʚ ʦʢʨʝʤʦʤʫ ʢʣʘʩʽ Text, 

ʷʢʠʡ ʫʪʚʦʨʶʻ ʩʪʘʙʽʣʴʥʝ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʧʦʜʘʣʴʰʦʾ ʩʝʤʘʥʪʠʯʥʦʾ ʦʙʨʦʙʢʠ. ʄʝʪʦʜʠ 

ʢʣʘʩʫ ʚʠʢʦʥʫʶʪʴ ʥʦʨʤʘʣʽʟʘʮʽʶ ʰʣʷʭʦʤ ʫʩʫʥʝʥʥʷ ʮʠʬʨʦʚʠʭ ʽ ʩʣʫʞʙʦʚʠʭ ʩʠʤʚʦʣʽʚ, 
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ʫʥʽʬʽʢʘʮʽʾ ʨʝʛʽʩʪʨʫ ʪʘ ʦʯʠʱʝʥʥʷ ʥʝʚʠʜʠʤʠʭ ʘʨʪʝʬʘʢʪʽʚ ʢʦʜʫʚʘʥʥʷ, ʱʦ ʤʦʛʣʠ ʙ 

ʚʠʢʨʠʚʣʷʪʠ ʯʘʩʪʦʪʥʠʡ ʧʨʦʬʽʣʴ. ʆʢʨʝʤʽ ʧʨʦʮʝʜʫʨʠ ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘ ʧʽʜʨʘʭʫʥʦʢ 

ʢʽʣʴʢʦʩʪʽ ʜʦʩʪʫʧʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ, ʩʣʽʚ ʽ ʩʠʤʚʦʣʽʚ, ʟʘʚʜʷʢʠ ʯʦʤʫ ʬʦʨʤʫʻʪʴʩʷ ʙʘʟʦʚʘ 

ʩʪʘʪʠʩʪʠʢʘ ʜʣʷ ʢʦʥʪʨʦʣʶ ʷʢʦʩʪʽ ʪʘ ʥʘʣʘʰʪʫʚʘʥʥʷ ʧʦʨʦʛʽʚ ʜʦʧʫʩʢʫ. ʉʫʢʫʧʥʽʩʪʴ ʮʠʭ 

ʦʧʝʨʘʮʽʡ ʟʘʙʝʟʧʝʯʫʻ ʽʥʚʘʨʽʘʥʪʥʽʩʪʴ ʧʦʜʘʣʴʰʦʾ ʪʦʢʝʥʽʟʘʮʽʾ ʪʘ ʨʦʙʠʪʴ ʨʝʟʫʣʴʪʘʪʠ 

ʥʘʩʪʫʧʥʠʭ ʰʘʨʽʚ ʧʦʨʽʚʥʷʥʥʠʤʠ ʤʽʞ ʨʽʟʥʠʤʠ ʜʞʝʨʝʣʘʤʠ ʜʘʥʠʭ. 

ɺʠʜʦʙʫʚʘʥʥʷ ʽʥʬʦʨʤʘʪʠʚʥʠʭ ʦʟʥʘʢ ʨʝʘʣʽʟʦʚʘʥʦ ʚ ʢʣʘʩʽ Methods, ʜʝ 

ʟʦʩʝʨʝʜʞʝʥʦ ʘʣʛʦʨʠʪʤʽʯʥʽ ʟʘʩʦʙʠ ʜʣʷ ʧʦʙʫʜʦʚʠ ʚʝʢʪʦʨʥʠʭ ʧʨʝʜʩʪʘʚʣʝʥʴ. ʃʦʢʘʣʴʥʘ 

ʧʦʤʽʪʥʽʩʪʴ ʪʝʨʤʽʥʘ ʚʠʟʥʘʯʘʻʪʴʩʷ ʯʝʨʝʟ ʯʘʩʪʦʪʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʪʦʜʽ ʷʢ ʛʣʦʙʘʣʴʥʘ 

ʨʦʟʨʽʟʥʶʚʘʣʴʥʘ ʟʜʘʪʥʽʩʪʴ ʨʝʛʫʣʶʻʪʴʩʷ ʽʥʚʝʨʩʥʠʤ ʟʚʘʞʫʚʘʥʥʷʤ, ʱʦ ʟʥʠʞʫʻ ʚʧʣʠʚ 

ʧʦʚʩʶʜʥʠʭ ʣʝʢʩʝʤ. ʇʘʨʘʣʝʣʴʥʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʙʝʟʚʯʠʪʝʣʴʥʽ ʧʨʦʮʝʜʫʨʠ, 

ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʚʥʫʪʨʽʰʥʴʦʜʦʢʫʤʝʥʪʥʽ ʩʠʛʥʘʣʠ, ʟʦʢʨʝʤʘ ʤʝʭʘʥʽʟʤʠ, ʷʢʽ ʦʮʽʥʶʶʪʴ 

ʧʦʟʠʮʽʡʥʽ ʝʬʝʢʪʠ, ʢʦʥʪʝʢʩʪʥʫ ʨʽʟʥʦʤʘʥʽʪʥʽʩʪʴ ʪʘ ʛʨʘʬʦʚʫ ʟʚôʷʟʥʽʩʪʴ ʢʘʥʜʠʜʘʪʽʚ. 

ʇʽʩʣʷ ʫʟʛʦʜʞʝʥʥʷ ʰʢʘʣ ʦʪʨʠʤʫʻʪʴʩʷ ʢʦʤʧʦʟʠʪʥʠʡ ʚʝʢʪʦʨ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ, 

ʧʨʠʜʘʪʥʠʡ ʷʢ ʜʣʷ ʣʝʢʩʠʢʦʥʥʦʛʦ ʟʽʩʪʘʚʣʝʥʥʷ, ʪʘʢ ʽ ʜʣʷ ʧʦʜʘʯʽ ʥʘ ʢʣʘʩʠʬʽʢʘʮʽʡʥʽ 

ʤʦʜʫʣʽ. ʊʘʢʠʡ ʜʠʟʘʡʥ ʟʘʙʝʟʧʝʯʫʻ ʙʘʣʘʥʩ ʤʽʞ ʢʦʨʧʫʩʥʦʶ ʜʠʩʮʠʧʣʽʥʦʶ ʽ ʯʫʪʣʠʚʽʩʪʶ 

ʜʦ ʨʠʪʦʨʠʯʥʦʾ ʩʪʨʫʢʪʫʨʠ ʢʦʨʦʪʢʠʭ ʧʦʚʽʜʦʤʣʝʥʴ. 

ʈʦʙʦʪʘ ʟʽ ʩʣʦʚʥʠʢʘʤʠ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʪʦʥʘʣʴʥʦʩʪʽ ʟʦʩʝʨʝʜʞʝʥʘ ʫ ʢʣʘʩʽ 

Dictionary, ʷʢʠʡ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʦʧʝʨʘʮʽʾ ʟʽʩʪʘʚʣʝʥʥʷ ʪʘ ʘʛʨʝʛʫʚʘʥʥʷ ʦʮʽʥʦʢ. ʉʧʦʯʘʪʢʫ 

ʚʠʟʥʘʯʘʶʪʴʩʷ ʧʝʨʝʪʠʥʠ ʤʽʞ ʚʽʜʽʙʨʘʥʠʤʠ ʢʣʶʯʦʚʠʤʠ ʦʜʠʥʠʮʷʤʠ ʽ ʟʘʧʠʩʘʤʠ 

ʩʣʦʚʥʠʢʘ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʥʦʨʤʘʣʽʟʦʚʘʥʠʭ ʬʦʨʤ ʪʘ ʤʦʞʣʠʚʠʭ ʤʦʨʬʦʣʦʛʽʯʥʠʭ 

ʚʘʨʽʘʥʪʽʚ. ɼʘʣʽ ʢʦʞʥʽʡ ʟʥʘʡʜʝʥʽʡ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ʥʘʜʘʻʪʴʩʷ ʚʘʛʦʚʝ ʟʥʘʯʝʥʥʷ ʟʛʽʜʥʦ ʟ 

ʚʘʣʝʥʪʥʦʶ ʰʢʘʣʦʶ, ʧʽʩʣʷ ʯʦʛʦ ʧʽʜʨʘʭʫʥʦʢ ʽʥʪʝʛʨʫʻʪʴʩʷ ʫ ʟʚʘʞʝʥʠʡ ʧʽʜʩʫʤʦʢ ʜʣʷ 

ʚʩʴʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ. ʂʣʘʩ ʟʙʝʨʽʛʘʻ ʧʨʦʤʽʞʥʽ ʚʥʝʩʢʠ ʥʘ ʨʽʚʥʽ ʦʢʨʝʤʠʭ ʪʝʨʤʽʥʽʚ, ʱʦ 

ʬʦʨʤʫʻ ʧʨʦʟʦʨʽ ʧʽʜʩʪʘʚʠ ʜʣʷ ʧʦʜʘʣʴʰʦʾ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʪʘ ʩʧʨʦʱʫʻ ʘʥʘʣʽʟ ʜʞʝʨʝʣ 

ʚʧʣʠʚʫ ʥʘ ʧʽʜʩʫʤʢʦʚʠʡ ʟʥʘʢ. 

ʌʽʥʘʣʴʥʝ ʫʟʛʦʜʞʝʥʥʷ ʦʟʥʘʢ ʫ ʪʦʥʘʣʴʥʠʡ ʚʝʨʜʠʢʪ ʚʠʢʦʥʫʻ ʢʣʘʩ 

Classification, ʷʢʠʡ ʟʜʽʡʩʥʶʻ ʧʝʨʝʪʚʦʨʝʥʥʷ ʧʽʜʩʫʤʢʦʚʦʾ ʦʮʽʥʢʠ ʥʘ ʢʘʪʝʛʦʨʽʘʣʴʥʝ 

ʨʽʰʝʥʥʷ ʪʘ ʩʫʧʨʦʚʽʜʥʽ ʡʤʦʚʽʨʥʽʩʥʽ ʧʦʢʘʟʥʠʢʠ. ʇʝʨʝʪʚʦʨʝʥʥʷ ʚʨʘʭʦʚʫʻ ʥʝʡʪʨʘʣʴʥʫ 

ʟʦʥʫ ʟ ʬʽʢʩʦʚʘʥʠʤʠ ʧʦʨʦʛʘʤʠ, ʱʦ ʟʘʧʦʙʽʛʘʻ ʧʦʩʧʽʰʥʠʤ ʨʽʰʝʥʥʷʤ ʫ ʧʨʠʢʦʨʜʦʥʥʠʭ 

ʚʠʧʘʜʢʘʭ ʽ ʧʽʜʚʠʱʫʻ ʩʪʘʙʽʣʴʥʽʩʪʴ ʧʦʚʝʜʽʥʢʠ ʥʘ ʥʝʦʜʥʦʨʽʜʥʠʭ ʧʦʪʦʢʘʭ. ʈʝʟʫʣʴʪʘʪ 

ʧʦʜʘʻʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʩʪʨʫʢʪʫʨʦʚʘʥʦʛʦ ʚʠʩʥʦʚʢʫ, ʷʢʠʡ ʤʽʩʪʠʪʴ ʢʘʪʝʛʦʨʽʶ ʪʦʥʘʣʴʥʦʩʪʽ, 

ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʩʠʛʥʘʣʫ, ʧʦʩʠʣʘʥʥʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʽ ʚʝʨʩʽʾ ʩʣʦʚʥʠʢʽʚ ʽ ʧʘʨʘʤʝʪʨʽʚ ʪʘ 

ʩʢʦʨʦʯʝʥʫ ʪʨʘʩʫ ʧʦʷʩʥʶʚʘʥʦʩʪʽ ʟ ʧʝʨʝʣʽʢʦʤ ʧʨʦʚʽʜʥʠʭ ʩʝʤʘʥʪʠʯʥʠʭ ʦʜʠʥʠʮʴ. 

ʄʽʞʢʣʘʩʦʚʽ ʚʟʘʻʤʦʜʽʾ ʦʧʨʘʮʴʦʚʘʥʦ ʯʝʨʝʟ ʯʽʪʢʽ ʢʦʥʪʨʘʢʪʥʽ ʽʥʪʝʨʬʝʡʩʠ. Form1 

ʽʥʽʮʽʶʻ ʦʧʝʨʘʮʽʾ ʢʣʘʩʫ Text ʜʣʷ ʧʽʜʛʦʪʦʚʢʠ ʜʘʥʠʭ, ʧʝʨʝʜʘʻ ʩʪʘʙʽʣʽʟʦʚʘʥʽ ʪʝʢʩʪʠ ʫ 

Methods ʜʣʷ ʬʦʨʤʫʚʘʥʥʷ ʦʟʥʘʢ, ʩʢʝʨʦʚʫʻ ʦʪʨʠʤʘʥʽ ʧʨʦʬʽʣʽ ʜʦ Dictionary ʜʣʷ 

ʟʽʩʪʘʚʣʝʥʥʷ ʟʽ ʩʣʦʚʥʠʢʘʤʠ ʪʘ, ʥʘʨʝʰʪʽ, ʚʠʢʣʠʢʘʻ Classification ʜʣʷ ʦʜʝʨʞʘʥʥʷ 

ʧʽʜʩʫʤʢʦʚʦʛʦ ʨʽʰʝʥʥʷ. ʂʦʞʥʠʡ ʢʨʦʢ ʩʫʧʨʦʚʦʜʞʫʻʪʴʩʷ ʬʽʢʩʘʮʽʻʶ ʧʘʨʘʤʝʪʨʽʚ 
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ʚʠʢʦʥʘʥʥʷ ʽ ʯʘʩʦʚʠʭ ʤʽʪʦʢ, ʱʦ ʫʤʦʞʣʠʚʣʶʻ ʘʫʜʠʪ ʽ ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ. ʊʘʢʘ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʟʘʙʝʟʧʝʯʫʻ ʥʠʟʴʢʫ ʟʚôʷʟʘʥʽʩʪʴ ʤʽʞ ʧʽʜʩʠʩʪʝʤʘʤʠ, ʚʠʩʦʢʫ 

ʢʦʛʝʨʝʥʪʥʽʩʪʴ ʫʩʝʨʝʜʠʥʽ ʢʣʘʩʽʚ ʽ ʣʦʢʘʣʽʟʦʚʘʥʽʩʪʴ ʟʤʽʥ ʧʽʜ ʯʘʩ ʤʦʜʝʨʥʽʟʘʮʽʾ ʦʢʨʝʤʠʭ 

ʘʣʛʦʨʠʪʤʽʯʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. 

ɽʢʩʧʣʫʘʪʘʮʽʡʥʽ ʚʠʤʦʛʠ ʚʨʘʭʦʚʫʶʪʴ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ, ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʽ 

ʩʪʽʡʢʽʩʪʴ. ɼʣʷ ʟʤʝʥʰʝʥʥʷ ʟʘʪʨʠʤʦʢ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʢʝʰʫʚʘʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ 

ʧʽʜʛʦʪʦʚʢʠ ʽ ʩʝʤʘʥʪʠʯʥʠʭ ʦʙʯʠʩʣʝʥʴ, ʘ ʪʘʢʦʞ ʤʘʪʝʨʽʘʣʽʟʘʮʽʷ ʯʘʩʪʦ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʭ ʧʨʝʜʩʪʘʚʣʝʥʴ. ʆʙʨʦʙʢʘ ʦʨʛʘʥʽʟʫʻʪʴʩʷ ʧʘʢʝʪʘʤʠ ʟ ʣʽʥʽʡʥʦʶ 

ʟʘʣʝʞʥʽʩʪʶ ʯʘʩʫ ʚʽʜ ʦʙʩʷʛʫ ʚʭʽʜʥʠʭ ʜʘʥʠʭ. ʉʪʨʘʪʝʛʽʷ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʧʝʨʝʜʙʘʯʘʻ 

ʛʦʨʠʟʦʥʪʘʣʴʥʝ ʨʦʟʥʝʩʝʥʥʷ ʧʽʜʩʠʩʪʝʤ ʟʘ ʬʫʥʢʮʽʦʥʘʣʴʥʠʤʠ ʨʦʣʷʤʠ, ʱʦ ʜʦʟʚʦʣʷʻ 

ʦʢʨʝʤʦ ʟʙʽʣʴʰʫʚʘʪʠ ʨʝʩʫʨʩʠ ʧʽʜʛʦʪʦʚʢʠ, ʩʝʤʘʥʪʠʢʠ ʘʙʦ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʟʘʣʝʞʥʦ 

ʚʽʜ ʧʨʦʬʽʣʶ ʥʘʚʘʥʪʘʞʝʥʥʷ. ʋʩʽ ʢʦʤʧʦʥʝʥʪʠ ʧʨʦʻʢʪʫʶʪʴʩʷ ʟ ʫʨʘʭʫʚʘʥʥʷʤ 

ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʧʝʨʝʜʙʘʯʝʥʦ ʤʝʭʘʥʽʟʤʠ ʧʦʚʪʦʨʥʠʭ ʩʧʨʦʙ, ʽʜʝʤʧʦʪʝʥʪʥʽʩʪʴ 

ʦʙʨʦʙʢʠ ʪʘ ʢʦʥʩʠʩʪʝʥʪʥʽ ʪʨʘʥʟʘʢʮʽʾ ʜʣʷ ʢʨʠʪʠʯʥʠʭ ʦʧʝʨʘʮʽʡ ʟʘʧʠʩʫ. 

ɹʝʟʧʝʢʘ ʽ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʝʪʠʯʥʠʤ ʚʠʤʦʛʘʤ ʟʘʢʣʘʜʘʶʪʴʩʷ ʥʘ ʨʽʚʥʽ ʧʨʦʻʢʪʥʠʭ 

ʨʽʰʝʥʴ. ʉʠʩʪʝʤʘ ʧʨʘʮʶʻ ʟ ʘʥʦʥʽʤʽʟʦʚʘʥʠʤʠ ʘʙʦ ʘʛʨʝʛʦʚʘʥʠʤʠ ʧʨʝʜʩʪʘʚʣʝʥʥʷʤʠ, 

ʤʽʥʽʤʽʟʫʻ ʦʙʩʷʛ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ ʽ ʨʦʟʜʽʣʷʻ ʜʦʩʪʫʧ ʜʦ ʪʝʭʥʽʯʥʠʭ ʽ ʟʤʽʩʪʦʚʠʭ 

ʘʨʪʝʬʘʢʪʽʚ. ʇʦʣʽʪʠʢʘ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ ʚʠʟʥʘʯʘʻʪʴʩʷ ʨʦʣʷʤʠ ʪʘ ʧʽʜʪʨʠʤʫʻ ʧʨʠʥʮʠʧ 

ʤʽʥʽʤʘʣʴʥʠʭ ʧʨʠʚʽʣʝʾʚ. ʋʩʽ ʝʢʩʧʦʨʪʦʚʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʩʫʧʨʦʚʦʜʞʫʶʪʴʩʷ ʤʝʪʘʜʘʥʠʤʠ 

ʧʨʦ ʚʝʨʩʽʾ ʢʦʥʬʽʛʫʨʘʮʽʡ ʽ ʯʘʩʦʚʽ ʤʽʪʢʠ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʤʦʞʣʠʚʽʩʪʴ ʟʦʚʥʽʰʥʴʦʛʦ 

ʘʫʜʠʪʫ. ɾʫʨʥʘʣʠ ʜʦʩʪʫʧʫ ʪʘ ʟʤʽʥʠ ʧʘʨʘʤʝʪʨʽʚ ʟʙʝʨʽʛʘʶʪʴʩʷ ʫ ʥʝʟʤʽʥʶʚʘʥʦʤʫ 

ʚʠʛʣʷʜʽ, ʱʦ ʛʘʨʘʥʪʫʻ ʜʦʚʽʨʫ ʜʦ ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ. 

ʋʧʨʘʚʣʽʥʥʷ ʢʦʥʬʽʛʫʨʘʮʽʷʤʠ ʪʘ ʜʦʚʽʜʥʠʢʘʤʠ ʻ ʦʢʨʝʤʠʤ ʘʩʧʝʢʪʦʤ 

ʧʨʦʻʢʪʫʚʘʥʥʷ. ʂʦʞʥʘ ʟʤʽʥʘ ʧʦʨʦʛʽʚ, ʩʣʦʚʥʠʢʽʚ, ʧʨʘʚʠʣ ʥʦʨʤʘʣʽʟʘʮʽʾ ʘʙʦ ʬʦʨʤʘʪʽʚ 

ʢʦʥʪʨʘʢʪʽʚ ʦʬʦʨʤʣʶʻʪʴʩʷ ʷʢ ʚʝʨʩʽʡʦʚʘʥʘ ʧʦʜʽʷ ʽʟ ʚʢʘʟʘʥʥʷʤ ʧʨʠʯʠʥʠ, 

ʚʽʜʧʦʚʽʜʘʣʴʥʦʛʦ ʽ ʢʦʣʘ ʚʧʣʠʚʫ. ʇʽʜʪʨʠʤʫʻʪʴʩʷ ʤʦʞʣʠʚʽʩʪʴ ʧʦʚʝʨʥʝʥʥʷ ʜʦ 

ʧʦʧʝʨʝʜʥʴʦʛʦ ʩʪʘʥʫ ʟʘ ʦʜʥʽʻʶ ʢʦʤʘʥʜʦʶ. ɼʣʷ ʢʨʠʪʠʯʥʠʭ ʦʥʦʚʣʝʥʴ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ 

ʧʦʜʚʽʡʥʠʡ ʟʘʧʫʩʢ ʫ ʧʘʨʘʣʝʣʴʥʦʤʫ ʢʦʥʪʫʨʽ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʧʦʨʽʚʥʶʚʘʪʠ ʚʠʭʦʜʠ ʨʽʟʥʠʭ 

ʚʝʨʩʽʡ ʥʘ ʦʜʥʘʢʦʚʠʭ ʚʭʽʜʥʠʭ ʧʦʪʦʢʘʭ ʜʦ ʤʦʤʝʥʪʫ ʧʦʚʥʦʛʦ ʧʝʨʝʢʣʶʯʝʥʥʷ. 

ʉʧʦʩʪʝʨʝʞʥʽʩʪʴ ʽ ʢʝʨʦʚʘʥʽʩʪʴ ʟʘʙʝʟʧʝʯʫʶʪʴʩʷ ʻʜʠʥʠʤ ʰʘʨʦʤ ʪʝʣʝʤʝʪʨʽʾ. ʋ 

ʥʴʦʤʫ ʘʢʫʤʫʣʶʶʪʴʩʷ ʪʝʭʥʽʯʥʽ ʤʝʪʨʠʢʠ ʟʘʪʨʠʤʦʢ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʩʫʨʩʽʚ, 

ʩʪʘʪʠʩʪʠʢʘ ʧʦ ʢʣʘʩʘʭ ʽ ʟʚʝʜʝʥʥʷ ʱʦʜʦ ʚʽʜʩʦʪʢʘ ʧʦʚʽʜʦʤʣʝʥʴ ʫ ʥʝʡʪʨʘʣʴʥʽʡ ʟʦʥʽ. 

ɸʨʪʝʬʘʢʪʠ ʪʨʘʩ ʟʙʝʨʽʛʘʶʪʴʩʷ ʟ ʧʨʠʚôʷʟʢʦʶ ʜʦ ʢʣʶʯʽʚ ʩʝʩʽʾ, ʱʦ ʜʦʟʚʦʣʷʻ 

ʨʝʢʦʥʩʪʨʫʶʚʘʪʠ ʧʦʚʥʠʡ ʰʣʷʭ ʨʽʰʝʥʥʷ ʜʣʷ ʙʫʜʴ-ʷʢʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ. ʇʝʨʝʜʙʘʯʝʥʦ 

ʤʝʭʘʥʽʟʤ ʩʠʛʥʘʣʽʚ ʧʨʦ ʜʝʛʨʘʜʘʮʽʶ, ʷʢʠʡ ʽʥʽʮʽʶʻ ʟʘʭʠʩʥʽ ʩʮʝʥʘʨʽʾ, ʥʘʧʨʠʢʣʘʜ 

ʘʚʪʦʤʘʪʠʯʥʝ ʨʦʟʰʠʨʝʥʥʷ ʥʝʡʪʨʘʣʴʥʦʾ ʟʦʥʠ ʘʙʦ ʧʝʨʝʢʣʶʯʝʥʥʷ ʥʘ ʧʦʧʝʨʝʜʥʶ 

ʩʪʘʙʽʣʴʥʫ ʢʦʥʬʽʛʫʨʘʮʽʶ ʜʦ ʟʘʚʝʨʰʝʥʥʷ ʘʥʘʣʽʟʫ ʧʨʠʯʠʥ. 

ʈʦʟʛʦʨʪʘʥʥʷ ʩʠʩʪʝʤʠ ʧʣʘʥʫʻʪʴʩʷ ʫ ʢʦʥʬʽʛʫʨʘʮʽʾ ʟ ʧʦʜʽʣʦʤ ʩʝʨʝʜʦʚʠʱ. 

ʆʢʨʝʤʝ ʩʝʨʝʜʦʚʠʱʝ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʨʦʟʨʦʙʢʠ ʪʘ ʽʥʪʝʛʨʘʮʽʡʥʦʛʦ ʫʟʛʦʜʞʝʥʥʷ 
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ʢʦʥʪʨʘʢʪʽʚ, ʦʢʨʝʤʝ ʜʣʷ ʧʝʨʝʜʧʨʦʤʠʩʣʦʚʦʾ ʚʘʣʽʜʘʮʽʾ ʟ ʜʦʩʪʫʧʦʤ ʜʦ ʧʦʚʥʠʭ ʪʨʘʩ ʽ 

ʥʝʟʤʽʥʶʚʘʥʠʭ ʞʫʨʥʘʣʽʚ, ʘ ʦʢʨʝʤʝ ʜʣʷ ʧʨʦʤʠʩʣʦʚʦʾ ʝʢʩʧʣʫʘʪʘʮʽʾ ʟ ʦʙʤʝʞʝʥʠʤ 

ʜʦʩʪʫʧʦʤ ʽ ʞʦʨʩʪʢʠʤʠ ʧʦʣʽʪʠʢʘʤʠ ʚʝʨʩʽʶʚʘʥʥʷ. ʄʽʛʨʘʮʽʾ ʩʭʝʤʠ ʜʘʥʠʭ ʧʨʦʚʦʜʷʪʴʩʷ 

ʟʘ ʩʮʝʥʘʨʽʷʤʠ, ʱʦ ʥʝ ʧʦʪʨʝʙʫʶʪʴ ʟʫʧʠʥʢʠ ʩʝʨʚʽʩʫ, ʘ ʚʩʽ ʟʤʽʥʠ ʢʦʥʪʨʘʢʪʽʚ 

ʩʫʧʨʦʚʦʜʞʫʶʪʴʩʷ ʘʚʪʦʤʘʪʠʯʥʦʶ ʧʝʨʝʚʽʨʢʦʶ ʩʫʤʽʩʥʦʩʪʽ. 

ʇʽʜʩʫʤʦʚʫʶʯʠ, ʧʨʦʻʢʪʫʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʩʝʤʘʥʪʠʯʥʦʾ ʦʙʨʦʙʢʠ 

ʪʝʢʩʪʽʚ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʪʦʥʘʣʴʥʦʩʪʽ ʟʦʩʝʨʝʜʞʫʻʪʴʩʷ ʥʘ ʘʨʭʽʪʝʢʪʫʨʥʽʡ ʷʩʥʦʩʪʽ, 

ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ ʽ ʢʝʨʦʚʘʥʦʩʪʽ. ʋʟʛʦʜʞʝʥʘ ʙʘʛʘʪʦʰʘʨʦʚʘ ʩʪʨʫʢʪʫʨʘ, ʧʨʦʟʦʨʘ ʤʦʜʝʣʴ 

ʜʘʥʠʭ ʽʟ ʤʘʪʝʨʽʘʣʽʟʦʚʘʥʠʤʠ ʘʨʪʝʬʘʢʪʘʤʠ, ʩʪʘʙʽʣʴʥʽ ʽʥʪʝʨʬʝʡʩʠ, ʜʠʩʮʠʧʣʽʥʘ 

ʚʝʨʩʽʶʚʘʥʥʷ ʽ ʚʙʫʜʦʚʘʥʘ ʩʧʦʩʪʝʨʝʞʥʽʩʪʴ ʬʦʨʤʫʶʪʴ ʽʥʞʝʥʝʨʥʝ ʧʽʜˇʨʫʥʪʷ ʜʣʷ 

ʧʦʜʘʣʴʰʦʛʦ ʤʘʩʰʪʘʙʦʚʘʥʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʙʝʟ ʢʦʤʧʨʦʤʽʩʽʚ ʱʦʜʦ ʧʨʦʟʦʨʦʩʪʽ 

ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʽ ʤʦʞʣʠʚʦʩʪʽ ʘʫʜʠʪʫ.  
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1
ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

2
ʍʤʝʣʴʥʠʮʴʢʠʡ ʬʘʭʦʚʠʡ ʝʢʦʥʦʤʽʢʦ-ʪʝʭʥʦʣʦʛʽʯʥʠʡ ʢʦʣʝʜʞ ʋɽʇ 

 

ʇɽʈɽʍɯɼ ɺɯɼ ʂʆʄʇʃɽʂʉʅʀʍ ʉʀʉʊɽʄ ɿɸʍʀʉʊʋ ɯʅʌʆʈʄɸʎɯɰ ɼʆ 

ɸɺʊʆʈʀɿɸʎɯɰ ɿ ɹɽɿʇɽʂʀ ɯʅʌʆʈʄɸʎɯʁʅʀʍ ʉʀʉʊɽʄ 
 
ʈʦʙʦʪʘ ʧʨʠʩʚʷʯʝʥʘ ʜʦʩʣʽʜʞʝʥʥʶ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʧʽʜʭʦʜʽʚ ʜʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ʋʢʨʘʾʥʽ, ʘʢʮʝʥʪʦʚʘʥʦ ʥʘ ʩʫʪʪʻʚʠʭ ʟʤʽʥʘʭ ʫ ʟʘʢʦʥʦʜʘʚʩʪʚʽ (ɿʘʢʦʥ ˉ 4336-ɯʍ, 

2025 ʨ.), ʱʦ ʧʨʠʟʚʝʣʠ ʜʦ ʩʢʘʩʫʚʘʥʥʷ ʢʦʤʧʣʝʢʩʥʦʾ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ, ʪʘ ʥʘ 

ʚʧʨʦʚʘʜʞʝʥʥʽ ʥʦʚʦʾ ʤʦʜʝʣʽ, ʷʢʘ ʟʘʤʽʥʶʻ ʩʪʘʪʠʯʥʠʡ ʬʦʨʤʘʣʽʟʤ ʥʘ ʨʠʟʠʢ-ʦʨʽʻʥʪʦʚʘʥʠʡ ʧʽʜʭʽʜ, 

ʛʘʨʤʦʥʽʟʦʚʘʥʠʡ ʟ ISO 27001 ʪʘ NIST. ʂʣʶʯʦʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʻ ɸʚʪʦʨʠʟʘʮʽʷ ʟ ʙʝʟʧʝʢʠ ʥʘ 

ʦʩʥʦʚʽ ʧʨʦʬʽʣʽʚ ʙʝʟʧʝʢʠ, ʱʦ ʧʽʜʚʠʱʫʻ ʛʥʫʯʢʽʩʪʴ, ʝʬʝʢʪʠʚʥʽʩʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʩʫʨʩʽʚ ʪʘ 

ʢʽʙʝʨʩʪʽʡʢʽʩʪʴ ʢʨʠʪʠʯʥʠʭ ʜʝʨʞʘʚʥʠʭ ʩʠʩʪʝʤ. 

 

The work is devoted to the study of the transformation of approaches to ensuring 

cybersecurity in Ukraine, focusing on significant changes in legislation (Law ˉ 4336-ɯʍ, 2025), 

which led to the abolition of the comprehensive information protection system, and on the 

implementation of a new model that replaces static formalism with a risk-based approach 

harmonized with ISO 27001 and NIST. The key tool is Security Authorization based on security 

profiles, which increases flexibility, resource efficiency, and cyber resilience of critical  

government systems. 

 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʦʨʛʘʥʽʟʘʮʽʾ ʢʦʤʧʣʝʢʩʥʦʛʦ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʚ ʜʝʨʞʘʚʥʠʭ 

ʩʪʨʫʢʪʫʨʘʭ ʪʘ ʢʦʤʝʨʮʽʡʥʠʭ ʚʠʟʥʘʯʘʻʪʴʩʷ ʧʦʪʫʞʥʠʤ ʽ ʥʝʟʚʦʨʦʪʥʠʤ ʧʨʦʮʝʩʦʤ 

ʮʠʬʨʦʚʽʟʘʮʽʾ ʧʫʙʣʽʯʥʠʭ ʧʦʩʣʫʛ, ʷʢʠʡ, ʟ ʦʜʥʦʛʦ ʙʦʢʫ, ʻ ʽʤʧʝʨʘʪʠʚʦʤ ʩʫʯʘʩʥʦʩʪʽ, ʘ ʟ 

ʽʥʰʦʛʦ ï ʩʪʚʦʨʶʻ ʙʝʟʧʨʝʮʝʜʝʥʪʥʽ ʚʠʢʣʠʢʠ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʇʨʘʛʥʝʥʥʷ ʜʝʨʞʘʚ 

ʜʦ ʩʪʚʦʨʝʥʥʷ ʝʬʝʢʪʠʚʥʦʛʦ ʪʘ ʧʨʦʟʦʨʦʛʦ ʝʣʝʢʪʨʦʥʥʦʛʦ ʫʨʷʜʫʚʘʥʥʷ ʚʠʤʘʛʘʻ 

ʘʢʫʤʫʣʶʚʘʥʥʷ ʫ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʠʭ ʮʠʬʨʦʚʠʭ ʩʠʩʪʝʤʘʭ ʚʝʣʠʯʝʟʥʠʭ ʦʙʩʷʛʽʚ ʯʫʪʣʠʚʦʾ 

ʽʥʬʦʨʤʘʮʽʾ, ʨʦʟʧʦʯʠʥʘʶʯʠ ʽʟ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ ʛʨʦʤʘʜʷʥ, ʬʽʥʘʥʩʦʚʠʭ ʽ ʤʘʡʥʦʚʠʭ 

ʨʝʻʩʪʨʽʚ, ʟʘʚʝʨʰʫʶʯʠ ʜʘʥʠʤʠ ʩʪʨʘʪʝʛʽʯʥʦʾ ʜʝʨʞʘʚʥʦʾ ʪʘʻʤʥʠʮʽ. ʎʠʬʨʦʚʽʟʘʮʽʷ 

ʧʽʜʚʠʱʫʻ ʟʨʫʯʥʽʩʪʴ ʪʘ ʽʥʢʣʶʟʠʚʥʽʩʪʴ ʜʝʨʞʘʚʥʠʭ ʩʝʨʚʽʩʽʚ, ʤʽʥʽʤʽʟʫʻ ʢʦʨʫʧʮʽʡʥʽ 

ʨʠʟʠʢʠ ʡ ʧʨʠʩʢʦʨʶʻ ʚʟʘʻʤʦʜʽʶ ʟ ʩʫʩʧʽʣʴʩʪʚʦʤ, ʧʨʦʪʝ ʚʦʜʥʦʯʘʩ ʧʝʨʝʪʚʦʨʶʻ 

ʜʝʨʞʘʚʥʽ ʽʥʬʦʨʤʘʮʽʡʥʽ ʨʝʩʫʨʩʠ ʥʘ ʧʨʽʦʨʠʪʝʪʥʫ ʤʽʰʝʥʴ ʜʣʷ ʟʣʦʚʤʠʩʥʠʢʽʚ. 

ʉʪʨʽʤʢʝ ʚʧʨʦʚʘʜʞʝʥʥʷ ʥʦʚʽʪʥʽʭ ʪʝʭʥʦʣʦʛʽʡ, ʥʘ ʞʘʣʴ, ʯʘʩʪʦ ʚʠʧʝʨʝʜʞʘʻ 

ʨʦʟʚʠʪʦʢ ʘʜʝʢʚʘʪʥʠʭ ʪʘ ʙʘʛʘʪʦʨʽʚʥʝʚʠʭ ʩʠʩʪʝʤ ʟʘʭʠʩʪʫ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʚʠʥʠʢʥʝʥʥʷ ʢʨʠʪʠʯʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ. ʉʫʯʘʩʥʽ ʢʽʙʝʨʟʘʛʨʦʟʠ ʜʘʚʥʦ ʚʠʡʰʣʠ ʟʘ ʤʝʞʽ 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025  138 

ʟʚʠʯʘʡʥʦʛʦ ʭʘʢʝʨʩʪʚʘ ï ʚʦʥʠ ʩʪʘʣʠ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʝʨʞʘʚʥʦʛʦ ʢʽʙʝʨʰʧʽʦʥʘʞʫ ʪʘ 

ʝʣʝʤʝʥʪʦʤ ʛʽʙʨʠʜʥʦʾ ʚʽʡʥʠ, ʧʨʦ ʱʦ ʩʚʽʜʯʘʪʴ ʯʠʩʣʝʥʥʽ ʮʽʣʝʩʧʨʷʤʦʚʘʥʽ ʪʘ ʩʢʣʘʜʥʽ 

ʘʪʘʢʠ ʥʘ ʢʨʠʪʠʯʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʪʘ ʜʝʨʞʘʚʥʽ ʨʝʻʩʪʨʠ. ʄʝʪʦʶ ʪʘʢʠʭ ʘʪʘʢ ʻ ʥʝ ʣʠʰʝ 

ʚʠʢʨʘʜʝʥʥʷ ʩʝʢʨʝʪʥʠʭ ʜʘʥʠʭ, ʘ ʡ ʧʦʨʫʰʝʥʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʞʠʪʪʻʚʦ ʚʘʞʣʠʚʠʭ 

ʜʝʨʞʘʚʥʠʭ ʩʝʨʚʽʩʽʚ, ʧʽʜʨʠʚ ʜʦʚʽʨʠ ʛʨʦʤʘʜʷʥ ʜʦ ʽʥʩʪʠʪʫʪʽʚ ʚʣʘʜʠ ʪʘ ʜʝʩʪʘʙʽʣʽʟʘʮʽʷ 

ʩʫʩʧʽʣʴʩʪʚʘ. ʂʨʽʤ ʪʦʛʦ, ʜʝʨʞʘʚʥʽ ʫʩʪʘʥʦʚʠ ʧʦʩʪʽʡʥʦ ʩʪʠʢʘʶʪʴʩʷ ʽʟ ʟʘʛʨʦʟʘʤʠ, 

ʧʦʚ'ʷʟʘʥʠʤʠ ʟ ʧʨʦʛʨʘʤʘʤʠ-ʚʠʤʘʛʘʯʘʤʠ ʪʘ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʤ ʜʦʩʪʫʧʦʤ ʜʦ ʜʘʥʠʭ, ʱʦ 

ʯʘʩʪʦ ʩʪʘʻ ʤʦʞʣʠʚʠʤ ʯʝʨʝʟ ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʘʩʪʘʨʽʣʠʭ ʩʠʩʪʝʤ (Legacy) ʪʘ ʥʠʟʴʢʫ 

ʦʙʽʟʥʘʥʽʩʪʴ ʧʝʨʩʦʥʘʣʫ. ʊʘʢʠʤ ʯʠʥʦʤ, ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʪʘ ʟʘʭʠʩʪʫ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʘʢʪʠʚʽʚ ʜʝʨʞʘʚʠ, ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʞʦʨʩʪʢʠʭ ʤʽʞʥʘʨʦʜʥʠʭ ʩʪʘʥʜʘʨʪʽʚ, ʻ 

ʥʝ ʧʨʦʩʪʦ ʪʝʭʥʽʯʥʠʤ ʟʘʚʜʘʥʥʷʤ, ʘ ʢʣʶʯʦʚʠʤ ʬʘʢʪʦʨʦʤ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʪʘ 

ʫʤʦʚʦʶ ʫʩʧʽʰʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʜʝʨʞʘʚʠ ʚ ʮʠʬʨʦʚʫ ʝʧʦʭʫ. 

ʋʩʧʽʰʥʝ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʜʝʨʞʘʚʥʠʭ ʩʪʨʫʢʪʫʨ ʚ ʫʤʦʚʘʭ ʽʥʪʝʥʩʠʚʥʦʾ 

ʮʠʬʨʦʚʽʟʘʮʽʾ ʪʘ ʟʨʦʩʪʘʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʚʠʤʘʛʘʻ ʧʨʠʥʮʠʧʦʚʦ ʥʦʚʦʛʦ ʧʽʜʭʦʜʫ ʜʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ, ʷʢʠʡ ʤʘʻ ʙʫʪʠ ʢʦʤʧʣʝʢʩʥʠʤ, ʙʘʛʘʪʦʨʽʚʥʝʚʠʤ ʽ 

ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʠʤ. ʅʝʜʦʩʪʘʪʥʴʦ ʧʨʦʩʪʦ ʟʘʭʠʩʪʠʪʠ ʦʢʨʝʤʽ ʩʝʨʚʝʨʠ ʯʠ ʚʩʪʘʥʦʚʠʪʠ 

ʘʥʪʠʚʽʨʫʩ. ʇʦʪʨʽʙʥʘ ʮʽʣʽʩʥʘ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʽʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʶ ʙʝʟʧʝʢʦʶ (ʉʋɯɹ), 

ʱʦ ʦʭʦʧʣʶʻ ʚʩʽ ʘʩʧʝʢʪʠ ʜʽʷʣʴʥʦʩʪʽ ʫʩʪʘʥʦʚʠ. ʂʦʤʧʣʝʢʩʥʠʡ ʧʽʜʭʽʜ ʦʟʥʘʯʘʻ 

ʽʥʪʝʛʨʘʮʽʶ ʦʨʛʘʥʽʟʘʮʽʡʥʠʭ, ʧʨʘʚʦʚʠʭ, ʢʘʜʨʦʚʠʭ ʪʘ ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʟʘʭʦʜʽʚ, ʜʝ ʙʝʟʧʝʢʘ 

ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʥʝ ʷʢ ʦʜʥʦʨʘʟʦʚʠʡ ʧʨʦʻʢʪ, ʘ ʷʢ ʙʝʟʧʝʨʝʨʚʥʠʡ ʧʨʦʮʝʩ, ʚʙʫʜʦʚʘʥʠʡ ʫ 

ʱʦʜʝʥʥʫ ʨʦʙʦʪʫ. ʎʝ ʚʠʤʘʛʘʻ ʨʦʟʨʦʙʢʠ ʯʽʪʢʠʭ ʧʦʣʽʪʠʢ, ʧʨʦʮʝʜʫʨ ʪʘ ʽʥʩʪʨʫʢʮʽʡ, ʷʢʽ 

ʨʝʛʫʣʶʶʪʴ ʜʦʩʪʫʧ, ʦʙʨʦʙʢʫ ʪʘ ʟʙʝʨʽʛʘʥʥʷ ʚʩʽʭ ʚʠʜʽʚ ʽʥʬʦʨʤʘʮʽʾ.  

ɺ ʋʢʨʘʾʥʽ ʚʽʜʙʫʣʘʩʷ ʢʘʨʜʠʥʘʣʴʥʘ ʪʨʘʥʩʬʦʨʤʘʮʽʷ ʧʽʜʭʦʜʽʚ ʜʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʚ ʜʝʨʞʘʚʥʠʭ ʪʘ ʢʦʤʝʨʮʽʡʥʠʭ ʩʪʨʫʢʪʫʨʘʭ, ʱʦ ʟʥʘʡʰʣʘ ʩʚʦʻ 

ʚʽʜʦʙʨʘʞʝʥʥʷ ʫ ʩʫʪʪʻʚʠʭ ʟʤʽʥʘʭ ʜʦ ɿʘʢʦʥʫ ʋʢʨʘʾʥʠ çʇʨʦ ʟʘʭʠʩʪ ʽʥʬʦʨʤʘʮʽʾ ʚ 

ʽʥʬʦʨʤʘʮʽʡʥʦ-ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭè [1] (ʟʦʢʨʝʤʘ, ʟʛʽʜʥʦ ʽʟ ɿʘʢʦʥʦʤ ˉ 4336-ɯʍ, 

ʱʦ ʥʘʙʨʘʚ ʯʠʥʥʦʩʪʽ ʫ 2025 ʨʦʮʽ [2]). ʂʣʶʯʦʚʠʤ ʥʦʚʦʚʚʝʜʝʥʥʷʤ ʻ ʚʽʜʤʦʚʘ ʚʽʜ 

ʟʘʩʪʘʨʽʣʦʾ ʤʦʜʝʣʽ ʢʦʤʧʣʝʢʩʥʦʾ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ (ʂʉɿɯ) ʪʘ ʧʝʨʝʭʽʜ ʜʦ 

ʙʽʣʴʰ ʛʥʫʯʢʦʛʦ ʪʘ ʩʫʯʘʩʥʦʛʦ ʽʥʩʪʨʫʤʝʥʪʫ ï ʘʚʪʦʨʠʟʘʮʽʾ ʟ ʙʝʟʧʝʢʠ ʽʥʬʦʨʤʘʮʽʡʥʠʭ 

ʩʠʩʪʝʤ. 

ɼʝʽʥʩʪʠʪʫʘʣʽʟʘʮʽʷ ʂʉɿɯ ʦʨʽʻʥʪʦʚʘʥʘ ʥʘ ʧʝʨʝʭʽʜ ʚʽʜ ʬʦʨʤʘʣʽʟʤʫ ʚ ʦʨʛʘʥʽʟʘʮʽʾ 

ʢʦʤʧʣʝʢʩʥʦʛʦ ʟʘʭʠʩʪʫ ʜʦ ʫʧʨʘʚʣʽʥʥʷ ʨʠʟʠʢʘʤʠ. 

ɼʦʥʝʜʘʚʥʘ ʟʘʭʠʩʪ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʽʥʬʦʨʤʘʮʽʾ ʟ 

ʦʙʤʝʞʝʥʠʤ ʜʦʩʪʫʧʦʤ ʙʫʚ ʥʝʨʦʟʨʠʚʥʦ ʧʦʚ'ʷʟʘʥʠʡ ʟ ʦʙʦʚ'ʷʟʢʦʚʦʶ ʥʘʷʚʥʽʩʪʶ ʂʉɿɯ ʪʘ 

ʾʾ ʘʪʝʩʪʘʪʫ ʚʽʜʧʦʚʽʜʥʦʩʪʽ. ʎʷ ʤʦʜʝʣʴ, ʭʦʯʘ ʡ ʟʘʙʝʟʧʝʯʫʚʘʣʘ ʚʠʩʦʢʠʡ ʨʽʚʝʥʴ ʙʝʟʧʝʢʠ 

ʥʘ ʤʦʤʝʥʪ ʘʪʝʩʪʘʮʽʾ, ʯʘʩʪʦ ʢʨʠʪʠʢʫʚʘʣʘʩʷ ʟʘ ʾʾ ʬʦʨʤʘʣʽʟʤ ʪʘ ʩʪʘʪʠʯʥʽʩʪʴ. ʇʨʦʮʝʩ 

ʩʪʚʦʨʝʥʥʷ ʂʉɿɯ ʙʫʚ ʪʨʠʚʘʣʠʤ, ʨʝʩʫʨʩʦʻʤʥʠʤ ʽ ʟʦʩʝʨʝʜʞʝʥʠʤ ʥʘ ʜʦʢʫʤʝʥʪʘʣʴʥʦʤʫ 
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ʧʽʜʪʚʝʨʜʞʝʥʥʽ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ʚʠʤʦʛʘʤ ʥʘ ʧʝʚʥʠʡ ʤʦʤʝʥʪ ʯʘʩʫ, ʪʦʜʽ ʷʢ ʨʝʘʣʴʥʽ 

ʢʽʙʝʨʟʘʛʨʦʟʠ ʨʦʟʚʠʚʘʶʪʴʩʷ ʝʢʩʧʦʥʝʥʮʽʡʥʦ. 

ʆʥʦʚʣʝʥʝ ʟʘʢʦʥʦʜʘʚʩʪʚʦ 2025 ʨʦʢʫ ʨʘʜʠʢʘʣʴʥʦ ʟʤʽʥʶʻ ʮʝʡ ʧʽʜʭʽʜ, 

ʩʢʘʩʦʚʫʶʯʠ ʦʙʦʚ'ʷʟʢʦʚʽʩʪʴ ʂʉɿɯ. ʎʝʡ ʢʨʦʢ ʻ ʨʫʭʦʤ ʜʦ ʫʧʨʘʚʣʽʥʥʷ ʨʠʟʠʢʘʤʠ, 

ʛʘʨʤʦʥʽʟʦʚʘʥʠʤ ʟ ʤʽʞʥʘʨʦʜʥʠʤʠ ʬʨʝʡʤʚʦʨʢʘʤʠ, ʪʘʢʠʤʠ ʷʢ NIST [3] ʪʘ ISO 27001 

[4], ʜʝ ʙʝʟʧʝʢʘ ʻ ʙʝʟʧʝʨʝʨʚʥʠʤ ʧʨʦʮʝʩʦʤ, ʘ ʥʝ ʦʜʥʦʨʘʟʦʚʠʤ ʧʨʦʻʢʪʦʤ. ʊʝʧʝʨ ʘʢʮʝʥʪ 

ʟʤʽʱʫʻʪʴʩʷ ʟ ʦʮʽʥʢʠ ʟʘʭʦʜʽʚ ʟʘʭʠʩʪʫ (ʷʢ ʮʝ ʙʫʣʦ ʚ ʂʉɿɯ) ʥʘ ʦʮʽʥʢʫ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʙʝʟʧʝʢʠ ʩʠʩʪʝʤʠ ʧʨʦʪʷʛʦʤ ʫʩʴʦʛʦ ʾʾ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ. 

ɺʧʨʦʚʘʜʞʝʥʥʷ ʘʚʪʦʨʠʟʘʮʽʾ ʙʘʟʫʻʪʴʩʷ ʥʘ ʜʚʦʭ ʧʦʣʦʞʝʥʥʷʭ: ʛʥʫʯʢʽʩʪʴ ʪʘ 

ʧʨʦʬʽʣʽ ʙʝʟʧʝʢʠ.  

ʅʦʚʠʡ ʤʝʭʘʥʽʟʤ ʘʚʪʦʨʠʟʘʮʽʾ ʟ ʙʝʟʧʝʢʠ ʩʠʩʪʝʤ ʩʪʘʻ ʢʣʶʯʦʚʠʤ ʝʣʝʤʝʥʪʦʤ, 

ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʝʢʩʧʣʫʘʪʫʚʘʪʠ ʩʠʩʪʝʤʠ, ʚ ʷʢʠʭ ʦʙʨʦʙʣʷʶʪʴʩʷ ʜʝʨʞʘʚʥʽ ʽʥʬʦʨʤʘʮʽʡʥʽ 

ʨʝʩʫʨʩʠ ʘʙʦ ʽʥʬʦʨʤʘʮʽʷ ʟ ʦʙʤʝʞʝʥʠʤ ʜʦʩʪʫʧʦʤ. ʎʝʡ ʧʨʦʮʝʩ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʧʦʚ'ʷʟʘʥʠʡ ʽʟ ʟʘʧʨʦʚʘʜʞʝʥʥʷʤ ʽʥʩʪʠʪʫʪʫ ʧʨʦʬʽʣʽʚ ʙʝʟʧʝʢʠ, ʱʦ ʻ ʘʙʩʦʣʶʪʥʦʶ 

ʥʦʚʘʮʽʻʶ ʜʣʷ ʫʢʨʘʾʥʩʴʢʦʛʦ ʟʘʢʦʥʦʜʘʚʩʪʚʘ. 

ʇʨʦʮʝʜʫʨʘ ʘʚʪʦʨʠʟʘʮʽʾ ʪʝʧʝʨ ʙʘʟʫʻʪʴʩʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʪʨʴʦʭ ʨʽʚʥʽʚ 

ʧʨʦʬʽʣʽʚ ʙʝʟʧʝʢʠ, ʷʢʽ ʚʠʟʥʘʯʘʶʪʴ ʥʝʦʙʭʽʜʥʠʡ ʤʽʥʽʤʫʤ ʟʘʭʦʜʽʚ ʟʘʭʠʩʪʫ, ʟʘʣʝʞʥʦ ʚʽʜ 

ʢʘʪʝʛʦʨʽʾ ʩʠʩʪʝʤʠ ʪʘ ʚʠʜʫ ʽʥʬʦʨʤʘʮʽʾ [1, 2, 5]: 

ʙʘʟʦʚʠʡ ʧʨʦʬʽʣʴ ʙʝʟʧʝʢʠ ʨʦʟʨʦʙʣʷʻʪʴʩʷ ɸʜʤʽʥʽʩʪʨʘʮʽʻʶ ɼʝʨʞʘʚʥʦʾ ʩʣʫʞʙʠ 

ʩʧʝʮʽʘʣʴʥʦʛʦ ʟʚ'ʷʟʢʫ ʪʘ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʋʢʨʘʾʥʠ ʽ ʻ ʟʘʛʘʣʴʥʠʤ ʩʪʘʥʜʘʨʪʦʤ, ʷʢʠʡ 

ʟʘʣʝʞʠʪʴ ʚʽʜ ʚʠʜʫ ʦʙʤʝʞʝʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʬʫʥʢʮʽʦʥʘʣʴʥʦʛʦ 

ʧʨʠʟʥʘʯʝʥʥʷ ʩʠʩʪʝʤʠ; 

- ʛʘʣʫʟʝʚʠʡ ʧʨʦʬʽʣʴ ʙʝʟʧʝʢʠ ʨʦʟʨʦʙʣʷʻʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʙʘʟʦʚʦʛʦ ʧʨʦʬʽʣʶ ʜʣʷ 

ʚʽʜʧʦʚʽʜʥʠʭ ʢʘʪʝʛʦʨʽʡ ʩʠʩʪʝʤ ʫ ʢʦʥʢʨʝʪʥʽʡ ʛʘʣʫʟʽ (ʥʘʧʨʠʢʣʘʜ, ʤʝʜʠʮʠʥʘ, ʬʽʥʘʥʩʠ); 

- ʮʽʣʴʦʚʠʡ ʧʨʦʬʽʣʴ ʙʝʟʧʝʢʠ ï ʮʝ ʧʨʦʬʽʣʴ, ʷʢʠʡ ʨʦʟʨʦʙʣʷʻʪʴʩʷ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʜʣʷ ʢʦʥʢʨʝʪʥʦʾ ʩʠʩʪʝʤʠ, ʱʦ ʧʽʜʣʷʛʘʻ ʘʚʪʦʨʠʟʘʮʽʾ, ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʾʾ 

ʫʥʽʢʘʣʴʥʠʭ ʦʩʦʙʣʠʚʦʩʪʝʡ, ʥʘ ʦʩʥʦʚʽ ʙʘʟʦʚʦʛʦ ʘʙʦ ʛʘʣʫʟʝʚʦʛʦ ʧʨʦʬʽʣʶ. 

ɸʚʪʦʨʠʟʘʮʽʷ ʟ ʙʝʟʧʝʢʠ ʧʽʜʪʚʝʨʜʞʫʻ, ʱʦ ʩʠʩʪʝʤʘ, ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʦʙʨʘʥʦʛʦ 

ʧʨʦʬʽʣʶ, ʟʘʙʝʟʧʝʯʫʻ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʚʠʤʦʛʘʤ ʟʘʢʦʥʦʜʘʚʩʪʚʘ, ʥʘʮʽʦʥʘʣʴʥʠʤ 

ʩʪʘʥʜʘʨʪʘʤ ʪʘ ʥʦʨʤʘʤ ʪʝʭʥʽʯʥʦʛʦ ʡ ʢʨʠʧʪʦʛʨʘʬʽʯʥʦʛʦ ʟʘʭʠʩʪʫ. ʎʝ ʜʦʟʚʦʣʷʻ 

ʜʝʨʞʘʚʥʠʤ ʦʨʛʘʥʘʤ ʪʘ ʚʣʘʩʥʠʢʘʤ ʢʨʠʪʠʯʥʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʰʚʠʜʰʝ 

ʘʜʘʧʪʫʚʘʪʠ ʟʘʭʦʜʠ ʙʝʟʧʝʢʠ ʜʦ ʟʤʽʥ ʽ ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʽʥʥʦʚʘʮʽʡ, ʦʩʢʽʣʴʢʠ ʇʨʦʬʽʣʽ 

ʙʝʟʧʝʢʠ, ʷʢ ʦʯʽʢʫʻʪʴʩʷ, ʙʫʜʫʪʴ ʙʽʣʴʰ ʛʥʫʯʢʠʤʠ, ʥʽʞ ʟʘʩʪʘʨʽʣʽ ʅɼ ʊɿɯ. ɺʽʜʪʝʧʝʨ 

ɼʝʨʞʘʚʥʘ ʩʣʫʞʙʘ ʩʧʝʮʽʘʣʴʥʦʛʦ ʟʚ'ʷʟʢʫ ʪʘ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʋʢʨʘʾʥʠ ʟʜʽʡʩʥʶʻ 

ʚʝʜʝʥʥʷ ʇʝʨʝʣʽʢʫ ʘʚʪʦʨʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ ʟ ʙʝʟʧʝʢʠ, ʱʦ ʚʥʦʩʠʪʴ ʝʣʝʤʝʥʪ ʧʨʦʟʦʨʦʩʪʽ 

ʪʘ ʢʦʥʪʨʦʣʶ [6]. 

ʇʝʨʝʭʽʜ ʚʽʜ ʂʉɿɯ ʜʦ ʘʚʪʦʨʠʟʘʮʽʾ ʪʘ ʧʨʦʬʽʣʽʚ ʙʝʟʧʝʢʠ ʚʽʜʦʙʨʘʞʘʻ 

ʩʪʨʘʪʝʛʽʯʥʠʡ ʥʘʤʽʨ ʋʢʨʘʾʥʠ ʧʝʨʝʡʪʠ ʚʽʜ ʟʘʩʪʘʨʽʣʦʛʦ ʧʽʜʭʦʜʫ, ʟʘʩʥʦʚʘʥʦʛʦ ʥʘ 
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ʩʫʚʦʨʠʭ (ʽʥʦʜʽ ʟʘʩʪʘʨʽʣʠʭ) ʪʝʭʥʽʯʥʠʭ ʩʪʘʥʜʘʨʪʘʭ, ʜʦ ʨʠʟʠʢ-ʦʨʽʻʥʪʦʚʘʥʦʾ ʤʦʜʝʣʽ. ʎʷ 

ʤʦʜʝʣʴ ʜʦʟʚʦʣʷʻ ʙʽʣʴʰ ʝʬʝʢʪʠʚʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʬʽʥʘʥʩʦʚʽ ʪʘ ʢʘʜʨʦʚʽ ʨʝʩʫʨʩʠ, 

ʟʦʩʝʨʝʜʞʫʶʯʠʩʴ ʥʘ ʥʘʡʙʽʣʴʰ ʘʢʪʫʘʣʴʥʠʭ ʢʽʙʝʨʟʘʛʨʦʟʘʭ ʽ ʟʘʙʝʟʧʝʯʫʶʯʠ ʥʝʧʝʨʝʨʚʥʝ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʜʝʨʞʘʚʥʠʭ ʩʠʩʪʝʤ. ʊʘʢʠʤ ʯʠʥʦʤ, ʦʥʦʚʣʝʥʥʷ 

ʟʘʢʦʥʦʜʘʚʩʪʚʘ 2025 ʨʦʢʫ ʻ ʢʣʶʯʦʚʠʤ ʢʨʦʢʦʤ ʜʦ ʤʦʜʝʨʥʽʟʘʮʽʾ ʩʠʩʪʝʤʠ ʢʽʙʝʨʟʘʭʠʩʪʫ, 

ʨʦʙʣʷʯʠ ʾʾ ʙʽʣʴʰ ʜʠʥʘʤʽʯʥʦʶ ʪʘ ʩʪʽʡʢʦʶ ʜʦ ʩʫʯʘʩʥʠʭ ʚʠʢʣʠʢʽʚ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɯʅʊɽʃɽʂʊʋɸʃʔʅɸ ɸɼɸʇʊʀɺʅɸ ɯʅʌʆʈʄɸʎɯʁʅɸ ʊɽʍʅʆʃʆɻɯʗ 

ɸɺʊʆʄɸʊʀʏʅʆɻʆ ʆʅʆɺʃɽʅʅʗ ʄʆɼɽʃɽʁ ɺʀʗɺʃɽʅʅʗ ɿɸɻʈʆɿ ɺ 

ʂʆʄʇôʖʊɽʈʅʀʍ ʉʀʉʊɽʄɸʍ 
 
ʈʦʟʛʣʷʥʫʪʦ ʧʨʠʢʣʘʜʥʽ ʘʩʧʝʢʪʠ ʨʦʟʨʦʙʢʠ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʘʜʘʧʪʠʚʥʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ 

ʪʝʭʥʦʣʦʛʽʾ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʘʚʪʦʤʘʪʠʯʥʝ ʦʥʦʚʣʝʥʥʷ ʤʦʜʝʣʝʡ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʫ ʢʦʤʧôʶʪʝʨʥʠʭ 

ʩʠʩʪʝʤʘʭ. ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʪʝʭʥʦʣʦʛʽʷ ʜʦʟʚʦʣʷʻ ʧʽʜʚʠʱʠʪʠ ʪʦʯʥʽʩʪʴ ʽ ʘʢʪʫʘʣʴʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ 

ʘʪʘʢ ʟʘ ʨʘʭʫʥʦʢ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʽʥʢʨʝʤʝʥʪʥʦʛʦ ʦʥʦʚʣʝʥʥʷ ʪʘ 

ʘʥʘʣʽʟʫ ʧʦʚʝʜʽʥʢʦʚʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ. ʉʠʩʪʝʤʘ ʘʜʘʧʪʫʻʪʴʩʷ ʜʦ ʥʦʚʠʭ ʪʠʧʽʚ ʟʘʛʨʦʟ ʙʝʟ ʫʯʘʩʪʽ 

ʢʦʨʠʩʪʫʚʘʯʘ, ʟʤʝʥʰʫʶʯʠ ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʦʧʦʟʠʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ. 

 

Applied aspects of intelligent adaptive information technology development for automatic 

threat detection model updating in computer systems are considered. The proposed technology 

improves the accuracy and relevance of attack detection through machine learning methods, 

incremental updates, and behavioral analysis. The system adapts to new types of threats without 

user intervention, reducing the number of false positives. 

 

ɿ ʨʦʟʚʠʪʢʦʤ ʢʽʙʝʨʟʘʛʨʦʟ ʪʘ ʫʩʢʣʘʜʥʝʥʥʷʤ ʾʭ ʩʪʨʫʢʪʫʨʠ ʪʨʘʜʠʮʽʡʥʽ ʩʠʩʪʝʤʠ 

ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʚʪʨʘʯʘʶʪʴ ʝʬʝʢʪʠʚʥʽʩʪʴ. ʎʝ ʟʫʤʦʚʣʶʻ ʧʦʪʨʝʙʫ ʚ ʘʜʘʧʪʠʚʥʠʭ 

ʪʝʭʥʦʣʦʛʽʷʭ, ʟʜʘʪʥʠʭ ʘʚʪʦʤʘʪʠʯʥʦ ʦʥʦʚʣʶʚʘʪʠ ʤʦʜʝʣʽ ʥʘ ʦʩʥʦʚʽ ʥʦʚʠʭ ʜʘʥʠʭ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʪʝʭʥʦʣʦʛʽʷ ʚʢʣʶʯʘʻ ʤʦʜʫʣʽ ʟʙʦʨʫ ʧʦʜʽʡ, ʢʣʘʩʠʬʽʢʘʮʽʾ, ʛʝʥʝʨʘʮʽʾ 

ʥʦʚʠʭ ʦʟʥʘʢ ʪʘ ʦʥʦʚʣʝʥʥʷ ʤʦʜʝʣʝʡ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʘʜʘʧʪʠʚʥʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ 

ʪʝʭʥʦʣʦʛʽʾ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʦʥʦʚʣʝʥʥʷ ʤʦʜʝʣʝʡ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ, ʷʢʘ ʟʘʙʝʟʧʝʯʫʻ 

ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʢʽʙʝʨʟʘʭʠʩʪʫ. 

ɼʣʷ ʜʦʩʷʛʥʝʥʥʷ ʧʦʩʪʘʚʣʝʥʦʾ ʤʝʪʠ ʙʫʣʦ ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʽʩʥʫʶʯʽ ʧʽʜʭʦʜʠ ʜʦ 

ʧʦʙʫʜʦʚʠ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ, ʟʦʢʨʝʤʘ ʩʠʛʥʘʪʫʨʥʽ, ʧʦʚʝʜʽʥʢʦʚʽ ʪʘ ʛʽʙʨʠʜʥʽ 

ʤʦʜʝʣʽ. ʆʩʥʦʚʥʠʤ ʥʝʜʦʣʽʢʦʤ ʙʽʣʴʰʦʩʪʽ ʟ ʥʠʭ ʻ ʩʪʘʪʠʯʥʽʩʪʴ ï ʤʦʜʝʣʽ ʥʝ ʦʥʦʚʣʶʶʪʴʩʷ 

ʘʚʪʦʤʘʪʠʯʥʦ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʚʪʨʘʪʠ ʘʢʪʫʘʣʴʥʦʩʪʽ ʪʘ ʟʥʠʞʝʥʥʷ ʪʦʯʥʦʩʪʽ 

ʚʠʷʚʣʝʥʥʷ. ɿʚʘʞʘʶʯʠ ʥʘ ʫʩʝ ʮʝ, ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʪʝʭʥʦʣʦʛʽʶ, ʷʢʘ ʜʦʟʚʦʣʷʻ 

ʟʜʽʡʩʥʶʚʘʪʠ ʘʚʪʦʤʘʪʠʯʥʝ ʦʥʦʚʣʝʥʥʷ ʤʦʜʝʣʝʡ ʥʘ ʦʩʥʦʚʽ ʥʦʚʠʭ ʜʘʥʠʭ, ʱʦ ʥʘʜʭʦʜʷʪʴ 

ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

ʂʣʶʯʦʚʠʤ ʝʣʝʤʝʥʪʦʤ ʪʝʭʥʦʣʦʛʽʾ ʻ ʤʝʭʘʥʽʟʤ ʦʮʽʥʢʠ ʨʝʣʝʚʘʥʪʥʦʩʪʽ ʥʦʚʠʭ 

ʦʟʥʘʢ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʚʢʣʶʯʝʥʽ ʜʦ ʤʦʜʝʣʽ. ʊʘʢʘ ʦʮʽʥʢʘ ʙʘʟʫʻʪʴʩʷ ʥʘ 
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ʽʥʬʦʨʤʘʮʽʡʥʦʤʫ ʧʨʠʨʦʩʪʽ ʪʘ ʩʢʣʘʜʥʦʩʪʽ ʽʥʪʝʛʨʘʮʽʾ ʦʟʥʘʢʠ. ʌʦʨʤʘʣʴʥʦ ʮʝ ʤʦʞʥʘ 

ʧʨʝʜʩʪʘʚʠʪʠ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

ὙὪὭ ,                                               (1) 

 

ʜʝ ὍὋὪ  ï ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʧʨʠʨʽʩʪ ʦʟʥʘʢʠ Ὢ, ʱʦ ʭʘʨʘʢʪʝʨʠʟʫʻ ʾʾ ʚʥʝʩʦʢ ʫ 

ʧʦʢʨʘʱʝʥʥʷ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʘ ὅὪ  ï ʩʢʣʘʜʥʽʩʪʴ ʾʾ ʽʥʪʝʛʨʘʮʽʾ ʚ ʽʩʥʫʶʯʫ ʤʦʜʝʣʴ 

(ʥʘʧʨʠʢʣʘʜ, ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʚʠʪʨʘʪʠ, ʢʦʥʬʣʽʢʪʠ ʟ ʧʦʪʦʯʥʠʤʠ ʧʨʘʚʠʣʘʤʠ ʪʦʱʦ). 

ɿʘʛʘʣʴʥʫ ʘʨʭʽʪʝʢʪʫʨʫ ʜʘʥʦʾ ʤʦʜʝʣʽ ʤʦʞʥʘ ʧʨʝʜʩʪʘʚʠʪʠ ʚʽʟʫʘʣʴʥʦ (ʨʠʩ. 1). 

 

 
ʈʠʩʫʥʦʢ 1 ï ɸʨʭʽʪʝʢʪʫʨʘ ʘʜʘʧʪʠʚʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʦʥʦʚʣʝʥʥʷ ʤʦʜʝʣʝʡ 
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ɯʩʥʫʻ ʙʝʟʣʽʯ ʩʧʦʩʦʙʽʚ ʘʜʘʧʪʫʚʘʪʠ ʤʦʜʝʣʴ ʪʘ ʥʘʚʯʠʪʠ ʾʾ, ʚʘʣʝ ʙʫʣʦ 

ʚʠʦʢʨʝʤʣʝʥʦ ʣʠʰʝ ʜʝʢʽʣʴʢʘ ʥʘʡʙʽʣʴʰ ʜʽʻʚʠʭ ʩʧʦʩʦʙʽʚ, ʷʢʽ ʧʦʢʘʞʫʪʴ ʢʨʘʱʠʡ 

ʨʝʟʫʣʴʪʘʪ (ʪʘʙʣʠʮʷ 1).  

 

ʊʘʙʣʠʮʷ 1 ï ʇʽʜʭʦʜʠ ʜʦ ʘʜʘʧʪʘʮʽʾ ʤʦʜʝʣʝʡ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ 

ʇʽʜʭʽʜ ʆʧʠʩ 

ɯʥʢʨʝʤʝʥʪʥʝ 

ʥʘʚʯʘʥʥʷ 

ʆʥʦʚʣʝʥʥʷ ʤʦʜʝʣʽ ʙʝʟ ʧʦʚʥʦʛʦ 

ʧʝʨʝʥʘʚʯʘʥʥʷ, ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʥʦʚʠʭ ʜʘʥʠʭ 

ʇʦʚʝʜʽʥʢʦʚʘ 

ʢʣʘʩʠʬʽʢʘʮʽʷ 

ɺʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʥʘ ʦʩʥʦʚʽ ʧʨʦʬʽʣʶ 

ʢʦʨʠʩʪʫʚʘʯʘ ʪʘ ʩʠʩʪʝʤʥʦʾ ʘʢʪʠʚʥʦʩʪʽ 

ɻʝʥʝʨʘʮʽʷ ʦʟʥʘʢ 

ɸʚʪʦʤʘʪʠʯʥʝ ʩʪʚʦʨʝʥʥʷ ʥʦʚʠʭ ʧʘʨʘʤʝʪʨʽʚ 

ʜʣʷ ʤʦʜʝʣʽ ʥʘ ʦʩʥʦʚʽ ʩʪʘʪʠʩʪʠʢʠ ʪʘ 

ʢʦʥʪʝʢʩʪʫ 

 

ɿʘʧʨʦʧʦʥʦʚʘʥʽ ʧʽʜʭʦʜʠ ʜʦ ʘʜʘʧʪʘʮʽʾ ʤʦʜʝʣʝʡ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʜʦʟʚʦʣʷʶʪʴ 

ʟʘʙʝʟʧʝʯʠʪʠ ʛʥʫʯʢʽʩʪʴ ʪʘ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʩʠʩʪʝʤʠ ʚ ʫʤʦʚʘʭ ʟʤʽʥʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. 

ɯʥʢʨʝʤʝʥʪʥʝ ʥʘʚʯʘʥʥʷ ʜʘʻ ʟʤʦʛʫ ʦʥʦʚʣʶʚʘʪʠ ʢʣʘʩʠʬʽʢʘʪʦʨʠ ʙʝʟ ʧʦʚʥʦʛʦ 

ʧʝʨʝʥʘʚʯʘʥʥʷ, ʱʦ ʩʫʪʪʻʚʦ ʟʥʠʞʫʻ ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʚʠʪʨʘʪʠ ʪʘ ʯʘʩ ʨʝʘʢʮʽʾ ʥʘ ʥʦʚʽ ʪʠʧʠ 

ʘʪʘʢ. ʇʦʚʝʜʽʥʢʦʚʘ ʢʣʘʩʠʬʽʢʘʮʽʷ, ʫ ʩʚʦʶ ʯʝʨʛʫ, ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ, ʷʢʽ ʥʝ 

ʤʘʶʪʴ ʯʽʪʢʠʭ ʩʠʛʥʘʪʫʨ, ʰʣʷʭʦʤ ʘʥʘʣʽʟʫ ʚʽʜʭʠʣʝʥʴ ʚʽʜ ʪʠʧʦʚʠʭ ʧʨʦʬʽʣʽʚ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʘʙʦ ʩʠʩʪʝʤ. 

ʆʩʦʙʣʠʚʫ ʫʚʘʛʫ ʧʨʠʜʽʣʝʥʦ ʛʝʥʝʨʘʮʽʾ ʥʦʚʠʭ ʦʟʥʘʢ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʷʢ 

ʩʪʘʪʠʩʪʠʯʥʠʤʠ (ʥʘʧʨʠʢʣʘʜ, ʯʘʩʪʦʪʘ ʜʦʩʪʫʧʫ ʜʦ ʧʝʚʥʠʭ ʨʝʩʫʨʩʽʚ), ʪʘʢ ʽ ʢʦʥʪʝʢʩʪʥʠʤʠ 

(ʥʘʧʨʠʢʣʘʜ, ʚʟʘʻʤʦʟʚôʷʟʦʢ ʤʽʞ ʧʦʜʽʷʤʠ ʫ ʯʘʩʦʚʦʤʫ ʽʥʪʝʨʚʘʣʽ). ɼʣʷ ʦʮʽʥʢʠ 

ʜʦʮʽʣʴʥʦʩʪʽ ʚʢʣʶʯʝʥʥʷ ʪʘʢʠʭ ʦʟʥʘʢ ʜʦ ʤʦʜʝʣʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʤʝʭʘʥʽʟʤ 

ʨʝʣʝʚʘʥʪʥʦʩʪʽ, ʱʦ ʚʨʘʭʦʚʫʻ ʷʢ ʾʭ ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʚʥʝʩʦʢ, ʪʘʢ ʽ ʩʢʣʘʜʥʽʩʪʴ ʽʥʪʝʛʨʘʮʽʾ. 

ʂʨʽʤ ʪʦʛʦ, ʪʝʭʥʦʣʦʛʽʷ ʧʝʨʝʜʙʘʯʘʻ ʘʚʪʦʤʘʪʠʯʥʝ ʬʦʨʤʫʚʘʥʥʷ ʧʨʘʚʠʣ ʥʘ 

ʦʩʥʦʚʽ ʚʠʷʚʣʝʥʠʭ ʟʘʢʦʥʦʤʽʨʥʦʩʪʝʡ, ʱʦ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʽ ʩʘʤʦʩʪʽʡʥʦ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ 

ʥʦʚʠʭ ʟʘʛʨʦʟ ʙʝʟ ʫʯʘʩʪʽ ʝʢʩʧʝʨʪʘ. ʎʝ ʚʽʜʢʨʠʚʘʻ ʧʝʨʩʧʝʢʪʠʚʠ ʜʣʷ ʧʦʙʫʜʦʚʠ 

ʩʘʤʦʥʘʚʯʘʣʴʥʠʭ ʩʠʩʪʝʤ ʢʽʙʝʨʟʘʭʠʩʪʫ, ʟʜʘʪʥʠʭ ʝʬʝʢʪʠʚʥʦ ʬʫʥʢʮʽʦʥʫʚʘʪʠ ʚ ʫʤʦʚʘʭ 

ʦʙʤʝʞʝʥʦʛʦ ʣʶʜʩʴʢʦʛʦ ʨʝʩʫʨʩʫ. 

ʆʪʞʝ, ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʪʝʭʥʦʣʦʛʽʷ ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ ʧʨʦʮʝʩ 

ʦʥʦʚʣʝʥʥʷ ʤʦʜʝʣʝʡ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʘʜʘʧʪʘʮʽʶ ʜʦ ʥʦʚʠʭ ʫʤʦʚ ʪʘ 

ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʢʽʙʝʨʟʘʭʠʩʪʫ. ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʩʧʨʷʤʦʚʘʥʽ ʥʘ 

ʽʥʪʝʛʨʘʮʽʶ ʪʝʭʥʦʣʦʛʽʾ ʚ ʧʨʦʤʠʩʣʦʚʽ ʧʨʦʛʨʘʤʥʽ ʢʦʤʧʣʝʢʩʠ, ʨʦʟʰʠʨʝʥʥʷ ʾʾ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʪʘ ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ ʜʣʷ ʚʝʣʠʢʠʭ ʢʦʨʧʦʨʘʪʠʚʥʠʭ 

ʤʝʨʝʞ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ɺʀʗɺʃɽʅʅʗ ʐɸʍʈɸʁʉʔʂʀʍ ɹɸʅʂɯɺʉʔʂʀʍ ʆʇɽʈɸʎɯʁ ɿ 

ɺʀʂʆʈʀʉʊɸʅʅʗʄ ʄɸʐʀʅʅʆɻʆ ʅɸɺʏɸʅʅʗ 
 
ʈʦʟʛʣʷʥʫʪʦ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʴʢʠʭ ʙʘʥʢʽʚʩʴʢʠʭ ʦʧʝʨʘʮʽʡ 

ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʘʣʛʦʨʠʪʤʫ ʚʠʧʘʜʢʦʚʦʛʦ ʣʽʩʫ ʪʘ ʪʝʭʥʽʢʠ ʙʘʣʘʥʩʫʚʘʥʥʷ ʢʣʘʩʽʚ SMOTE. 
ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʧʦʻʜʥʫʻ ʘʥʩʘʤʙʣʝʚʝ ʥʘʚʯʘʥʥʷ ʟ ʧʦʧʝʨʝʜʥʴʦʶ ʦʙʨʦʙʢʦʶ ʜʘʥʠʭ ʪʘ 
ʛʝʥʝʨʘʮʽʻʶ ʩʠʥʪʝʪʠʯʥʠʭ ʟʨʘʟʢʽʚ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʧʨʦʙʣʝʤʠ ʥʝʟʙʘʣʘʥʩʦʚʘʥʦʩʪʽ ʢʣʘʩʽʚ. 

 
A method for automated detection of fraudulent banking operations using Random Forest 

algorithm and SMOTE class balancing technique is considered. The proposed architecture 
combines ensemble learning with data preprocessing and synthetic sample generation to address 
class imbalance problem. 

 

ɺʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʴʢʠʭ ʙʘʥʢʽʚʩʴʢʠʭ ʦʧʝʨʘʮʽʡ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦʶ 
ʟʘʜʘʯʝʶ ʜʣʷ ʬʽʥʘʥʩʦʚʠʭ ʫʩʪʘʥʦʚ, ʷʢʽ ʱʦʨʽʯʥʦ ʚʪʨʘʯʘʶʪʴ ʤʽʣʴʷʨʜʠ ʜʦʣʘʨʽʚ ʯʝʨʝʟ 
ʬʨʦʜʦʚʽ ʪʨʘʥʟʘʢʮʽʾ [1-3]. ʊʨʘʜʠʮʽʡʥʽ ʧʽʜʭʦʜʠ, ʱʦ ʙʘʟʫʶʪʴʩʷ ʥʘ ʨʫʯʥʦʤʫ ʘʥʘʣʽʟʽ ʪʘ 
ʩʪʘʪʠʯʥʠʭ ʧʨʘʚʠʣʘʭ, ʥʝ ʩʧʨʘʚʣʷʶʪʴʩʷ ʟ ʚʝʣʠʢʠʤʠ ʦʙʩʷʛʘʤʠ ʪʨʘʥʟʘʢʮʽʡ ʪʘ ʝʚʦʣʶʮʽʻʶ 
ʤʝʪʦʜʽʚ ʰʘʭʨʘʡʩʪʚʘ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʻ 
ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ ʧʨʦʮʝʩ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʪʚʘ ʪʘ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʥʦʚʠʭ ʧʘʪʝʨʥʽʚ 
ʬʨʦʜʦʚʦʾ ʘʢʪʠʚʥʦʩʪʽ. ʉʫʯʘʩʥʽ ʜʦʩʣʽʜʞʝʥʥʷ ʚ ʦʙʣʘʩʪʽ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ 
ʜʝʤʦʥʩʪʨʫʶʪʴ ʝʬʝʢʪʠʚʥʽʩʪʴ ʘʜʘʧʪʠʚʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʩʢʣʘʜʥʠʭ 
ʧʘʪʝʨʥʽʚ ʫ ʨʽʟʥʠʭ ʟʘʩʪʦʩʫʚʘʥʥʷʭ [4-6]. ɿʦʢʨʝʤʘ, ʤʝʪʦʜʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ 
ʫʩʧʽʰʥʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʘʥʘʣʽʟʫ ʧʦʚʝʜʽʥʢʦʚʠʭ ʦʟʥʘʢ [7, 8] ʪʘ ʦʧʪʠʤʽʟʘʮʽʾ 
ʧʨʦʮʝʩʽʚ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ [9-11]. ʇʦʷʩʥʶʚʘʥʝ ʛʣʠʙʦʢʝ ʥʘʚʯʘʥʥʷ ʟʘʙʝʟʧʝʯʫʻ 
ʽʥʪʝʨʧʨʝʪʘʮʽʶ ʨʝʟʫʣʴʪʘʪʽʚ ʤʦʜʝʣʝʡ [12], ʱʦ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʜʣʷ ʬʽʥʘʥʩʦʚʦʛʦ 
ʩʝʢʪʦʨʫ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʤʝʪʦʜʫ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʴʢʠʭ 
ʦʧʝʨʘʮʽʡ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʧʨʠ ʨʦʙʦʪʽ ʟ ʥʝʟʙʘʣʘʥʩʦʚʘʥʠʤʠ ʜʘʥʠʤʠ 
ʪʘ ʤʦʞʝ ʧʨʘʮʶʚʘʪʠ ʚ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ ʜʣʷ ʟʘʭʠʩʪʫ ʬʽʥʘʥʩʦʚʠʭ ʩʠʩʪʝʤ ʚʽʜ 
ʬʨʦʜʦʚʠʭ ʘʪʘʢ. 

ʈʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʙʘʟʫʻʪʴʩʷ ʥʘ ʧʨʠʧʫʱʝʥʥʽ, ʱʦ ʰʘʭʨʘʡʩʴʢʽ ʦʧʝʨʘʮʽʾ 
ʤʘʶʪʴ ʩʧʝʮʠʬʽʯʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʪʘ ʧʘʪʝʨʥʠ ʧʦʚʝʜʽʥʢʠ, ʷʢʽ ʚʽʜʨʽʟʥʷʶʪʴ ʾʭ ʚʽʜ 
ʣʝʛʘʣʴʥʠʭ ʪʨʘʥʟʘʢʮʽʡ. ʎʽ ʚʽʜʤʽʥʥʦʩʪʽ ʧʨʦʷʚʣʷʶʪʴʩʷ ʫ ʪʘʢʠʭ ʘʩʧʝʢʪʘʭ ʷʢ ʩʫʤʘ 
ʦʧʝʨʘʮʽʾ, ʯʘʩ ʟʜʽʡʩʥʝʥʥʷ, ʛʝʦʛʨʘʬʽʯʥʝ ʨʦʟʪʘʰʫʚʘʥʥʷ, ʢʽʣʴʢʽʩʪʴ ʩʧʨʦʙ ʚʭʦʜʫ ʚ 
ʩʠʩʪʝʤʫ ʪʘ ʟʤʽʥʘ ʪʝʭʥʽʯʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʜʦʩʪʫʧʫ. ʆʩʥʦʚʥʘ ʽʜʝʷ ʤʝʪʦʜʫ ʧʦʣʷʛʘʻ ʫ 
ʥʘʚʯʘʥʥʽ ʤʦʜʝʣʽ ʥʘ ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ ʟ ʧʦʜʘʣʴʰʠʤ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ 
ʥʦʚʠʭ ʦʧʝʨʘʮʽʡ. 

ʄʝʪʦʜ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʰʝʩʪʠ ʧʦʩʣʽʜʦʚʥʠʭ ʝʪʘʧʽʚ, ʧʦʢʘʟʘʥʠʭ ʥʘ ʨʠʩʫʥʢʫ 1.  
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ʈʠʩʫʥʦʢ 1 ï ɿʘʛʘʣʴʥʘ ʩʭʝʤʘ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʴʢʠʭ ʦʧʝʨʘʮʽʡ 
 
ʇʝʨʰʠʡ ʝʪʘʧ ʚʢʣʶʯʘʻ ʟʘʚʘʥʪʘʞʝʥʥʷ ʪʘ ʘʥʘʣʽʟ ʚʭʽʜʥʠʭ ʜʘʥʠʭ, ʜʝ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʦʟʥʘʡʦʤʣʝʥʥʷ ʟʽ ʩʪʨʫʢʪʫʨʦʶ ʜʘʪʘʩʝʪʫ ʪʘ ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ 
ʧʨʦʙʣʝʤ. ɼʨʫʛʠʡ ʝʪʘʧ ʧʨʠʩʚʷʯʝʥʦ ʧʦʧʝʨʝʜʥʽʡ ʦʙʨʦʙʮʽ ʜʘʥʠʭ, ʱʦ ʚʢʣʶʯʘʻ 
ʥʦʨʤʘʣʽʟʘʮʽʶ, ʢʦʜʫʚʘʥʥʷ ʟʤʽʥʥʠʭ ʪʘ ʦʙʨʦʙʢʫ ʧʨʦʧʫʱʝʥʠʭ ʟʥʘʯʝʥʴ. ʊʨʝʪʽʡ ʝʪʘʧ 
ʧʝʨʝʜʙʘʯʘʻ ʛʝʥʝʨʘʮʽʶ ʤʽʪʦʢ ʢʣʘʩʽʚ ʥʘ ʦʩʥʦʚʽ ʩʠʩʪʝʤʠ ʧʨʘʚʠʣ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 
ʏʝʪʚʝʨʪʠʡ ʝʪʘʧ ʟʘʩʪʦʩʦʚʫʻ ʪʝʭʥʽʢʫ SMOTE ʜʣʷ ʙʘʣʘʥʩʫʚʘʥʥʷ ʢʣʘʩʽʚ ʫ ʥʘʚʯʘʣʴʥʽʡ 
ʚʠʙʽʨʮʽ. ʇ'ʷʪʠʡ ʝʪʘʧ ʚʠʢʦʥʫʻ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʚʠʧʘʜʢʦʚʦʛʦ ʣʽʩʫ ʥʘ ʧʽʜʛʦʪʦʚʣʝʥʠʭ 
ʜʘʥʠʭ. ʐʦʩʪʠʡ ʝʪʘʧ ʟʜʽʡʩʥʶʻ ʢʣʘʩʠʬʽʢʘʮʽʶ ʥʦʚʠʭ ʪʨʘʥʟʘʢʮʽʡ ʟ ʚʠʟʥʘʯʝʥʥʷʤ 
ʡʤʦʚʽʨʥʦʩʪʽ ʰʘʭʨʘʡʩʪʚʘ. 

ʂʣʶʯʦʚʦʶ ʦʩʦʙʣʠʚʽʩʪʶ ʤʝʪʦʜʫ ʻ ʡʦʛʦ ʤʦʜʫʣʴʥʘ ʩʪʨʫʢʪʫʨʘ, ʱʦ ʜʦʟʚʦʣʷʻ 
ʥʝʟʘʣʝʞʥʦ ʟʤʽʥʶʚʘʪʠ ʦʢʨʝʤʽ ʢʦʤʧʦʥʝʥʪʠ ʙʝʟ ʧʝʨʝʙʫʜʦʚʠ ʚʩʽʻʾ ʩʠʩʪʝʤʠ. ʊʘʢʘ 
ʘʨʭʽʪʝʢʪʫʨʘ ʟʘʙʝʟʧʝʯʫʻ ʛʥʫʯʢʽʩʪʴ ʫ ʥʘʣʘʰʪʫʚʘʥʥʽ ʧʘʨʘʤʝʪʨʽʚ ʪʘ ʤʦʞʣʠʚʽʩʪʴ 
ʘʜʘʧʪʘʮʽʾ ʜʦ ʩʧʝʮʠʬʽʯʥʠʭ ʚʠʤʦʛ ʨʽʟʥʠʭ ʙʘʥʢʽʚʩʴʢʠʭ ʫʩʪʘʥʦʚ. 

ʇʦʯʘʪʢʦʚʠʡ ʜʘʪʘʩʝʪ ʤʽʩʪʠʪʴ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʙʘʥʢʽʚʩʴʢʽ ʪʨʘʥʟʘʢʮʽʾ ʟ ʪʘʢʠʤʠ 
ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ: ʩʫʤʘ ʦʧʝʨʘʮʽʾ, ʪʠʧ ʨʘʭʫʥʢʫ, ʯʘʩ ʟʜʽʡʩʥʝʥʥʷ, ʛʝʦʛʨʘʬʽʯʥʝ 
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ʨʦʟʪʘʰʫʚʘʥʥʷ, IP-ʘʜʨʝʩʘ, ʽʜʝʥʪʠʬʽʢʘʪʦʨ ʧʨʠʩʪʨʦʶ, ʢʽʣʴʢʽʩʪʴ ʩʧʨʦʙ ʚʭʦʜʫ, ʪʨʠʚʘʣʽʩʪʴ 
ʚʠʢʦʥʘʥʥʷ ʪʘ ʩʪʘʥ ʙʘʣʘʥʩʫ. ʂʦʞʥʘ ʪʨʘʥʟʘʢʮʽʷ ʦʧʠʩʫʻʪʴʩʷ ʥʘʙʦʨʦʤ ʯʠʩʣʦʚʠʭ ʪʘ 
ʢʘʪʝʛʦʨʽʘʣʴʥʠʭ ʦʟʥʘʢ, ʷʢʽ ʧʦʪʨʝʙʫʶʪʴ ʩʧʝʮʽʘʣʴʥʦʾ ʦʙʨʦʙʢʠ ʧʝʨʝʜ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʫ 
ʤʦʜʝʣʽ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. 

ʆʩʦʙʣʠʚʽʩʪʶ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʦʛʦ ʜʘʪʘʩʝʪʫ ʻ ʚʽʜʩʫʪʥʽʩʪʴ ʛʦʪʦʚʠʭ ʤʽʪʦʢ 
ʢʣʘʩʽʚ, ʱʦ ʚʠʤʘʛʘʻ ʾʭ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ. ʈʦʟʨʦʙʣʝʥʦ ʩʠʩʪʝʤʫ ʟ ʚʦʩʴʤʠ 
ʢʨʠʪʝʨʽʾʚ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʧʽʜʦʟʨʽʣʠʭ ʪʨʘʥʟʘʢʮʽʡ, ʧʨʝʜʩʪʘʚʣʝʥʫ ʚ ʪʘʙʣʠʮʽ 1. ʇʝʨʰʠʡ 
ʢʨʠʪʝʨʽʡ ʘʥʘʣʽʟʫʻ ʢʽʣʴʢʽʩʪʴ ʩʧʨʦʙ ʚʭʦʜʫ ʚ ʩʠʩʪʝʤʫ, ʜʝ ʟʥʘʯʝʥʥʷ ʙʽʣʴʰʝ ʪʨʴʦʭ ʩʧʨʦʙ 
ʦʪʨʠʤʫʻ ʦʜʠʥ ʙʘʣ ʧʽʜʦʟʨʽʣʦʩʪʽ. ɼʨʫʛʠʡ ʢʨʠʪʝʨʽʡ ʦʮʽʥʶʻ ʥʝʟʚʠʯʘʡʥʽʩʪʴ ʩʫʤʠ ʦʧʝʨʘʮʽʾ 
ʰʣʷʭʦʤ ʧʦʨʽʚʥʷʥʥʷ ʟ ʽʩʪʦʨʠʯʥʠʤʠ ʜʘʥʠʤʠ ʨʘʭʫʥʢʫ, ʧʨʠʩʚʦʶʶʯʠ ʙʘʣ ʪʨʘʥʟʘʢʮʽʷʤ, 
ʱʦ ʧʝʨʝʚʠʱʫʶʪʴ ʩʝʨʝʜʥʻ ʟʥʘʯʝʥʥʷ ʙʽʣʴʰ ʥʽʞ ʥʘ ʜʚʘ ʩʪʘʥʜʘʨʪʥʠʭ ʚʽʜʭʠʣʝʥʥʷ. 

 
ʊʘʙʣʠʮʷ 1 ï ʂʨʠʪʝʨʽʾ ʚʠʟʥʘʯʝʥʥʷ ʰʘʭʨʘʡʩʴʢʠʭ ʦʧʝʨʘʮʽʡ 

ʂʨʠʪʝʨʽʡ ʋʤʦʚʘ ʘʥʦʤʘʣʽʾ ɹʘʣʠ 

ʉʧʨʦʙʠ ʚʭʦʜʫ ɹʽʣʴʰʝ 3 ʩʧʨʦʙ 1 

ʅʝʟʚʠʯʘʡʥʘ ʩʫʤʘ ʇʝʨʝʚʠʱʫʻ ɛ + 2ů ʚʽʜ ʽʩʪʦʨʽʾ 1 

ʏʘʩʦʚʠʡ ʽʥʪʝʨʚʘʣ ʄʝʥʰʝ 1 ʭʚʠʣʠʥʠ ʤʽʞ ʦʧʝʨʘʮʽʷʤʠ 1 

ɻʝʦʛʨʘʬʽʯʥʘ ʘʥʦʤʘʣʽʷ ʌʽʟʠʯʥʦ ʥʝʤʦʞʣʠʚʝ ʧʝʨʝʤʽʱʝʥʥʷ 1 

ɿʤʽʥʘ IP-ʘʜʨʝʩʠ ʅʦʚʘ, ʨʘʥʽʰʝ ʥʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʘ 1 

ɿʤʽʥʘ ʧʨʠʩʪʨʦʶ ʅʦʚʠʡ ʽʜʝʥʪʠʬʽʢʘʪʦʨ 1 

ʊʨʠʚʘʣʽʩʪʴ ʦʧʝʨʘʮʽʾ ʄʝʥʰʝ 5 ʩʝʢʫʥʜ ʘʙʦ ʙʽʣʴʰʝ 2 ʭʚʠʣʠʥ 1 

ɿʤʽʥʘ ʙʘʣʘʥʩʫ ɿʤʝʥʰʝʥʥʷ ʧʦʥʘʜ 80% ʘʙʦ ʚʽʜ'ʻʤʥʠʡ 1 

 
ʊʨʝʪʽʡ ʢʨʠʪʝʨʽʡ ʧʝʨʝʚʽʨʷʻ ʯʘʩʦʚʠʡ ʽʥʪʝʨʚʘʣ ʤʽʞ ʧʦʩʣʽʜʦʚʥʠʤʠ ʪʨʘʥʟʘʢʮʽʷʤʠ 

ʦʜʥʦʛʦ ʨʘʭʫʥʢʫ, ʜʝ ʽʥʪʝʨʚʘʣ ʤʝʥʰʝ ʦʜʥʽʻʾ ʭʚʠʣʠʥʠ ʚʢʘʟʫʻ ʥʘ ʤʦʞʣʠʚʫ 
ʘʚʪʦʤʘʪʠʟʦʚʘʥʫ ʘʪʘʢʫ. ʏʝʪʚʝʨʪʠʡ ʢʨʠʪʝʨʽʡ ʘʥʘʣʽʟʫʻ ʛʝʦʛʨʘʬʽʯʥʫ ʢʦʥʩʠʩʪʝʥʪʥʽʩʪʴ, 
ʚʠʷʚʣʷʶʯʠ ʬʽʟʠʯʥʦ ʥʝʤʦʞʣʠʚʽ ʧʝʨʝʤʽʱʝʥʥʷ ʢʦʨʠʩʪʫʚʘʯʘ ʤʽʞ ʣʦʢʘʮʽʷʤʠ ʟʘ 
ʢʦʨʦʪʢʠʡ ʧʨʦʤʽʞʦʢ ʯʘʩʫ. ʇ'ʷʪʠʡ ʪʘ ʰʦʩʪʠʡ ʢʨʠʪʝʨʽʾ ʚʽʜʩʪʝʞʫʶʪʴ ʟʤʽʥʠ ʪʝʭʥʽʯʥʠʭ 
ʧʘʨʘʤʝʪʨʽʚ ʜʦʩʪʫʧʫ, ʪʘʢʠʭ ʷʢ IP-ʘʜʨʝʩʘ ʪʘ ʽʜʝʥʪʠʬʽʢʘʪʦʨ ʧʨʠʩʪʨʦʶ, ʱʦ ʤʦʞʫʪʴ 
ʩʚʽʜʯʠʪʠ ʧʨʦ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ ʜʦ ʨʘʭʫʥʢʫ. 

ʉʴʦʤʠʡ ʢʨʠʪʝʨʽʡ ʦʮʽʥʶʻ ʪʨʠʚʘʣʽʩʪʴ ʚʠʢʦʥʘʥʥʷ ʪʨʘʥʟʘʢʮʽʾ, ʜʝ ʥʘʜʪʦ ʰʚʠʜʢʽ 
ʦʧʝʨʘʮʽʾ ʤʝʥʰʝ ʧ'ʷʪʠ ʩʝʢʫʥʜ ʤʦʞʫʪʴ ʚʢʘʟʫʚʘʪʠ ʥʘ ʘʚʪʦʤʘʪʠʟʦʚʘʥʽ ʩʢʨʠʧʪʠ, ʘ ʟʘʥʘʜʪʦ 
ʪʨʠʚʘʣʽ ʦʧʝʨʘʮʽʾ ʙʽʣʴʰʝ ʜʚʦʭ ʭʚʠʣʠʥ ʤʦʞʫʪʴ ʙʫʪʠ ʦʟʥʘʢʦʶ ʧʨʦʙʣʝʤ ʟ ʣʝʛʽʪʠʤʥʽʩʪʶ. 
ɺʦʩʴʤʠʡ ʢʨʠʪʝʨʽʡ ʘʥʘʣʽʟʫʻ ʩʪʘʥ ʙʘʣʘʥʩʫ ʧʽʩʣʷ ʪʨʘʥʟʘʢʮʽʾ, ʜʝ ʨʽʟʢʝ ʟʤʝʥʰʝʥʥʷ ʙʽʣʴʰ 
ʥʽʞ ʥʘ ʚʽʩʽʤʜʝʩʷʪ ʚʽʜʩʦʪʢʽʚ ʘʙʦ ʚʽʜ'ʻʤʥʠʡ ʙʘʣʘʥʩ ʚʢʘʟʫʶʪʴ ʥʘ ʩʧʨʦʙʫ ʤʘʢʩʠʤʘʣʴʥʦ 
ʚʠʚʝʩʪʠ ʢʦʰʪʠ. 

ʌʽʥʘʣʴʥʘ ʤʽʪʢʘ ʢʣʘʩʫ ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʩʫʤʘʨʥʦʛʦ ʙʘʣʫ ʧʽʜʦʟʨʽʣʦʩʪʽ. 
ʊʨʘʥʟʘʢʮʽʾ, ʷʢʽ ʥʘʙʠʨʘʶʪʴ ʪʨʠ ʘʙʦ ʙʽʣʴʰʝ ʙʘʣʽʚ ʟ ʚʦʩʴʤʠ ʤʦʞʣʠʚʠʭ, ʢʣʘʩʠʬʽʢʫʶʪʴʩʷ 
ʷʢ ʰʘʭʨʘʡʩʴʢʽ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʫʥʠʢʥʫʪʠ ʧʦʤʠʣʢʦʚʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʦʧʝʨʘʮʽʡ ʟ 
ʣʠʰʝ ʦʜʥʽʻʶ ʥʝʟʚʠʯʥʦʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢʦʶ ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʨʝʘʣʽʩʪʠʯʥʝ 
ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʢʣʘʩʽʚ ʥʘ ʨʽʚʥʽ ʦʜʥʦʛʦ-ʧ'ʷʪʠ ʚʽʜʩʦʪʢʽʚ ʰʘʭʨʘʡʩʴʢʠʭ ʦʧʝʨʘʮʽʡ ʚʽʜ 
ʟʘʛʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ. 

ɼʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʙʘʥʢʽʚʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ ʦʙʨʘʥʦ ʘʣʛʦʨʠʪʤ ʚʠʧʘʜʢʦʚʦʛʦ 
ʣʽʩʫ, ʷʢʠʡ ʻ ʘʥʩʘʤʙʣʝʚʠʤ ʤʝʪʦʜʦʤ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. ɺʠʙʽʨ ʮʴʦʛʦ ʘʣʛʦʨʠʪʤʫ 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025  148 

ʦʙʫʤʦʚʣʝʥʠʡ ʜʝʢʽʣʴʢʦʤʘ ʚʘʞʣʠʚʠʤʠ ʬʘʢʪʦʨʘʤʠ. ʇʦ-ʧʝʨʰʝ, ʚʠʧʘʜʢʦʚʠʡ ʣʽʩ 
ʜʝʤʦʥʩʪʨʫʻ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘ ʨʽʟʥʠʭ ʪʠʧʘʭ ʜʘʥʠʭ ʪʘ ʜʦʙʨʝ 
ʩʧʨʘʚʣʷʻʪʴʩʷ ʟ ʟʘʜʘʯʘʤʠ, ʜʝ ʧʨʠʩʫʪʥʷ ʚʝʣʠʢʘ ʢʽʣʴʢʽʩʪʴ ʦʟʥʘʢ. ʇʦ-ʜʨʫʛʝ, ʘʣʛʦʨʠʪʤ ʻ 
ʩʪʽʡʢʠʤ ʜʦ ʧʝʨʝʥʘʚʯʘʥʥʷ ʟʘʚʜʷʢʠ ʩʚʦʾʡ ʘʥʩʘʤʙʣʝʚʽʡ ʧʨʠʨʦʜʽ, ʜʝ ʧʦʤʠʣʢʠ ʦʢʨʝʤʠʭ 
ʜʝʨʝʚ ʢʦʤʧʝʥʩʫʶʪʴʩʷ ʧʨʘʚʠʣʴʥʠʤʠ ʧʝʨʝʜʙʘʯʝʥʥʷʤʠ ʽʥʰʠʭ. ʇʦ-ʪʨʝʪʻ, ʚʠʧʘʜʢʦʚʠʡ 
ʣʽʩ ʤʦʞʝ ʧʨʘʮʶʚʘʪʠ ʟ ʜʘʥʠʤʠ, ʷʢʽ ʤʽʩʪʷʪʴ ʷʢ ʯʠʩʣʦʚʽ, ʪʘʢ ʽ ʢʘʪʝʛʦʨʽʘʣʴʥʽ ʦʟʥʘʢʠ, ʱʦ 
ʻ ʚʘʞʣʠʚʠʤ ʜʣʷ ʙʘʥʢʽʚʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ. 

 

 
ʈʠʩʫʥʦʢ 2 ï ɸʨʭʽʪʝʢʪʫʨʘ ʤʦʜʝʣʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʨʘʥʟʘʢʮʽʡ 

 
ɸʨʭʽʪʝʢʪʫʨʘ ʚʠʧʘʜʢʦʚʦʛʦ ʣʽʩʫ ʙʘʟʫʻʪʴʩʷ ʥʘ ʧʦʙʫʜʦʚʽ ʤʥʦʞʠʥʠ ʜʝʨʝʚ 

ʨʽʰʝʥʴ, ʢʦʞʥʝ ʟ ʷʢʠʭ ʥʘʚʯʘʻʪʴʩʷ ʥʘ ʚʠʧʘʜʢʦʚʽʡ ʧʽʜʚʠʙʽʨʮʽ ʚʭʽʜʥʠʭ ʜʘʥʠʭ. ʇʨʦʮʝʩ 
ʧʦʯʠʥʘʻʪʴʩʷ ʟʽ ʩʪʚʦʨʝʥʥʷ ʥʘʚʯʘʣʴʥʠʭ ʧʽʜʚʠʙʽʨʦʢ ʤʝʪʦʜʦʤ ʙʫʪʩʪʨʝʧʫ, ʷʢʠʡ ʧʦʣʷʛʘʻ ʫ 
ʚʠʧʘʜʢʦʚʦʤʫ ʚʽʜʙʦʨʽ ʟʨʘʟʢʽʚ ʟ ʧʦʚʝʨʥʝʥʥʷʤ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʦʜʠʥ ʽ ʪʦʡ ʩʘʤʠʡ ʟʨʘʟʦʢ 
ʤʦʞʝ ʧʦʪʨʘʧʠʪʠ ʫ ʚʠʙʽʨʢʫ ʜʝʢʽʣʴʢʘ ʨʘʟʽʚ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʨʽʟʥʦʤʘʥʽʪʥʽʩʪʴ ʥʘʚʯʘʣʴʥʠʭ 
ʜʘʥʠʭ ʜʣʷ ʢʦʞʥʦʛʦ ʜʝʨʝʚʘ. 

ʄʦʜʝʣʴ ʪʘʢʦʞ ʥʘʜʘʻ ʡʤʦʚʽʨʥʽʩʥʫ ʽʥʪʝʨʧʨʝʪʘʮʽʶ ʨʝʟʫʣʴʪʘʪʽʚ ʢʣʘʩʠʬʽʢʘʮʽʾ. 
ʁʤʦʚʽʨʥʽʩʪʴ ʥʘʣʝʞʥʦʩʪʽ ʪʨʘʥʟʘʢʮʽʾ ʜʦ ʢʣʘʩʫ ʰʘʭʨʘʡʩʴʢʠʭ ʦʧʝʨʘʮʽʡ ʦʙʯʠʩʣʶʻʪʴʩʷ ʷʢ 
ʯʘʩʪʢʘ ʜʝʨʝʚ, ʷʢʽ ʢʣʘʩʠʬʽʢʫʚʘʣʠ ʪʨʘʥʟʘʢʮʽʶ ʷʢ ʰʘʭʨʘʡʩʴʢʫ, ʚʽʜ ʟʘʛʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ 
ʜʝʨʝʚ ʚ ʘʥʩʘʤʙʣʽ. ʊʘʢʘ ʦʮʽʥʢʘ ʜʦʟʚʦʣʷʻ ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʧʦʨʦʛʦʚʽ ʟʥʘʯʝʥʥʷ ʜʣʷ 
ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʥʷ ʪʘ ʛʥʫʯʢʦ ʥʘʣʘʰʪʦʚʫʚʘʪʠ ʙʘʣʘʥʩ ʤʽʞ ʚʠʷʚʣʝʥʥʷʤ ʰʘʭʨʘʡʩʪʚʘ ʪʘ 
ʢʽʣʴʢʽʩʪʶ ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʶʚʘʥʴ ʟʘʣʝʞʥʦ ʚʽʜ ʧʦʪʨʝʙ ʙʘʥʢʽʚʩʴʢʦʾ ʫʩʪʘʥʦʚʠ. 
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ɺʘʞʣʠʚʦʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢʦʶ ʚʠʧʘʜʢʦʚʦʛʦ ʣʽʩʫ ʻ ʤʦʞʣʠʚʽʩʪʴ ʦʮʽʥʢʠ 
ʚʘʞʣʠʚʦʩʪʽ ʦʟʥʘʢ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ. ʎʝ ʜʦʩʷʛʘʻʪʴʩʷ ʰʣʷʭʦʤ ʚʠʤʽʨʶʚʘʥʥʷ ʪʦʛʦ, 
ʥʘʩʢʽʣʴʢʠ ʟʤʝʥʰʫʻʪʴʩʷ ʧʦʤʠʣʢʘ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʢʦʥʢʨʝʪʥʦʾ ʦʟʥʘʢʠ ʜʣʷ ʨʦʟʙʠʪʪʷ 
ʚʫʟʣʽʚ ʜʝʨʝʚ. ʆʟʥʘʢʠ, ʷʢʽ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʽ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʟʥʘʯʥʦʛʦ 
ʧʦʢʨʘʱʝʥʥʷ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʦʪʨʠʤʫʶʪʴ ʚʠʱʽ ʦʮʽʥʢʠ ʚʘʞʣʠʚʦʩʪʽ. ʎʷ ʽʥʬʦʨʤʘʮʽʷ 
ʢʦʨʠʩʥʘ ʜʣʷ ʨʦʟʫʤʽʥʥʷ ʪʦʛʦ, ʷʢʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʪʨʘʥʟʘʢʮʽʡ ʥʘʡʙʽʣʴʰ ʢʨʠʪʠʯʥʽ ʜʣʷ 
ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʪʚʘ. 

ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʧʨʦʙʣʝʤʠ ʜʠʩʙʘʣʘʥʩʫ ʢʣʘʩʽʚ ʟʘʩʪʦʩʦʚʘʥʦ ʪʝʭʥʽʢʫ 
ʧʝʨʝʜʠʩʢʨʝʪʠʟʘʮʽʾ ʤʝʥʰʦʛʦ ʢʣʘʩʫ ʧʽʜ ʥʘʟʚʦʶ SMOTE, ʷʢʘ ʦʟʥʘʯʘʻ ʩʠʥʪʝʪʠʯʥʫ 
ʧʝʨʝʜʠʩʢʨʝʪʠʟʘʮʽʶ ʤʝʥʰʦʛʦ ʢʣʘʩʫ. ʎʷ ʪʝʭʥʽʢʘ ʜʦʟʚʦʣʷʻ ʟʙʽʣʴʰʠʪʠ ʢʽʣʴʢʽʩʪʴ ʟʨʘʟʢʽʚ 
ʰʘʭʨʘʡʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ ʫ ʚʠʙʽʨʮʽ ʰʣʷʭʦʤ ʛʝʥʝʨʘʮʽʾ ʩʠʥʪʝʪʠʯʥʠʭ ʧʨʠʢʣʘʜʽʚ. 
ʆʩʥʦʚʥʘ ʽʜʝʷ ʤʝʪʦʜʫ ʧʦʣʷʛʘʻ ʚ ʩʪʚʦʨʝʥʥʽ ʥʦʚʠʭ ʟʨʘʟʢʽʚ ʥʝ ʰʣʷʭʦʤ ʧʨʦʩʪʦʛʦ 
ʢʦʧʽʶʚʘʥʥʷ ʽʩʥʫʶʯʠʭ ʰʘʭʨʘʡʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ, ʘ ʯʝʨʝʟ ʽʥʪʝʨʧʦʣʷʮʽʶ ʤʽʞ ʩʫʩʽʜʥʽʤʠ 
ʟʨʘʟʢʘʤʠ ʚ ʧʨʦʩʪʦʨʽ ʦʟʥʘʢ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʨʽʟʥʦʤʘʥʽʪʥʽʩʪʴ ʛʝʥʝʨʦʚʘʥʠʭ ʜʘʥʠʭ. 

ʂʦʤʙʽʥʘʮʽʷ ʪʝʭʥʽʢʠ ʧʝʨʝʜʠʩʢʨʝʪʠʟʘʮʽʾ SMOTE ʪʘ ʥʘʣʘʰʪʫʚʘʥʥʷ ʚʘʛʦʚʠʭ 
ʢʦʝʬʽʮʽʻʥʪʽʚ ʟʘʙʝʟʧʝʯʫʻ ʥʘʡʢʨʘʱʽ ʨʝʟʫʣʴʪʘʪʠ ʫ ʚʠʷʚʣʝʥʥʽ ʰʘʭʨʘʡʩʴʢʠʭ ʦʧʝʨʘʮʽʡ. ʎʽ 
ʜʚʘ ʧʽʜʭʦʜʠ ʜʦʧʦʚʥʶʶʪʴ ʦʜʠʥ ʦʜʥʦʛʦ ʩʠʥʝʨʛʝʪʠʯʥʦ, ʦʩʢʽʣʴʢʠ SMOTE ʟʙʽʣʴʰʫʻ 
ʢʽʣʴʢʽʩʪʴ ʥʘʚʯʘʣʴʥʠʭ ʟʨʘʟʢʽʚ ʰʘʭʨʘʡʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ ʪʘ ʾʭ ʨʽʟʥʦʤʘʥʽʪʥʽʩʪʴ, ʘ ʚʘʛʦʚʽ 
ʢʦʝʬʽʮʽʻʥʪʠ ʚʧʣʠʚʘʶʪʴ ʥʘ ʧʨʦʮʝʩ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ, ʧʽʜʚʠʱʫʶʯʠ ʚʘʞʣʠʚʽʩʪʴ 
ʧʨʘʚʠʣʴʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʮʠʭ ʟʨʘʟʢʽʚ ʪʘ ʟʤʝʥʰʫʶʯʠ ʩʭʠʣʴʥʽʩʪʴ ʜʦ ʧʨʦʧʫʩʢʫ 
ʰʘʭʨʘʡʩʴʢʠʭ ʦʧʝʨʘʮʽʡ. 

ʆʮʽʥʶʚʘʥʥʷ ʷʢʦʩʪʽ ʨʦʙʦʪʠ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʴʢʠʭ ʙʘʥʢʽʚʩʴʢʠʭ 
ʦʧʝʨʘʮʽʡ ʧʦʪʨʝʙʫʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʧʝʮʽʘʣʴʥʠʭ ʤʝʪʨʠʢ, ʷʢʽ ʚʨʘʭʦʚʫʶʪʴ ʩʧʝʮʠʬʽʢʫ 
ʟʘʜʘʯʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟ ʥʝʟʙʘʣʘʥʩʦʚʘʥʠʤʠ ʢʣʘʩʘʤʠ. ʉʪʘʥʜʘʨʪʥʘ ʤʝʪʨʠʢʘ ʪʦʯʥʦʩʪʽ 
ʢʣʘʩʠʬʽʢʘʮʽʾ, ʷʢʘ ʦʙʯʠʩʣʶʻʪʴʩʷ ʷʢ ʚʽʜʥʦʰʝʥʥʷ ʧʨʘʚʠʣʴʥʦ ʢʣʘʩʠʬʽʢʦʚʘʥʠʭ ʟʨʘʟʢʽʚ ʜʦ 
ʟʘʛʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʟʨʘʟʢʽʚ, ʥʝ ʻ ʜʦʩʪʘʪʥʴʦ ʽʥʬʦʨʤʘʪʠʚʥʦʶ ʜʣʷ ʪʘʢʦʾ ʟʘʜʘʯʽ. ʄʦʜʝʣʴ 
ʤʦʞʝ ʜʦʩʷʛʪʠ ʪʦʯʥʦʩʪʽ ʜʝʚ'ʷʥʦʩʪʦ ʜʝʚ'ʷʪʴ ʚʽʜʩʦʪʢʽʚ, ʧʨʦʩʪʦ ʢʣʘʩʠʬʽʢʫʶʯʠ ʚʩʽ 
ʪʨʘʥʟʘʢʮʽʾ ʷʢ ʣʝʛʘʣʴʥʽ, ʱʦ ʥʝ ʚʽʜʧʦʚʽʜʘʻ ʤʝʪʽ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʪʚʘ. 

ɼʣʷ ʚʩʝʙʽʯʥʦʾ ʦʮʽʥʢʠ ʷʢʦʩʪʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʥʘʙʽʨ ʤʝʪʨʠʢ, ʷʢʽ ʙʘʟʫʶʪʴʩʷ 
ʥʘ ʤʘʪʨʠʮʽ ʧʦʤʠʣʦʢ. ʎʷ ʤʘʪʨʠʮʷ ʤʽʩʪʠʪʴ ʯʦʪʠʨʠ ʦʩʥʦʚʥʽ ʢʘʪʝʛʦʨʽʾ ʧʝʨʝʜʙʘʯʝʥʴ. 
ɯʩʪʠʥʥʦ ʧʦʟʠʪʠʚʥʽ ʨʝʟʫʣʴʪʘʪʠ ʚʽʜʧʦʚʽʜʘʶʪʴ ʰʘʭʨʘʡʩʴʢʠʤ ʪʨʘʥʟʘʢʮʽʷʤ, ʷʢʽ 
ʧʨʘʚʠʣʴʥʦ ʢʣʘʩʠʬʽʢʦʚʘʥʦ ʤʦʜʝʣʣʶ ʷʢ ʰʘʭʨʘʡʩʴʢʽ. ɯʩʪʠʥʥʦ ʥʝʛʘʪʠʚʥʽ ʨʝʟʫʣʴʪʘʪʠ 
ʧʨʝʜʩʪʘʚʣʷʶʪʴ ʣʝʛʘʣʴʥʽ ʦʧʝʨʘʮʽʾ, ʷʢʽ ʢʦʨʝʢʪʥʦ ʚʠʟʥʘʯʝʥʦ ʷʢ ʣʝʛʘʣʴʥʽ. ʍʠʙʥʦ 
ʧʦʟʠʪʠʚʥʽ ʨʝʟʫʣʴʪʘʪʠ ʚʠʥʠʢʘʶʪʴ, ʢʦʣʠ ʣʝʛʘʣʴʥʘ ʪʨʘʥʟʘʢʮʽʷ ʧʦʤʠʣʢʦʚʦ 
ʢʣʘʩʠʬʽʢʫʻʪʴʩʷ ʷʢ ʰʘʭʨʘʡʩʴʢʘ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʙʣʦʢʫʚʘʥʥʷ ʦʧʝʨʘʮʽʾ ʢʣʽʻʥʪʘ ʪʘ 
ʧʦʛʽʨʰʝʥʥʷ ʢʦʨʠʩʪʫʚʘʮʴʢʦʛʦ ʜʦʩʚʽʜʫ. ʍʠʙʥʦ ʥʝʛʘʪʠʚʥʽ ʨʝʟʫʣʴʪʘʪʠ ʚʽʜʧʦʚʽʜʘʶʪʴ 
ʰʘʭʨʘʡʩʴʢʠʤ ʦʧʝʨʘʮʽʷʤ, ʷʢʽ ʤʦʜʝʣʴ ʥʝ ʟʤʦʛʣʘ ʚʠʷʚʠʪʠ ʪʘ ʢʣʘʩʠʬʽʢʫʚʘʣʘ ʷʢ ʣʝʛʘʣʴʥʽ, 
ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʬʽʥʘʥʩʦʚʠʭ ʚʪʨʘʪ. 

ʆʪʞʝ, ʨʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʰʘʭʨʘʡʩʴʢʠʭ 
ʙʘʥʢʽʚʩʴʢʠʭ ʦʧʝʨʘʮʽʡ, ʷʢʠʡ ʧʦʻʜʥʫʻ ʘʣʛʦʨʠʪʤ ʚʠʧʘʜʢʦʚʦʛʦ ʣʽʩʫ ʟ ʪʝʭʥʽʢʦʶ 
ʙʘʣʘʥʩʫʚʘʥʥʷ ʢʣʘʩʽʚ SMOTE ʜʣʷ ʝʬʝʢʪʠʚʥʦʾ ʨʦʙʦʪʠ ʟ ʥʝʟʙʘʣʘʥʩʦʚʘʥʠʤʠ ʜʘʥʠʤʠ. 
ʄʝʪʦʜ ʚʠʨʽʰʫʻ ʬʫʥʜʘʤʝʥʪʘʣʴʥʫ ʧʨʦʙʣʝʤʫ ʟʥʘʯʥʦʾ ʥʝʟʙʘʣʘʥʩʦʚʘʥʦʩʪʽ ʢʣʘʩʽʚ ʯʝʨʝʟ 
ʛʝʥʝʨʘʮʽʶ ʩʠʥʪʝʪʠʯʥʠʭ ʟʨʘʟʢʽʚ ʰʘʭʨʘʡʩʴʢʠʭ ʪʨʘʥʟʘʢʮʽʡ ʰʣʷʭʦʤ ʣʽʥʽʡʥʦʾ 
ʽʥʪʝʨʧʦʣʷʮʽʾ ʤʽʞ ʽʩʥʫʶʯʠʤʠ ʟʨʘʟʢʘʤʠ ʚ ʙʘʛʘʪʦʚʠʤʽʨʥʦʤʫ ʧʨʦʩʪʦʨʽ ʦʟʥʘʢ. 
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ʄʦʜʫʣʴʥʘ ʩʪʨʫʢʪʫʨʘ ʤʝʪʦʜʫ ʟʘʙʝʟʧʝʯʫʻ ʛʥʫʯʢʽʩʪʴ ʫ ʥʘʣʘʰʪʫʚʘʥʥʽ ʦʢʨʝʤʠʭ 
ʢʦʤʧʦʥʝʥʪʽʚ ʙʝʟ ʥʝʦʙʭʽʜʥʦʩʪʽ ʧʝʨʝʙʫʜʦʚʠ ʚʩʽʻʾ ʩʠʩʪʝʤʠ. ʄʝʪʦʜ ʧʝʨʝʜʙʘʯʘʻ 
ʤʦʞʣʠʚʽʩʪʴ ʘʜʘʧʪʘʮʽʾ ʜʦ ʟʤʽʥ ʫ ʭʘʨʘʢʪʝʨʽ ʰʘʭʨʘʡʩʴʢʠʭ ʦʧʝʨʘʮʽʡ ʰʣʷʭʦʤ 
ʧʝʨʽʦʜʠʯʥʦʛʦ ʧʝʨʝʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʥʘ ʥʦʚʠʭ ʜʘʥʠʭ ʪʘ ʢʦʨʠʛʫʚʘʥʥʷ ʧʨʘʚʠʣ 
ʢʣʘʩʠʬʽʢʘʮʽʾ, ʱʦ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʜʣʷ ʧʨʦʪʠʜʽʾ ʝʚʦʣʶʮʽʾ ʤʝʪʦʜʽʚ ʰʘʭʨʘʡʩʪʚʘ ʫ 
ʙʘʥʢʽʚʩʴʢʽʡ ʩʬʝʨʽ. 
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1 
ʂʦʤʫʥʘʣʴʥʠʡ ʟʘʢʣʘʜ ʟʘʛʘʣʴʥʦʾ ʩʝʨʝʜʥʴʦʾ ʦʩʚʽʪʠ  

çʃʽʮʝʡ ˉ7 ʍʤʝʣʴʥʠʮʴʢʦʾ ʤʽʩʴʢʦʾ ʨʘʜʠè 
2
 ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʇʆʗʉʅɽʅʅʀʁ ʇɯɼʍɯɼ ɼʆ ʅɽʁʈʆʄɽʈɽɾɽɺʆɰ ʂʃɸʉʀʌɯʂɸʎɯɰ 

ɼɯɸɹɽʊʀʏʅʆɰ ʈɽʊʀʅʆʇɸʊɯɰ ɿɸ ɿʆɹʈɸɾɽʅʅʗʄʀ ʆʏʅʆɻʆ ɼʅɸ 
 
ʈʦʙʦʪʘ ʧʨʠʩʚʷʯʝʥʘ ʧʦʷʩʥʝʥʥʽʡ ʥʝʡʨʦʤʝʨʝʞʝʚʽʡ ʢʣʘʩʠʬʽʢʘʮʽʾ ʜʽʘʙʝʪʠʯʥʦʾ 

ʨʝʪʠʥʦʧʘʪʽʾ ʟʘ ʟʦʙʨʘʞʝʥʥʷʤʠ ʦʯʥʦʛʦ ʜʥʘ, ʦʨʽʻʥʪʦʚʘʥʽʡ ʥʘ ʧʦʪʨʝʙʠ ʤʘʩʦʚʦʛʦ ʩʢʨʠʥʽʥʛʫ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʧʽʜʭʽʜ, ʫ ʷʢʦʤʫ ʙʘʛʘʪʦʢʣʘʩʦʚʘ ʤʦʜʝʣʴ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦʧʦʚʥʶʻʪʴʩʷ 

ʢʘʨʪʘʤʠ ʟʥʘʯʫʱʦʩʪʽ, ʱʦ ʚʽʟʫʘʣʽʟʫʶʪʴ ʚʥʝʩʦʢ ʣʦʢʘʣʴʥʠʭ ʧʘʪʦʣʦʛʽʯʥʠʭ ʟʤʽʥ ʫ ʢʣʘʩʠʬʽʢʘʮʽʡʥʝ 

ʨʽʰʝʥʥʷ ʪʘ ʜʦʟʚʦʣʷʶʪʴ ʟʽʩʪʘʚʠʪʠ ʡʦʛʦ ʟ ʦʬʪʘʣʴʤʦʣʦʛʽʯʥʦʶ ʦʮʽʥʢʦʶ. ʋʟʛʦʜʞʝʥʽʩʪʴ 

ʧʦʷʩʥʝʥʴ ʧʝʨʝʚʽʨʷʻʪʴʩʷ ʥʘ ʧʽʜʚʠʙʽʨʮʽ ʟʦʙʨʘʞʝʥʴ ʟ ʝʢʩʧʝʨʪʥʦʶ ʨʦʟʤʽʪʢʦʶ, ʱʦ ʜʘʻ ʟʤʦʛʫ 

ʚʠʷʚʠʪʠ ʟʘʣʝʞʥʽʩʪʴ ʤʦʜʝʣʽ ʚʽʜ ʘʨʪʝʬʘʢʪʽʚ ʽ ʧʽʜʚʠʱʠʪʠ ʜʦʚʽʨʫ ʣʽʢʘʨʽʚ ʜʦ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ 

ʩʠʩʪʝʤʠ. ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʬʦʨʤʫʶʪʴ ʦʩʥʦʚʫ ʜʣʷ ʽʥʪʝʛʨʘʮʽʾ ʧʦʷʩʥʝʥʥʠʭ 

ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʨʽʰʝʥʴ ʫ ʢʣʽʥʽʯʥʽ ʧʨʦʪʦʢʦʣʠ ʩʢʨʠʥʽʥʛʫ ʜʽʘʙʝʪʠʯʥʦʾ ʨʝʪʠʥʦʧʘʪʽʾ. 

 

The study focuses on explainable neural network-based classification of diabetic 

retinopathy from fundus images in the context of large-scale screening. A multiclass deep learning 

model is augmented with saliency maps that highlight the contribution of local pathological changes 

to the final prediction, enabling alignment between automated decisions and ophthalmologistsô 

visual assessment. Consistency of the explanations is evaluated on a subset of images with expert 

lesion annotations, which helps reveal model dependence on artefacts and increases cliniciansô 

trust in the system. The results provide a basis for integrating explainable deep learning tools into 

clinical screening protocols for diabetic retinopathy. 

 

ɼʽʘʙʝʪʠʯʥʘ ʨʝʪʠʥʦʧʘʪʽʷ ʻ ʦʜʥʽʻʶ ʟ ʧʨʦʚʽʜʥʠʭ ʧʨʠʯʠʥ ʥʝʟʚʦʨʦʪʥʦʾ ʚʪʨʘʪʠ 

ʟʦʨʫ ʫ ʧʨʘʮʝʟʜʘʪʥʦʤʫ ʚʽʮʽ, ʧʨʠʯʦʤʫ ʢʣʽʥʽʯʥʦ ʟʥʘʯʫʱʽ ʟʤʽʥʠ ʩʽʪʢʽʚʢʠ ʪʨʠʚʘʣʠʡ ʯʘʩ 

ʟʘʣʠʰʘʶʪʴʩʷ ʙʝʟʩʠʤʧʪʦʤʥʠʤʠ [1, 2]. ʎʝ ʟʫʤʦʚʣʶʻ ʧʦʪʨʝʙʫ ʚ ʽʥʩʪʨʫʤʝʥʪʘʭ ʨʘʥʥʴʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʧʘʪʦʣʦʛʽʾ ʥʘ ʦʩʥʦʚʽ ʟʦʙʨʘʞʝʥʴ ʦʯʥʦʛʦ ʜʥʘ, ʟʜʘʪʥʠʭ ʧʨʘʮʶʚʘʪʠ ʫ ʤʘʩʦʚʠʭ 

ʩʢʨʠʥʽʥʛʦʚʠʭ ʧʨʦʛʨʘʤʘʭ [3]. ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʩʢʨʠʥʽʥʛʫ, ʱʦ ʙʘʟʫʶʪʴʩʷ ʥʘ 

ʨʫʯʥʦʤʫ ʘʥʘʣʽʟʽ ʟʦʙʨʘʞʝʥʴ ʦʯʥʦʛʦ ʜʥʘ ʬʘʭʽʚʮʷʤʠ-ʦʬʪʘʣʴʤʦʣʦʛʘʤʠ, ʻ 

ʪʨʫʜʦʤʽʩʪʢʠʤʠ, ʟʘʣʝʞʥʠʤʠ ʚʽʜ ʩʫʙôʻʢʪʠʚʥʦʾ ʦʮʽʥʢʠ ʪʘ ʥʝ ʟʘʚʞʜʠ ʟʜʘʪʥʽ 

ʟʘʜʦʚʦʣʴʥʠʪʠ ʧʦʪʨʝʙʠ ʤʘʩʦʚʦʛʦ ʩʢʨʠʥʽʥʛʫ ʫ ʚʝʣʠʢʠʭ ʧʦʧʫʣʷʮʽʷʭ. ʋ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʽ ʤʝʪʦʜʠ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ, ʟʦʢʨʝʤʘ ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʤʦʜʝʣʽ 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025  152 

ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ, ʜʝʤʦʥʩʪʨʫʶʪʴ ʟʥʘʯʥʠʡ ʧʦʪʝʥʮʽʘʣ ʫ ʰʚʠʜʢʦʤʫ ʡ ʪʦʯʥʦʤʫ 

ʚʠʷʚʣʝʥʥʽ ʦʟʥʘʢ ʧʘʪʦʣʦʛʽʡ ʥʘ ʨʝʪʠʥʘʣʴʥʠʭ ʟʦʙʨʘʞʝʥʥʷʭ [4]. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʟʛʦʨʪʢʦʚʠʭ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ [5, 6] ʜʦʟʚʦʣʷʻ ʝʬʝʢʪʠʚʥʦ 

ʚʠʷʚʣʷʪʠ ʣʦʢʘʣʴʥʽ ʪʘ ʛʣʦʙʘʣʴʥʽ ʧʘʪʝʨʥʠ, ʭʘʨʘʢʪʝʨʥʽ ʜʣʷ ʨʽʟʥʠʭ ʩʪʘʜʽʡ ʜʽʘʙʝʪʠʯʥʦʾ 

ʨʝʪʠʥʦʧʘʪʽʾ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʙʘʛʘʪʦʢʣʘʩʦʚʫ ʢʣʘʩʠʬʽʢʘʮʽʶ ʟ ʚʠʩʦʢʦʶ ʪʦʯʥʽʩʪʶ [7, 8]. 

ʇʦʷʩʥʶʚʘʥʽ ʤʝʪʦʜʠ, ʪʘʢʽ ʷʢ ʢʘʨʪʠ ʟʥʘʯʫʱʦʩʪʽ ʘʙʦ ʪʝʧʣʦʚʽ ʤʘʧʠ, ʜʦʧʦʚʥʶʶʪʴ 

ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʧʽʜʭʦʜʠ ʤʦʞʣʠʚʽʩʪʶ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʢʣʶʯʦʚʽ ʨʝʛʽʦʥʠ ʟʦʙʨʘʞʝʥʥʷ 

[9], ʷʢʽ ʚʧʣʠʥʫʣʠ ʥʘ ʨʽʰʝʥʥʷ ʤʦʜʝʣʽ, ʱʦ ʨʦʙʠʪʴ ʨʝʟʫʣʴʪʘʪʠ ʙʽʣʴʰ ʧʨʦʟʦʨʠʤʠ ʜʣʷ 

ʢʣʽʥʽʯʥʠʭ ʩʧʝʮʽʘʣʽʩʪʽʚ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʩʧʨʠʷʻ ʧʽʜʚʠʱʝʥʥʶ ʜʦʚʽʨʠ ʣʽʢʘʨʽʚ ʜʦ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ, ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʧʦʪʝʥʮʽʡʥʽ ʘʨʪʝʬʘʢʪʠ ʪʘ ʧʦʤʠʣʢʠ 

ʤʦʜʝʣʽ, ʘ ʪʘʢʦʞ ʟʘʙʝʟʧʝʯʫʻ ʽʥʪʝʛʨʘʮʽʶ ʨʝʟʫʣʴʪʘʪʽʚ ʫ ʽʩʥʫʶʯʽ ʢʣʽʥʽʯʥʽ ʧʨʦʪʦʢʦʣʠ. 

ɿʘʛʘʣʦʤ, ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʤʦʜʝʣʽ ʜʝʤʦʥʩʪʨʫʶʪʴ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʩʪʘʜʽʡ ʜʽʘʙʝʪʠʯʥʦʾ ʨʝʪʠʥʦʧʘʪʽʾ, ʦʜʥʘʢ ʾʭ ʟʘʩʪʦʩʫʚʘʥʥʷ ʫ ʢʣʽʥʽʯʥʽʡ ʧʨʘʢʪʠʮʽ 

ʩʪʨʠʤʫʻʪʴʩʷ çʯʦʨʥʠʤ ʷʱʠʢʦʤè ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ [10, 11]. ɺʽʜʩʫʪʥʽʩʪʴ ʧʨʦʟʦʨʠʭ 

ʧʦʷʩʥʝʥʴ, ʷʢʽ ʙ ʫʟʛʦʜʞʫʚʘʣʠʩʴ ʽʟ ʦʬʪʘʣʴʤʦʣʦʛʽʯʥʠʤʠ ʫʷʚʣʝʥʥʷʤʠ ʧʨʦ ʤʦʨʬʦʣʦʛʽʯʥʽ 

ʟʤʽʥʠ ʩʽʪʢʽʚʢʠ, ʟʥʠʞʫʻ ʜʦʚʽʨʫ ʣʽʢʘʨʽʚ ʜʦ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ ʽ ʫʩʢʣʘʜʥʶʻ 

ʽʥʪʝʛʨʘʮʽʶ ʪʘʢʠʭ ʨʽʰʝʥʴ ʫ ʨʝʛʣʘʤʝʥʪʦʚʘʥʽ ʜʽʘʛʥʦʩʪʠʯʥʽ ʧʨʦʪʦʢʦʣʠ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʬʦʨʤʫʚʘʥʥʷ ʧʦʷʩʥʝʥʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʜʽʘʙʝʪʠʯʥʦʾ ʨʝʪʠʥʦʧʘʪʽʾ ʟʘ ʟʦʙʨʘʞʝʥʥʷʤʠ ʦʯʥʦʛʦ ʜʥʘ, ʫ ʷʢʦʤʫ ʢʽʥʮʝʚʽ 

ʜʽʘʛʥʦʩʪʠʯʥʽ ʨʽʰʝʥʥʷ ʜʦʧʦʚʥʶʶʪʴʩʷ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʤʠ ʚʽʟʫʘʣʴʥʠʤʠ ʪʘ ʢʽʣʴʢʽʩʥʠʤʠ 

ʧʦʷʩʥʝʥʥʷʤʠ, ʨʝʣʝʚʘʥʪʥʠʤʠ ʢʣʽʥʽʯʥʽʡ ʧʨʘʢʪʠʮʽ. ɼʣʷ ʜʦʩʷʛʥʝʥʥʷ ʮʽʻʾ ʤʝʪʠ 

ʧʨʦʧʦʥʫʻʪʴʩʷ ʫʟʛʦʜʞʝʥʘ ʦʙʯʠʩʣʶʚʘʣʴʥʘ ʩʭʝʤʘ, ʱʦ ʧʦʻʜʥʫʻ ʧʦʧʝʨʝʜʥʶ 

ʥʦʨʤʘʣʽʟʘʮʽʶ ʪʘ ʩʪʘʥʜʘʨʪʠʟʘʮʽʶ ʟʦʙʨʘʞʝʥʴ, ʙʘʛʘʪʦʢʣʘʩʦʚʫ ʥʝʡʨʦʤʝʨʝʞʝʚʫ ʤʦʜʝʣʴ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʩʪʘʜʽʡ ʫʨʘʞʝʥʥʷ ʪʘ ʤʦʜʫʣʽ ʧʦʷʩʥʝʥʥʷ, ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʚʠʷʚʣʝʥʥʷ ʪʘ 

ʚʽʟʫʘʣʽʟʘʮʽʶ ʧʘʪʦʣʦʛʽʯʥʠʭ ʩʪʨʫʢʪʫʨ. 

ʅʘ ʨʽʚʥʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʛʣʠʙʦʢʘ ʟʛʦʨʪʢʦʚʘ ʘʙʦ 

ʪʨʘʥʩʬʦʨʤʝʨʥʘ ʘʨʭʽʪʝʢʪʫʨʘ, ʘʜʘʧʪʦʚʘʥʘ ʜʦ ʦʩʦʙʣʠʚʦʩʪʝʡ ʢʦʣʴʦʨʦʚʠʭ ʬʫʥʜʫʩ-

ʟʥʽʤʢʽʚ: ʤʦʜʝʣʶʻʪʴʩʷ ʛʣʦʙʘʣʴʥʠʡ ʩʪʘʥ ʩʽʪʢʽʚʢʠ ʪʘ ʣʦʢʘʣʴʥʽ ʧʘʪʦʣʦʛʽʯʥʽ ʫʪʚʦʨʝʥʥʷ, 

ʟʦʢʨʝʤʘ ʤʽʢʨʦʘʥʝʚʨʠʟʤʠ, ʢʨʦʚʦʚʠʣʠʚʠ, ʪʚʝʨʜʽ ʡ ʤôʷʢʽ ʝʢʩʫʜʘʪʠ, ʥʝʦʚʘʩʢʫʣʷʨʠʟʘʮʽʷ. 

ɹʘʣʘʥʩʫʚʘʥʥʷ ʥʘʚʯʘʣʴʥʦʾ ʚʠʙʽʨʢʠ, ʧʽʜʙʽʨ ʘʫʛʤʝʥʪʘʮʽʡ ʪʘ ʢʦʥʪʨʦʣʴ ʷʢʦʩʪʽ ʚʭʽʜʥʠʭ 

ʟʦʙʨʘʞʝʥʴ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʩʪʘʙʽʣʽʟʘʮʽʶ ʨʦʙʦʪʠ ʤʦʜʝʣʽ ʜʣʷ ʨʽʟʥʠʭ ʜʞʝʨʝʣ ʜʘʥʠʭ ʽ 

ʦʧʪʠʯʥʠʭ ʩʠʩʪʝʤ. ɺʠʭʽʜʥʦʶ ʚʝʣʠʯʠʥʦʶ ʻ ʥʝ ʣʠʰʝ ʢʣʘʩʦʚʘ ʤʽʪʢʘ ʩʪʘʜʽʾ ʜʽʘʙʝʪʠʯʥʦʾ 

ʨʝʪʠʥʦʧʘʪʽʾ, ʘ ʡ ʚʝʢʪʦʨ ʚʧʝʚʥʝʥʦʩʪʝʡ, ʱʦ ʥʘʜʘʣʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ  

ʤʦʜʫʣʽ ʧʦʷʩʥʝʥʥʷ. 

ʇʦʷʩʥʝʥʥʽʩʪʴ ʜʦʩʷʛʘʻʪʴʩʷ ʟʘ ʨʘʭʫʥʦʢ ʧʦʻʜʥʘʥʥʷ ʣʦʢʘʣʴʥʠʭ ʽ ʛʣʦʙʘʣʴʥʠʭ 

ʽʥʪʝʨʧʨʝʪʘʮʽʡ. ʃʦʢʘʣʴʥʽ ʧʦʷʩʥʝʥʥʷ ʬʦʨʤʫʶʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʢʘʨʪ ʟʥʘʯʫʱʦʩʪʽ, 

ʧʦʙʫʜʦʚʘʥʠʭ ʤʝʪʦʜʘʤʠ ʛʨʘʜʽʻʥʪʥʦ-ʘʢʪʠʚʘʮʽʡʥʦʾ ʚʽʟʫʘʣʽʟʘʮʽʾ ʪʘ ʽʥʪʝʛʨʦʚʘʥʠʭ 

ʛʨʘʜʽʻʥʪʽʚ. ʊʘʢʽ ʢʘʨʪʠ ʧʨʦʻʢʪʫʶʪʴʩʷ ʥʘ ʚʠʭʽʜʥʝ ʟʦʙʨʘʞʝʥʥʷ ʦʯʥʦʛʦ ʜʥʘ, ʚʠʜʽʣʷʶʯʠ 
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ʜʽʣʷʥʢʠ, ʱʦ ʥʘʡʙʽʣʴʰʝ ʚʧʣʠʥʫʣʠ ʥʘ ʚʽʜʥʝʩʝʥʥʷ ʜʦ ʧʝʚʥʦʾ ʩʪʘʜʽʾ, ʪʘ ʜʦʟʚʦʣʷʶʪʴ 

ʣʽʢʘʨʶ ʩʧʽʚʚʽʜʥʝʩʪʠ ʥʝʡʨʦʤʝʨʝʞʝʚʝ ʨʽʰʝʥʥʷ ʟ ʨʝʘʣʴʥʦʶ ʣʦʢʘʣʽʟʘʮʽʻʶ ʧʘʪʦʣʦʛʽʯʥʠʭ 

ʟʤʽʥ. ɻʣʦʙʘʣʴʥʽ ʧʦʷʩʥʝʥʥʷ ʨʝʘʣʽʟʫʶʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʘʛʨʝʛʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʙʘʛʘʪʴʦʭ 

ʟʦʙʨʘʞʝʥʴ: ʦʮʽʥʶʶʪʴʩʷ ʪʠʧʦʚʽ ʧʘʪʝʨʥʠ ʘʢʪʠʚʘʮʽʾ ʤʦʜʝʣʽ ʜʣʷ ʢʦʞʥʦʛʦ ʢʣʘʩʫ, 

ʭʘʨʘʢʪʝʨʥʽ ʜʽʣʷʥʢʠ ʩʽʪʢʽʚʢʠ, ʷʢʽ ʥʘʡʯʘʩʪʽʰʝ ʚʠʷʚʣʷʶʪʴʩʷ ʨʝʣʝʚʘʥʪʥʠʤʠ, ʘ ʪʘʢʦʞ 

ʨʦʟʧʦʜʽʣ ʟʥʘʯʫʱʦʩʪʽ ʤʽʞ ʦʩʥʦʚʥʠʤʠ ʤʦʨʬʦʣʦʛʽʯʥʠʤʠ ʦʟʥʘʢʘʤʠ. 

ɺʘʞʣʠʚʠʤ ʢʦʤʧʦʥʝʥʪʦʤ ʧʦʷʩʥʝʥʥʦʛʦ ʧʽʜʭʦʜʫ ʻ ʧʝʨʝʚʽʨʢʘ ʫʟʛʦʜʞʝʥʦʩʪʽ 

ʧʦʷʩʥʝʥʴ ʟ ʝʢʩʧʝʨʪʥʦʶ ʦʬʪʘʣʴʤʦʣʦʛʽʯʥʦʶ ʦʮʽʥʢʦʶ. ɼʣʷ ʮʴʦʛʦ ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ 

ʬʦʨʤʫʚʘʥʥʷ ʧʽʜʚʠʙʽʨʢʠ ʟʦʙʨʘʞʝʥʴ ʟ ʥʝʟʘʣʝʞʥʦʶ ʨʦʟʤʽʪʢʦʶ ʧʘʪʦʣʦʛʽʯʥʠʭ ʫʪʚʦʨʝʥʴ 

ʣʽʢʘʨʷʤʠ-ʝʢʩʧʝʨʪʘʤʠ. ʅʘ ʮʽʡ ʧʽʜʚʠʙʽʨʮʽ ʘʥʘʣʽʟʫʻʪʴʩʷ ʩʪʫʧʽʥʴ ʥʘʢʣʘʜʘʥʥʷ ʢʘʨʪ 

ʟʥʘʯʫʱʦʩʪʽ ʥʘ ʚʨʫʯʥʫ ʧʦʟʥʘʯʝʥʽ ʦʙʣʘʩʪʽ ʽʥʪʝʨʝʩʫ, ʘ ʪʘʢʦʞ ʷʢʽʩʥʦ ʦʮʽʥʶʻʪʴʩʷ 

ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʚʽʟʫʘʣʽʟʦʚʘʥʠʭ ʧʘʪʝʨʥʽʚ ʦʯʽʢʫʚʘʥʽʡ ʢʣʽʥʽʯʥʽʡ ʢʘʨʪʠʥʽ. ʊʘʢʠʡ ʧʽʜʭʽʜ 

ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʚʠʧʘʜʢʠ, ʢʦʣʠ ʤʦʜʝʣʴ ʜʦʩʷʛʘʻ ʧʨʠʡʥʷʪʥʠʭ ʤʝʪʨʠʢ ʪʦʯʥʦʩʪʽ ʟʘ 

ʨʘʭʫʥʦʢ ʥʝʙʘʞʘʥʠʭ çʰʦʨʪʢʘʪʽʚè, ʧʦʚôʷʟʘʥʠʭ ʥʝ ʟ ʧʘʪʦʣʦʛʽʻʶ, ʘ ʟ ʘʨʪʝʬʘʢʪʘʤʠ 

ʟʦʙʨʘʞʝʥʥʷ ʯʠ ʦʩʦʙʣʠʚʦʩʪʷʤʠ ʟʙʦʨʫ ʜʘʥʠʭ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʢʦʥʮʝʧʮʽʷ ʧʦʷʩʥʝʥʥʦʾ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʜʽʘʙʝʪʠʯʥʦʾ ʨʝʪʠʥʦʧʘʪʽʾ ʩʪʚʦʨʶʻ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʨʦʟʨʦʙʣʝʥʥʷ ʢʣʽʥʽʯʥʦ ʦʨʽʻʥʪʦʚʘʥʠʭ 

ʩʠʩʪʝʤ ʧʽʜʪʨʠʤʢʠ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ, ʫ ʷʢʠʭ ʚʠʩʦʢʽ ʧʦʢʘʟʥʠʢʠ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ 

ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʧʦʻʜʥʫʶʪʴʩʷ ʟ ʧʨʦʟʦʨʽʩʪʶ, ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʶ ʪʘ ʤʦʞʣʠʚʽʩʪʶ 

ʝʢʩʧʝʨʪʥʦʛʦ ʢʦʥʪʨʦʣʶ. ʆʯʽʢʫʻʪʴʩʷ, ʱʦ ʽʥʪʝʛʨʘʮʽʷ ʪʘʢʠʭ ʩʠʩʪʝʤ ʫ ʩʢʨʠʥʽʥʛʦʚʽ 

ʧʨʦʛʨʘʤʠ ʩʧʨʠʷʪʠʤʝ ʨʘʥʥʴʦʤʫ ʚʠʷʚʣʝʥʥʶ ʧʘʮʽʻʥʪʽʚ ʟ ʨʠʟʠʢʦʤ ʧʨʦʛʨʝʩʫʚʘʥʥʷ 

ʜʽʘʙʝʪʠʯʥʦʾ ʨʝʪʠʥʦʧʘʪʽʾ, ʧʽʜʚʠʱʝʥʥʶ ʝʬʝʢʪʠʚʥʦʩʪʽ ʥʘʧʨʘʚʣʝʥʥʷ ʜʦ ʦʬʪʘʣʴʤʦʣʦʛʘ ʪʘ 

ʦʧʪʠʤʽʟʘʮʽʾ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʩʫʨʩʽʚ ʦʭʦʨʦʥʠ ʟʜʦʨʦʚôʷ, ʟʙʝʨʽʛʘʶʯʠ ʧʨʠ ʮʴʦʤʫ 

ʢʣʶʯʦʚʫ ʨʦʣʴ ʣʽʢʘʨʷ ʚ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʪʘ ʚʝʨʠʬʽʢʘʮʽʾ ʨʝʟʫʣʴʪʘʪʽʚ  
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɸɼɸʇʊʆɺɸʅʀʁ ʅɽʁʈʆʄɽʈɽɾɽɺʀʁ ʇɯɼʍɯɼ ɼʆ ɺʀʗɺʃɽʅʅʗ 

ʌʈɸɻʄɽʅʊɯɺ ɹʋɼɯɺɽʃʔʅʀʍ ɺɯɼʍʆɼɯɺ ʅɸ ɿʆɹʈɸɾɽʅʅʗʍ ʈɽɸʃʔʅʀʍ 

ʉʎɽʅ 
 
ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʟʘʜʘʯʫ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʬʨʘʛʤʝʥʪʽʚ ʙʫʜʽʚʝʣʴʥʠʭ 

ʚʽʜʭʦʜʽʚ ʥʘ ʟʦʙʨʘʞʝʥʥʷʭ ʨʝʘʣʴʥʠʭ ʩʮʝʥ, ʘʢʪʫʘʣʴʥʫ ʚ ʢʦʥʪʝʢʩʪʽ ʧʽʩʣʷʚʦʻʥʥʦʾ ʚʽʜʙʫʜʦʚʠ ʪʘ 

ʟʨʦʩʪʘʥʥʷ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʩʠʩʪʝʤʠ ʫʧʨʘʚʣʽʥʥʷ ʚʽʜʭʦʜʘʤʠ. ʇʦʢʘʟʘʥʦ ʦʙʤʝʞʝʥʽʩʪʴ 

ʢʣʘʩʠʯʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ, ʱʦ ˇʨʫʥʪʫʶʪʴʩʷ ʥʘ ʧʦʨʦʛʦʚʠʭ ʧʨʘʚʠʣʘʭ ʪʘ 

ʩʢʦʥʩʪʨʫʡʦʚʘʥʠʭ ʚʨʫʯʥʫ ʦʟʥʘʢʘʭ, ʫ ʩʮʝʥʘʭ ʟʽ ʩʢʣʘʜʥʠʤ ʬʦʥʦʤ, ʟʤʽʥʥʠʤ ʦʩʚʽʪʣʝʥʥʷʤ ʽ 

ʯʘʩʪʢʦʚʠʤʠ ʧʝʨʝʢʨʠʪʪʷʤʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʘʜʘʧʪʦʚʘʥʠʡ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʧʽʜʭʽʜ ʥʘ ʦʩʥʦʚʽ 

ʦʜʥʦʩʪʘʜʽʡʥʦʛʦ ʜʝʪʝʢʪʦʨʘ YOLO.  

 

The paper addresses the problem of automated detection of construction and demolition 

waste fragments in real-world images, which is highly relevant in the context of post-war 

reconstruction and increasing pressure on municipal waste management systems. It is shown that 

classical computer vision approaches based on hand-crafted features, thresholding and simple 

morphological rules are unreliable in scenes with complex backgrounds, varying illumination and 

partial occlusions. An adapted deep learning approach based on a one-stage YOLO detector is 

proposed.  

  

ɯʥʪʝʥʩʠʚʥʝ ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʙʫʜʽʚʥʠʮʪʚʘ, ʨʝʢʦʥʩʪʨʫʢʮʽʾ ʪʘ ʜʝʤʦʥʪʘʞʫ 

ʦʙôʻʢʪʽʚ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʘ ʪʘʢʦʞ ʤʘʩʰʪʘʙʥʽ ʧʨʦʮʝʩʠ ʧʽʩʣʷʚʦʻʥʥʦʾ ʚʽʜʙʫʜʦʚʠ 

ʩʬʦʨʤʫʚʘʣʠ ʷʢʽʩʥʦ ʥʦʚʠʡ ʢʦʥʪʝʢʩʪ ʜʣʷ ʟʘʜʘʯ ʤʦʥʽʪʦʨʠʥʛʫ ʙʫʜʽʚʝʣʴʥʠʭ  

ʚʽʜʭʦʜʽʚ [1, 2]. ʇʦʪʦʢʠ ʫʣʘʤʢʽʚ ʢʦʥʩʪʨʫʢʮʽʡ, ʟʤʽʰʘʥʦʛʦ ʙʫʜʽʚʝʣʴʥʦʛʦ ʩʤʽʪʪʷ ʪʘ 

ʚʪʦʨʠʥʥʠʭ ʤʘʪʝʨʽʘʣʽʚ ʜʝʜʘʣʽ ʯʘʩʪʽʰʝ ʨʦʟʧʦʜʽʣʷʶʪʴʩʷ ʫ ʧʨʦʩʪʦʨʽ ʥʝʨʽʚʥʦʤʽʨʥʦ, 

ʚʠʥʠʢʘʶʪʴ ʩʪʠʭʽʡʥʽ ʩʢʫʧʯʝʥʥʷ, ʪʠʤʯʘʩʦʚʽ ʩʢʣʘʜʠ, ʣʦʢʘʣʴʥʽ ʟʚʘʣʠʱʘ ʥʘ 

ʧʝʨʠʬʝʨʽʡʥʠʭ ʪʝʨʠʪʦʨʽʷʭ [3, 4]. ɿʘ ʪʘʢʠʭ ʫʤʦʚ ʝʬʝʢʪʠʚʥʝ ʫʧʨʘʚʣʽʥʥʷ ʙʫʜʽʚʝʣʴʥʠʤʠ 

ʚʽʜʭʦʜʘʤʠ ʧʦʪʨʝʙʫʻ ʥʝ ʣʠʰʝ ʨʝʛʣʘʤʝʥʪʽʚ ʽ ʣʦʛʽʩʪʠʯʥʠʭ ʨʽʰʝʥʴ, ʘ ʡ ʽʥʩʪʨʫʤʝʥʪʽʚ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʟʦʥ ʥʘʢʦʧʠʯʝʥʥʷ ʟʘ ʚʽʟʫʘʣʴʥʠʤʠ ʜʘʥʠʤʠ, ʟʜʘʪʥʠʭ 

ʧʨʘʮʶʚʘʪʠ ʫ ʨʝʘʣʽʩʪʠʯʥʠʭ ʩʮʝʥʘʭ ʽʟ ʥʝʢʦʥʪʨʦʣʴʦʚʘʥʠʤʠ ʫʤʦʚʘʤʠ ʟʡʦʤʢʠ [5]. 

ʐʚʠʜʢʝ ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ ʪʘ ʥʝʦʙʭʽʜʥʽʩʪʴ ʾʭ 

ʝʬʝʢʪʠʚʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʫ ʩʝʨʝʜʦʚʠʱʘʭ ʨʝʘʣʴʥʦʛʦ ʩʚʽʪʫ ʨʦʙʣʷʪʴ ʟʘʜʘʯʽ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʚʽʟʫʘʣʴʥʦʾ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʦʩʦʙʣʠʚʦ ʘʢʪʫʘʣʴʥʠʤʠ. ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ 

ʢʦʥʪʨʦʣʶ ʩʪʘʥʫ ʙʫʜʽʚʝʣʴʥʠʭ ʤʘʡʜʘʥʯʠʢʽʚ ʽ ʪʝʨʠʪʦʨʽʡ ʧʽʩʣʷ ʜʝʤʦʥʪʘʞʽʚ ʻ 
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ʪʨʫʜʦʤʽʩʪʢʠʤʠ, ʧʦʪʨʝʙʫʶʪʴ ʟʥʘʯʥʠʭ ʣʶʜʩʴʢʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ 

ʥʠʟʴʢʦʶ ʦʧʝʨʘʪʠʚʥʽʩʪʶ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ ʚ ʧʦʻʜʥʘʥʥʽ ʟ 

ʛʣʠʙʦʢʠʤʠ ʥʝʡʨʦʥʥʠʤʠ ʤʝʨʝʞʘʤʠ ʚʽʜʢʨʠʚʘʻ ʤʦʞʣʠʚʦʩʪʽ ʩʪʚʦʨʝʥʥʷ ʘʚʪʦʤʘʪʠʯʥʠʭ 

ʩʠʩʪʝʤ ʤʦʥʽʪʦʨʠʥʛʫ, ʟʜʘʪʥʠʭ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʬʨʘʛʤʝʥʪʠ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ ʥʘ 

ʟʦʙʨʘʞʝʥʥʷʭ ʽʟ ʚʠʩʦʢʦʶ ʪʦʯʥʽʩʪʶ ʥʘʚʽʪʴ ʫ ʩʢʣʘʜʥʠʭ ʫʤʦʚʘʭ ʦʩʚʽʪʣʝʥʥʷ, ʟʘ 

ʚʘʨʽʘʥʪʥʦʩʪʽ ʬʦʨʤ, ʢʦʣʴʦʨʽʚ ʪʘ ʬʦʥʫ. 

ɿʛʦʨʪʢʦʚʽ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ ʻ ʢʣʶʯʦʚʦʶ ʪʝʭʥʦʣʦʛʽʻʶ ʜʣʷ ʟʘʜʘʯ  

ʢʣʘʩʠʬʽʢʘʮʽʾ [6], ʩʝʛʤʝʥʪʘʮʽʾ [7] ʪʘ ʜʝʪʝʢʮʽʾ ʦʙôʻʢʪʽʚ ʥʘ ʟʦʙʨʘʞʝʥʥʷʭ [8]. ɰʭʥʷ 

ʟʜʘʪʥʽʩʪʴ ʥʘʚʯʘʪʠʩʴ ʽʥʚʘʨʽʘʥʪʥʠʤ ʜʦ ʤʘʩʰʪʘʙʫ ʪʘ ʧʦʚʦʨʦʪʽʚ ʦʟʥʘʢʘʤ ʜʦʟʚʦʣʷʻ 

ʤʦʜʝʣʶʚʘʪʠ ʩʢʣʘʜʥʫ ʩʪʨʫʢʪʫʨʫ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ ï ʫʣʘʤʢʽʚ ʙʝʪʦʥʫ, ʜʝʨʝʚʘ, 

ʤʝʪʘʣʝʚʠʭ ʢʦʥʩʪʨʫʢʮʽʡ, ʤʽʥʝʨʘʣʴʥʦʾ ʚʘʪʠ ʪʦʱʦ. ʆʜʥʘʢ ʨʝʘʣʴʥʽ ʩʮʝʥʠ ʤʽʩʪʷʪʴ ʟʥʘʯʥʫ 

ʢʽʣʴʢʽʩʪʴ ʰʫʤʽʚ [9], ʥʝʦʜʥʦʨʽʜʥʠʡ ʬʦʥ [10] ʪʘ ʨʽʟʥʦʤʘʥʽʪʥʽ ʧʦʛʦʜʥʽ ʘʙʦ ʪʝʭʥʽʯʥʽ 

ʬʘʢʪʦʨʠ [11], ʱʦ ʚʧʣʠʚʘʶʪʴ ʥʘ ʷʢʽʩʪʴ ʟʦʙʨʘʞʝʥʴ, ʪʦʤʫ ʘʢʪʫʘʣʴʥʠʤʠ ʩʪʘʶʪʴ 

ʘʜʘʧʪʦʚʘʥʽ ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʧʽʜʭʦʜʠ, ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʨʦʙʦʪʫ ʟ ʜʘʥʠʤʠ ʪʘʢʦʾ 

ʚʘʨʽʘʪʠʚʥʦʩʪʽ [12]. ʄʦʜʠʬʽʢʦʚʘʥʽ CNN-ʘʨʭʽʪʝʢʪʫʨʠ, ʜʦʧʦʚʥʝʥʽ attention-ʤʦʜʫʣʷʤʠ 

ʘʙʦ ʙʘʛʘʪʦʨʽʚʥʝʚʠʤʠ ʬʽʯ-ʙʣʦʢʘʤʠ, ʟʜʘʪʥʽ ʧʽʜʚʠʱʫʚʘʪʠ ʪʦʯʥʽʩʪʴ ʣʦʢʘʣʽʟʘʮʽʾ ʪʘ 

ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʜʨʽʙʥʠʭ ʘʙʦ ʯʘʩʪʢʦʚʦ ʧʝʨʝʢʨʠʪʠʭ ʦʙôʻʢʪʽʚ [13, 14]. 

ʂʣʘʩʠʯʥʽ ʧʽʜʭʦʜʠ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ, ʱʦ ʩʧʠʨʘʶʪʴʩʷ ʥʘ ʩʢʦʥʩʪʨʫʡʦʚʘʥʽ 

ʚʨʫʯʥʫ ʦʟʥʘʢʠ, ʧʦʨʦʛʦʚʝ ʚʠʜʽʣʝʥʥʷ ʦʙʣʘʩʪʝʡ ʽʥʪʝʨʝʩʫ [15], ʧʨʦʩʪʽ ʤʦʨʬʦʣʦʛʽʯʥʽ 

ʧʝʨʝʪʚʦʨʝʥʥʷ ʪʘ ʝʚʨʠʩʪʠʯʥʽ ʧʨʘʚʠʣʘ, ʚʠʷʚʣʷʶʪʴʩʷ ʥʝʩʪʽʡʢʠʤʠ ʜʦ ʩʢʣʘʜʥʦʛʦ ʬʦʥʫ, 

ʟʤʽʥʥʦʛʦ ʦʩʚʽʪʣʝʥʥʷ, ʟʘʪʽʥʝʥʠʭ ʜʽʣʷʥʦʢ ʽ ʯʘʩʪʢʦʚʠʭ ʧʝʨʝʢʨʠʪʪʽʚ ʦʙôʻʢʪʽʚ. ɹʫʜʽʚʝʣʴʥʽ 

ʚʽʜʭʦʜʠ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʚʝʣʠʢʦʶ ʚʘʨʽʘʪʠʚʥʽʩʪʶ ʬʦʨʤ, ʨʦʟʤʽʨʽʚ, ʢʦʣʴʦʨʽʚ ʽ 

ʬʘʢʪʫʨ, ʤʦʞʫʪʴ ʙʫʪʠ ʯʘʩʪʢʦʚʦ ʚʢʨʠʪʽ ˇʨʫʥʪʦʤ, ʩʥʽʛʦʤ ʘʙʦ ʨʦʩʣʠʥʥʽʩʪʶ, ʟʤʽʰʫʚʘʪʠʩʷ 

ʟ ʧʦʙʫʪʦʚʠʤ ʩʤʽʪʪʷʤ ʽ ʧʨʠʨʦʜʥʠʤʠ ʦʙôʻʢʪʘʤʠ [16]. ʎʝ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʪʦʛʦ, ʱʦ 

ʪʨʘʜʠʮʽʡʥʽ ʘʣʛʦʨʠʪʤʠ ʤʘʶʪʴ ʘʙʦ ʥʘʜʤʽʨʥʦ ʞʦʨʩʪʢʽ ʥʘʣʘʰʪʫʚʘʥʥʷ, ʷʢʽ ʧʨʦʧʫʩʢʘʶʪʴ 

ʟʥʘʯʥʫ ʯʘʩʪʠʥʫ ʫʣʘʤʢʽʚ, ʘʙʦ ʥʘʜʪʦ ʯʫʪʣʠʚʽ ʧʘʨʘʤʝʪʨʠ, ʱʦ ʛʝʥʝʨʫʶʪʴ ʯʠʩʣʝʥʥʽ 

ʭʠʙʥʦʧʦʟʠʪʠʚʥʽ ʩʧʨʘʮʶʚʘʥʥʷ. 

ʅʘ ʮʴʦʤʫ ʪʣʽ ʦʯʝʚʠʜʥʦʶ ʩʪʘʻ ʜʦʮʽʣʴʥʽʩʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʣʠʙʠʥʥʠʭ 

ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʜʝʪʝʢʪʦʨʽʚ, ʷʢʽ ʧʦʻʜʥʫʶʪʴ ʫ ʩʦʙʽ ʘʚʪʦʤʘʪʠʯʥʝ ʚʠʜʽʣʝʥʥʷ ʦʟʥʘʢ ʽ 

ʣʦʢʘʣʽʟʘʮʽʶ ʦʙôʻʢʪʽʚ. ʆʜʥʦʩʪʘʜʽʡʥʽ ʜʝʪʝʢʪʦʨʠ ʪʠʧʫ YOLO ʟʘʨʝʢʦʤʝʥʜʫʚʘʣʠ ʩʝʙʝ ʷʢ 

ʧʨʠʜʘʪʥʽ ʜʣʷ ʟʘʜʘʯ, ʜʝ ʥʝʦʙʭʽʜʥʝ ʧʦʻʜʥʘʥʥʷ ʧʨʠʡʥʷʪʥʦʾ ʪʦʯʥʦʩʪʽ ʪʘ ʚʠʩʦʢʦʾ 

ʰʚʠʜʢʦʜʽʾ, ʚʢʣʶʯʥʦ ʟ ʘʥʘʣʽʟʦʤ ʚʽʜʝʦʧʦʪʦʢʽʚ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. ʆʜʥʘʢ ʙʝʟ ʜʦʤʝʥʥʦ-

ʦʨʽʻʥʪʦʚʘʥʦʾ ʘʜʘʧʪʘʮʽʾ ʥʘʚʽʪʴ ʩʫʯʘʩʥʽ ʘʨʭʽʪʝʢʪʫʨʠ ʜʝʤʦʥʩʪʨʫʶʪʴ ʣʠʰʝ ʦʙʤʝʞʝʥʫ 

ʷʢʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ, ʦʩʢʽʣʴʢʠ ʙʘʟʦʚʽ ʥʘʙʦʨʠ ʜʘʥʠʭ ʜʣʷ ʾʭ 

ʧʦʧʝʨʝʜʥʴʦʛʦ ʥʘʚʯʘʥʥʷ ʥʝ ʤʽʩʪʷʪʴ ʩʧʝʮʠʬʽʯʥʦʾ ʢʘʪʝʛʦʨʽʾ çʬʨʘʛʤʝʥʪʠ ʙʫʜʽʚʝʣʴʥʠʭ 

ʫʣʘʤʢʽʚè, ʘ ʚʽʟʫʘʣʴʥʽ ʦʟʥʘʢʠ ʮʠʭ ʦʙôʻʢʪʽʚ ʯʘʩʪʦ ʤʘʩʢʫʶʪʴʩʷ ʩʢʣʘʜʥʠʤ ʬʦʥʦʤ [17]. 

ʇʨʦʙʣʝʤʘ ʫʩʢʣʘʜʥʶʻʪʴʩʷ ʪʠʤ, ʱʦ ʚ ʦʧʝʨʘʮʽʡʥʦʤʫ ʩʝʥʩʽ ʧʝʨʚʠʥʥʠʤ 

ʟʘʚʜʘʥʥʷʤ ʜʣʷ ʤʫʥʽʮʠʧʘʣʴʥʠʭ ʩʣʫʞʙ ʽ ʩʠʩʪʝʤ ʧʽʜʪʨʠʤʢʠ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʻ ʥʝ 
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ʩʪʽʣʴʢʠ ʜʝʪʘʣʴʥʘ ʢʣʘʩʠʬʽʢʘʮʽʷ ʤʘʪʝʨʽʘʣʽʚ, ʩʢʽʣʴʢʠ ʥʘʜʽʡʥʝ ʚʠʷʚʣʝʥʥʷ ʩʘʤʠʭ ʟʦʥ 

ʥʘʢʦʧʠʯʝʥʥʷ ʙʫʜʽʚʝʣʴʥʦʛʦ ʩʤʽʪʪʷ. ʅʘ ʧʦʯʘʪʢʦʚʦʤʫ ʝʪʘʧʽ ʘʥʘʣʽʟʫ ʚʘʞʣʠʚʽʰʝ 

ʩʬʦʨʤʫʚʘʪʠ ʢʘʨʪʫ ʨʝʛʽʦʥʽʚ, ʜʝ ʧʨʠʩʫʪʥʽ ʟʥʘʯʫʱʽ ʦʙʩʷʛʠ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ, ʥʽʞ 

ʚʽʜʨʘʟʫ ʨʦʟʨʽʟʥʷʪʠ ʙʝʪʦʥ, ʮʝʛʣʫ, ʜʝʨʝʚʦ ʯʠ ʤʝʪʘʣ [18]. ʎʝ ʦʙˇʨʫʥʪʦʚʫʻ ʧʽʜʭʽʜ, ʟʘ 

ʷʢʦʛʦ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʜʝʪʝʢʪʦʨ ʥʘʣʘʰʪʦʚʫʻʪʴʩʷ ʥʘ ʙʽʥʘʨʥʫ ʧʦʩʪʘʥʦʚʢʫ çʬʨʘʛʤʝʥʪ 

ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ / ʬʦʥè, ʘ ʜʝʪʘʣʽʟʘʮʽʷ ʤʘʪʝʨʽʘʣʽʚ ʤʦʞʝ ʨʦʟʛʣʷʜʘʪʠʩʷ ʷʢ 

ʥʘʩʪʫʧʥʠʡ ʨʽʚʝʥʴ ʘʥʘʣʽʟʫ, ʱʦ ʚʠʭʦʜʠʪʴ ʟʘ ʤʝʞʽ ʜʘʥʠʭ ʪʝʟ. 

ʄʝʪʘ ʨʦʙʦʪʠ ʧʦʣʷʛʘʻ ʫ ʨʦʟʨʦʙʣʝʥʥʽ, ʦʙˇʨʫʥʪʫʚʘʥʥʽ ʪʘ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʽʡ 

ʧʝʨʝʚʽʨʮʽ ʘʜʘʧʪʦʚʘʥʦʛʦ ʥʝʡʨʦʤʝʨʝʞʝʚʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʚʠʷʚʣʝʥʥʷ ʬʨʘʛʤʝʥʪʽʚ 

ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ ʥʘ ʟʦʙʨʘʞʝʥʥʷʭ ʨʝʘʣʴʥʠʭ ʩʮʝʥ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʦʜʥʦʩʪʘʜʽʡʥʦʛʦ ʜʝʪʝʢʪʦʨʘ YOLO, ʷʢʠʡ ʩʧʝʮʽʘʣʴʥʦ ʜʦʥʘʚʯʘʻʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʨʫʯʥʦʾ 

ʜʦʨʦʟʤʽʪʢʠ ʟʨʘʟʢʽʚ. ʇʽʜ ʘʜʘʧʪʘʮʽʻʶ ʫ ʜʘʥʦʤʫ ʢʦʥʪʝʢʩʪʽ ʨʦʟʫʤʽʻʪʴʩʷ ʥʝ ʣʠʰʝ 

ʬʦʨʤʘʣʴʥʝ ʪʨʘʥʩʬʝʨʥʝ ʥʘʚʯʘʥʥʷ ʟ ʧʦʚʪʦʨʥʠʤ ʥʘʣʘʰʪʫʚʘʥʥʷʤ ʚʘʛ ʤʦʜʝʣʽ, ʘ ʡ 

ʮʽʣʝʩʧʨʷʤʦʚʘʥʝ ʧʝʨʝʬʦʨʤʫʣʶʚʘʥʥʷ ʟʘʜʘʯʽ, ʫʪʦʯʥʝʥʥʷ ʢʨʠʪʝʨʽʾʚ ʚʽʜʥʝʩʝʥʥʷ ʦʙôʻʢʪʽʚ 

ʜʦ ʮʽʣʴʦʚʦʛʦ ʢʣʘʩʫ, ʧʦʙʫʜʦʚʘ ʟʙʘʣʘʥʩʦʚʘʥʦʛʦ ʥʘʚʯʘʣʴʥʦʛʦ ʥʘʙʦʨʫ, ʨʦʟʨʦʙʣʝʥʥʷ 

ʧʨʦʮʝʜʫʨʠ ʧʦʝʪʘʧʥʦʾ ʨʫʯʥʦʾ ʢʦʨʝʢʮʽʾ ʨʦʟʤʽʪʢʠ ʪʘ ʫʟʛʦʜʞʝʥʥʷ ʧʘʨʘʤʝʪʨʽʚ 

ʘʫʛʤʝʥʪʘʮʽʾ ʟ ʨʝʘʣʴʥʠʤʠ ʫʤʦʚʘʤʠ ʝʢʩʧʣʫʘʪʘʮʽʾ. 

ɼʦʩʣʽʜʞʝʥʥʷ ʙʘʟʫʻʪʴʩʷ ʥʘ ʢʦʣʝʢʮʽʾ ʟʦʙʨʘʞʝʥʴ, ʦʪʨʠʤʘʥʠʭ ʫ ʨʝʘʣʽʩʪʠʯʥʠʭ 

ʫʤʦʚʘʭ: ʥʘ ʙʫʜʽʚʝʣʴʥʠʭ ʤʘʡʜʘʥʯʠʢʘʭ, ʫ ʟʦʥʘʭ ʜʝʤʦʥʪʘʞʫ ʟʨʫʡʥʦʚʘʥʠʭ ʩʧʦʨʫʜ, ʥʘ 

ʪʠʤʯʘʩʦʚʠʭ ʩʢʣʘʜʘʭ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ, ʘ ʪʘʢʦʞ ʥʘ ʜʽʣʷʥʢʘʭ ʤʽʩʴʢʦʛʦ 

ʩʝʨʝʜʦʚʠʱʘ, ʜʝ ʙʫʜʽʚʝʣʴʥʝ ʩʤʽʪʪʷ ʟʤʽʰʫʻʪʴʩʷ ʟ ʽʥʰʠʤʠ ʪʠʧʘʤʠ ʚʽʜʭʦʜʽʚ. ɼʞʝʨʝʣʘ 

ʚʽʟʫʘʣʴʥʠʭ ʜʘʥʠʭ ʚʢʣʶʯʘʶʪʴ ʟʥʽʤʢʠ, ʦʪʨʠʤʘʥʽ ʟ ʨʽʚʥʷ ʟʝʤʣʽ ʥʘ ʤʦʙʽʣʴʥʽ ʧʨʠʩʪʨʦʾ ʪʘ 

ʮʠʬʨʦʚʽ ʢʘʤʝʨʠ, ʘ ʪʘʢʦʞ ʦʢʨʝʤʽ ʢʘʜʨʠ ʟ ʚʽʜʝʦʧʦʪʦʢʽʚ. ʋ ʚʠʙʽʨʮʽ ʧʨʠʩʫʪʥʽ ʩʮʝʥʠ ʟ 

ʨʽʟʥʦʶ ʱʽʣʴʥʽʩʪʶ ʚʽʜʭʦʜʽʚ, ʨʽʟʥʠʤ ʤʘʩʰʪʘʙʦʤ ʦʙôʻʢʪʽʚ ʽ ʰʠʨʦʪʦʶ ʧʦʣʷ ʟʦʨʫ, ʱʦ 

ʽʤʽʪʫʻ ʩʧʝʢʪʨ ʧʨʘʢʪʠʯʥʠʭ ʩʮʝʥʘʨʽʾʚ ʚʽʜ ʜʝʪʘʣʴʥʦʛʦ ʦʛʣʷʜʫ ʦʢʨʝʤʠʭ ʜʽʣʷʥʦʢ ʜʦ 

ʫʟʘʛʘʣʴʥʝʥʠʭ ʧʘʥʦʨʘʤ. ɺ ʤʝʞʘʭ ʧʽʜʭʦʜʫ ʚʠʢʦʥʫʚʘʣʘʩʴ ʽʜʝʥʪʠʬʽʢʘʮʽʷ ʢʣʘʩʽʚ, 

ʥʘʚʝʜʝʥʠʭ ʥʘ ʨʠʩʫʥʢʫ 1. 

ʆʩʦʙʣʠʚʝ ʟʥʘʯʝʥʥʷ ʚ ʨʘʤʢʘʭ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʤʘʻ ʧʨʦʮʝʜʫʨʘ 

ʨʫʯʥʦʾ ʜʦʨʦʟʤʽʪʢʠ. ʇʦʯʘʪʢʦʚʘ ʨʦʟʤʽʪʢʘ ʬʦʨʤʫʚʘʣʘʩʷ ʟʘ ʩʭʝʤʦʶ, ʙʣʠʟʴʢʦʶ ʜʦ 

ʩʧʨʦʱʝʥʠʭ ʝʚʨʠʩʪʠʯʥʠʭ ʧʨʘʚʠʣ, ʢʦʣʠ ʦʧʝʨʘʪʦʨʠ ʚʠʜʽʣʷʣʠ ʫ ʢʘʜʨʽ ʜʦʤʽʥʘʥʪʥʽ 

ʩʢʫʧʯʝʥʥʷ ʫʣʘʤʢʽʚ ʽʟ ʤʽʥʽʤʘʣʴʥʦʶ ʜʝʪʘʣʽʟʘʮʽʻʶ ʤʝʞ. ʊʘʢʘ ʨʦʟʤʽʪʢʘ ʚʠʷʚʠʣʘʩʷ 

ʥʝʜʦʩʪʘʪʥʴʦ ʪʦʯʥʦʶ, ʦʩʢʽʣʴʢʠ ʟʥʘʯʥʘ ʯʘʩʪʠʥʘ ʨʘʤʦʢ ʚʢʣʶʯʘʣʘ ʚʝʣʠʢʽ ʬʨʘʛʤʝʥʪʠ 

ʬʦʥʫ, ʘ ʜʨʽʙʥʽ ʫʣʘʤʢʠ, ʷʢʽ ʟ ʪʦʯʢʠ ʟʦʨʫ ʝʢʩʧʣʫʘʪʘʮʽʡʥʠʭ ʧʦʪʨʝʙ ʻ ʩʫʪʪʻʚʠʤʠ, ʯʘʩʪʦ 

ʟʘʣʠʰʘʣʠʩʷ ʥʝʚʨʘʭʦʚʘʥʠʤʠ. ɼʣʷ ʧʦʜʦʣʘʥʥʷ ʮʠʭ ʦʙʤʝʞʝʥʴ ʙʫʣʦ ʟʘʩʪʦʩʦʚʘʥʦ 

ʧʦʝʪʘʧʥʠʡ ʧʽʜʭʽʜ: ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʫ ʙʘʟʦʚʫ ʤʦʜʝʣʴ YOLO, ʥʘ 

ʟʦʙʨʘʞʝʥʥʷʭ ʛʝʥʝʨʫʚʘʣʠʩʷ ʧʝʨʚʠʥʥʽ ʧʨʦʧʦʟʠʮʽʾ ʦʙʣʘʩʪʝʡ ʽʥʪʝʨʝʩʫ, ʧʽʩʣʷ ʯʦʛʦ 

ʝʢʩʧʝʨʪʠ ʚʨʫʯʥʫ ʢʦʨʠʛʫʚʘʣʠ ʤʝʞʽ ʨʘʤʦʢ, ʚʠʣʫʯʘʣʠ ʦʯʝʚʠʜʥʽ ʭʠʙʥʦʧʦʟʠʪʠʚʥʽ 
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ʩʧʨʘʮʶʚʘʥʥʷ, ʜʦʜʘʚʘʣʠ ʧʨʦʧʫʱʝʥʽ ʬʨʘʛʤʝʥʪʠ, ʱʦ ʤʘʶʪʴ ʷʚʥʦ ʚʠʨʘʞʝʥʽ ʦʟʥʘʢʠ 

ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ. 

 

 
ʈʠʩʫʥʦʢ 1 ï ɺʠʜʠ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ 

 

ʈʫʯʥʘ ʜʦʨʦʟʤʽʪʢʘ ʩʫʧʨʦʚʦʜʞʫʚʘʣʘʩʷ ʜʝʪʘʣʴʥʦ ʨʦʟʨʦʙʣʝʥʠʤ ʧʨʦʪʦʢʦʣʦʤ, 

ʩʧʨʷʤʦʚʘʥʠʤ ʥʘ ʫʟʛʦʜʞʝʥʽʩʪʴ ʽ ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʨʽʰʝʥʴ ʤʽʞ ʨʽʟʥʠʤʠ ʘʥʦʪʘʪʦʨʘʤʠ. 

ɹʫʣʦ ʩʬʦʨʤʫʣʴʦʚʘʥʦ ʢʨʠʪʝʨʽʾ ʚʽʜʥʝʩʝʥʥʷ ʦʙôʻʢʪʘ ʜʦ ʬʨʘʛʤʝʥʪʘ ʙʫʜʽʚʝʣʴʥʦʛʦ ʩʤʽʪʪʷ, 

ʜʝ ʧʽʜʢʨʝʩʣʶʚʘʣʘʩʷ ʥʝʦʙʭʽʜʥʽʩʪʴ ʬʦʢʫʩʫʚʘʥʥʷ ʥʘ ʫʣʘʤʢʘʭ ʢʦʥʩʪʨʫʢʮʽʡ, ʷʢʽ ʤʘʶʪʴ 

ʨʝʘʣʴʥʝ ʟʥʘʯʝʥʥʷ ʟ ʪʦʯʢʠ ʟʦʨʫ ʣʦʛʽʩʪʠʢʠ ʧʨʠʙʠʨʘʥʥʷ ʪʘ ʚʪʦʨʠʥʥʦʾ ʧʝʨʝʨʦʙʢʠ. ʅʘʜʪʦ 

ʜʨʽʙʥʽ ʯʘʩʪʦʯʢʠ, ʧʠʣʦʚʽ ʫʪʚʦʨʝʥʥʷ ʪʘ ʥʝʦʜʥʦʟʥʘʯʥʽ ʪʝʢʩʪʫʨʥʽ ʚʢʣʶʯʝʥʥʷ ʥʝ 

ʧʦʟʥʘʯʘʣʠʩʷ ʷʢ ʦʢʨʝʤʽ ʦʙôʻʢʪʠ, ʘʙʠ ʥʝ ʧʝʨʝʚʘʥʪʘʞʫʚʘʪʠ ʤʦʜʝʣʴ ʰʫʤʦʚʠʤʠ 

ʧʨʠʢʣʘʜʘʤʠ. ʅʘʪʦʤʽʩʪʴ ʩʪʨʫʢʪʫʨʥʽ ʫʣʘʤʢʠ ʮʝʛʣʠ, ʙʝʪʦʥʫ, ʧʣʠʪʢʠ, ʜʝʨʝʚôʷʥʠʭ 

ʝʣʝʤʝʥʪʽʚ, ʤʝʪʘʣʝʚʠʭ ʜʝʪʘʣʝʡ ʽ ʟʤʽʰʘʥʠʭ ʬʨʘʛʤʝʥʪʽʚ ʨʦʟʛʣʷʜʘʣʠʩʷ ʷʢ ʮʽʣʴʦʚʽ 

ʦʙôʻʢʪʠ, ʥʘʚʽʪʴ ʷʢʱʦ ʚʦʥʠ ʙʫʣʠ ʯʘʩʪʢʦʚʦ ʧʝʨʝʢʨʠʪʽ ʽʥʰʠʤʠ ʧʨʝʜʤʝʪʘʤʠ ʘʙʦ 

ʯʘʩʪʢʦʚʦ ʟʘʛʣʠʙʣʝʥʽ ʫ ˇʨʫʥʪ. 

ɼʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʦʥʪʨʦʣʶ ʷʢʦʩʪʽ ʨʦʟʤʽʪʢʠ ʟʘʩʪʦʩʦʚʫʚʘʚʩʷ ʧʽʜʭʽʜ, 

ʙʣʠʟʴʢʠʡ ʜʦ ʝʢʩʧʝʨʪʥʦʾ ʚʘʣʽʜʘʮʽʾ. ɺʠʙʽʨʢʘ ʘʥʦʪʦʚʘʥʠʭ ʟʦʙʨʘʞʝʥʴ ʧʝʨʝʚʽʨʷʣʘʩʷ 

ʥʝʟʘʣʝʞʥʠʤ ʝʢʩʧʝʨʪʦʤ, ʷʢʠʡ ʦʮʽʥʶʚʘʚ ʧʦʚʥʦʪʫ ʦʭʦʧʣʝʥʥʷ ʫʣʘʤʢʽʚ, ʪʦʯʥʽʩʪʴ 

ʧʦʟʠʮʽʶʚʘʥʥʷ ʨʘʤʦʢ ʪʘ ʚʽʜʩʫʪʥʽʩʪʴ ʩʠʩʪʝʤʘʪʠʯʥʠʭ ʧʝʨʝʢʦʩʽʚ, ʥʘʧʨʠʢʣʘʜ, 

ʩʠʩʪʝʤʘʪʠʯʥʦʾ ʚʽʜʤʦʚʠ ʚʽʜ ʧʦʟʥʘʯʝʥʥʷ ʧʝʚʥʠʭ ʪʠʧʽʚ ʤʘʪʝʨʽʘʣʽʚ. ɿʘ ʥʝʦʙʭʽʜʥʦʩʪʽ 

ʚʠʢʦʥʫʚʘʣʘʩʷ ʧʦʚʪʦʨʥʘ ʢʦʨʝʢʮʽʷ ʥʘʡʧʨʦʙʣʝʤʥʽʰʠʭ ʟʥʽʤʢʽʚ, ʱʦ ʜʦʟʚʦʣʠʣʦ 

ʩʬʦʨʤʫʚʘʪʠ ʧʽʜʤʥʦʞʠʥʫ ʚʠʩʦʢʦʷʢʽʩʥʠʭ ʝʪʘʣʦʥʥʠʭ ʧʨʠʢʣʘʜʽʚ, ʧʨʠʜʘʪʥʠʭ ʜʣʷ 

ʧʦʜʘʣʴʰʦʛʦ ʪʨʘʥʩʬʝʨʥʦʛʦ ʥʘʚʯʘʥʥʷ. 

ʅʘ ʦʩʥʦʚʽ ʧʽʜʛʦʪʦʚʣʝʥʦʛʦ ʜʘʪʘʩʝʪʫ ʙʫʣʦ ʟʜʽʡʩʥʝʥʦ ʘʜʘʧʪʘʮʽʶ ʙʘʟʦʚʦʾ ʤʦʜʝʣʽ 

YOLO ʫ ʨʝʞʠʤʽ ʪʨʘʥʩʬʝʨʥʦʛʦ ʥʘʚʯʘʥʥʷ. ɺʠʭʽʜʥʽ ʚʘʛʠ, ʦʪʨʠʤʘʥʽ ʧʽʜ ʯʘʩ 
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ʧʦʧʝʨʝʜʥʴʦʛʦ ʥʘʚʯʘʥʥʷ ʥʘ ʫʥʽʚʝʨʩʘʣʴʥʠʭ ʥʘʙʦʨʘʭ ʜʘʥʠʭ, ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠʩʷ ʷʢ 

ʧʦʯʘʪʢʦʚʘ ʪʦʯʢʘ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʟʘʛʘʣʴʥʫ ʟʜʘʪʥʽʩʪʴ ʤʦʜʝʣʽ ʚʠʜʽʣʷʪʠ ʚʫʟʣʠ, ʤʝʞʽ ʪʘ 

ʪʝʢʩʪʫʨʥʽ ʧʘʪʝʨʥʠ. ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʥʘʚʯʘʥʥʷ ʬʽʢʩʫʚʘʣʠʩʷ ʚʩʽ ʛʣʠʙʠʥʥʽ ʰʘʨʠ, 

ʚʽʜʧʦʚʽʜʘʣʴʥʽ ʟʘ ʥʠʟʴʢʦʨʽʚʥʝʚʝ ʪʘ ʩʝʨʝʜʥʴʦʨʽʚʥʝʚʝ ʚʠʜʽʣʝʥʥʷ ʦʟʥʘʢ, ʪʦʜʽ ʷʢ 

ʦʥʦʚʣʝʥʥʶ ʧʽʜʣʷʛʘʣʠ ʣʠʰʝ ʧʘʨʘʤʝʪʨʠ çʛʦʣʦʚʠè ʜʝʪʝʢʪʦʨʘ, ʷʢʽ ʢʦʥʪʨʦʣʶʶʪʴ 

ʬʦʨʤʫʚʘʥʥʷ ʨʘʤʦʢ ʽ ʙʽʥʘʨʥʝ ʨʽʰʝʥʥʷ ʱʦʜʦ ʥʘʷʚʥʦʩʪʽ ʮʽʣʴʦʚʦʛʦ ʦʙôʻʢʪʘ. ʊʘʢʠʡ 

ʨʝʞʠʤ ʜʦʟʚʦʣʷʻ ʰʚʠʜʢʦ ʘʜʘʧʪʫʚʘʪʠ ʤʦʜʝʣʴ ʜʦ ʥʦʚʦʾ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʙʝʟ 

ʟʥʘʯʥʦʛʦ ʨʠʟʠʢʫ ʨʫʡʥʫʚʘʥʥʷ ʧʦʧʝʨʝʜʥʴʦ ʩʬʦʨʤʦʚʘʥʦʛʦ ʧʨʦʩʪʦʨʫ ʦʟʥʘʢ. 

ʇʦʜʘʣʴʰʽ ʝʪʘʧʠ ʘʜʘʧʪʘʮʽʾ ʧʝʨʝʜʙʘʯʘʣʠ ʧʦʩʪʫʧʦʚʝ çʨʦʟʤʦʨʦʞʫʚʘʥʥʷè 

ʯʘʩʪʠʥʠ ʧʨʦʤʽʞʥʠʭ ʰʘʨʽʚ. ʎʝ ʜʘʣʦ ʟʤʦʛʫ ʛʥʫʯʢʽʰʝ ʧʽʜʣʘʰʪʫʚʘʪʠ ʨʝʧʨʝʟʝʥʪʘʮʽʾ ʧʽʜ 

ʩʧʝʮʠʬʽʢʫ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ, ʱʦ ʤʘʶʪʴ ʭʘʨʘʢʪʝʨʥʽ, ʘʣʝ ʚʦʜʥʦʯʘʩ ʨʽʟʥʦʤʘʥʽʪʥʽ 

ʪʝʢʩʪʫʨʠ. ɼʣʷ ʫʥʠʢʥʝʥʥʷ ʧʝʨʝʥʘʚʯʘʥʥʷ ʙʫʣʦ ʟʘʩʪʦʩʦʚʘʥʦ ʨʝʛʫʣʷʨʠʟʘʮʽʡʥʽ ʧʨʠʡʦʤʠ, 

ʟʦʢʨʝʤʘ ʚʘʛʦʚʝ ʟʛʘʩʘʥʥʷ ʪʘ ʢʦʥʪʨʦʣʴʦʚʘʥʫ ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʘʫʛʤʝʥʪʘʮʽʾ. ʈʦʟʤʽʨ ʚʭʦʜʫ 

ʜʝʪʝʢʪʦʨʘ, ʧʘʨʘʤʝʪʨʠ ʩʽʪʢʠ ʧʝʨʝʜʙʘʯʝʥʴ ʽ ʧʦʨʦʛʦʚʽ ʟʥʘʯʝʥʥʷ ʜʣʷ ʢʦʝʬʽʮʽʻʥʪʘ 

ʧʝʨʝʪʠʥʫ ʥʘʜ ʦʙôʻʜʥʘʥʥʷʤ ʥʘʣʘʰʪʦʚʫʚʘʣʠʩʷ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʪʦʛʦ, ʱʦ ʮʽʣʴʦʚʽ ʦʙôʻʢʪʠ 

ʤʦʞʫʪʴ ʙʫʪʠ ʷʢ ʚʽʜʥʦʩʥʦ ʚʝʣʠʢʠʤʠ, ʪʘʢ ʽ ʜʨʽʙʥʠʤʠ, ʘʣʝ ʦʧʝʨʘʮʽʡʥʦ ʟʥʘʯʫʱʠʤʠ. 

ʇʨʦʮʝʩ ʥʘʚʯʘʥʥʷ ʩʫʧʨʦʚʦʜʞʫʚʘʚʩʷ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʤ ʟʘʩʪʦʩʫʚʘʥʥʷʤ 

ʘʫʛʤʝʥʪʘʮʽʾ ʜʘʥʠʭ. ɺʘʨʽʶʚʘʣʠʩʷ ʷʩʢʨʘʚʽʩʪʴ, ʢʦʥʪʨʘʩʪ, ʥʘʩʠʯʝʥʽʩʪʴ ʽ ʢʦʣʽʨʥʠʡ 

ʚʽʜʪʽʥʦʢ ʟʦʙʨʘʞʝʥʴ, ʱʦ ʤʦʜʝʣʶʚʘʣʦ ʨʽʟʥʽ ʧʦʛʦʜʥʽ ʪʘ ʦʩʚʽʪʣʶʚʘʣʴʥʽ ʫʤʦʚʠ, 

ʭʘʨʘʢʪʝʨʥʽ ʜʣʷ ʚʽʜʢʨʠʪʠʭ ʤʽʩʴʢʠʭ ʩʮʝʥ. ɺʠʢʦʨʠʩʪʦʚʫʚʘʣʦʩʷ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʽʟ 

ʟʙʝʨʝʞʝʥʥʷʤ ʧʨʦʧʦʨʮʽʡ ʽ ʧʦʜʘʣʴʰʠʤ ʜʦʚʽʣʴʥʠʤ ʦʙʨʽʟʘʥʥʷʤ, ʟʘʚʜʷʢʠ ʯʦʤʫ ʤʦʜʝʣʴ 

ʥʘʚʯʘʣʘʩʷ ʧʨʘʮʶʚʘʪʠ ʟ ʨʽʟʥʠʤʠ ʤʘʩʰʪʘʙʘʤʠ ʽ ʨʘʢʫʨʩʘʤʠ ʚʽʜʥʦʩʥʦ ʟʦʥ ʥʘʢʦʧʠʯʝʥʥʷ 

ʚʽʜʭʦʜʽʚ. ʃʝʛʢʝ ʨʦʟʤʠʪʪʷ ʪʘ ʰʫʤ ʜʦʟʚʦʣʷʣʠ ʽʤʽʪʫʚʘʪʠ ʟʥʠʞʝʥʫ ʷʢʽʩʪʴ ʟʦʙʨʘʞʝʥʥʷ, 

ʚʣʘʩʪʠʚʫ ʢʘʜʨʘʤ ʽʟ ʚʽʜʝʦʧʦʪʦʢʽʚ ʢʘʤʝʨ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʘʙʦ ʜʨʦʥʽʚ. ʇʨʠ ʮʴʦʤʫ 

ʧʘʨʘʤʝʪʨʠ ʘʫʛʤʝʥʪʘʮʽʾ ʧʽʜʙʠʨʘʣʠʩʷ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ ʥʝ ʟʨʫʡʥʫʚʘʪʠ ʪʽ ʦʟʥʘʢʠ, ʷʢʽ ʻ 

ʢʣʶʯʦʚʠʤʠ ʜʣʷ ʚʽʜʦʢʨʝʤʣʝʥʥʷ ʙʫʜʽʚʝʣʴʥʠʭ ʫʣʘʤʢʽʚ ʚʽʜ ʬʦʥʫ. 

ʆʮʽʥʶʚʘʥʥʷ ʷʢʦʩʪʽ ʘʜʘʧʪʦʚʘʥʦʾ ʤʦʜʝʣʽ ʧʨʦʚʦʜʠʣʦʩʷ ʥʘ ʚʽʜʢʣʘʜʝʥʽʡ ʪʝʩʪʦʚʽʡ 

ʚʠʙʽʨʮʽ, ʷʢʘ ʬʦʨʤʫʚʘʣʘʩʷ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʨʽʟʥʦʤʘʥʽʪʪʷ ʩʮʝʥ ʽ ʥʝ ʙʨʘʣʘ ʫʯʘʩʪʽ ʚ 

ʧʨʦʮʝʩʽ ʥʘʚʯʘʥʥʷ. ʆʩʥʦʚʥʠʤʠ ʢʽʣʴʢʽʩʥʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ ʩʣʫʛʫʚʘʣʠ ʩʝʨʝʜʥʷ ʪʦʯʥʽʩʪʴ 

ʚʠʷʚʣʝʥʥʷ ʧʨʠ ʬʽʢʩʦʚʘʥʦʤʫ ʧʦʨʦʛʦʚʦʤʫ ʟʥʘʯʝʥʥʽ ʢʦʝʬʽʮʽʻʥʪʘ ʧʝʨʝʪʠʥʫ ʥʘʜ 

ʦʙôʻʜʥʘʥʥʷʤ, ʧʦʚʥʦʪʘ ʜʝʪʝʢʮʽʾ ʪʘ ʫʟʘʛʘʣʴʥʝʥʘ ʦʮʽʥʢʘ, ʱʦ ʭʘʨʘʢʪʝʨʠʟʫʻ ʙʘʣʘʥʩ ʤʽʞ 

ʧʨʦʧʫʩʢʘʤʠ ʪʘ ʭʠʙʥʦʧʦʟʠʪʠʚʥʠʤʠ ʩʧʨʘʮʶʚʘʥʥʷʤʠ. ɼʦʜʘʪʢʦʚʦ ʘʥʘʣʽʟʫʚʘʣʠʩʷ 

ʩʮʝʥʘʨʽʾ, ʜʝ ʙʫʜʽʚʝʣʴʥʽ ʚʽʜʭʦʜʠ ʟʘʡʤʘʶʪʴ ʟʥʘʯʥʫ ʯʘʩʪʠʥʫ ʢʘʜʨʫ, ʽ ʩʮʝʥʘʨʽʾ, ʜʝ ʚʦʥʠ 

ʨʦʟʪʘʰʦʚʘʥʽ ʬʨʘʛʤʝʥʪʘʨʥʦ ʪʘ ʟʤʽʰʫʶʪʴʩʷ ʟ ʽʥʰʠʤʠ ʦʙôʻʢʪʘʤʠ ʤʽʩʴʢʦʛʦ 

ʩʝʨʝʜʦʚʠʱʘ. ʊʘʢʠʡ ʨʦʟʨʽʟ ʜʦʟʚʦʣʠʚ ʦʪʨʠʤʘʪʠ ʫʷʚʣʝʥʥʷ ʧʨʦ ʩʪʘʙʽʣʴʥʽʩʪʴ ʨʦʙʦʪʠ 

ʤʦʜʝʣʽ ʚ ʫʤʦʚʘʭ ʨʽʟʥʦʾ ʩʢʣʘʜʥʦʩʪʽ ʩʮʝʥʠ. 

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʟʘʩʚʽʜʯʠʣʠ, ʱʦ ʘʜʘʧʪʘʮʽʷ ʯʝʨʝʟ ʨʫʯʥʫ ʜʦʨʦʟʤʽʪʢʫ ʪʘ 

ʧʦʝʪʘʧʥʝ ʜʦʥʘʚʯʘʥʥʷ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʦʤʽʪʥʦʛʦ ʧʽʜʚʠʱʝʥʥʷ ʷʢʦʩʪʽ ʚʠʷʚʣʝʥʥʷ 
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ʧʦʨʽʚʥʷʥʦ ʟ ʙʘʟʦʚʦʶ ʤʦʜʝʣʣʶ ʙʝʟ ʬʘʭʦʚʦʾ ʘʜʘʧʪʘʮʽʾ. ʋ ʩʮʝʥʘʭ ʽʟ ʥʝʦʜʥʦʨʽʜʥʠʤ 

ʬʦʥʦʤ ʽ ʯʘʩʪʢʦʚʠʤʠ ʧʝʨʝʢʨʠʪʪʷʤʠ ʬʨʘʛʤʝʥʪʽʚ ʙʫʣʦ ʟʘʬʽʢʩʦʚʘʥʦ ʟʨʦʩʪʘʥʥʷ ʧʦʚʥʦʪʠ 

ʜʝʪʝʢʮʽʾ ʟʘ ʟʙʝʨʝʞʝʥʥʷ ʧʨʠʡʥʷʪʥʦʛʦ ʨʽʚʥʷ ʪʦʯʥʦʩʪʽ, ʱʦ ʻ ʢʨʠʪʠʯʥʠʤ ʜʣʷ ʟʘʜʘʯ 

ʤʦʥʽʪʦʨʠʥʛʫ, ʜʝ ʥʝʙʘʞʘʥʠʤʠ ʻ ʧʨʦʧʫʩʢʠ ʟʥʘʯʫʱʠʭ ʩʢʫʧʯʝʥʴ ʚʽʜʭʦʜʽʚ. ɿʤʝʥʰʠʣʘʩʷ 

ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʠʭ ʩʧʨʘʮʶʚʘʥʴ ʥʘ ʧʨʠʨʦʜʥʠʭ ʩʪʨʫʢʪʫʨʘʭ, ʪʘʢʠʭ ʷʢ ʢʘʤʽʥʥʷ, ʦʛʦʣʝʥʽ 

ʢʦʨʝʥʽ ʜʝʨʝʚ ʘʙʦ ʫʣʘʤʢʠ ʘʩʬʘʣʴʪʫ, ʷʢʽ ʥʘ ʝʪʘʧʽ ʧʦʧʝʨʝʜʥʽʭ ʝʢʩʧʝʨʠʤʝʥʪʽʚ ʯʘʩʪʦ 

ʧʦʤʠʣʢʦʚʦ ʪʨʘʢʪʫʚʘʣʠʩʷ ʷʢ ʙʫʜʽʚʝʣʴʥʝ ʩʤʽʪʪʷ. 

ʗʢʽʩʥʠʡ ʘʥʘʣʽʟ ʪʠʧʦʚʠʭ ʧʦʤʠʣʦʢ ʧʦʢʘʟʘʚ, ʱʦ ʥʘʡʙʽʣʴʰʫ ʩʢʣʘʜʥʽʩʪʴ ʜʣʷ 

ʤʦʜʝʣʽ ʩʪʘʥʦʚʣʷʪʴ ʩʮʝʥʠ, ʜʝ ʬʨʘʛʤʝʥʪʠ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ ʯʘʩʪʢʦʚʦ ʚʢʨʠʪʽ 

ˇʨʫʥʪʦʤ, ʩʥʽʛʦʤ ʘʙʦ ʰʘʨʦʤ ʧʠʣʫ, ʘ ʪʘʢʦʞ ʟʦʥʠ ʟ ʩʠʣʴʥʠʤʠ ʚʽʜʙʠʪʪʷʤʠ ʩʦʥʷʯʥʦʛʦ 

ʩʚʽʪʣʘ ʥʘ ʤʝʪʘʣʝʚʠʭ ʧʦʚʝʨʭʥʷʭ. ʋ ʪʘʢʠʭ ʚʠʧʘʜʢʘʭ ʪʝʢʩʪʫʨʥʽ ʦʟʥʘʢʠ ʩʪʘʶʪʴ ʤʝʥʰ 

ʽʥʬʦʨʤʘʪʠʚʥʠʤʠ, ʘ ʣʦʢʘʣʴʥʽ ʧʝʨʝʥʘʩʠʯʝʥʥʷ ʘʙʦ ʧʨʦʚʘʣʠ ʷʩʢʨʘʚʦʩʪʽ ʫʩʢʣʘʜʥʶʶʪʴ 

ʧʨʦʮʝʩ ʚʠʜʽʣʝʥʥʷ ʢʦʥʪʫʨʽʚ ʦʙôʻʢʪʽʚ. ʏʘʩʪʠʥʘ ʧʦʤʠʣʦʢ ʧʦʚôʷʟʘʥʘ ʟ ʜʨʽʙʥʠʤʠ 

ʬʨʘʛʤʝʥʪʘʤʠ, ʷʢʽ ʟʘ ʨʦʟʤʽʨʦʤ ʥʘʙʣʠʞʘʶʪʴʩʷ ʜʦ ʰʫʤʦʚʠʭ ʢʣʘʩʪʝʨʽʚ ʧʽʢʩʝʣʽʚ, ʽ 

ʧʦʪʨʝʙʫʻ ʘʙʦ ʟʤʽʥʠ ʧʘʨʘʤʝʪʨʽʚ ʩʽʪʢʠ ʜʝʪʝʢʪʦʨʘ, ʘʙʦ ʟʘʣʫʯʝʥʥʷ ʤʝʪʦʜʽʚ, ʦʨʽʻʥʪʦʚʘʥʠʭ 

ʥʘ ʚʠʷʚʣʝʥʥʷ ʜʫʞʝ ʤʘʣʠʭ ʦʙôʻʢʪʽʚ. 

ɺʘʞʣʠʚʠʤ ʢʦʤʧʦʥʝʥʪʦʤ ʜʦʩʣʽʜʞʝʥʥʷ ʩʪʘʣʦ ʦʮʽʥʶʚʘʥʥʷ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ 

ʜʦʮʽʣʴʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ. ʆʜʥʦʩʪʘʜʽʡʥʘ ʧʨʠʨʦʜʘ ʜʝʪʝʢʪʦʨʘ YOLO 

ʜʦʟʚʦʣʷʻ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʘʜʘʧʪʦʚʘʥʫ ʤʦʜʝʣʴ ʫ ʨʝʞʠʤʘʭ, ʙʣʠʟʴʢʠʭ ʜʦ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ, 

ʱʦ ʚʽʜʢʨʠʚʘʻ ʤʦʞʣʠʚʦʩʪʽ ʽʥʪʝʛʨʘʮʽʾ ʚ ʩʠʩʪʝʤʠ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʤʦʙʽʣʴʥʽ 

ʜʦʜʘʪʢʠ ʜʣʷ ʧʦʣʴʦʚʠʭ ʽʥʩʧʝʢʪʦʨʽʚ, ʧʨʦʛʨʘʤʥʽ ʢʦʤʧʣʝʢʩʠ ʜʣʷ ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʟ 

ʙʝʟʧʽʣʦʪʥʠʭ ʣʽʪʘʣʴʥʠʭ ʘʧʘʨʘʪʽʚ. ʋ ʨʦʙʦʪʽ ʙʫʣʦ ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʚʘʨʽʘʥʪʠ ʨʦʟʛʦʨʪʘʥʥʷ 

ʤʦʜʝʣʽ ʷʢ ʥʘ ʩʝʨʚʝʨʥʠʭ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʚʫʟʣʘʭ, ʪʘʢ ʽ ʥʘ ʚʽʜʥʦʩʥʦ ʦʙʤʝʞʝʥʠʭ 

ʘʧʘʨʘʪʥʠʭ ʧʣʘʪʬʦʨʤʘʭ. ɺʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʟʘ ʧʝʚʥʦʾ ʦʧʪʠʤʽʟʘʮʽʾ ʧʘʨʘʤʝʪʨʽʚ ʽ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʣʝʛʰʝʥʠʭ ʤʦʜʠʬʽʢʘʮʽʡ ʘʨʭʽʪʝʢʪʫʨʠ ʤʦʜʝʣʴ ʤʦʞʝ ʙʫʪʠ ʧʨʠʜʘʪʥʦʶ 

ʜʣʷ ʟʘʩʪʦʩʫʚʘʥʥʷ ʫ ʨʦʟʧʦʜʽʣʝʥʠʭ ʩʠʩʪʝʤʘʭ ʤʦʥʽʪʦʨʠʥʛʫ, ʜʝ ʯʘʩʪʠʥʘ ʧʦʧʝʨʝʜʥʴʦʾ 

ʦʙʨʦʙʢʠ ʚʠʢʦʥʫʻʪʴʩʷ ʥʘ ʧʝʨʠʬʝʨʽʡʥʠʭ ʧʨʠʩʪʨʦʷʭ, ʘ ʜʝʪʘʣʴʥʽʰʠʡ ʘʥʘʣʽʟ 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʥʘ ʮʝʥʪʨʘʣʴʥʦʤʫ ʩʝʨʚʝʨʽ. 

ɸʜʘʧʪʦʚʘʥʠʡ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʧʽʜʭʽʜ, ʦʧʠʩʘʥʠʡ ʫ ʨʦʙʦʪʽ, ʤʦʞʥʘ ʨʦʟʛʣʷʜʘʪʠ 

ʷʢ ʙʘʟʦʚʠʡ ʨʽʚʝʥʴ ʰʠʨʰʦʾ ʩʠʩʪʝʤʠ ʧʽʜʪʨʠʤʢʠ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʫ ʩʬʝʨʽ ʫʧʨʘʚʣʽʥʥʷ 

ʙʫʜʽʚʝʣʴʥʠʤʠ ʚʽʜʭʦʜʘʤʠ. ʇʝʨʚʠʥʥʝ ʘʚʪʦʤʘʪʠʟʦʚʘʥʝ ʚʠʷʚʣʝʥʥʷ ʟʦʥ ʽʟ ʥʘʷʚʥʽʩʪʶ 

ʫʣʘʤʢʽʚ ʬʦʨʤʫʻ ʚʭʽʜʥʫ ʽʥʬʦʨʤʘʮʽʶ ʜʣʷ ʤʦʜʫʣʽʚ, ʷʢʽ ʦʮʽʥʶʶʪʴ ʜʠʥʘʤʽʢʫ 

ʥʘʢʦʧʠʯʝʥʥʷ ʚʽʜʭʦʜʽʚ, ʤʦʜʝʣʶʶʪʴ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʚʠʚʝʟʝʥʥʷ ʪʘ 

ʧʝʨʝʨʦʙʢʠ, ʘʥʘʣʽʟʫʶʪʴ ʜʦʪʨʠʤʘʥʥʷ ʝʢʦʣʦʛʽʯʥʠʭ ʦʙʤʝʞʝʥʴ ʫ ʨʽʟʥʠʭ ʨʘʡʦʥʘʭ. 

ʅʘʷʚʥʽʩʪʴ ʜʦʩʪʦʚʽʨʥʠʭ ʢʘʨʪ ʚʠʷʚʣʝʥʠʭ ʟʦʥ ʙʫʜʽʚʝʣʴʥʦʛʦ ʩʤʽʪʪʷ ʧʦʣʝʛʰʫʻ 

ʧʣʘʥʫʚʘʥʥʷ ʤʘʨʰʨʫʪʽʚ ʩʧʝʮʪʝʭʥʽʢʠ, ʜʦʟʚʦʣʷʻ ʦʧʝʨʘʪʠʚʥʦ ʚʠʷʚʣʷʪʠ ʩʪʠʭʽʡʥʽ 

ʟʚʘʣʠʱʘ, ʧʽʜʪʨʠʤʫʻ ʧʨʦʟʦʨʽʩʪʴ ʢʦʥʪʨʦʣʶ ʟʘ ʜʽʷʣʴʥʽʩʪʶ ʧʽʜʨʷʜʥʠʭ ʦʨʛʘʥʽʟʘʮʽʡ. 
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ʇʝʨʩʧʝʢʪʠʚʠ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ ʧʦʚôʷʟʘʥʽ ʟ ʜʝʢʽʣʴʢʦʤʘ ʚʘʞʣʠʚʠʤʠ 

ʥʘʧʨʷʤʘʤʠ. ʆʜʥʠʤ ʽʟ ʥʠʭ ʻ ʨʦʟʰʠʨʝʥʥʷ ʡ ʜʠʚʝʨʩʠʬʽʢʘʮʽʷ ʥʘʚʯʘʣʴʥʦʛʦ ʥʘʙʦʨʫ 

ʰʣʷʭʦʤ ʚʢʣʶʯʝʥʥʷ ʜʘʥʠʭ ʽʟ ʨʽʟʥʠʭ ʛʝʦʛʨʘʬʽʯʥʠʭ ʨʝʛʽʦʥʽʚ, ʩʝʟʦʥʽʚ ʪʘ ʪʠʧʽʚ ʟʘʙʫʜʦʚʠ, 

ʱʦ ʤʘʻ ʧʽʜʚʠʱʠʪʠ ʫʟʘʛʘʣʴʥʶʚʘʥʽʩʪʴ ʤʦʜʝʣʽ. ɯʥʰʠʤ ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʥʘʧʨʷʤʦʤ ʻ 

ʽʥʪʝʛʨʘʮʽʷ ʜʦʜʘʪʢʦʚʠʭ ʤʦʜʘʣʴʥʦʩʪʝʡ, ʟʦʢʨʝʤʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʣʠʙʠʥʥʦʾ ʽʥʬʦʨʤʘʮʽʾ 

ʘʙʦ ʜʘʥʠʭ ʪʝʧʣʦʚʽʟʽʡʥʠʭ ʢʘʤʝʨ, ʷʢʽ ʜʦʧʦʤʦʛʣʠ ʙ ʚʽʜʦʢʨʝʤʣʶʚʘʪʠ ʦʙôʻʢʪʠ ʟ ʨʽʟʥʦʶ 

ʬʽʟʠʯʥʦʶ ʩʪʨʫʢʪʫʨʦʶ ʟʘ ʥʝʧʨʷʤʠʤʠ ʦʟʥʘʢʘʤʠ. ʅʝ ʤʝʥʰ ʘʢʪʫʘʣʴʥʠʤ ʻ ʜʦʩʣʽʜʞʝʥʥʷ 

ʧʽʜʭʦʜʽʚ ʜʦ ʘʢʪʠʚʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʢʦʣʠ ʤʦʜʝʣʴ, ʨʦʟʛʦʨʥʫʪʘ ʚ ʝʢʩʧʣʫʘʪʘʮʽʡʥʦʤʫ 

ʩʝʨʝʜʦʚʠʱʽ, ʧʨʦʧʦʥʫʻ ʦʧʝʨʘʪʦʨʫ ʜʣʷ ʨʫʯʥʦʾ ʜʦʨʦʟʤʽʪʢʠ ʥʘʡʽʥʬʦʨʤʘʪʠʚʥʽʰʽ ʢʘʜʨʠ, 

ʱʦ ʜʦʟʚʦʣʠʪʴ ʽʟ ʤʽʥʽʤʘʣʴʥʠʤʠ ʟʫʩʠʣʣʷʤʠ ʧʽʜʪʨʠʤʫʚʘʪʠ ʾʾ ʘʢʪʫʘʣʴʥʽʩʪʴ ʟʘ ʫʤʦʚʠ 

ʟʤʽʥʥʠʭ ʩʮʝʥʘʨʽʾʚ ʟʘʩʪʦʩʫʚʘʥʥʷ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʨʝʟʫʣʴʪʘʪʠ ʧʨʦʚʝʜʝʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʜʝʤʦʥʩʪʨʫʶʪʴ, ʱʦ 

ʧʦʻʜʥʘʥʥʷ ʩʫʯʘʩʥʠʭ ʦʜʥʦʩʪʘʜʽʡʥʠʭ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʜʝʪʝʢʪʦʨʽʚ ʽʟ ʨʝʪʝʣʴʥʦ 

ʦʨʛʘʥʽʟʦʚʘʥʦʶ ʧʨʦʮʝʜʫʨʦʶ ʨʫʯʥʦʾ ʜʦʨʦʟʤʽʪʢʠ ʪʘ ʪʨʘʥʩʬʝʨʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʘʻ ʟʤʦʛʫ 

ʩʬʦʨʤʫʚʘʪʠ ʘʜʘʧʪʦʚʘʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʬʨʘʛʤʝʥʪʽʚ ʙʫʜʽʚʝʣʴʥʠʭ 

ʚʽʜʭʦʜʽʚ ʥʘ ʟʦʙʨʘʞʝʥʥʷʭ ʨʝʘʣʴʥʠʭ ʩʮʝʥ. ʈʝʪʝʣʴʥʦ ʦʧʨʘʮʴʦʚʘʥʘ ʘʥʦʪʘʮʽʷ ʜʘʥʠʭ, 

ʫʟʛʦʜʞʝʥʽʩʪʴ ʢʨʠʪʝʨʽʾʚ ʚʠʜʽʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʽ ʜʦʤʝʥʥʦ ʦʨʽʻʥʪʦʚʘʥʘ ʘʜʘʧʪʘʮʽʷ 

ʤʦʜʝʣʽ ʚʠʷʚʣʷʶʪʴʩʷ ʢʣʶʯʦʚʠʤʠ ʯʠʥʥʠʢʘʤʠ, ʱʦ ʚʠʟʥʘʯʘʶʪʴ ʩʪʘʙʽʣʴʥʽʩʪʴ ʽ 

ʧʨʘʢʪʠʯʥʫ ʢʦʨʠʩʥʽʩʪʴ ʩʠʩʪʝʤʠ, ʯʘʩʪʦ ʥʝ ʤʝʥʰ ʚʘʞʣʠʚʠʤʠ, ʥʽʞ ʚʠʙʽʨ ʢʦʥʢʨʝʪʥʦʾ 

ʘʨʭʽʪʝʢʪʫʨʠ ʥʝʡʨʦʤʝʨʝʞʽ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʤʦʞʝ ʩʣʫʛʫʚʘʪʠ ʦʩʥʦʚʦʶ ʜʣʷ 

ʧʦʙʫʜʦʚʠ ʢʦʤʧʣʝʢʩʥʠʭ ʨʽʰʝʥʴ ʤʦʥʽʪʦʨʠʥʛʫ ʙʫʜʽʚʝʣʴʥʠʭ ʚʽʜʭʦʜʽʚ ʫ ʢʦʥʪʝʢʩʪʽ ʩʪʘʣʦʾ 

ʫʨʙʘʥʽʩʪʠʯʥʦʾ ʧʦʣʽʪʠʢʠ ʪʘ ʧʽʩʣʷʚʦʻʥʥʦʾ ʚʽʜʙʫʜʦʚʠ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɸʃɻʆʈʀʊʄ ʄɸʉʐʊɸɹʋɺɸʅʅʗ ɿʆɹʈɸɾɽʅʔ ʇʈʀʅʊɯɺ 

ʅɽʁʈʆʄɽʈɽɾɽɺʀʄʀ ɿɸʉʆɹɸʄʀ ɼʃʗ ʊʈɸʌɸʈɽʊʅʆɻʆ ɼʈʋʂʋ 
 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʘʣʛʦʨʠʪʤ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʟʦʙʨʘʞʝʥʴ ʪʝʢʩʪʠʣʴʥʠʭ 

ʧʨʠʥʪʽʚ, ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʚʠʤʦʛʠ ʧʨʦʤʠʩʣʦʚʦʛʦ ʪʨʘʬʘʨʝʪʥʦʛʦ ʜʨʫʢʫ ʱʦʜʦ ʨʦʟʜʽʣʴʥʦʾ 

ʟʜʘʪʥʦʩʪʽ ʪʘ ʯʽʪʢʦʩʪʽ ʢʦʥʪʫʨʽʚ. ɸʣʛʦʨʠʪʤ ʽʥʪʝʛʨʫʻʪʴʩʷ ʚ ʢʦʥʚʝʻʨ ʧʨʝʧʨʝʩʫ ʤʽʞ 

ʩʝʛʤʝʥʪʘʮʽʻʶ ʧʨʠʥʪʘ ʪʘ ʝʪʘʧʘʤʠ ʢʦʣʴʦʨʦʧʦʜʽʣʫ, ʧʦʻʜʥʫʶʯʠ ʥʦʨʤʘʣʽʟʘʮʽʶ ʟʦʙʨʘʞʝʥʥʷ, 

ʚʠʜʽʣʝʥʥʷ çʯʠʩʪʦʾè ʦʙʣʘʩʪʽ ʧʨʠʥʪʘ, ʩʫʧʝʨʨʝʟʦʣʶʮʽʶ ʥʘ ʦʩʥʦʚʽ CNN ESPCN ʪʘ ʢʦʥʪʫʨʥʦ-

ʦʨʽʻʥʪʦʚʘʥʫ ʧʦʩʪʦʙʨʦʙʢʫ. ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʽ ʨʝʟʫʣʴʪʘʪʠ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʦʤʫ ʥʘʙʦʨʽ 

ʧʨʠʥʪʽʚ ʧʦʢʘʟʘʣʠ ʩʫʪʪʻʚʝ ʧʽʜʚʠʱʝʥʥʷ ʯʽʪʢʦʩʪʽ ʜʨʽʙʥʠʭ ʜʝʪʘʣʝʡ, ʩʪʘʙʽʣʴʥʦʩʪʽ ʢʦʥʪʫʨʽʚ ʽ 

ʩʫʤʽʩʥʦʩʪʽ ʟ ʧʦʜʘʣʴʰʠʤʠ ʝʪʘʧʘʤʠ ʢʦʣʴʦʨʦʧʦʜʽʣʫ ʧʦʨʽʚʥʷʥʦ ʟ ʢʣʘʩʠʯʥʠʤʠ ʤʝʪʦʜʘʤʠ 

ʽʥʪʝʨʧʦʣʷʮʽʾ. ʈʦʟʨʦʙʣʝʥʝ ʨʽʰʝʥʥʷ ʟʤʝʥʰʫʻ ʟʘʣʝʞʥʽʩʪʴ ʚʽʜ ʨʫʯʥʦʛʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʡ ʨʝʪʫʰʽ 

ʪʘ ʩʪʚʦʨʶʻ ʧʝʨʝʜʫʤʦʚʠ ʜʣʷ ʙʽʣʴʰ ʧʦʚʥʦʾ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʪʨʘʢʪʫ çʮʠʬʨʦʚʠʡ ʤʘʢʝʪ ï 

ʜʨʫʢʘʨʩʴʢʠʡ ʰʘʨè. 

 

A neural network-based algorithm for scaling textile print images is proposed, tailored to 

the industrial screen-printing requirements for spatial resolution and contour sharpness. The 

algorithm is integrated into the prepress pipeline between print segmentation and colour 

separation, combining image normalization, extraction of the ñcleanò print area, super-resolution 

via a lightweight ESPCN CNN, and contour-oriented post-processing. Experiments on a corporate 

print dataset demonstrate a substantial improvement in fine-detail clarity, contour stability, and 

compatibility with downstream colour separation compared to classical interpolation-based 

scaling. The proposed solution reduces reliance on manual resizing and retouching and paves the 

way toward more complete automation of the ñdigital artworkïprinting layerò workflow. 

 

ʉʫʯʘʩʥʘ ʪʝʢʩʪʠʣʴʥʘ ʽʥʜʫʩʪʨʽʷ ʜʝʜʘʣʽ ʘʢʪʠʚʥʽʰʝ ʧʝʨʝʭʦʜʠʪʴ ʜʦ 

ʮʠʬʨʦʚʽʟʦʚʘʥʠʭ ʚʠʨʦʙʥʠʯʠʭ ʮʠʢʣʽʚ, ʫ ʷʢʠʭ ʢʣʶʯʦʚʽ ʝʪʘʧʠ ʧʨʝʧʨʝʩʫ ʤʘʶʪʴ ʙʫʪʠ 

ʤʘʢʩʠʤʘʣʴʥʦ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʤʠ, ʚʽʜʪʚʦʨʶʚʘʥʠʤʠ ʪʘ ʥʝʟʘʣʝʞʥʠʤʠ ʚʽʜ ʩʫʙôʻʢʪʠʚʥʠʭ 

ʨʽʰʝʥʴ ʦʧʝʨʘʪʦʨʘ [1]. ʆʜʥʽʻʶ ʟ ʢʨʠʪʠʯʥʠʭ ʟʘʜʘʯ ʫ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʻ ʤʘʩʰʪʘʙʫʚʘʥʥʷ 

ʟʦʙʨʘʞʝʥʴ ʧʨʠʥʪʽʚ ʜʣʷ ʪʨʘʬʘʨʝʪʥʦʛʦ ʜʨʫʢʫ [2], ʦʩʢʽʣʴʢʠ ʚʠʤʦʛʠ ʜʦ ʨʦʟʜʽʣʴʥʦʾ 

ʟʜʘʪʥʦʩʪʽ, ʯʽʪʢʦʩʪʽ ʢʦʥʪʫʨʽʚ ʪʘ ʢʦʨʝʢʪʥʦʩʪʽ ʜʨʽʙʥʠʭ ʝʣʝʤʝʥʪʽʚ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʚʧʣʠʚʘʶʪʴ ʥʘ ʷʢʽʩʪʴ ʜʨʫʢʘʨʩʴʢʦʛʦ ʰʘʨʫ ʪʘ ʩʪʘʙʽʣʴʥʽʩʪʴ ʧʨʦʮʝʩʫ ʢʦʣʴʦʨʦʧʦʜʽʣʫ [3]. 

ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʥʘ ʦʩʥʦʚʽ ʽʥʪʝʨʧʦʣʷʮʽʾ ʯʘʩʪʦ ʥʝ ʟʜʘʪʥʽ 

ʟʘʙʝʟʧʝʯʠʪʠ ʜʦʩʪʘʪʥʽʡ ʨʽʚʝʥʴ ʜʝʪʘʣʽʟʘʮʽʾ, ʱʦ ʫʩʢʣʘʜʥʶʻ ʧʦʜʘʣʴʰʫ ʧʽʜʛʦʪʦʚʢʫ 

ʜʨʫʢʘʨʩʴʢʠʭ ʬʦʨʤ, ʩʧʨʠʯʠʥʷʻ ʧʦʷʚʫ ʘʨʪʝʬʘʢʪʽʚ ʥʘ ʤʝʞʘʭ ʢʦʣʴʦʨʽʚ ʪʘ ʧʦʪʨʝʙʫʻ 

ʟʥʘʯʥʦʛʦ ʦʙʩʷʛʫ ʨʫʯʥʦʾ ʨʝʪʫʰʽ [4]. 
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ʋ ʮʠʭ ʫʤʦʚʘʭ ʤʝʪʦʜʠ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ [5], ʘ ʦʩʦʙʣʠʚʦ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ 

ʜʣʷ ʩʫʧʝʨʨʝʟʦʣʶʮʽʾ ʟʦʙʨʘʞʝʥʴ [6, 7], ʚʽʜʢʨʠʚʘʶʪʴ ʤʦʞʣʠʚʦʩʪʽ ʷʢʽʩʥʦ ʥʦʚʦʛʦ ʨʽʚʥʷ 

ʦʙʨʦʙʢʠ ʜʠʟʘʡʥʝʨʩʴʢʠʭ ʧʨʠʥʪʽʚ. ɸʨʭʽʪʝʢʪʫʨʠ ʪʠʧʫ CNN [8] ʟʜʘʪʥʽ ʥʝ ʣʠʰʝ 

ʧʽʜʚʠʱʫʚʘʪʠ ʥʦʤʽʥʘʣʴʥʫ ʨʦʟʜʽʣʴʥʫ ʟʜʘʪʥʽʩʪʴ ʟʦʙʨʘʞʝʥʥʷ [9], ʘ ʡ ʚʽʜʥʦʚʣʶʚʘʪʠ 

ʩʪʨʫʢʪʫʨʥʽ ʦʩʦʙʣʠʚʦʩʪʽ ʪʝʢʩʪʠʣʴʥʠʭ ʧʘʪʝʨʥʽʚ, ʱʦ ʻ ʧʨʠʥʮʠʧʦʚʠʤ ʜʣʷ ʪʝʭʥʦʣʦʛʽʯʥʦʾ 

ʪʦʯʥʦʩʪʽ ʪʨʘʬʘʨʝʪʥʦʛʦ ʜʨʫʢʫ. ɻʣʠʙʦʢʽ ʤʦʜʝʣʽ ʜʝʤʦʥʩʪʨʫʶʪʴ ʟʜʘʪʥʽʩʪʴ ʘʜʘʧʪʫʚʘʪʠʩʷ 

ʜʦ ʨʽʟʥʠʭ ʩʪʠʣʽʚ ʧʨʠʥʪʽʚ, ʟʙʝʨʽʛʘʪʠ ʣʦʢʘʣʴʥʽ ʢʦʥʪʫʨʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʪʘ 

ʤʽʥʽʤʽʟʫʚʘʪʠ ʩʧʦʪʚʦʨʝʥʥʷ [10], ʷʢʽ ʢʨʠʪʠʯʥʽ ʜʣʷ ʧʦʜʘʣʴʰʠʭ ʝʪʘʧʽʚ ʢʦʣʴʦʨʦʧʦʜʽʣʫ. 

ʇʝʨʩʧʝʢʪʠʚʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʧʽʜʭʦʜʽʚ ʫ ʜʘʥʦʤʫ ʥʘʧʨʷʤʢʫ 

ʧʦʚôʷʟʘʥʽ ʟ ʾʭʥʴʦʶ ʟʜʘʪʥʽʩʪʶ ʬʦʨʤʫʚʘʪʠ ʩʪʽʡʢʽ ʪʘ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʽ ʨʦʙʦʯʽ  

ʧʨʦʮʝʩʠ [11, 12], ʽʥʪʝʛʨʦʚʘʥʽ ʫ ʚʠʨʦʙʥʠʯʠʡ ʢʦʥʚʝʻʨ [13]. ʇʦʻʜʥʘʥʥʷ ʩʝʛʤʝʥʪʘʮʽʾ 

ʧʨʠʥʪʽʚ, ʥʦʨʤʘʣʽʟʘʮʽʾ, ʩʫʧʝʨʨʝʟʦʣʶʮʽʾ ʪʘ ʢʦʥʪʫʨʥʦ-ʦʨʽʻʥʪʦʚʘʥʦʾ ʢʦʨʝʢʮʽʾ ʩʪʚʦʨʶʻ 

ʦʩʥʦʚʫ ʜʣʷ ʢʦʤʧʣʝʢʩʥʦʾ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʧʨʝʧʨʝʩʫ, ʟʤʝʥʰʝʥʥʷ ʨʠʟʠʢʽʚ ʙʨʘʢʫ ʡ 

ʦʧʪʠʤʽʟʘʮʽʾ ʚʠʪʨʘʪ ʯʘʩʫ ʥʘ ʧʽʜʛʦʪʦʚʢʫ ʜʨʫʢʘʨʩʴʢʠʭ ʬʦʨʤ [14]. ɺʠʢʦʨʠʩʪʘʥʥʷ CNN-

ʤʦʜʝʣʝʡ ʪʘʢʦʞ ʚʽʜʢʨʠʚʘʻ ʰʣʷʭ ʜʦ ʩʪʚʦʨʝʥʥʷ ʘʜʘʧʪʠʚʥʠʭ ʩʠʩʪʝʤ ʧʨʝʧʨʝʩʫ, ʱʦ 

ʤʦʞʫʪʴ ʚʨʘʭʦʚʫʚʘʪʠ ʪʠʧ ʤʘʪʝʨʽʘʣʫ, ʦʯʽʢʫʚʘʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʜʨʫʢʫ ʪʘ ʩʧʝʮʠʬʽʢʫ 

ʜʠʟʘʡʥʫ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʩʪʘʙʽʣʴʥʫ ʷʢʽʩʪʴ ʜʨʫʢʫ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʩʢʣʘʜʥʦʩʪʽ  

ʚʭʽʜʥʦʛʦ ʟʦʙʨʘʞʝʥʥʷ. 

ɺʘʞʣʠʚʠʤ ʻ ʽ ʪʝ, ʱʦ ʩʫʯʘʩʥʽ ʛʣʠʙʦʢʽ ʤʦʜʝʣʽ [15, 16] ʟʜʘʪʥʽ ʚʨʘʭʦʚʫʚʘʪʠ 

ʩʪʘʪʠʩʪʠʯʥʽ ʚʣʘʩʪʠʚʦʩʪʽ ʨʝʘʣʴʥʠʭ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʥʘʙʦʨʽʚ ʧʨʠʥʪʽʚ, ʘʜʘʧʪʫʶʯʠʩʴ ʜʦ 

ʩʪʠʣʽʩʪʠʯʥʠʭ ʦʩʦʙʣʠʚʦʩʪʝʡ ʢʦʥʢʨʝʪʥʦʛʦ ʚʠʨʦʙʥʠʮʪʚʘ. ʎʝ ʚʽʜʢʨʠʚʘʻ ʤʦʞʣʠʚʽʩʪʴ 

ʩʪʚʦʨʝʥʥʷ ʢʘʩʪʦʤʽʟʦʚʘʥʠʭ ʤʦʜʝʣʝʡ ʩʫʧʝʨʨʝʟʦʣʶʮʽʾ [17], ʷʢʽ ʦʧʪʠʤʽʟʫʶʪʴʩʷ ʥʝ ʣʠʰʝ 

ʥʘ ʘʙʩʪʨʘʢʪʥʽ ʤʝʪʨʠʢʠ ʷʢʦʩʪʽ, ʘ ʡ ʥʘ ʢʨʠʪʝʨʽʾ ʪʝʭʥʦʣʦʛʽʯʥʦʾ ʩʫʤʽʩʥʦʩʪʽ ʟʽ 

ʩʧʝʮʠʬʽʯʥʠʤʠ ʧʨʦʮʝʩʘʤʠ ʢʦʣʴʦʨʦʧʦʜʽʣʫ ʪʘ ʚʠʛʦʪʦʚʣʝʥʥʷ ʪʨʘʬʘʨʝʪʥʠʭ ʬʦʨʤ. 

ɺʽʜʤʦʚʘ ʚʽʜ ʫʥʽʚʝʨʩʘʣʴʥʠʭ ʽʥʪʝʨʧʦʣʷʮʽʡʥʠʭ ʤʝʪʦʜʽʚ [18] ʥʘ ʢʦʨʠʩʪʴ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ 

ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʨʽʰʝʥʴ [19, 20] ʜʘʻ ʟʤʦʛʫ ʟʥʘʯʥʦ ʩʢʦʨʦʪʠʪʠ ʧʦʪʨʝʙʫ ʚ ʨʫʯʥʦʤʫ 

ʢʦʨʠʛʫʚʘʥʥʽ, ʟʤʝʥʰʠʪʠ ʢʽʣʴʢʽʩʪʴ ʧʦʤʠʣʦʢ ʥʘ ʧʨʝʧʨʝʩ-ʝʪʘʧʽ ʪʘ ʟʘʙʝʟʧʝʯʠʪʠ 

ʧʨʦʛʥʦʟʦʚʘʥʽʩʪʴ ʨʝʟʫʣʴʪʘʪʽʚ ʜʨʫʢʫ. 

ʎʠʬʨʦʚʘ ʧʽʜʛʦʪʦʚʢʘ ʤʘʢʝʪʽʚ ʜʦ ʪʨʘʬʘʨʝʪʥʦʛʦ ʜʨʫʢʫ ʚʠʩʫʚʘʻ ʞʦʨʩʪʢʽ ʚʠʤʦʛʠ 

ʜʦ ʨʦʟʜʽʣʴʥʦʾ ʟʜʘʪʥʦʩʪʽ ʡ ʯʽʪʢʦʩʪʽ ʢʦʥʪʫʨʽʚ ʧʨʠʥʪʘ: ʨʘʩʪʨʦʚʽ ʟʦʙʨʘʞʝʥʥʷ, ʦʪʨʠʤʘʥʽ ʟʽ 

ʩʪʘʥʜʘʨʪʥʠʭ ʜʠʟʘʡʥʽʚ ʘʙʦ ʚʝʙ-ʨʝʩʫʨʩʽʚ, ʯʘʩʪʦ ʤʘʶʪʴ ʥʝʜʦʩʪʘʪʥʶ ʷʢʽʩʪʴ ʜʣʷ ʧʨʷʤʦʛʦ 

ʧʝʨʝʥʝʩʝʥʥʷ ʥʘ ʜʨʫʢʘʨʩʴʢʽ ʰʘʨʠ. ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʤʘʩʰʪʘʙʫʚʘʥʥʷ (bilinear, 

bicubic) ʟʛʣʘʜʞʫʶʪʴ ʜʨʽʙʥʽ ʜʝʪʘʣʽ, çʨʦʟʤʠʚʘʶʪʴè ʢʨʘʾ ʝʣʝʤʝʥʪʽʚ ʽ ʧʨʠʟʚʦʜʷʪʴ ʜʦ 

ʚʪʨʘʪʠ ʜʨʽʙʥʦʛʦ ʰʪʨʠʭʘ, ʱʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʧʦʟʥʘʯʘʻʪʴʩʷ ʥʘ ʷʢʦʩʪʽ ʪʨʘʬʘʨʝʪʽʚ ʽ 

ʟʙʽʣʴʰʫʻ ʯʘʩʪʢʫ ʨʫʯʥʦʾ ʜʦʨʠʩʦʚʢʠ. ʎʝ ʟʫʤʦʚʣʶʻ ʧʦʪʨʝʙʫ ʫ ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ 

ʘʣʛʦʨʠʪʤʽ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʟʦʙʨʘʞʝʥʴ ʧʨʠʥʪʽʚ, ʦʨʽʻʥʪʦʚʘʥʦʤʫ ʩʘʤʝ ʥʘ ʟʘʜʘʯʽ 

ʧʨʦʤʠʩʣʦʚʦʛʦ ʪʨʘʬʘʨʝʪʥʦʛʦ ʜʨʫʢʫ ʪʘ ʽʥʪʝʛʨʦʚʘʥʦʤʫ ʚ ʟʘʛʘʣʴʥʠʡ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ 

ʢʦʥʚʝʻʨ ʧʨʝʧʨʝʩʫ.  

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʦʛʦ ʘʣʛʦʨʠʪʤʫ ʤʘʩʰʪʘʙʫʚʘʥʥʷ 

ʟʦʙʨʘʞʝʥʴ ʧʨʠʥʪʽʚ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʟʙʽʣʴʰʝʥʥʷ ʨʦʟʜʽʣʴʥʦʾ ʟʜʘʪʥʦʩʪʽ ʟʙʝʨʝʞʝʥʥʷʤ 

ʨʽʟʢʦʩʪʽ ʢʦʥʪʫʨʽʚ ʽ ʪʝʢʩʪʫʨʥʠʭ ʝʣʝʤʝʥʪʽʚ, ʫʟʛʦʜʞʝʥʝ ʟ ʪʝʭʥʦʣʦʛʽʯʥʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ 

ʪʨʘʬʘʨʝʪʥʦʛʦ ʜʨʫʢʫ (ʨʦʟʤʽʨ ʩʽʪʢʠ, ʤʽʥʽʤʘʣʴʥʘ ʪʦʚʱʠʥʘ ʣʽʥʽʾ, ʜʦʧʫʩʢʠ ʩʫʤʽʱʝʥʥʷ). 
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ɸʣʛʦʨʠʪʤ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʦʢʨʝʤʠʡ ʤʦʜʫʣʴ ʫ ʩʢʣʘʜʽ ʩʠʩʪʝʤʠ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ 

ʧʽʜʛʦʪʦʚʢʠ ʜʨʫʢʘʨʩʴʢʠʭ ʰʘʨʽʚ, ʱʦ ʧʨʘʮʶʻ ʧʽʩʣʷ ʩʝʛʤʝʥʪʘʮʽʾ ʧʨʠʥʪʘ ʪʘ ʜʦ ʝʪʘʧʽʚ 

ʢʦʣʴʦʨʦʧʦʜʽʣʫ ʡ ʬʦʨʤʫʚʘʥʥʷ ʪʨʘʬʘʨʝʪʽʚ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʘʣʛʦʨʠʪʤ ʚʢʣʶʯʘʻ ʢʽʣʴʢʘ ʧʦʩʣʽʜʦʚʥʠʭ ʢʨʦʢʽʚ. ʅʘ ʝʪʘʧʽ 

ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ ʚʠʢʦʥʫʻʪʴʩʷ ʥʦʨʤʘʣʽʟʘʮʽʷ ʷʩʢʨʘʚʦʩʪʽ ʡ ʢʦʣʴʦʨʫ, ʧʨʠʛʥʽʯʝʥʥʷ 

ʰʫʤʽʚ ʪʘ ʧʨʠʚʝʜʝʥʥʷ ʚʭʽʜʥʦʛʦ ʟʦʙʨʘʞʝʥʥʷ ʜʦ ʫʥʽʬʽʢʦʚʘʥʦʛʦ ʨʦʙʦʯʦʛʦ ʬʦʨʤʘʪʫ. ɼʣʷ 

ʚʽʜʦʢʨʝʤʣʝʥʥʷ ʧʨʠʥʪʘ ʚʽʜ ʬʦʥʫ ʪʢʘʥʠʥʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʨʝʟʫʣʴʪʘʪʠ ʧʦʧʝʨʝʜʥʴʦʾ 

ʩʝʛʤʝʥʪʘʮʽʾ (ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʤʦʜʝʣʽ ʢʣʘʩʫ SAM ʘʙʦ ʘʥʘʣʦʛʽʯʥʽ), ʱʦ ʜʦʟʚʦʣʷʻ 

ʧʨʘʮʶʚʘʪʠ ʟ çʯʠʩʪʦʶè ʦʙʣʘʩʪʶ ʧʨʠʥʪʘ ʙʝʟ ʩʢʣʘʜʦʢ, ʪʽʥʝʡ ʽ ʩʪʦʨʦʥʥʽʭ ʦʙôʻʢʪʽʚ. ʅʘ 

ʮʽʡ ʤʘʩʮʽ ʬʦʨʤʫʻʪʴʩʷ ʥʘʙʽʨ ʬʨʘʛʤʝʥʪʽʚ-ʪʘʡʣʽʚ ʽʟ ʬʽʢʩʦʚʘʥʠʤ ʨʦʟʤʽʨʦʤ, ʷʢʽ ʜʘʣʽ 

ʧʦʜʘʶʪʴʩʷ ʥʘ ʚʭʽʜ ʤʦʜʝʣʽ ʩʫʧʝʨʨʝʟʦʣʶʮʽʾ. 

ʗʜʨʦʤ ʘʣʛʦʨʠʪʤʫ ʻ ʣʝʛʢʦʚʘʛʦʚʘ CNN-ʘʨʭʽʪʝʢʪʫʨʘ ʪʠʧʫ ESPCN, ʘʜʘʧʪʦʚʘʥʘ 

ʜʦ ʜʦʤʝʥʫ ʪʝʢʩʪʠʣʴʥʠʭ ʧʨʠʥʪʽʚ [21]. ʄʝʨʝʞʘ ʥʘʚʯʘʻʪʴʩʷ ʚʽʜʥʦʚʣʶʚʘʪʠ 

ʚʠʩʦʢʦʨʦʟʜʽʣʴʥʽ ʬʨʘʛʤʝʥʪʠ ʧʨʠʥʪʘ ʟʘ ʾʭ ʜʘʫʥʩʝʤʧʣʴʦʚʘʥʠʤʠ ʚʝʨʩʽʷʤʠ ʟ 

ʫʨʘʭʫʚʘʥʥʷʤ ʭʘʨʘʢʪʝʨʥʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡ ʪʨʘʬʘʨʝʪʥʦʾ ʛʨʘʬʽʢʠ: ʨʽʟʢʠʭ ʧʝʨʝʭʦʜʽʚ ʤʽʞ 

ʟʘʣʠʚʢʘʤʠ, ʥʘʷʚʥʦʩʪʽ ʜʨʽʙʥʦʛʦ ʨʘʩʪʨʦʚʦʛʦ çʟʝʨʥʘè ʪʘ ʪʦʥʢʠʭ ʣʽʥʽʡ. ɼʣʷ ʮʴʦʛʦ 

ʬʦʨʤʫʶʪʴʩʷ ʥʘʚʯʘʣʴʥʽ ʧʘʨʠ çHRïLRè ʟ ʚʠʩʦʢʦʷʢʽʩʥʠʭ ʟʦʙʨʘʞʝʥʴ ʧʨʠʥʪʽʚ, 

ʦʪʨʠʤʘʥʠʭ ʫ ʤʘʢʩʠʤʘʣʴʥʦ ʤʦʞʣʠʚʽʡ ʨʦʟʜʽʣʴʥʦʩʪʽ, ʧʽʩʣʷ ʯʦʛʦ ʜʦ ʥʠʭ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ 

ʢʦʥʪʨʦʣʴʦʚʘʥʝ ʧʦʥʠʞʝʥʥʷ ʨʦʟʜʽʣʴʥʦʾ ʟʜʘʪʥʦʩʪʽ ʟ ʤʦʜʝʣʶʚʘʥʥʷʤ ʪʠʧʦʚʠʭ ʘʨʪʝʬʘʢʪʽʚ 

(ʨʦʟʤʠʪʪʷ, JPEG-ʢʦʤʧʨʝʩʽʷ). ʅʘʚʯʘʥʥʷ ʩʧʨʷʤʦʚʘʥʝ ʥʘ ʤʽʥʽʤʽʟʘʮʽʶ ʢʦʤʙʽʥʦʚʘʥʦʾ 

ʬʫʥʢʮʽʾ ʚʪʨʘʪ, ʱʦ ʧʦʻʜʥʫʻ ʧʽʢʩʝʣʴʥʽ ʤʝʪʨʠʢʠ (MSE) ʟ ʩʪʨʫʢʪʫʨʥʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ 

ʧʦʜʽʙʥʦʩʪʽ, ʦʨʽʻʥʪʦʚʘʥʠʤʠ ʥʘ ʟʙʝʨʝʞʝʥʥʷ ʢʦʥʪʫʨʫ. 

ʅʘ ʝʪʘʧʽ ʽʥʬʝʨʝʥʩʫ ʟʦʙʨʘʞʝʥʥʷ ʧʨʠʥʪʘ ʨʦʟʙʠʚʘʻʪʴʩʷ ʥʘ ʧʝʨʝʢʨʠʚʥʽ ʪʘʡʣʠ, 

ʢʦʞʝʥ ʟ ʷʢʠʭ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʙʣʦʢ ʩʫʧʝʨʨʝʟʦʣʶʮʽʾ ʟ ʟʘʜʘʥʠʤ 

ʢʦʝʬʽʮʽʻʥʪʦʤ ʤʘʩʰʪʘʙʫʚʘʥʥʷ. ʇʽʩʣʷ ʮʴʦʛʦ ʨʝʟʫʣʴʪʘʪʠ ʟʙʠʨʘʶʪʴʩʷ ʚ ʻʜʠʥʝ 

ʟʦʙʨʘʞʝʥʥʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʟʛʣʘʜʞʫʚʘʥʥʷ ʚ ʟʦʥʘʭ ʧʝʨʝʢʨʠʪʪʷ ʜʣʷ ʫʥʠʢʥʝʥʥʷ ʰʚʽʚ. 

ɼʦʜʘʪʢʦʚʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʢʦʥʪʫʨʥʦ-ʦʨʽʻʥʪʦʚʘʥʘ ʧʦʩʪʦʙʨʦʙʢʘ, ʷʢʘ ʢʦʨʠʛʫʻ 

ʧʦʦʜʠʥʦʢʽ ʩʧʦʪʚʦʨʝʥʥʷ ʥʘ ʢʨʘʷʭ ʟʘʣʠʚʦʢ ʪʘ ʰʨʠʬʪʦʚʠʭ ʝʣʝʤʝʥʪʽʚ, ʟʘʙʝʟʧʝʯʫʶʯʠ 

ʪʝʭʥʦʣʦʛʽʯʥʦ ʢʦʨʝʢʪʥʽ ʛʨʘʥʠʮʽ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʬʦʨʤʫʚʘʥʥʷ ʪʨʘʬʘʨʝʪʥʠʭ ʤʘʩʦʢ. 

ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʘ ʧʝʨʝʚʽʨʢʘ ʘʣʛʦʨʠʪʤʫ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʦʤʫ ʥʘʙʦʨʽ ʧʨʠʥʪʽʚ 

ʧʦʢʘʟʘʣʘ, ʱʦ ʥʝʡʨʦʤʝʨʝʞʝʚʘ ʩʫʧʝʨʨʝʟʦʣʶʮʽʷ ʜʦʟʚʦʣʷʻ ʩʫʪʪʻʚʦ ʧʽʜʚʠʱʠʪʠ ʚʽʟʫʘʣʴʥʫ 

ʯʽʪʢʽʩʪʴ ʜʨʽʙʥʠʭ ʜʝʪʘʣʝʡ ʽ ʩʪʘʙʽʣʴʥʽʩʪʴ ʢʦʥʪʫʨʽʚ ʧʦʨʽʚʥʷʥʦ ʟ ʢʣʘʩʠʯʥʠʤʠ 

ʽʥʪʝʨʧʦʣʷʮʽʡʥʠʤʠ ʤʝʪʦʜʘʤʠ. ʄʘʩʰʪʘʙʦʚʘʥʽ ʟʦʙʨʘʞʝʥʥʷ ʜʝʤʦʥʩʪʨʫʶʪʴ ʢʨʘʱʫ 

ʩʫʤʽʩʥʽʩʪʴ ʽʟ ʧʦʜʘʣʴʰʠʤ ʢʦʣʴʦʨʦʧʦʜʽʣʦʤ ʽ ʢʣʘʩʪʝʨʠʟʘʮʽʻʶ, ʟʤʝʥʰʫʻʪʴʩʷ ʧʦʪʨʝʙʘ ʫ 

ʨʫʯʥʽʡ ʨʝʪʫʰʽ ʜʨʽʙʥʠʭ ʜʝʬʝʢʪʽʚ, ʘ ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʜʨʽʙʥʦʛʦ ʰʪʨʠʭʘ ʥʘ ʛʦʪʦʚʠʭ 

ʪʨʘʬʘʨʝʪʘʭ ʧʽʜʚʠʱʫʻʪʴʩʷ. ɯʥʪʝʛʨʘʮʽʷ ʘʣʛʦʨʠʪʤʫ ʚ ʫʞʝ ʥʘʷʚʥʠʡ ʢʦʥʚʝʻʨ 

ʧʨʝʧʨʦʮʝʩʠʥʛʫ, ʩʝʛʤʝʥʪʘʮʽʾ, ʢʣʘʩʪʝʨʠʟʘʮʽʾ ʢʦʣʴʦʨʽʚ ʪʘ ʛʝʥʝʨʘʮʽʾ ʜʨʫʢʘʨʩʴʢʠʭ ʰʘʨʽʚ 

ʧʽʜʪʚʝʨʜʠʣʘ ʡʦʛʦ ʧʨʠʜʘʪʥʽʩʪʴ ʜʣʷ ʨʦʙʦʪʠ ʚ ʫʤʦʚʘʭ ʨʝʘʣʴʥʦʛʦ ʚʠʨʦʙʥʠʮʪʚʘ.  

ʊʘʢʠʤ ʯʠʥʦʤ, ʨʦʟʨʦʙʣʝʥʠʡ ʘʣʛʦʨʠʪʤ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʟʦʙʨʘʞʝʥʴ ʧʨʠʥʪʽʚ 

ʥʝʡʨʦʤʝʨʝʞʝʚʠʤʠ ʟʘʩʦʙʘʤʠ ʬʦʨʤʫʻ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ ʪʨʘʬʘʨʝʪʥʦʛʦ 

ʜʨʫʢʫ, ʷʢʠʡ ʧʦʻʜʥʫʻ ʜʦʤʝʥʥʦ ʘʜʘʧʪʦʚʘʥʫ ʩʫʧʝʨʨʝʟʦʣʶʮʽʶ, ʩʝʛʤʝʥʪʘʮʽʡʥʫ 

ʧʽʜʪʨʠʤʢʫ ʪʘ ʢʦʥʪʫʨʥʦ-ʦʨʽʻʥʪʦʚʘʥʫ ʧʦʩʪʦʙʨʦʙʢʫ. ɺʽʥ ʟʤʝʥʰʫʻ ʟʘʣʝʞʥʽʩʪʴ ʚʽʜ 
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ʨʫʯʥʦʛʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʡ ʨʝʪʫʰʽ, ʧʽʜʚʠʱʫʻ ʪʦʯʥʽʩʪʴ ʽ ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʧʨʝʧʨʝʩ-

ʧʨʦʮʝʩʽʚ, ʩʪʚʦʨʶʻ ʧʝʨʝʜʫʤʦʚʠ ʜʣʷ ʧʦʜʘʣʴʰʦʾ ʧʦʚʥʦʾ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʪʨʘʢʪʫ 

çʮʠʬʨʦʚʠʡ ʤʘʢʝʪ ï ʜʨʫʢʘʨʩʴʢʠʡ ʰʘʨè ʫ ʪʝʢʩʪʠʣʴʥʽʡ ʧʨʦʤʠʩʣʦʚʦʩʪʽ. ʇʦʜʘʣʴʰʠʡ 

ʨʦʟʚʠʪʦʢ ʧʦʚôʷʟʫʻʪʴʩʷ ʟ ʨʦʟʰʠʨʝʥʥʷʤ ʥʘʚʯʘʣʴʥʦʛʦ ʢʦʨʧʫʩʫ ʟʘ ʨʘʭʫʥʦʢ ʨʝʘʣʴʥʠʭ 

ʚʠʨʦʙʥʠʯʠʭ ʩʮʝʥ, ʚʧʨʦʚʘʜʞʝʥʥʷʤ ʤʝʪʨʠʟʦʚʘʥʠʭ ʢʨʠʪʝʨʽʾʚ ʦʮʽʥʢʠ ʷʢʦʩʪʽ ʩʘʤʝ ʟ 

ʧʦʟʠʮʽʡ ʪʨʘʬʘʨʝʪʥʦʛʦ ʜʨʫʢʫ ʪʘ ʽʥʪʝʛʨʘʮʽʻʶ ʘʣʛʦʨʠʪʤʫ ʟ ʤʦʜʫʣʷʤʠ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʛʦ 

ʢʦʣʴʦʨʦʧʦʜʽʣʫ. 
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ɼʦʥʙʘʩʴʢʘ ʜʝʨʞʘʚʥʘ ʤʘʰʠʥʦʙʫʜʽʚʥʘ ʘʢʘʜʝʤʽʷ 

 

ɺɼʆʉʂʆʅɸʃɽʅʅʗ ʆɹôɭʂʊʅʆ-ʆʈɯɭʅʊʆɺɸʅʆɰ ʄʆɼɽʃɯ 

ʇʈʆɻʈɸʄʅʆɻʆ ɿɸɹɽɿʇɽʏɽʅʅʗ ɼʃʗ ʆʎɯʅʂʀ ʗʂʆʉʊɯ ʌʆʅʆɺʆɻʆ 

ʆʌʆʈʄʃɽʅʅʗ ʉɸʁʊɯɺ ɼʃʗ ʃʖɼɽʁ ɯɿ ɼɸʃʔʊʆʅɯɿʄʆʄ 
 

ʉʪʘʪʪʷ ʧʨʠʩʚʷʯʝʥʘ ʚʜʦʩʢʦʥʘʣʝʥʥʶ ʦʙ'ʻʢʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʦʾ ʤʦʜʝʣʽ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʦʮʽʥʢʠ ʢʦʣʽʨʥʦʛʦ ʦʬʦʨʤʣʝʥʥʷ ʚʝʙʩʘʡʪʽʚ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʧʦʪʨʝʙ ʢʦʨʠʩʪʫʚʘʯʽʚ 

ʟ ʢʦʣʽʨʥʦʶ ʩʣʽʧʦʪʦʶ. ʋ ʨʦʙʦʪʽ ʜʦʩʣʽʜʞʫʶʪʴʩʷ ʤʝʪʦʜʠ ʤʦʜʝʣʶʚʘʥʥʷ ʧʦʨʫʰʝʥʴ ʢʦʣʴʦʨʦʚʦʛʦ 

ʟʦʨʫ ʪʘ ʨʦʟʨʦʙʣʷʶʪʴʩʷ ʘʣʛʦʨʠʪʤʠ ʘʥʘʣʽʟʫ ʢʦʥʪʨʘʩʪʥʦʩʪʽ, ʟʨʫʯʥʦʩʪʽ ʩʧʨʠʡʥʷʪʪʷ ʪʘ 

ʜʦʩʪʫʧʥʦʩʪʽ ʚʝʙʨʝʩʫʨʩʽʚ. ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʩʠʩʪʝʤʘ ʙʫʣʘ ʨʝʘʣʽʟʦʚʘʥʘ ʫ ʚʠʛʣʷʜʽ ʽʥʪʝʨʘʢʪʠʚʥʦʛʦ 

ʚʝʙʜʦʜʘʪʢʘ, ʱʦ ʜʦʟʚʦʣʷʻ ʤʦʜʝʣʶʚʘʪʠ ʪʨʠ ʦʩʥʦʚʥʽ ʪʠʧʠ ʢʦʣʽʨʥʦʾ ʩʣʽʧʦʪʠ ï ʧʨʦʪʘʥʦʧʽʶ, 

ʜʝʡʪʝʨʘʥʦʧʽʶ ʪʘ ʪʨʠʪʘʥʦʧʽʶ ï ʪʘ ʧʨʦʚʦʜʠʪʠ ʢʽʣʴʢʽʩʥʫ ʦʮʽʥʢʫ ʜʦʩʪʫʧʥʦʩʪʽ ʢʦʣʴʦʨʽʚ. 

ʈʦʟʨʦʙʢʘ ʙʘʟʫʻʪʴʩʷ ʥʘ ʢʣʽʻʥʪ-ʩʝʨʚʝʨʥʽʡ ʘʨʭʽʪʝʢʪʫʨʽ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʦʚʠ ʧʨʦʛʨʘʤʫʚʘʥʥʷ 

JavaScript ʪʘ ʫʥʽʬʽʢʦʚʘʥʦʾ ʤʦʚʠ ʤʦʜʝʣʶʚʘʥʥʷ UML ʜʣʷ ʧʨʦʻʢʪʫʚʘʥʥʷ ʩʪʨʫʢʪʫʨʠ ʩʠʩʪʝʤʠ. 

ʇʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ ʧʦʢʘʟʘʚ, ʱʦ ʚʜʦʩʢʦʥʘʣʝʥʘ ʤʦʜʝʣʴ ʧʽʜʚʠʱʫʻ ʪʦʯʥʽʩʪʴ ʽʜʝʥʪʠʬʽʢʘʮʽʾ 

ʧʨʦʙʣʝʤʥʠʭ ʧʦʻʜʥʘʥʴ ʢʦʣʴʦʨʽʚ ʽ ʥʘʜʘʻ ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʟʨʦʟʫʤʽʣʽ ʨʝʢʦʤʝʥʜʘʮʽʾ ʱʦʜʦ ʧʦʣʽʧʰʝʥʥʷ 

ʚʽʟʫʘʣʴʥʦʾ ʜʦʩʪʫʧʥʦʩʪʽ ʚʝʙʩʘʡʪʽʚ. ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʜʣʷ 

ʨʦʟʨʦʙʢʠ ʽʥʩʪʨʫʤʝʥʪʽʚ ʧʝʨʝʚʽʨʢʠ ʜʦʩʪʫʧʥʦʩʪʽ ʚʝʙʨʝʩʫʨʩʽʚ ʪʘ ʚ ʦʩʚʽʪʥʽʭ ʮʽʣʷʭ ʜʣʷ 

ʧʽʜʚʠʱʝʥʥʷ ʽʥʢʣʶʟʠʚʥʦʩʪʽ ʮʠʬʨʦʚʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. 

 

The article is devoted to improving the object-oriented software model for evaluating the 

color design of websites, taking into account the needs of users with color blindness. The paper 

explores methods for modeling color vision disorders and develops algorithms for analyzing the 

contrast, perceptual comfort, and accessibility of web resources. The proposed system was 

implemented as an interactive web application that allows modeling three main types of color 

blindness ï protanopia, deuteranopia, and tritanopia ï and conducting a quantitative assessment of 

color accessibility. The development is based on client-server architecture using the JavaScript 

programming language and the unified modeling language UML for designing the system structure. 

The analysis showed that the improved model increases the accuracy of identifying problematic 

color combinations and provides the user with clear recommendations for improving the visual 

accessibility of websites. The results can be used to develop tools for checking the accessibility of 

web resources and for educational purposes to increase the inclusiveness of the digital environment. 

 

ɼʘʣʴʪʦʥʽʟʤ ʻ ʛʝʥʝʪʠʯʥʠʤ ʧʦʨʫʰʝʥʥʷʤ, ʷʢʝ ʚʧʣʠʚʘʻ ʥʘ ʩʧʨʦʤʦʞʥʽʩʪʴ 

ʨʦʟʨʽʟʥʷʪʠ ʧʝʚʥʽ ʢʦʣʴʦʨʠ [1]. ɭ ʥʠʟʢʘ ʤʝʪʦʜʽʚ ʪʘ ʧʨʦʛʨʘʤʥʠʭ ʟʘʩʦʙʽʚ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ ʚʠʟʥʘʯʝʥʥʷ ʢʦʣʴʦʨʽʚ [2], ʘʣʝ ʦʢʨʝʤʦʶ ʧʨʦʙʣʝʤʦʶ ʻ ʩʪʚʦʨʝʥʥʷ ʜʦʩʪʫʧʥʦʛʦ 

ʩʝʨʝʜʦʚʠʱʘ ʜʣʷ ʣʶʜʝʡ ʟ ʦʩʦʙʣʠʚʠʤʠ ʧʦʪʨʝʙʘʤʠ. ʅʘ ʩʫʯʘʩʥʦʤʫ ʨʽʚʥʽ ʮʝ ʦʟʥʘʯʘʻ 

ʥʘʷʚʥʽʩʪʴ ʝʣʝʢʪʨʦʥʥʠʭ ʨʝʩʫʨʩʽʚ (ʽʥʪʝʨʥʝʪ-ʩʘʡʪʽʚ), ʱʦ ʙʫʜʫʪʴ ʮʽʣʢʦʤ ʟʘʜʦʚʦʣʴʥʷʪʠ 

ʧʦʪʨʝʙʠ ʣʶʜʝʡ ʽʟ ʧʦʨʫʰʝʥʥʷʤ ʢʦʣʴʦʨʦʩʧʨʠʡʥʷʪʪʷ [3]. 
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ʇʦʩʪʘʚʣʝʥʦ ʟʘʜʘʯʫ ʩʪʚʦʨʝʥʥʷ ʟʘʩʪʦʩʫʥʢʫ ʜʣʷ ʘʥʘʣʽʟʫ ʨʽʚʥʷ ʟʘʜʦʚʦʣʝʥʥʷ 

ʩʘʡʪʘʤʠ ʣʶʜʝʡ ʟ ʜʝʷʢʠʤʠ ʦʩʦʙʣʠʚʠʤʠ ʧʦʪʨʝʙʘʤʠ (ʘ ʩʘʤʝ ï ʟ ʧʦʨʫʰʝʥʥʷʤʠ 

ʢʦʣʴʦʨʦʩʧʨʠʡʥʷʪʪʷ) [4-5]. ɿʘʩʪʦʩʫʥʦʢ ʤʦʞʝ ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʦ ʫ ʚʠʛʣʷʜʽ ʩʧʝʮʽʘʣʴʥʦʛʦ 

ʩʘʡʪʫ, ʜʝ ʦʙʨʦʙʢʫ ʟʜʽʡʩʥʶʚʘʪʠʤʝ ʩʢʨʠʧʪ ʥʘ ʤʦʚʽ JAVASCRIPT [6]. 

ʇʨʦʛʨʘʤʥʝ ʨʽʰʝʥʥʷ ʙʫʜʝ ʨʝʘʣʽʟʦʚʘʥʦ ʟʘ ʢʣʽʻʥʪ-ʩʝʨʚʝʨʥʦʶ ʘʨʭʽʪʝʢʪʫʨʦʶ, ʱʦ 

ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʚʝʙ̔ʥʪʝʨʬʝʡʩʫ ʪʘ ʩʝʨʚʝʨʥʦʾ ʯʘʩʪʠʥʠ [7]. ɼʣʷ ʩʪʚʦʨʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ 

ʤʦʜʝʣʽ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʢʦʨʠʩʪʘʻʤʦ ʤʦʚʫ UML [8]. ɼʽʘʛʨʘʤʘ ʚʘʨʽʘʥʪʽʚ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʽʣʶʩʪʨʫʻ ʚʟʘʻʤʦʜʽʶ ʢʦʨʠʩʪʫʚʘʯʘ ʟ ʦʩʥʦʚʥʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ 

ʟʘʩʪʦʩʫʥʢʫ ʪʘ ʜʝʤʦʥʩʪʨʫʻ ʧʦʚʥʠʡ ʩʧʝʢʪʨ ʤʦʞʣʠʚʦʩʪʝʡ ʩʠʩʪʝʤʠ. 

ʉʠʩʪʝʤʘ ʥʘʜʘʚʘʪʠʤʝ ʢʦʨʠʩʪʫʚʘʯʫ ʜʚʘ ʦʩʥʦʚʥʽ ʩʧʦʩʦʙʠ ʚʚʝʜʝʥʥʷ ʜʘʥʠʭ: 

ʚʢʘʟʘʪʠ URL ʚʝʙʨʝʩʫʨʩʫ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʡʦʛʦ ʢʦʣʽʨʥʦʾ ʩʭʝʤʠ ʘʙʦ ʟʘʚʘʥʪʘʞʠʪʠ 

ʛʨʘʬʽʯʥʠʡ ʬʘʡʣ. ʇʽʩʣʷ ʚʚʝʜʝʥʥʷ ʧʦʩʠʣʘʥʥʷ ʩʠʩʪʝʤʘ ʘʚʪʦʤʘʪʠʯʥʦ ʢʘʪʘʣʦʛʽʟʫʻ ʚʩʽ 

ʢʦʣʴʦʨʦʚʽ ʟʥʘʯʝʥʥʷ ʚʝʙʩʪʦʨʽʥʢʠ, ʚʢʣʶʯʘʶʯʠ ʪʝʢʩʪ, ʬʦʥ ʪʘ ʛʨʘʬʽʯʥʽ ʝʣʝʤʝʥʪʠ. 

ʂʦʨʠʩʪʫʚʘʯ ʤʦʞʝ ʰʚʠʜʢʦ ʢʦʧʽʶʚʘʪʠ HEX ʘʙʦ RGB ʟʥʘʯʝʥʥʷ ʢʦʣʴʦʨʽʚ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟ ʽʥʪʝʨʬʝʡʩʫ [9]. 

ɼʣʷ ʥʘʣʘʰʪʫʚʘʥʥʷ ʪʘ ʪʝʩʪʫʚʘʥʥʷ ʢʦʣʽʨʥʠʭ ʢʦʤʙʽʥʘʮʽʡ ʙʫʜʝ ʜʦʩʪʫʧʥʝ 

ʚʚʝʜʝʥʥʷ ʯʝʨʝʟ RGB-ʬʦʨʤʘʪ ʘʙʦ hex-ʢʦʜ. ʌʫʥʢʮʽʦʥʘʣ ʨʝʜʘʛʫʚʘʥʥʷ ʜʦʟʚʦʣʷʪʠʤʝ 

ʥʘʣʘʰʪʦʚʫʚʘʪʠ ʢʦʣʴʦʨʠ ʪʝʢʩʪʫ ʪʘ ʬʦʥʫ ʟ ʧʦʜʘʣʴʰʠʤ ʘʥʘʣʽʟʦʤ ʾʭ ʢʦʥʪʨʘʩʪʥʦʩʪʽ  

ʪʘ ʧʨʠʜʘʪʥʦʩʪʽ. 

ʂʣʶʯʦʚʦʶ ʬʫʥʢʮʽʻʶ ʻ ʩʠʤʫʣʷʮʽʷ ʚʽʜʪʽʥʢʽʚ ʢʦʣʴʦʨʽʚ ʧʨʠ ʨʽʟʥʠʭ ʪʠʧʘʭ 

ʜʘʣʴʪʦʥʽʟʤʫ [10]. ʉʠʩʪʝʤʘ ʧʽʜʪʨʠʤʫʚʘʪʠʤʝ ʦʢʨʝʤʽ ʨʝʞʠʤʠ ʚʽʟʫʘʣʽʟʘʮʽʾ ʜʣʷ 

ʧʨʦʪʘʥʦʧʽʾ, ʜʝʡʪʝʨʘʥʦʧʽʾ ʪʘ ʪʨʠʪʘʥʦʧʽʾ, ʚʽʜʦʙʨʘʞʘʶʯʠ ʨʝʟʫʣʴʪʘʪʠ ʟ ʚʽʟʫʘʣʽʟʘʮʽʻʶ ʪʘ 

ʯʠʩʣʦʚʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ ʢʦʥʪʨʘʩʪʥʦʩʪʽ. ʊʘʢʘ ʩʪʨʫʢʪʫʨʘ ʟʘʙʝʟʧʝʯʫʻ ʽʥʪʫʾʪʠʚʥʠʡ 

ʨʦʙʦʯʠʡ ʧʨʦʮʝʩ ʚʽʜ ʧʨʦʩʪʦʛʦ ʚʚʝʜʝʥʥʷ ʜʘʥʠʭ ʜʦ ʜʝʪʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ ʢʦʣʽʨʥʠʭ 

ʢʦʤʙʽʥʘʮʽʡ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʧʦʪʨʝʙ ʣʶʜʝʡ ʟ ʧʦʨʫʰʝʥʥʷʤʠ ʢʦʣʴʦʨʦʩʧʨʠʡʥʷʪʪʷ. 

ɼʽʘʛʨʘʤʘ ʚʘʨʽʘʥʪʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʢʘʟʘʥʘ ʥʘ ʨʠʩʫʥʢʫ 1. 

 

 
ʈʠʩʫʥʦʢ 1 ï ɼʽʘʛʨʘʤʘ ʚʘʨʽʘʥʪʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ 
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ɼʽʘʛʨʘʤʘ ʢʣʘʩʽʚ ʧʨʝʜʩʪʘʚʣʷʻ ʩʪʘʪʠʯʥʫ ʘʨʭʽʪʝʢʪʫʨʫ ʧʨʦʛʨʘʤʥʦʾ ʤʦʜʝʣʽ, 

ʚʽʜʦʙʨʘʞʘʶʯʠ ʩʪʨʫʢʪʫʨʥʽ ʟʚ'ʷʟʢʠ ʤʽʞ ʢʦʤʧʦʥʝʥʪʘʤʠ ʩʠʩʪʝʤʠ ʥʘ ʝʪʘʧʽ ʧʨʦʢ̒ʪʫʚʘʥʥʷ 

[11]. ɸʨʭʽʪʝʢʪʫʨʘ ʟʘʩʪʦʩʫʥʢʫ ʧʦʙʫʜʦʚʘʥʘ ʥʘʚʢʦʣʦ ʩʝʤʠ ʦʩʥʦʚʥʠʭ ʢʣʘʩʽʚ, ʢʦʞʝʥ ʟ 

ʷʢʠʭ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʢʦʥʢʨʝʪʥʠʡ ʘʩʧʝʢʪ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ. 

ʂʣʘʩ UIController ʚʠʩʪʫʧʘʻ ʮʝʥʪʨʘʣʴʥʠʤ ʢʦʦʨʜʠʥʘʪʦʨʦʤ ʢʦʨʠʩʪʫʚʘʮʴʢʦʛʦ 

ʽʥʪʝʨʬʝʡʩʫ, ʢʝʨʫʶʯʠ ʨʝʞʠʤʦʤ ʨʝʜʘʛʫʚʘʥʥʷ, ʩʠʥʭʨʦʥʽʟʘʮʽʻʶ ʩʣʘʡʜʝʨʽʚ, ʦʥʦʚʣʝʥʥʷʤ 

ʢʦʣʽʨʥʠʭ ʟʥʘʯʝʥʴ ʪʘ ʦʙʨʦʙʢʦʶ ʚʚʝʜʝʥʥʷ ʜʘʥʠʭ. ɺʽʥ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʟʘʻʤʦʜʽʻ ʟ 

ʢʦʨʠʩʪʫʚʘʯʝʤ ʪʘ ʢʦʦʨʜʠʥʫʻ ʨʦʙʦʪʫ ʽʥʰʠʭ ʢʦʤʧʦʥʝʥʪʽʚ ʩʠʩʪʝʤʠ. 

WebServer ʟʘʙʝʟʧʝʯʫʻ ʩʝʨʚʝʨʥʫ ʯʘʩʪʠʥʫ, ʦʙʨʦʙʣʷʶʯʠ HTTP-ʟʘʧʠʪʠ ʪʘ 

ʢʝʨʫʶʯʠ ʢʦʤʫʥʽʢʘʮʽʻʶ ʤʽʞ ʢʣʽʻʥʪʩʴʢʦʶ ʪʘ ʩʝʨʚʝʨʥʦʶ ʯʘʩʪʠʥʘʤʠ [12]. 

ɼʣʷ ʦʪʨʠʤʘʥʥʷ ʜʘʥʠʭ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʚʘ ʩʧʝʮʽʘʣʽʟʦʚʘʥʽ ʢʣʘʩʠ: 

SiteFetcher ʧʨʘʮʶʻ ʟ ʚʝʙʨʝʩʫʨʩʘʤʠ, ʟʘʚʘʥʪʘʞʫʶʯʠ HTML ʪʘ CSS ʢʦʥʪʝʥʪ, 

ʚʠʪʷʛʫʶʯʠ ʚʙʫʜʦʚʘʥʽ ʩʪʠʣʽ ʪʘ ʩʘʥʽʪʠʟʫʶʯʠ ʜʘʥʽ, ʪʦʜʽ ʷʢ ImageProcessor ʦʙʨʦʙʣʷʻ 

ʛʨʘʬʽʯʥʽ ʬʘʡʣʠ, ʚʠʢʦʥʫʶʯʠ ʟʘʚʘʥʪʘʞʝʥʥʷ, ʟʤʽʥʫ ʨʦʟʤʽʨʫ ʪʘ ʢʦʥʚʝʨʪʘʮʽʶ ʫ RGB-

ʬʦʨʤʘʪ. ColorAnalyzer ʚʠʪʷʛʫʻ ʢʦʣʴʦʨʦʚʫ ʽʥʬʦʨʤʘʮʽʶ ʟ ʦʪʨʠʤʘʥʦʛʦ ʢʦʥʪʝʥʪʫ, 

ʚʘʣʽʜʫʻ ʢʦʣʽʨʥʽ ʟʥʘʯʝʥʥʷ ʪʘ ʧʨʦʚʦʜʠʪʴ ʢʦʤʧʣʝʢʩʥʠʡ ʘʥʘʣʽʟ ʚʝʙʩʘʡʪʽʚ. 

ʎʝʥʪʨʘʣʴʥʠʤ ʝʣʝʤʝʥʪʦʤ ʩʠʩʪʝʤʠ ʻ ColorblindnessSimulator, ʷʢʠʡ ʤʽʩʪʠʪʴ 

ʤʘʪʨʠʮʽ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʜʣʷ ʨʽʟʥʠʭ ʪʠʧʽʚ ʜʘʣʴʪʦʥʽʟʤʫ ʪʘ ʨʝʘʣʽʟʫʻ ʤʝʪʦʜʠ ʩʠʤʫʣʷʮʽʾ 

ʢʦʣʽʨʥʦʾ ʩʣʽʧʦʪʠ, ʦʙʯʠʩʣʝʥʥʷ ʚʠʜʠʤʦʩʪʽ ʪʘ ʦʥʦʚʣʝʥʥʷ ʧʦʧʝʨʝʜʥʴʦʛʦ ʧʝʨʝʛʣʷʜʫ. ɼʣʷ 

ʤʘʪʝʤʘʪʠʯʥʠʭ ʦʙʯʠʩʣʝʥʴ ʚʽʥ ʚʠʢʦʨʠʩʪʦʚʫʻ ColorUtility, ʱʦ ʥʘʜʘʻ ʬʫʥʢʮʽʾ 

ʢʦʥʚʝʨʪʘʮʽʾ ʤʽʞ ʬʦʨʤʘʪʘʤʠ HEX ʪʘ RGB, ʨʦʟʨʘʭʫʥʢʫ ʷʩʢʨʘʚʦʩʪʽ, ʦʙʯʠʩʣʝʥʥʷ 

ʢʦʝʬʽʮʽʻʥʪʘ ʢʦʥʪʨʘʩʪʥʦʩʪʽ ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʢʣʘʩʫ ʚʠʜʠʤʦʩʪʽ. 

ɺʟʘʻʤʦʜʽʷ ʢʦʤʧʦʥʝʥʪʽʚ ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: WebServer ʦʪʨʠʤʫʻ 

ʟʘʧʠʪʠ ʯʝʨʝʟ UIController ʪʘ ʧʝʨʝʜʘʻ ʾʭ SiteFetcher ʘʙʦ ImageProcessor ʟʘʣʝʞʥʦ ʚʽʜ 

ʪʠʧʫ ʚʭʽʜʥʠʭ ʜʘʥʠʭ, ColorAnalyzer ʚʠʪʷʛʫʻ ʢʦʣʴʦʨʠ, ColorblindnessSimulator 

ʦʙʨʦʙʣʷʻ ʾʭ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ColorUtility, ʘ ʨʝʟʫʣʴʪʘʪʠ ʧʦʚʝʨʪʘʶʪʴʩʷ ʯʝʨʝʟ 

UIController ʜʣʷ ʚʽʜʦʙʨʘʞʝʥʥʷ ʢʦʨʠʩʪʫʚʘʯʫ, ʬʦʨʤʫʶʯʠ ʟʘʤʢʥʫʪʠʡ ʮʠʢʣ ʦʙʨʦʙʢʠ ʚʽʜ 

ʚʚʝʜʝʥʥʷ ʜʦ ʚʽʟʫʘʣʽʟʘʮʽʾ. ɼʽʘʛʨʘʤʘ ʢʣʘʩʽʚ ʧʦʢʘʟʘʥʘ ʥʘ ʨʠʩʫʥʢʫ 2. 

ʅʘʩʪʫʧʥʦʶ ʜʽʘʛʨʘʤʦʶ ʙʫʜʝ ʜʽʘʛʨʘʤʘ ʢʦʦʧʝʨʘʮʽʡ, ʚʦʥʘ ʜʝʤʦʥʩʪʨʫʻ 

ʜʠʥʘʤʽʯʥʫ ʚʟʘʻʤʦʜʽʶ ʤʽʞ ʦʙ'ʻʢʪʘʤʠ ʩʠʩʪʝʤʠ ʯʝʨʝʟ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʧʨʦʥʫʤʝʨʦʚʘʥʠʭ 

ʧʦʚʽʜʦʤʣʝʥʴ [13]. ʇʨʦʮʝʩ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʜʽʾ ʢʦʨʠʩʪʫʚʘʯʘ (updateColor), ʷʢʘ ʽʥʽʮʽʶʻ 

ʣʘʥʮʶʛ ʚʠʢʣʠʢʽʚ ʯʝʨʝʟ UIController ʜʦ WebServer. ʉʝʨʚʝʨ ʘʢʪʠʚʫʻ SiteFetcher ʜʣʷ 

ʟʘʚʘʥʪʘʞʝʥʥʷ ʚʝʙʢʦʥʪʝʥʪʫ (fetchWebsite, extractInlineStyles), ʧʽʩʣʷ ʯʦʛʦ 

ColorAnalyzer ʚʠʢʦʥʫʻ ʘʥʘʣʽʟ ʢʦʣʴʦʨʽʚ (analyzeWebsite, extractColors). ʇʘʨʘʣʝʣʴʥʦ 

ImageProcessor ʦʙʨʦʙʣʷʻ ʟʦʙʨʘʞʝʥʥʷ (loadImage, convertToRGB). ʎʝʥʪʨʘʣʴʥʠʡ 

ʢʦʤʧʦʥʝʥʪ ColorblindnessSimulator ʢʦʦʨʜʠʥʫʻ ʩʠʤʫʣʷʮʽʶ ʜʘʣʴʪʦʥʽʟʤʫ 

(simulateColorBlindness), ʟʚʝʨʪʘʶʯʠʩʴ ʜʦ ColorUtility ʜʣʷ ʤʘʪʝʤʘʪʠʯʥʠʭ ʦʙʯʠʩʣʝʥʴ 

(rgbToHex, calculateLuminance, calculateContrastRatio) ʪʘ ʨʦʟʨʘʭʫʥʢʫ ʚʠʜʠʤʦʩʪʽ 

(calculateVisibility). ʈʝʟʫʣʴʪʘʪʠ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʯʝʨʝʟ applyFilter ʪʘ ʧʦʚʝʨʪʘʶʪʴʩʷ ʜʦ 

UIController ʤʝʪʦʜʦʤ updatePreview ʜʣʷ ʩʠʥʭʨʦʥʽʟʘʮʽʾ ʽʥʪʝʨʬʝʡʩʫ (syncSliders). 

ɼʽʘʛʨʘʤʘ ʢʦʦʧʝʨʘʮʽʡ ʟʦʙʨʘʞʝʥʘ ʥʘ ʨʠʩʫʥʢʫ 3. 
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ʈʠʩʫʥʦʢ 2 ï ɼʽʘʛʨʘʤʘ ʢʣʘʩʽʚ 

 

 
ʈʠʩʫʥʦʢ 3 ï ɼʽʘʛʨʘʤʘ ʢʦʦʧʝʨʘʮʽʡ  

 

 ʅʘʩʪʫʧʥʦʶ ʙʫʜʝ ʩʪʚʦʨʝʥʦ ʜʽʘʛʨʘʤʫ ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ. ɺʦʥʘ ʚʽʜʦʙʨʘʞʘʻ 

ʭʨʦʥʦʣʦʛʽʯʥʠʡ ʧʦʨʷʜʦʢ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʦʙ'ʻʢʪʘʤʠ ʩʠʩʪʝʤʠ ʫ ʯʘʩʦʚʦʤʫ ʚʠʤʽʨʽ. 

ɺʝʨʪʠʢʘʣʴʥʽ ʧʫʥʢʪʠʨʥʽ ʣʽʥʽʾ ʧʨʝʜʩʪʘʚʣʷʶʪʴ ʣʽʥʽʾ ʞʠʪʪʷ ʢʦʞʥʦʛʦ ʦʙ'ʻʢʪʘ 

(ColorAnalyzer, Colorblindness, ColorUtility, ImageProcessor, WebServer, SiteFetcher, 
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UIController), ʘ ʛʦʨʠʟʦʥʪʘʣʴʥʽ ʩʪʨʽʣʢʠ ʧʦʢʘʟʫʶʪʴ ʧʦʚʽʜʦʤʣʝʥʥʷ ʤʽʞ ʥʠʤʠ ʫ 

ʧʦʩʣʽʜʦʚʥʦʩʪʽ ʚʽʜ 1 ʜʦ 16. 

 
ʈʠʩʫʥʦʢ 4 ï ɼʽʘʛʨʘʤʘ ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ 

 

ʇʨʦʮʝʩ ʨʦʟʧʦʯʠʥʘʻʪʴʩʷ ʟ ʽʥʽʮʽʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʝʤ ʯʝʨʝʟ UIController, ʷʢʠʡ 

ʧʝʨʝʜʘʻ ʟʘʧʠʪ ʥʘ WebServer ʜʣʷ ʦʙʨʦʙʢʠ (handleAnalyzeRequest). ɼʘʣʽ ʚʽʜʙʫʚʘʻʪʴʩʷ 

ʧʘʨʘʣʝʣʴʥʘ ʨʦʙʦʪʘ: SiteFetcher ʟʘʚʘʥʪʘʞʫʻ ʪʘ ʦʙʨʦʙʣʷʻ ʚʝʙʢʦʥʪʝʥʪ (fetchWebsite, 

extractInlineStyles), ʘ ImageProcessor ʧʨʘʮʶʻ ʟ ʛʨʘʬʽʢʦʶ (loadImage, convertToRGB). 

ColorAnalyzer ʚʠʢʦʥʫʻ ʘʥʘʣʽʟ ʢʦʣʴʦʨʽʚ (analyzeWebsite, extractColors), ʧʽʩʣʷ ʯʦʛʦ 

Colorblindness ʢʦʤʧʦʥʝʥʪ ʟʘʩʪʦʩʦʚʫʻ ʩʠʤʫʣʷʮʽʶ (simulateColorBlindness), 

ʟʚʝʨʪʘʶʯʠʩʴ ʜʦ ColorUtility ʜʣʷ ʤʘʪʝʤʘʪʠʯʥʠʭ ʨʦʟʨʘʭʫʥʢʽʚ (rgbToHex, 

calculateLuminance, calculateContrastRatio, calculateVisibility). ɿʘʚʝʨʰʫʻʪʴʩʷ ʧʨʦʮʝʩ 

ʦʥʦʚʣʝʥʥʷʤ ʽʥʪʝʨʬʝʡʩʫ ʯʝʨʝʟ updatePreview ʪʘ syncSliders, ʜʝʤʦʥʩʪʨʫʶʯʠ ʧʦʚʥʠʡ 

ʮʠʢʣ ʦʙʨʦʙʢʠ ʟʘʧʠʪʫ ʚʽʜ ʧʦʯʘʪʢʫ ʜʦ ʢʽʥʮʷ. ɼʽʘʛʨʘʤʘ ʟʦʙʨʘʞʝʥʘ ʥʘ ʨʠʩʫʥʢʫ 4. 

ɼʽʘʛʨʘʤʘ ʩʪʘʥʽʚ ʽʣʶʩʪʨʫʻ ʞʠʪʪʻʚʠʡ ʮʠʢʣ ʩʠʩʪʝʤʠ [14]. ɺʦʥʘ ʚʽʜʦʙʨʘʞʘʻ ʚʩʽ 

ʤʦʞʣʠʚʽ ʩʪʘʥʠ ʟʘʩʪʦʩʫʥʢʫ ʪʘ ʧʝʨʝʭʦʜʠ ʤʽʞ ʥʠʤʠ. ʇʨʦʮʝʩ ʨʦʟʧʦʯʠʥʘʻʪʴʩʷ ʟ 

ʧʦʯʘʪʢʦʚʦʛʦ ʩʪʘʥʫ ʪʘ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʩʪʘʥʽʚ ʚʽʜ ʚʚʝʜʝʥʥʷ ʜʘʥʠʭ ʜʦ 

ʚʽʜʦʙʨʘʞʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ. ɼʽʘʛʨʘʤʘ ʩʪʘʥʽʚ ʟʦʙʨʘʞʝʥʘ ʥʘ ʨʠʩʫʥʢʫ 5. 

 

 : ʂʦʨʠʩʪʫʚʘʯ : ʂʦʨʠʩʪʫʚʘʯ

 : 

ColorAnalyzer

 : 

ColorAnalyzer

 : 

Colorblidne...

 : 

Colorblidne...

 : ColorUtility : ColorUtility  : 

ImageProc...

 : 

ImageProc...

 : WebServer : WebServer  : SiteFetcher : SiteFetcher  : UIController : UIController

1: updateColor( )

2: handleAnalyzeRequest( )

3: fetchWebsite( )

4: extractInlineStyles( )

5: analyzeWebsite( )

6: extractColors( )

7: simulateColorBlidness( )

8: rgbToHex( )

9: calculateLuminance( )

10: calculateContrastRatio( )

11: calculateVisibility( )

12: loadImage( )

13: convertToRGB( )

14: applyFilter( )

15: updatePreview( )

16: syncSliders( )
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ʈʠʩʫʥʦʢ 5 ï ɼʽʘʛʨʘʤʘ ʩʪʘʥʽʚ 

 

ʆʩʪʘʥʥʴʦʶ ʙʫʜʝ ʜʽʘʛʨʘʤʘ ʜʽʷʣʴʥʦʩʪʽ [15]. ɺʦʥʘ ʜʝʤʦʥʩʪʨʫʻ ʧʦʪʽʢ ʚʠʢʦʥʘʥʥʷ 

ʦʧʝʨʘʮʽʡ ʫ ʩʠʩʪʝʤʽ ʚʽʜ ʧʦʯʘʪʢʫ ʜʦ ʟʘʚʝʨʰʝʥʥʷ, ʚʠʟʥʘʯʘʶʯʠ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʜʽʡ ʪʘ 

ʪʦʯʢʠ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ. ʇʨʦʮʝʩ ʩʪʘʨʪʫʻ ʟ ʚʚʝʜʝʥʥʷ URL ʘʙʦ ʟʘʚʘʥʪʘʞʝʥʥʷ 

ʟʦʙʨʘʞʝʥʥʷ, ʧʽʩʣʷ ʯʦʛʦ ʩʠʩʪʝʤʘ ʨʦʟʛʘʣʫʞʫʻʪʴʩʷ ʟʘʣʝʞʥʦ ʚʽʜ ʦʙʨʘʥʦʛʦ ʨʝʞʠʤʫ 

ʘʥʘʣʽʟʫ. ʇʨʠ ʚʠʙʦʨʽ ʨʝʞʠʤʫ ʚʝʙʩʘʡʪʫ ʚʽʜʙʫʚʘʻʪʴʩʷ ʚʽʜʧʨʘʚʢʘ ʟʘʧʠʪʫ ʥʘ ʩʝʨʚʝʨ, 

ʟʘʚʘʥʪʘʞʝʥʥʷ HTML/CSS ʢʦʥʪʝʥʪʫ ʪʘ ʟʥʘʭʦʜʞʝʥʥʷ ʢʦʣʴʦʨʽʚ [16-17]. ʗʢʱʦ ʦʙʨʘʥʦ 

ʨʝʞʠʤ ʟʦʙʨʘʞʝʥʥʷ, ʩʠʩʪʝʤʘ ʚʠʢʦʥʫʻ ʧʝʨʝʜʘʯʫ ʪʘ ʦʙʨʦʙʢʫ ʛʨʘʬʽʯʥʦʛʦ ʬʘʡʣʫ. ʆʙʠʜʚʽ 

ʛʽʣʢʠ ʟʙʽʛʘʶʪʴʩʷ ʚ ʘʢʪʠʚʥʦʩʪʽ ʢʦʥʚʝʨʪʘʮʽʾ ʫ RGB-ʬʦʨʤʘʪ, ʷʢʘ ʻ ʦʙʦʚ'ʷʟʢʦʚʦʶ ʜʣʷ 

ʧʦʜʘʣʴʰʦʾ ʦʙʨʦʙʢʠ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʜʞʝʨʝʣʘ ʜʘʥʠʭ. ɼʘʣʽ ʩʠʩʪʝʤʘ ʚʭʦʜʠʪʴ ʫ ʬʘʟʫ 

ʧʘʨʘʣʝʣʴʥʦʾ ʦʙʨʦʙʢʠ, ʜʝ ʦʜʥʦʯʘʩʥʦ ʚʠʢʦʥʫʶʪʴʩʷ ʪʨʠ ʥʝʟʘʣʝʞʥʽ ʧʦʪʦʢʠ ʩʠʤʫʣʷʮʽʾ: 

ʧʨʦʪʘʥʦʧʽʾ, ʜʝʡʪʝʨʘʥʦʧʽʾ ʪʘ ʪʨʠʪʘʥʦʧʽʾ. ʇʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʧʘʨʘʣʝʣʴʥʠʭ ʧʨʦʮʝʩʽʚ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʩʠʥʭʨʦʥʽʟʘʮʽʷ ʨʝʟʫʣʴʪʘʪʽʚ, ʨʦʟʨʘʭʫʥʦʢ ʢʦʥʪʨʘʩʪʥʦʩʪʽ ʪʘ ʥʦʨʤʘʣʽʟʘʮʽʷ 

ʦʪʨʠʤʘʥʠʭ ʜʘʥʠʭ. ʌʽʥʘʣʴʥʽ ʘʢʪʠʚʥʦʩʪʽ ʚʢʣʶʯʘʶʪʴ ʚʽʜʦʙʨʘʞʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ 

ʢʦʨʠʩʪʫʚʘʯʫ ʪʘ ʧʝʨʝʛʣʷʜ ʧʽʜʩʫʤʢʦʚʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʧʽʩʣʷ ʯʦʛʦ ʧʨʦʮʝʩ ʟʘʚʝʨʰʫʻʪʴʩʷ 

ʧʝʨʝʭʦʜʦʤ ʫ ʢʽʥʮʝʚʠʡ ʩʪʘʥ. ɼʽʘʛʨʘʤʘ ʟʦʙʨʘʞʝʥʘ ʥʘ ʨʠʩʫʥʢʫ 6. 
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ʈʠʩʫʥʦʢ 6 ï ɼʽʘʛʨʘʤʘ ʜʽʷʣʴʥʦʩʪʽ 

 

ʉʧʨʦʻʢʪʦʚʘʥʘ ʩʠʩʪʝʤʘ ʘʥʘʣʽʟʫ ʜʦʩʪʫʧʥʦʩʪʽ ʢʦʣʴʦʨʽʚ ʤʦʞʝ ʙʫʪʠ ʽʥʪʝʛʨʦʚʘʥʘ 

ʚ ʚʝʙʧʣʘʪʬʦʨʤʠ ʪʘ ʩʠʩʪʝʤʠ ʘʫʜʠʪʫ ʜʦʩʪʫʧʥʦʩʪʽ ʚʝʙʩʘʡʪʽʚ, ʱʦ ʩʧʨʠʷʪʠʤʝ 

ʧʽʜʚʠʱʝʥʥʶ ʽʥʢʣʶʟʠʚʥʦʩʪʽ ʮʠʬʨʦʚʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʪʘ ʧʦʣʽʧʰʝʥʥʶ ʩʧʨʠʡʥʷʪʪʷ 

ʽʥʬʦʨʤʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʘʤʠ ʟ ʧʦʨʫʰʝʥʥʷʤʠ ʢʦʣʴʦʨʦʚʦʛʦ ʟʦʨʫ. 

 

ʇʝʨʝʣʽʢ ʧʦʩʠʣʘʥʴ 
1. ɼʘʣʴʪʦʥʽʟʤ: ʚʽʜʧʦʚʽʜʽ ʪʘ ʧʠʪʘʥʥʷ. [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ]. URL: 

https://doc.ua/ua/news/articles/daltonizm-voprosy-i-otvety. ɼʘʪʘ ʟʚʝʨʥʝʥʥʷ: 7.04.2025. 

2. ʆ. ʖ. ʄʝʣʴʥʠʢʦʚ, ɺ. ʆ. ʂʘʥʽʰʝʚ, ñʉʠʩʪʝʤʘ ʧʽʜʪʨʠʤʢʠ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ ʚʠʟʥʘʯʝʥʥʷ ʢʦʣʴʦʨʽʚò, Automation of Technological and Business Processes, ʆʜʝʩʘ: 

ʆʅʊʋ, ˉ 16 (3), ʩ. 58ï68, 2024, DOI: https://doi.org/10.15673/atbp.v16i3.2921 

3. ɸ. ʄ. ɻʦʨʣʦ, ɯ. ʉ. ʄʽʥʪʽʡ, ñɸʜʘʧʪʘʮʽʷ ʜʠʟʘʡʥʫ ʩʘʡʪʫ ʜʣʷ ʣʶʜʝʡ ʽʟ ʧʦʨʫʰʝʥʥʷʤ 

ʢʦʣʴʦʨʦʩʧʨʠʡʥʷʪʪʷò, ʅʦʚʽʪʥʽ ʢʦʤʧôʶʪʝʨʥʽ ʪʝʭʥʦʣʦʛʽʾ, ʂʨʠʚʠʡ ʈʽʛ: ɺʠʜʘʚʥʠʯʠʡ ʮʝʥʪʨ ɼɺʅɿ 

çʂʨʠʚʦʨʽʟʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪè, ʪ. XVI, ʩ. 182ï187, 2018. 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025 175 

4. ʂʘʥʽʰʝʚ ɺ. ʆ., ʄʝʣʴʥʠʢʦʚ ʆ. ʖ. ʆʙôʻʢʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʝ ʧʨʦʻʢʪʫʚʘʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʦʮʽʥʢʠ ʷʢʦʩʪʽ ʬʦʥʦʚʦʛʦ ʦʬʦʨʤʣʝʥʥʷ ʩʘʡʪʽʚ ʜʣʷ ʣʶʜʝʡ ʽʟ ʜʘʣʴʪʦʥʽʟʤʦʤ // 

ʉʪʘʥ, ʜʦʩʷʛʥʝʥʥʷ ʽ ʧʝʨʩʧʝʢʪʠʚʠ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʽ ʪʝʭʥʦʣʦʛʽʡ / ʄʘʪʝʨʽʘʣʠ XXV 

ɺʩʝʫʢʨʘʾʥʩʴʢʦʾ ʥʘʫʢʦʚʦ-ʪʝʭʥʽʯʥʦʾ ʢʦʥʬʝʨʝʥʮʽʾ ʤʦʣʦʜʠʭ ʚʯʝʥʠʭ, ʘʩʧʽʨʘʥʪʽʚ ʪʘ ʩʪʫʜʝʥʪʽʚ. 

ʆʜʝʩʘ, 17-18 ʢʚʽʪʥʷ 2025 ʨ. ï ʆʜʝʩʘ, ɺʠʜʘʚʥʠʮʪʚʦ ʆʅʊʋ 

5. ʄʝʣʴʥʠʢʦʚ ʆ. ʖ., ʂʘʥʽʰʝʚ ɺ. ʆ. ɸʣʛʦʨʠʪʤ ʜʣʷ ʚʽʜʦʙʨʘʞʝʥʥʷ ʚʠʜʽʚ ʜʘʣʴʪʦʥʽʟʤʫ ʚ ʩʠʩʪʝʤʽ 
ʦʮʽʥʢʠ ʷʢʦʩʪʽ ʬʦʥʦʚʦʛʦ ʦʬʦʨʤʣʝʥʥʷ ʩʘʡʪʽʚ // ɯʥʬʦʨʤʘʮʽʡʥʽ ʪʝʭʥʦʣʦʛʽʾ ʚ ʢʫʣʴʪʫʨʽ, ʤʠʩʪʝʮʪʚʽ, 

ʦʩʚʽʪʽ, ʥʘʫʮʽ, ʝʢʦʥʦʤʽʮʽ ʪʘ ʙʽʟʥʝʩʽ: ʤʘʪʝʨʽʘʣʠ X ʄʽʞʥʘʨʦʜʥʦʾ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʦʾ ʢʦʥʬʝʨʝʥʮʽʾ 

/ ʄ-ʚʦ ʦʩʚʽʪʠ ʽ ʥʘʫʢʠ ʋʢʨʘʾʥʠ; ʂʠʾʚ. ʥʘʮ. ʫʥ-ʪ ʢʫʣʴʪʫʨʠ ʽ ʤʠʩʪʝʮʪʚ. ʂʠʾʚ : ɺʠʜʘʚʥʠʯʠʡ ʮʝʥʪʨ 

ʂʅʋʂʽʄ, 2025. ï ʉ. 29ï31 

6. ɺ. ʆ. ʂʘʥʽʰʝʚ, ʆ. ʖ. ʄʝʣʴʥʠʢʦʚ, ñʇʦʩʪʘʥʦʚʢʘ ʟʘʜʘʯʽ ʩʪʚʦʨʝʥʥʷ ʟʘʩʪʦʩʫʥʢʫ ʜʣʷ ʘʥʘʣʽʟʫ 

ʨʽʚʥʷ ʟʘʜʦʚʦʣʝʥʥʷ ʩʘʡʪʘʤʠ ʣʶʜʝʡ ʽʟ ʧʦʨʫʰʝʥʥʷʤ ʢʦʣʴʦʨʦʩʧʨʠʡʥʷʪʪʷò, ʉʫʯʘʩʥʽ ʽʥʬʦʨʤʘʮʽʡʥʽ 

ʩʠʩʪʝʤʠ ʪʘ ʪʝʭʥʦʣʦʛʽʾ: ʤʘʪʝʨʽʘʣʠ VII ɺʩʝʫʢʨ. ʥʘʫʢ.-ʧʨʘʢʪ. ʽʥʪʝʨʥʝʪ-ʢʦʥʬ. ʟʘ ʪʝʤʘʪʠʢʦʶ 

çʉʫʯʘʩʥʽ ʢʦʤʧôʶʪʝʨʥʽ ʩʠʩʪʝʤʠ ʪʘ ʤʝʨʝʞʽ ʚ ʫʧʨʘʚʣʽʥʥʽè (29 ʣʠʩʪʦʧʘʜʘ 2024 ʨ., ʤ. ʍʝʨʩʦʥ, ʤ. 

ʍʤʝʣʴʥʠʮʴʢʠʡ) / ʟʘ ʨʝʜ. ɸ. ɸ. ɻʨʠʛʦʨʦʚʦʾ, ʍʝʨʩʦʥ: ʂʥʠʞʢʦʚʝ ʚʠʜʘʚʥʠʮʪʚʦ ʌʆʇ 

ɺʠʰʝʤʠʨʩʴʢʠʡ ɺ. ʉ., ʩ. 180ï181, 2024. 

7. ʉ. ɺ. ɹʫʨʪʦʚʠʡ, ɺ. ɸ. ʏʫʙʝʥʢʦ, ʉ. ɺ. ɺʘʩʠʣʶʢ-ɿʘʡʮʝʚʘ ɺʠʢʦʨʠʩʪʘʥʥʷ ʥʝʡʨʦʤʝʨʝʞ ʫ 

ʨʦʟʧʽʟʥʘʚʘʥʥʽ ʪʘ ʜʽʘʛʥʦʩʪʠʮʽ ʥʘʚʯʘʣʴʥʠʭ ʟʜʽʙʥʦʩʪʝʡ ʟʜʦʙʫʚʘʯʽʚ ʦʩʚʽʪʠ.  ɸʢʘʜʝʤʽʯʥʽ ʚʽʟʽʾ. ˉ29, 

2024, 2ï3 ʩ. URL: https://academy-vision.org/index.php/av/article/view/971/884 (ɼʘʪʘ ʟʚʝʨʥʝʥʥʷ 

22.10.2025) 

8. ʂʘʥʽʰʝʚ ɺ. ʆ., ʄʝʣʴʥʠʢʦʚ ʆ. ʖ. ɺʝʙʟʘʩʪʦʩʫʥʦʢ ʜʣʷ ʨʦʟʨʘʭʫʥʢʫ ʩʪʫʧʝʥʷ ʙʘʯʝʥʥʷ ʜʠʟʘʡʥʫ 
ʩʘʡʪʽʚ ʜʣʷ ʣʶʜʝʡ ʟ ʧʦʨʫʰʝʥʥʷʤ ʢʦʣʴʦʨʦʩʧʨʠʡʥʷʪʪʷ // ʈʦʟʚʠʪʦʢ ʥʘʫʢʠ ï ʧʨʦʩʪʽʨ ʜʣʷ 

ʚʽʜʥʦʚʣʝʥʥʷ ʨʝʛʽʦʥʫ: ʟʙʽʨʥʠʢ ʪʝʟ ʥʘʫʢʦʚʦʾ ʢʦʥʬʝʨʝʥʮʽʾ ʤʦʣʦʜʠʭ ʚʯʝʥʠʭ 19 ʛʨʫʜʥʷ 2024 ʨ., ï ʤ. 

ʂʨʘʤʘʪʦʨʩʴʢ: ɼʦʥʝʮʴʢʘ ʦʙʣʘʩʥʘ ʜʝʨʞʘʚʥʘ ʘʜʤʽʥʽʩʪʨʘʮʽʷ, ʈʘʜʘ ʤʦʣʦʜʠʭ ʚʯʝʥʠʭ ʧʨʠ ɼʦʥʝʮʴʢʽʡ 

ʦʙʣʜʝʨʞʘʜʤʽʥʽʩʪʨʘʮʽʾ, 2024. ï ʉ. 76ï79. 

9. ʆ. ʖ. ʄʝʣʴʥʠʢʦʚ, ñʆʙôʻʢʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʠʡ ʘʥʘʣʽʟ ʽ ʧʨʦʻʢʪʫʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ: 

ʧʦʩʽʙʥʠʢ ʜʣʷ ʩʪʫʜʝʥʪʽʚ ʩʧʝʮʽʘʣʴʥʦʩʪʝʡ çʉʠʩʪʝʤʥʠʡ ʘʥʘʣʽʟè ʪʘ çɯʥʬʦʨʤʘʮʽʡʥʽ ʩʠʩʪʝʤʠ ʪʘ 

ʪʝʭʥʦʣʦʛʽʾè. ï ɺʠʜ. 3-ʻ, ʧʝʨʝʨʦʙ. ʪʘ ʜʦʧ.ò, ʂʨʘʤʘʪʦʨʩʴʢ: ɼɼʄɸ, 208 ʩ., 2020. 

10. RGB ï ɺɯʂɯʇɽɼɯʗ URL:  

11. https://uk.wikipedia.org/wiki/RGB 

12. ɺʠʜʠ ʜʘʣʴʪʦʥʽʟʤʫ ï OCHI CLINIC URL: 

https://www.ochiclinic.com.ua/publications/daltonizm-yak-bachat-daltoniki-i-yaki-kolori-ne-

rozriznyayut 

13. ɼʽʘʛʨʘʤʘ ʢʣʘʩʽʚ ï ɺɯʂɯʇɽɼɯʗ URL: https://uk.wikipedia.org/wiki/ɼʽʘʛʨʘʤʘ_ʢʣʘʩʽʚ 

14. HTTP ï ɺʽʢʽʧʝʜʽʷ URL: 

15. https://uk.wikipedia.org/wiki/HTTP 

16. ɼʽʘʛʨʘʤʘ ʢʦʦʧʝʨʘʮʽʡ ï StudFiles URL: 

17. https://studfile.net/preview/5010027/page:4 

18. ɼʽʘʛʨʘʤʘ ʩʪʘʥʽʚ (UML) ï ɺɯʂɯʇɽɼɯʗ URL: 

19. https://uk.wikipedia.org/wiki/ɼʽʘʛʨʘʤʘ_ʩʪʘʥʽʚ_(UML)  

20. ɼʽʘʛʨʘʤʘ ʜʽʷʣʴʥʦʩʪʽ ï ɺɯʂɯʇɽɼɯʗ URL: 

21. https://uk.wikipedia.org/wiki/ɼʽʘʛʨʘʤʘ_ʜʽʷʣʴʥʦʩʪʽ 

22. HTML ï ɺɯʂɯʇɽɼɯʗ URL:  

23. https://uk.wikipedia.org/wiki/HTML 

24. CSS ï ɺɯʂɯʇɽɼɯʗ URL:  

25. https://uk.wikipedia.org/wiki/CSS 

  



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025  176 

#Paper_2025_115_ 

ʋɼʂ 004.4 

 

ʂʦʨʞʘʥ ʄ.ʄ., ʇʽʜʯʝʥʢʦ ʉ.ʂ. 

 

ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɯʅʌʆʂʆʄʋʅɯʂɸʎɯʁʅɸ ʉʀʉʊɽʄɸ ɽʂɿɸʄɽʅɸʎɯʁʅʆ-ʊʈɽʅɯʅɻʆɺʆɻʆ 

ʎɽʅʊʈʋ ɯʅʆɿɽʄʅʀʍ ʄʆɺ 
 

ʈʦʟʛʣʷʥʫʪʦ ʤʝʪʦʜʠ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʚʽʜ ʟʘʛʨʦʟʣʠʚʠʭ ʧʨʦʛʨʘʤ ʥʘ 

ʦʩʥʦʚʽ ʤʝʭʘʥʽʟʤʽʚ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ ʪʘ ʨʦʟʤʝʞʫʚʘʣʴʥʠʭ ʧʦʣʽʪʠʢ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʧʽʜʭʽʜ ʜʦ 

ʧʦʙʫʜʦʚʠ ʙʘʛʘʪʦʨʽʚʥʝʚʦʾ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ, ʱʦ ʧʦʻʜʥʫʻ ʜʠʩʢʨʝʮʽʡʥʠʡ, ʤʘʥʜʘʪʥʠʡ ʪʘ 

ʨʦʣʴʦʚʠʡ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʟ ʜʠʥʘʤʽʯʥʠʤʠ ʧʦʣʽʪʠʢʘʤʠ ʙʝʟʧʝʢʠ. ʈʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʥʷ 

ʜʝʤʦʥʩʪʨʫʶʪʴ, ʱʦ ʧʨʘʚʠʣʴʥʦ ʥʘʣʘʰʪʦʚʘʥʽ ʤʝʭʘʥʽʟʤʠ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ ʤʦʞʫʪʴ ʩʫʪʪʻʚʦ 

ʟʥʠʟʠʪʠ ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʛʦ ʟʘʨʘʞʝʥʥʷ ʩʠʩʪʝʤʠ ʪʘ ʦʙʤʝʞʠʪʠ ʤʘʩʰʪʘʙʠ  

ʤʦʞʣʠʚʠʭ ʥʘʩʣʽʜʢʽʚ. 

 

Methods of protecting information systems from malicious programs based on access 

control mechanisms and separation policies are considered. An approach to building a multi-level 

protection system is proposed, combining discretionary, mandatory, and role-based access control 

with dynamic security policies. The results of the study demonstrate that properly configured access 

control mechanisms can significantly reduce the likelihood of successful system infection and limit 

the scale of possible consequences. 

 

ɿʘʙʝʟʧʝʯʝʥʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ (ɯʂʉ), ʚ ʪʦʤʫ 

ʯʠʩʣʽ ʦʩʚʽʪʥʽʭ, ʧʦʢʣʘʜʝʥʦ ʥʘ ʚʩʝʙʽʯʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʨʦʛʨʘʤʥʠʭ, ʘʧʘʨʘʪʥʠʭ ʪʘ 

ʤʝʨʝʞʝʚʠʭ ʟʘʩʦʙʽʚ [1-2]. ʅʝʟʘʣʝʞʥʦ ʚʽʜ ʤʘʩʰʪʘʙʫ ʪʘ ʬʦʨʤʠ ʚʣʘʩʥʦʩʪʽ ʟʘʢʣʘʜʫ ʦʩʚʽʪʠ 

(ɿʆ), ʪʘʢʽ ʪʝʭʥʦʣʦʛʽʾ ʧʦʢʨʘʱʫʶʪʴ ʷʢʽʩʪʴ ʥʘʜʘʥʥʷ ʧʦʩʣʫʛ ʟʜʦʙʫʚʘʯʘʤ ʦʩʚʽʪʠ 

(ʩʪʫʜʝʥʪʘʤ) ʟʘ ʨʘʭʫʥʦʢ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʧʨʦʮʝʩʽʚ.  

ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʜʦʩʣʽʜʞʝʥʴ [3-4], ʚʠʢʦʨʠʩʪʘʥʥʷ ɯʂʉ ʜʣʷ ʚʠʚʯʝʥʥʷ ʽʥʦʟʝʤʥʠʭ 

ʤʦʚ ʩʧʨʠʷʻ ʧʽʜʚʠʱʝʥʥʶ ʤʦʪʠʚʘʮʽʾ, ʝʬʝʢʪʠʚʥʦʩʪʽ ʚʟʘʻʤʦʜʽʾ ʫʯʘʩʥʠʢʽʚ ʦʩʚʽʪʥʴʦʛʦ 

ʧʨʦʮʝʩʫ, ʘ ʪʘʢʦʞ ʜʦʟʚʦʣʷʻ ʤʦʜʝʣʶʚʘʪʠ ʨʝʘʣʴʥʽ ʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʪʫʘʮʽʾ ʚ ʰʪʫʯʥʦʤʫ 

ʩʝʨʝʜʦʚʠʱʽ. 

ʊʘʢʽ ʽʥʩʪʨʫʤʝʥʪʠ ʦʩʦʙʣʠʚʦ ʢʦʨʠʩʥʽ ʜʣʷ ʚʠʚʯʝʥʥʷ ʽʥʦʟʝʤʥʠʭ ʤʦʚ, ʜʝ ʘʢʮʝʥʪ 

ʨʦʙʠʪʴʩʷ ʥʘ ʨʦʟʤʦʚʥʽʡ ʧʨʘʢʪʠʮʽ, ʘʫʜʽʶʚʘʥʥʽ ʪʘ ʢʫʣʴʪʫʨʥʦʤʫ ʦʙʤʽʥʽ, ʘ ʪʘʢʦʞ ʜʣʷ 

ʘʪʝʩʪʘʮʽʾ ʟʥʘʥʴ ʩʪʫʜʝʥʪʽʚ ʯʝʨʝʟ, ʘʚʪʦʤʘʪʠʟʦʚʘʥʫ ʦʮʽʥʢʫ ʪʘ ʧʝʨʩʦʥʘʣʽʟʦʚʘʥʠʡ 

ʟʚʦʨʦʪʥʠʡ ʟʚôʷʟʦʢ. 

ʇʨʘʢʪʠʢʘ ʩʚʽʜʯʠʪʴ, ʱʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ɯʂʉ ʚ ʦʩʚʽʪʽ ʩʧʨʠʷʻ ʨʦʟʚʠʪʢʫ ʚʽʜ 

ʤʦʥʦʪʦʥʥʦʛʦ ʟʘʫʯʫʚʘʥʥʷ ʜʦ ʧʦʷʚʠ ʽʥʪʝʛʨʘʣʴʥʠʭ ʤʝʪʦʜʽʚ, ʱʦ ʩʫʪʪʻʚʦ ʧʽʜʚʠʱʫʶʪʴ 

ʷʢʽʩʪʴ ʦʩʚʽʪʥʽʭ ʧʦʩʣʫʛ. 

ʇʨʠʨʦʜʥʦʶ ʻ ʢʣʘʩʠʬʽʢʘʮʽʷ ʟʘʩʦʙʽʚ ʧʽʜʪʨʠʤʢʠ ɯʂʉ ʥʘ ʘʧʘʨʘʪʥʽ  ̔ 

ʧʨʦʛʨʘʤʥʽ [3].  

ʇʨʝʜʩʪʘʚʠʤʦ ɯʂʉ IS ʫ ʚʠʛʣʷʜʽ ʪʨʽʡʢʠ: 
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Is = {X,Y,Z},     (1) 

ʜʝ  X ï ʤʥʦʞʠʥʘ ʚʭʽʜʥʠʭ ʧʦʪʦʢʽʚ ʜʘʥʠʭ (Inputs); 

Y ï ʤʥʦʞʠʥʘ ʚʠʭʽʜʥʠʭ ʧʦʪʦʢʽʚ (Outputs); 

Z ï ʧʘʨʘʤʝʪʨʠ ʩʠʩʪʝʤʠ, ʱʦ ʚ ʩʚʦʶ ʯʝʨʛʫ ʟʛʽʜʥʦ ʤʝʪʦʜʦʣʦʛʽʾ SADT 

ʧʦʜʽʣʷʶʪʴ ʥʘ ʩʠʛʥʘʣʠ ʢʦʥʪʨʦʣʶ (Controls ï C) ʪʘ ʤʝʭʘʥʽʟʤʠ ʚʠʢʦʥʘʥʥʷ  

(Mechanisms ï M): 

Z = {C,M}.     (2) 

ʉʭʝʤʘʪʠʯʥʦ ʩʠʩʪʝʤʘ ʤʦʞʝ ʙʫʪʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʫ ʩʧʨʦʱʝʥʦʤʫ ʚʠʛʣʷʜʽ, ʥʘ 

ʦʩʥʦʚʽ ʙʘʟʦʚʦʾ ʤʦʜʝʣʽ çʯʦʨʥʦʛʦ ʷʱʠʢʘè ʟ ʧʦʜʘʣʴʰʦʶ ʨʦʟʨʦʙʢʦʶ ʢʦʥʪʝʢʩʪʥʦ ʾ

ʜʽʘʛʨʘʤʠ (A-0), ʷʢʘ ʦʧʠʩʫ ̒ʚʩʶ ʩʠʩʪʝʤʫ ʫ ʚʠʛʣʷʜʽ ʻʜʠʥʦʛʦ ʙʣʦʢʫ ʘʢʪʠʚʥʦʩʪʽ Activity 

A-0: çʂʝʨʫʚʘʥʥʷ ʨʝʻʩʪʨʘʮʽʻʶ ʥʘ ʢʫʨʩʠ ʽʥʦʟʝʤʥʠʭ ʤʦʚ ʪʘ ʝʢʟʘʤʝʥʠè. 

ʎʷ ʘʢʪʠʚʥʽʩʪʴ ʦʭʦʧʣʶʻ ʚʩʽ ʚʟʘʻʤʦʜʽʾ ʟ ʢʦʨʠʩʪʫʚʘʯʘʤʠ, ʦʙʨʦʙʢʫ ʜʘʥʠʭ ʪʘ 

ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʽ ʬʫʥʢʮʽʾ ʯʝʨʝʟ ʚʝʙ-ʜʦʜʘʪʦʢ ʥʘ ʦʩʥʦʚʽ ʪʨʠʩʪʫʧʝʥʝʚʦʾ ʘʨʭʽʪʝʢʪʫʨʠ 

(Model-View-Controller, MVC), ɹɼ (ʜʦʩʪʫʧ ʜʦ ʷʢʦʾ ʟʜʽʡʩʥʶʻʪʴʩʷ ʯʝʨʝʟ ʜʨʘʡʚʝʨ ʟ 

ʧʫʣʦʤ ʧʽʜʢʣʶʯʝʥʴ) ʪʘ ʘʩʠʥʭʨʦʥʥʽ ʦʙʨʦʙʥʠʢʠ (ʜʣʷ ʧʘʨʘʣʝʣʴʥʦʛʦ ʚʠʢʦʥʘʥʥʷ). 

ɿ ʦʛʣʷʜʫ ʥʘ ʚʘʞʣʠʚʽʩʪʴ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʚʽʜʤʦʚʥʦʛʦ ʜʦʩʪʫʧʫ ʇɿ ʜʦ ɹɼ, 

ʨʦʟʛʣʷʥʝʤʦ ʤʦʜʝʣʽ ʨʝʟʝʨʚʫʚʘʥʥʷ ʧʨʦʛʨʘʤʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ 

ʧʨʦʛʨʘʥʦʛʦ ʜʦʜʘʪʢʫ ʜʦ ɹɼ. 

ɺʽʜʦʤʘ ʤʦʜʝʣʴ ʤʽʢʨʦʩʝʨʚʽʩʽʚ [5], ʟʛʽʜʥʦ ʷʢʦʾ ʘʨʭʽʪʝʢʪʫʨʘ ʇɿ ʨʦʟʜʽʣʷʻʪʴʩʷ ʥʘ 

ʤʥʦʞʠʥʫ ʦʢʨʝʤʠʭ ʢʦʤʧʦʥʝʥʪʽʚ (ʩʝʨʚʽʩʽʚ), ʱʦ ʬʫʥʢʮʽʦʥʫʶʪʴ ʧʘʨʘʣʝʣʴʥʦ ʚ ʻʜʠʥʽʡ 

ʝʢʦʩʠʩʪʝʤʽ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʪʘʢʠʭ ʩʝʨʚʽʩʽʚ ʩʧʨʠʷʻ ʧʽʜʚʠʱʝʥʥʶ ʥʘʜʽʡʥʦʩʪʽ ʩʠʩʪʝʤʠ ʪʘ 

ʩʧʨʦʱʝʥʥʷ ʩʪʨʫʢʪʫʨʠ ʦʢʨʝʤʠʭ ʩʝʨʚʽʩʽʚ, ʷʢʽ ʚʠʢʦʥʫʶʪʴ ʢʦʞʝʥ ʩʚʦʶ ʧʨʦʩʪʫ ʬʫʥʢʮʽʶ 

(ʩʧʨʦʱʝʥʦ). 

ʇʨʝʜʩʪʘʚʠʤʦ ʤʝʭʘʥʽʟʤ ʜʦʩʪʫʧʫ ʜʦ ɹɼ ʫ ʚʠʛʣʷʜʽ ʧʨʦʛʨʘʤʥʦʛʦ ʤʦʜʫʣʷ ʟ 

ʙʘʛʘʪʦʩʝʨʩʚʽʩʥʦʶ ʘʨʭʽʪʝʢʪʫʨʦʶ, ʱʦ ʬʫʥʢʮʽʦʥʫʻ ʟ ʤʝʪʦʶ, ʥʘʧʨʠʢʣʘʜ, ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʦʜʥʠʤ ʜʦʜʘʪʢʦʤ ʜʝʢʽʣʴʢʦʭ ɹɼ, ʨʦʟʪʘʰʦʚʘʥʠʭ ʬʽʟʠʯʥʦ ʥʘ ʨʽʟʥʠʭ ʩʝʨʚʝʨʥʠʭ 

ʧʣʘʪʬʦʨʤʘʭ. 

ʆʙôʻʢʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʘ ʤʦʜʝʣʴ ʇɿ ʜʦʟʚʦʣʷʻ ʘʙʩʪʨʘʛʫʚʘʪʠʩʴ ʚʽʜ ʢʦʥʢʨʝʪʥʦʾ 

ʩʠʩʪʝʤʠ ʫʧʨʘʚʣʽʥʥʷ ʙʘʟʦʶ ʜʘʥʠʭ (ʉʋɹɼ), ʾʾ  

ʜʨʘʡʚʝʨʘ ʪʘ ʧʘʨʘʤʝʪʨʽʚ ʧʽʜʢʣʶʯʝʥʥʷ, ʽʥʢʘʧʩʫʣʶʶʯʠ ʮʽ ʜʘʥʽ ʫ ʚʠʛʣʷʜʽ ʦʙôʻʢʪʘ 

ʧʽʜʢʣʶʯʝʥʥʷ.  

ʅʘ ʈʠʩʫʥʢʫ 1 ʧʦʢʘʟʘʥʘ ʩʪʨʫʢʪʫʨʘ ʚʠʱʝʥʘʟʚʘʥʠʭ ʧʨʦʛʨʘʤʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ, 

ʜʝ ʛʦʣʦʚʥʠʤ ʝʣʝʤʝʥʪʦʤ ʻ ʧʫʣ ʧʽʜʢʣʶʯʝʥʴ ʜʦ ɹɼ, ʷʢʠʡ ʩʢʣʘʜʘʻʪʴʩʷ ʽʟ N ʦʙôʻʢʪʽʚ 

ʧʽʜʢʣʶʯʝʥʴ ʪʘ K ʨʝʟʝʨʚʥʠʭ ʦʙôʻʢʪʽʚ. ʄʝʪʦʜ ʨʝʟʝʨʚʫʚʘʥʥʷ ʚ ʟʘʛʘʣʴʥʦʤʫ ʚʠʧʘʜʢʫ 

ʤʦʞʝ ʙʫʪʠ ʜʦʚʽʣʴʥʠʤ, ʥʘ ʨʦʟʩʫʜ ʘʨʭʽʪʝʢʪʦʨʘ ʘʙʦ ʨʦʟʨʦʙʥʠʢʘ ʇɿ, ʦʜʥʘʢ, ʚ ʨʘʤʢʘʭ 

ʜʘʥʦʾ ʨʦʙʦʪʠ ʦʙʤʝʞʠʤʦʩʴ ʜʦʚʦʣʽ ʧʨʦʩʪʠʤ ʚʠʧʘʜʢʦʤ ʚʽʜʥʦʚʣʶʚʘʣʴʥʦʾ ʨʝʟʝʨʚʦʚʘʥʦʾ 

ʩʠʩʪʝʤʠ ʟ ʨʝʟʝʨʚʦʤ ʢʨʘʪʥʦʩʪʽ 1/2. ʊʘʢʘ ʩʠʩʪʝʤʘ ʩʢʣʘʜʘʻʪʴʩʷ ʽʟ ʪʨʴʦʭ ʝʣʝʤʝʥʪʽʚ  

ʨʽʟʥʦʾ ʥʘʜʽʡʥʦʩʪʽ. 

ʗʢ ʚʠʜʥʦ ʽʟ ʈʠʩʫʥʢʫ 1, ʢʦʥʮʝʧʮʽʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʫʣʫ ʧʽʜʢʣʶʯʝʥʴ ʜʦ ɹɼ 

ʧʦʣʷʛʘʻ ʫ ʧʦʩʪʽʡʥʦʤʫ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʽʜʢʣʶʯʝʥʴ ʜʣʷ ʥʦʨʤʘʣʴʥʦʾ ʨʦʙʦʪʠ 
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ʧʨʦʛʨʘʤʥʦʛʦ ʜʦʜʘʪʢʫ, ʘ ʪʘʢʦʞ ʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʽʶʚʘʥʥʷ ʜʘʥʠʭ ʤʽʞ 

ʦʩʥʦʚʥʠʤʠ ʪʘ ʨʝʟʝʨʚʥʠʤʠ ʩʭʦʚʠʱʘʤʠ ʜʣʷ ʤʦʞʣʠʚʦʩʪʽ ʥʘʡʰʚʠʜʰʦʛʦ ʚʽʜʥʦʚʣʝʥʥʷ ʫ  

ʚʠʧʘʜʢʫ ʚʽʜʤʦʚʠ. 

 

ɼʦʜʘʪʦʢ
ʇ̔ʜʢʣʁʯʝʥʥ̫ 1

ʇ̔ʜʢʣʁʯʝʥʥ̫ 2

ʇ̔ʜʢʣʁʯʝʥʥ̫ N

. . .

ɭʜʠʥʠʡ ʧʫʣ ʧ̔ʜʢʣʁʯʝʥɹ ʜʦ ɹɼ

ʈ
ʝʟ
ʝʨ
ʚ
 1

ʈʝʟʝʨʚ K

çʚʠʢʦʨʠʩʪʦʚʫ̒è

ʄʝʭʘʥ̔ʟʤ 

ʨʝʟʝʨʚʥʦʛʦ 

ʢʦʧ̔ʁ ʚʘʥʥ̫ 

ʜʘʥʠʭ

çʢʝʨʫ̒è

  
ʈʠʩʫʥʦʢ 1 ï ʉʪʨʫʢʪʫʨʘ ʧʨʦʛʨʘʤʥʦʛʦ ʤʦʜʫʣʷ 

 

ɺʠʢʦʥʘʻʤʦ ʤʦʜʝʣʶʚʘʥʥʷ ʪʘʢʦʾ ʩʠʩʪʝʤʠ ʚ ʫʤʦʚʘʭ ʚʠʩʦʢʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ 

ʥʝʚʝʣʠʢʠʤ ʯʘʩʦʤ ʥʘʧʨʘʮʶʚʘʥʥʷ ʚʽʜʤʦʚʠ ʧʨʦʛʨʘʤʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. ɺ ʊʘʙʣʠʮʽ 1 

ʧʦʜʘʥʽ ʚʽʜʧʦʚʽʜʥʽ ʧʘʨʘʤʝʪʨʠ ʥʘʜʽʡʥʦʩʪʽ. 

 

ʊʘʙʣʠʮʷ 1 ï ʇʘʨʘʤʝʪʨʠ ʥʘʜʽʡʥʦʩʪʽ ʝʣʝʤʝʥʪʽʚ ʩʠʩʪʝʤʠ 

                      ʇʘʨʘʤʝʪʨ 

ˉ ɽʣʝʤʝʥʪʘ 
1 2 3 

ʅʘʟʚʘ ʇʽʜʢʣʶʯ. 1 ʇʽʜʢʣʶʯ. 1 ʈʝʟʝʨʚ 1 

ʉʝʨʝʜʥʽʡ ʯʘʩ 

ʥʘʧʨʘʮʶʚʘʥʥʷ ʥʘ ʚʽʜʤʦʚʽ 

(Mean Time Between 

Failures, MTBF), ʛʦʜʠʥʠ 

12 8 8 

ʉʝʨʝʜʥʽʡ ʯʘʩ 

ʚʽʜʥʦʚʣʝʥʥʷ (Mean Time 

To Recovery, MTTR), 

ʭʚʠʣʠʥʠ 

10 10 5 

ʉʝʨʝʜʥʷ ʽʥʪʝʥʩʠʚʥʽʩʪʴ 

ʚʽʜʤʦʚʠ, ɚi, ʛʦʜ
-1
 

0,083 0,125 0,125 

ʉʝʨʝʜʥʷ ʽʥʪʝʥʩʠʚʥʽʩʪʴ 

ʚʽʜʥʦʚʣʝʥʥʷ ɛi, ʛʦʜ
-1
 

6 6 12 
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ʅʘʜ ʚʝʨʰʠʥʘʤʠ ʛʨʘʬʫ 6-11 ʧʦʟʥʘʯʝʥʽ ʥʦʤʝʨʠ ʝʣʝʤʝʥʪʽʚ, ʷʢʽ ʚʽʜʤʦʚʠʣʠ. ʊʘʢ, 

ʜʦ ʧʨʠʢʣʘʜʫ, ç1è ʦʟʥʘʯʘʻ ʚʠʧʘʜʦʢ ʚʽʜʤʦʚʠ ʧʝʨʰʦʛʦ ʝʣʝʤʝʥʪʫ ʟʘ ʨʦʙʦʪʠ ʨʝʰʪʠ ʜʚʦʭ. 

ʇʽʩʣʷ ʚʽʜʥʦʚʣʝʥʥʷ ʥʝʨʦʙʦʯʦʛʦ ʝʣʝʤʝʥʪʫ ʩʠʩʪʝʤʘ ʧʝʨʝʭʦʜʠʪʴ ʫ ʩʪʘʥ ʩʧʨʘʚʥʦʩʪʽ ʫʩʽʭ 

ʝʣʝʤʝʥʪʽʚ, ʦʜʥʘʢ ʰʪʘʪʥʦ ʧʨʘʮʶʚʘʪʠʤʫʪʴ ʧʝʨʰʠʡ ʪʘ ʪʨʝʪʽʡ ʝʣʝʤʝʥʪʠ. 

ʅʘ ʈʠʩʫʥʢʫ 2 ʩʪʘʥʠ, ʱʦ ʚʽʜʧʦʚʽʜʘʶʪʴ ʩʧʨʘʚʥʦʩʪʽ ʫʩʽʭ ʝʣʝʤʝʥʪʽʚ ʨʦʟʤʽʱʝʥʽ 

ʩʢʨʘʶ ʟʣʽʚʘ ʨʠʩʫʥʢʫ, ʥʘʧʨʠʢʣʘʜ ç01è ʦʟʥʘʯʘʻ, ʱʦ ʧʝʨʰʠʡ ʝʣʝʤʝʥʪ ʟʥʘʭʦʜʠʪʴʩʷ ʚ 

ʨʝʟʝʨʚʽ, ʘ ʧʨʘʮʶʶʪʴ ʜʨʫʛʠʡ ʽ ʪʨʝʪʽʡ ʝʣʝʤʝʥʪʠ ʽ ʪ.ʜ. ʉʪʘʥʠ, ʷʢʽ ʧʦʟʥʘʯʝʥʽ 

ʧʨʷʤʦʢʫʪʥʠʢʘʤʠ, ʚʽʜʧʦʚʽʜʘʶʪʴ ʚʽʜʤʦʚʘʤ. 

 

0

1

2

3

4

5

6

7

8

9

10

11

2˂

1˂

3˂

1˂3˃

2˃

1˃

2˂

3˂

2˂
2˃

3˂
3˃

1˂

1˃

2˂
2˃

1˂

1˃

3˂ 3˃

03

02

01

1

3

2

12

13

13

23

12

23

 
ʈʠʩʫʥʦʢ 2 ï ɻʨʘʬ ʩʪʘʥʽʚ ʩʠʩʪʝʤʠ 

 

ʇʨʦʚʽʚʰʠ ʩʝʨʽʶ ʽʤʽʪʘʮʽʡʥʠʭ ʤʦʜʝʣʶʚʘʥʴ, ʦʪʨʠʤʫʻʤʦ ʚʝʢʪʦʨ ʩʪʘʮʽʦʥʘʨʥʠʭ 

ʡʤʦʚʽʨʥʦʩʪʝʡ P, ʟʥʘʯʝʥʥʷ ʷʢʦʛʦ ʥʘʚʝʜʝʥʽ ʥʘ ʈʠʩʫʥʢʫ 3. 

ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʤʦʜʝʣʽ ʥʘ ʈʠʩʫʥʢʫ 2, ʨʦʙʦʯʠʤʠ ʻ  

ʩʪʘʥʠ 0-5, ʦʪʞʝ, ʢʦʝʬʽʮʽʻʥʪ ʛʦʪʦʚʥʦʩʪʽ ʩʪʘʥʦʚʠʪʴ ʩʫʤʫ ʚʽʜʧʦʚʽʜʥʠʡ ʡʤʦʚʽʨʥʦʩʪʝʡ:

0

5

99,92 %s k

k

K P
=

= =ä . ɿ ʩʝʨʝʜʥʽʤ ʯʘʩʦʤ ʥʘʧʨʘʮʶʚʘʥʥʷ ʥʘ ʚʽʜʤʦʚʽ 154 ʛʦʜ. 20 ʭʚ ʪʘ 

ʯʘʩʦʤ ʚʽʜʥʦʚʣʝʥʥʷ 7 ʭʚ.50 ʩʝʢ. 
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ʌʫʥʢʮʽʦʥʘʣʴʥʠʡ ʛʨʘʬ ʩʪʘʥʽʚ ʩʠʩʪʝʤʠ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʫ 3. ʉʪʘʥʠ ʩʠʩʪʝʤʠ 

ʧʦʢʘʟʘʥʽ ʚʝʨʰʠʥʘʤʠ ʛʨʘʬʫ 0-11.  

 

 
ʈʠʩʫʥʦʢ 3 ï ʈʦʟʨʘʭʦʚʘʥʽ ʩʪʘʮʽʦʥʘʨʥʽ ʡʤʦʚʽʨʥʦʩʪʽ ʧʝʨʝʙʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʚ k-ʤʫ ʩʪʘʥʽ 

 

ʆʪʞʝ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʜʦʟʚʦʣʷʻ ʟʙʽʣʴʰʠʪʠ  

ʩʝʨʝʜʥʽʡ ʯʘʩ ʥʘʧʨʘʮʶʚʘʥʥʷ ʥʘ ʚʽʜʤʦʚʫ ʜʦ 154 ʛʦʜʠʥ (ʙʽʣʴʰʝ  

6 ʜʥʽʚ), ʱʦ ʧʦʥʘʜ ʫ 12 ʨʘʟʽʚ ʙʽʣʴʰʝ ʟʘ ʚʽʜʧʦʚʽʜʥʠʡ ʧʦʢʘʟʥʠʢ ʜʣʷ ʣʠʰʝ ʦʜʥʦʛʦ 

ʝʣʝʤʝʥʪʫ ʽʟ ʙʘʟʦʚʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ ʥʘʜʽʡʥʦʩʪʽ, ʟ ʩʝʨʝʜʥʽʤ ʯʘʩʦʤ ʚʽʜʥʦʚʣʝʥʥʷ ʥʝ 

ʙʽʣʴʰʝ 8 ʭʚʠʣʠʥ.  
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ɯʅʊʈɽɻʈɸʎɯɰ RAG-ʂʆʄʇʆʅɽʅʊɯɺ ʋ ʄʋʃʔʊʀɸɻɽʅʊʅɯ 

ʉʀʉʊɽʄʀ 
 

ʈʦʟʛʣʷʥʫʪʦ ʧʨʠʢʣʘʜʥʽ ʘʩʧʝʢʪʠ ʨʦʟʨʦʙʢʠ ʤʝʪʦʜʫ ʽʥʪʝʛʨʘʮʽʾ RAG-ʢʦʤʧʦʥʝʥʪʽʚ ʫ 

ʤʫʣʴʪʠʘʛʝʥʪʥʽ ʩʠʩʪʝʤʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʧʦʚʝʜʽʥʢʫ ʘʛʝʥʪʽʚ, 

ʨʝʣʝʚʘʥʪʥʽʩʪʴ ʚʽʜʧʦʚʽʜʝʡ, ʫʟʛʦʜʞʝʥʽʩʪʴ ʜʘʥʠʭ ʽ ʷʢʽʩʥʫ ʚʟʘʻʤʦʜʽʶ ʽʟ ʟʦʚʥʽʰʥʽʤʠ ʙʘʟʘʤʠ 

ʟʥʘʥʴ.. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʜʦʟʚʦʣʷʻ ʝʬʝʢʪʠʚʥʦ ʽʥʪʝʛʨʫʚʘʪʠ LLM-ʟʥʘʥʥʷ ʫ ʘʛʝʥʪʥʫ 

ʘʨʭʽʪʝʢʪʫʨʫ, ʧʽʜʚʠʱʫʻ ʘʜʘʧʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤʠ ʜʦ ʟʤʽʥ ʫ ʙʘʟʽ ʟʥʘʥʴ ʽ ʟʘʙʝʟʧʝʯʫʻ ʟʨʦʩʪʘʥʥʷ 

ʷʢʦʩʪʽ ʚʽʜʧʦʚʽʜʽ ʫ ʧʦʨʽʚʥʷʥʥʽ ʟ ʪʠʧʦʚʠʤʠ ʨʝʘʣʽʟʘʮʽʷʤʠ. 

 

Applied aspects of developing a method for integrating RAG components into multi-agent 

software systems are considered, which ensures agent behavior, relevance of responses, data 

consistency, and high-quality interaction with external knowledge bases. The proposed method 

allows for the effective integration of LLM knowledge into agent architecture, increases the system's 

adaptability to changes in the knowledge base, and ensures an increase in response quality 

compared to typical implementations. 

 

ʉʫʯʘʩʥʠʡ ʨʦʟʚʠʪʦʢ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʚʠʟʥʘʯʘʻʪʴʩʷ ʰʠʨʦʢʠʤ ʧʦʰʠʨʝʥʥʷʤ 

ʚʝʣʠʢʠʭ ʤʦʚʥʠʭ ʤʦʜʝʣʝʡ (Large Language Models, LLM), ʷʢʽ ʧʦʩʪʫʧʦʚʦ 

ʧʝʨʝʪʚʦʨʠʣʠʩʷ ʟ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʠʭ ʜʦʩʣʽʜʞʝʥʴ ʫ ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ 

ʩʪʚʦʨʝʥʥʷ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʧʨʦʛʨʘʤʥʠʭ ʩʠʩʪʝʤ. 

ɺʽʜʦʤʦ, ʱʦ LLM ʯʘʩʪʦ ʧʨʦʜʫʢʫʶʪʴ ʧʦʤʠʣʢʦʚʽ ʪʚʝʨʜʞʝʥʥʷ (ʪʘʢ ʟʚʘʥʽ 

ñʛʘʣʶʮʠʥʘʮʽʾò), ʱʦ ʟʥʘʯʥʦ ʦʙʤʝʞʫʻ ʤʦʞʣʠʚʦʩʪʽ ʾʭ ʧʨʘʢʪʠʯʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ. 

ʆʜʥʠʤ ʽʟ ʥʘʡʧʝʨʩʧʝʢʪʠʚʥʽʰʠʭ ʨʽʰʝʥʴ ʮʽʻʾ ʧʨʦʙʣʝʤʠ ʩʪʘʣʘ ʘʨʭʽʪʝʢʪʫʨʘ 

Retrieval-Augmented Generation (RAG), ʷʢʘ ʧʦʻʜʥʫʻ ʛʝʥʝʨʘʪʠʚʥʽ ʤʦʞʣʠʚʦʩʪʽ 

ʤʦʜʝʣʝʡ ʽʟ ʧʦʰʫʢʦʚʠʤʠ ʤʝʭʘʥʽʟʤʘʤʠ ʪʘ ʟʦʚʥʽʰʥʽʤʠ ʙʘʟʘʤʠ ʟʥʘʥʴ. 

ʇʘʨʘʣʝʣʴʥʦ ʨʦʟʚʠʚʘʻʪʴʩʷ ʽʥʰʠʡ ʥʘʧʨʷʤʦʢ ð ʤʫʣʴʪʠʘʛʝʥʪʥʽ ʩʠʩʪʝʤʠ 

(MAS), ʱʦ ̌ʨʫʥʪʫʪ̒ʴʩʷ ʥʘ ʽʜʝʾ ʚʟʘʻʤʦʜʽʾ ʘʚʪʦʥʦʤʥʠʭ ʘʛʝʥʪʽʚ, ʟʜʘʪʥʠʭ ʢʦʦʨʜʠʥʫʚʘʪʠ 

ʩʚʦʾ ʜʽʾ, ʩʧʽʚʧʨʘʮʶʚʘʪʠ ʪʘ ʨʦʟʧʦʜʽʣʷʪʠ ʟʘʚʜʘʥʥʷ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʩʧʽʣʴʥʦʾ ʤʝʪʠ. 

ɹʽʣʴʰʽʩʪʴ ʽʩʥʫʶʯʠʭ ʨʽʰʝʥʴ ʨʦʟʨʘʭʦʚʘʥʽ ʥʘ ʨʦʙʦʪʫ ʟ ʦʜʥʠʤ ʘʛʝʥʪʦʤ, ʪʦʜʽ ʷʢ 

ʫ ʙʘʛʘʪʦʢʦʤʧʦʥʝʥʪʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʚʠʥʠʢʘʶʪʴ ʪʘʢʽ ʚʠʢʣʠʢʠ ʷʢ ʥʝʦʙʭʽʜʥʽʩʪʴ 

ʫʟʛʦʜʞʝʥʦʩʪʽ ʜʽʡ ʘʛʝʥʪʽʚ, ʱʦ ʦʜʥʦʯʘʩʥʦ ʟʚʝʨʪʘʶʪʴʩʷ ʜʦ ʙʘʟ ʟʥʘʥʴ, ʨʦʟʤʝʞʫʚʘʥʥʷ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʾ ʚʽʜʧʦʚʽʜʘʣʴʥʦʩʪʽ ʤʽʞ ʘʛʝʥʪʘʤʠ (ʚʠʪʷʛʫʚʘʥʥʷ, ʛʝʥʝʨʘʮʽʷ, ʚʘʣʽʜʘʮʽʷ, 

ʢʦʦʨʜʠʥʘʮʽʷ), ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ ʧʨʠ ʟʨʦʩʪʘʥʥʽ ʢʽʣʴʢʦʩʪʽ ʘʛʝʥʪʽʚ ʪʘ 

ʦʙʩʷʛʽʚ ʜʘʥʠʭ, ʘ ʪʘʢʦʞ ʧʦʪʨʝʙʘ ʫ ʪʨʘʩʦʚʘʥʦʩʪʽ ʡ ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ ʨʝʟʫʣʴʪʘʪʽʚ ʫ 

ʨʘʤʢʘʭ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 
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ʄʝʪʘ ʜʦʩʣʽʜʞʝʥʥʷ ï ʨʦʟʨʦʙʢʘ ʤʝʪʦʜʫ ʽʥʪʝʛʨʘʮʽʾ RAG-ʢʦʤʧʦʥʝʥʪʽʚ ʫ 

ʤʫʣʴʪʠʘʛʝʥʪʥʽ ʩʠʩʪʝʤʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʧʨʠʥʮʠʧʽʚ 

ʫʟʛʦʜʞʝʥʦʩʪʽ, ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ ʪʘ ʟʘʙʝʟʧʝʯʝʥʥʷ ʷʢʦʩʪʽ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ. 

ɿʘʛʘʣʴʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʽʥʪʝʛʨʘʮʽʾ RAG-ʢʦʤʧʦʥʝʥʪʘ ʚ ʤʫʣʴʪʠʘʛʝʥʪʥʫ ʩʠʩʪʝʤʫ 

ʟʦʙʨʘʞʝʥʘ ʥʠʞʯʝ (ʨʠʩʫʥʦʢ 1), ʜʝ ʧʦʢʘʟʘʥʦ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʚʟʘʻʤʦʜʽʾ ʘʛʝʥʪʽʚ ʽʟ 

ʟʦʚʥʽʰʥʽʤ ʜʞʝʨʝʣʦʤ ʟʥʘʥʴ ʯʝʨʝʟ ʩʧʽʣʴʥʠʡ ʧʦʰʫʢʦʚʠʡ ʽʥʪʝʨʬʝʡʩ. 

 

 
ʈʠʩʫʥʦʢ 1 ï  ɿʘʛʘʣʴʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʽʥʪʝʛʨʘʮʽʾ RAG-ʢʦʤʧʦʥʝʥʪʘ ʚ ʤʫʣʴʪʠʘʛʝʥʪʥʫ 

ʩʠʩʪʝʤʫ 

 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʟʘʙʝʟʧʝʯʫʻ ʘʩʠʥʭʨʦʥʥʫ ʚʟʘʻʤʦʜʽʶ ʯʝʨʝʟ 

ʧʘʨʘʣʝʣʴʥʫ ʦʙʨʦʙʢʫ ʟʘʧʠʪʽʚ ʜʝʢʽʣʴʢʦʤʘ ʘʛʝʥʪʘʤʠ ʦʜʥʦʯʘʩʥʦ ʪʘ ʥʝʙʣʦʢʫʶʯʽ ʦʧʝʨʘʮʽʾ, 

ʱʦ ʫʩʫʚʘʻ ʧʨʦʩʪʦʾ ʧʽʜ ʯʘʩ ʦʯʽʢʫʚʘʥʥʷ ʚʽʜʧʦʚʽʜʝʡ ʚʽʜ ʟʦʚʥʽʰʥʽʭ ʩʝʨʚʽʩʽʚ. 

ɼʣʷ ʩʪʘʙʽʣʴʥʦʩʪʽ (ʘʥʛʣ. stability) ʚʽʜʧʦʚʽʜʝʡ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʤʝʪʨʠʢʠ, ʱʦ 

ʚʠʤʽʨʶʶʪʴ ʚʘʨʽʘʮʽʾ ʨʝʟʫʣʴʪʘʪʽʚ ʧʨʠ ʥʝʟʥʘʯʥʽʡ ʟʤʽʥʽ ʢʦʥʪʝʢʩʪʫ, ʟʘʧʠʪʫ ʘʙʦ ʟʥʘʥʴ: 

ȹ-variation score ð ʘʙʩʦʣʶʪʥʘ ʟʤʽʥʘ ʚʽʜʧʦʚʽʜʽ ʧʨʠ ʟʤʽʥʽ ʢʦʥʪʝʢʩʪʫ: 

ɝ
ρ

ὲ
simὶȟὶ ᴼά 

ʜʝ r i ð ʧʦʯʘʪʢʦʚʘ ʚʽʜʧʦʚʽʜʴ, r iǋ ð ʚʽʜʧʦʚʽʜʴ ʧʽʩʣʷ ʟʤʽʥʠ, sim ð ʬʫʥʢʮʽʷ 

ʧʦʜʽʙʥʦʩʪʽ (ʥʘʧʨʠʢʣʘʜ, cosine similarity). 

ɿʘʣʝʞʥʽʩʪʴ ʩʝʨʝʜʥʴʦʛʦ ʡ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʯʘʩʫ ʚʽʜʧʦʚʽʜʽ ʚʽʜ ʢʽʣʴʢʦʩʪʽ 

ʧʘʨʘʣʝʣʴʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ (ʈʠʩʫʥʦʢ 2). ʂʨʠʚʘ ʧʦʢʘʟʫʻ ʧʣʘʚʥʝ ʟʨʦʩʪʘʥʥʷ ʯʘʩʫ 

ʚʽʜʧʦʚʽʜʽ, ʙʝʟ ʨʽʟʢʠʭ ʩʪʨʠʙʢʽʚ ʯʠ ʜʝʛʨʘʜʘʮʽʡ. 
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ʈʠʩʫʥʦʢ 2 - ɿʘʣʝʞʥʽʩʪʴ ʩʝʨʝʜʥʴʦʛʦ ʡ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʯʘʩʫ ʚʽʜʧʦʚʽʜʽ ʚʽʜ ʢʽʣʴʢʦʩʪʽ 

ʧʘʨʘʣʝʣʴʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ 

 

ʆʪʞʝ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʧʦʻʜʥʫʚʘʪʠ ʩʠʣʴʥʽ ʩʪʦʨʦʥʠ 

ʛʝʥʝʨʘʪʠʚʥʠʭ ʤʦʜʝʣʝʡ ʪʘ ʩʠʩʪʝʤ ʚʠʪʷʛʫʚʘʥʥʷ ʟʥʘʥʴ, ʤʽʥʽʤʽʟʫʶʯʠ ʾʭʥʽ ʥʝʜʦʣʽʢʠ ʪʘ 

ʟʘʙʝʟʧʝʯʫʶʯʠ ʙʽʣʴʰ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʽ ʩʪʘʙʽʣʴʥʽʩʪʴ ʨʝʟʫʣʴʪʘʪʽʚ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ɺʀɿʅɸʏɽʅʅʗ ʄʆɺʅʆ-ɼɽʊɽʈʄɯʅʆɺɸʅʆɻʆ ɯʅɼɽʂʉʋ 

ʉʋɹôɭʂʊʀɺʅʆɻʆ ɹʃɸɻʆʇʆʃʋʏʏʗ ɿ ɺʀʂʆʈʀʉʊɸʅʅʗʄ NLP 
 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʤʝʪʦʜ ʚʠʟʥʘʯʝʥʥʷ ʤʦʚʥʦ-ʜʝʪʝʨʤʽʥʦʚʘʥʦʛʦ ʽʥʜʝʢʩʫ ʩʫʙôʻʢʪʠʚʥʦʛʦ 

ʙʣʘʛʦʧʦʣʫʯʯʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ NLP ʪʘ ʚʽʜʧʦʚʽʜʥʫ ʧʨʦʛʨʘʤʥʫ ʨʝʘʣʽʟʘʮʽʶ. ʄʝʪʦʶ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ ʻ ʚʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ ʟʘ ʦʧʠʩʦʤ ʢʦʨʠʩʪʫʚʘʯʘ 

ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʝʪʦʜʫ SVM, ʷʢʠʡ ʚʠʟʥʘʯʘʻ ʦʮʽʥʢʫ. ʅʘ ʧʽʜʩʪʘʚʽ ʦʮʽʥʢʠ ʩʪʚʦʨʶʻʪʴʩʷ ʦʧʠʩ 

ʩʪʘʥʫ ʢʦʨʠʩʪʫʚʘʯʘ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʨʦʟʨʦʙʣʝʥʦʛʦ ʤʝʪʦʜʫ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʫ 

ʦʪʨʠʤʘʪʠ ʦʮʽʥʢʫ ʱʦʜʦ ʩʚʦʛʦ ʩʪʘʥʫ ʪʘ ʟʘ ʧʦʪʨʝʙʠ ʧʨʠʡʥʷʪʠ ʨʽʰʝʥʥʷ ʱʦʜʦ ʥʝʦʙʭʽʜʥʦʩʪʽ 

ʡʦʛʦ ʧʦʢʨʘʱʝʥʥʷ. ʇʨʦʛʨʘʤʘ ʨʝʘʣʽʟʘʮʽʷ ʤʝʪʦʜʫ ʟʘʙʝʟʧʝʯʫʻ ʚʠʢʦʥʘʥʥʷ ʬʫʥʢʮʽʡ: ʘʥʘʣʽʟ ʪʝʢʩʪʫ 

ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʦʮʽʥʢʠ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ ʟʘ ʦʧʠʩʦʤ; ʟʙʽʨ ʪʘ ʦʙʨʦʙʢʘ ʚʥʝʩʝʥʦʾ 

ʢʦʨʠʩʪʫʚʘʯʝʤ ʽʥʬʦʨʤʘʮʽʾ; ʧʝʨʝʛʣʷʜ ʚʠʢʦʨʠʩʪʘʥʠʭ ʜʘʪʘʩʝʪʽʚ; ʧʝʨʝʛʣʷʜ ʤʦʜʝʣʝʡ ʪʘ 

ʽʥʬʦʨʤʘʮʽʷ ʱʦʜʦ ʥʠʭ; ʤʦʞʣʠʚʽʩʪʴ ʚʥʝʩʝʥʥʷ ʟʤʽʥ ʫ ʜʘʪʘʩʝʪʠ. 

 

The method for determining a language-determined subjective well-being index using NLP 

and a corresponding software implementation are proposed. The purpose of the intelligent system is 

to determine the level of life satisfaction based on the user's description using the SVM method, 

which determines the assessment. Based on the assessment, a description of the user's state is 

created. Using the developed method allows the user to obtain an assessment of their state and, if 

necessary, make a decision on the need to improve it. The program implementing the method 

provides the following functions: text analysis and determination of the assessment of life 

satisfaction based on the description; collection and processing of information entered by the user; 

viewing used datasets; viewing models and information about them; the ability to make  

changes to datasets. 

 

ɺʞʝ ʧʨʦʪʷʛʦʤ ʪʨʠʚʘʣʦʛʦ ʯʘʩʫ ʣʶʜʠ ʫʩʚʽʜʦʤʣʶʶʪʴ ʚʘʞʣʠʚʽʩʪʴ ʨʦʟʫʤʽʥʥʷ 

ʩʚʦʛʦ ʝʤʦʮʽʡʥʦʛʦ ʩʪʘʥʫ ʪʘ ʩʪʝʞʝʥʥʷ ʟʘ ʥʠʤ, ʦʩʢʽʣʴʢʠ ʝʤʦʮʽʡʥʠʡ ʩʪʘʥ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʚʧʣʠʚʘʻ ʥʘ ʧʩʠʭʦʣʦʛʽʯʥʝ ʙʣʘʛʦʧʦʣʫʯʯʷ ʦʩʦʙʠ. ʎʝ ʫʩʚʽʜʦʤʣʝʥʥʷ ʧʨʠʟʚʝʣʦ ʜʦ 

ʩʪʚʦʨʝʥʥʷ ʦʢʨʝʤʦʾ ʥʘʫʢʠ, ʷʢʘ ʚʠʚʯʘʻ ʪʘ ʘʥʘʣʽʟʫʻ ʝʤʦʮʽʡʥʠʡ ʩʪʘʥ ʣʶʜʠʥʠ - 

ʧʩʠʭʦʣʦʛʽʾ. ʅʘʫʢʦʚʽ ʜʦʩʣʽʜʞʝʥʥʷ ʨʽʟʥʠʭ ʘʩʧʝʢʪʽʚ ʣʶʜʩʴʢʦʾ ʧʩʠʭʽʢʠ ʪʘ ʾʭ ʚʧʣʠʚʫ ʥʘ 

ʚʽʜʯʫʪʪʷ ʢʦʤʬʦʨʪʫ ʽ ʟʘʜʦʚʦʣʝʥʥʷ ʻ ʚʘʞʣʠʚʠʤʠ ʝʣʝʤʝʥʪʘʤʠ ʚʠʟʥʘʯʝʥʥʷ 

ʧʩʠʭʦʣʦʛʽʯʥʦʛʦ ʢʦʤʬʦʨʪʫ. ʎʝʥʪʨʘʣʴʥʠʤʠ ʘʩʧʝʢʪʘʤʠ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ 

ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ ʻ ʩʪʘʥ ʽ ʧʩʠʭʦʣʦʛʽʯʥʠʡ ʢʦʤʬʦʨʪ ʣʶʜʠʥʠ, ʘ ʬʘʭʽʚʮʽ, ʷʢʽ 

ʜʦʧʦʤʘʛʘʶʪʴ ʜʦʩʷʛʪʠ ʮʴʦʛʦ ʢʦʤʬʦʨʪʫ, ʻ ʧʩʠʭʦʣʦʛʘʤʠ. 
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ɺ ʜʝʷʢʠʭ ʩʬʝʨʘʭ ʜʽʷʣʴʥʦʩʪʽ, ʜʝ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʘʣʛʦʨʠʪʤʽʯʥʽ ʩʠʩʪʝʤʠ, 

ʚʞʝ ʚʽʜʙʫʚʘʻʪʴʩʷ ʘʢʪʠʚʥʝ ʚʧʨʦʚʘʜʞʝʥʥʷ ʐɯ, ʥʘʧʨʠʢʣʘʜ, ʫ ʤʝʜʠʯʥʽʡ ʩʬʝʨʽ ʡʦʛʦ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʣʷʛʘʻ ʚ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʜʽʘʛʥʦʩʪʠʢʠ ʟʘ ʟʦʙʨʘʞʝʥʥʷʤʠ ʤʝʜʠʯʥʠʭ 

ʟʥʽʤʢʽʚ (ʥʘʧʨʠʢʣʘʜ, ʨʝʥʪʛʝʥʽʚʩʴʢʠʭ ʟʥʽʤʢʽʚ), ʚ ʩʬʝʨʽ ʬʽʥʘʥʩʽʚ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 

ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʨʠʥʢʦʚʠʭ ʪʨʝʥʜʽʚ, ʫʧʨʘʚʣʽʥʥʷ ʧʦʨʪʬʝʣʝʤ ʽʥʚʝʩʪʠʮʽʡ, ʚ ʘʚʪʦʤʦʙʽʣʴʥʽʡ 

ʧʨʦʤʠʩʣʦʚʦʩʪʽ - ʜʣʷ ʨʦʟʨʦʙʢʠ ʩʠʩʪʝʤ ʘʚʪʦʧʽʣʦʪʫ ʪʘ ʙʝʟʧʝʢʠ ʥʘ ʜʦʨʦʟʽ. ʇʩʠʭʦʣʦʛʽʷ  

ʥʝ ʻ ʚʠʥʷʪʢʦʤ.  

ʐɯ ʚʞʝ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʽ ʧʨʦʜʦʚʞʫʻ ʘʢʪʠʚʥʦ ʚʙʫʜʦʚʫʚʘʪʠʩʴ ʚ 

ʧʩʠʭʦʣʦʛʽʯʥʫ ʧʨʘʢʪʠʢʫ. ʅʘʧʨʠʢʣʘʜ, ʨʦʟʨʦʙʣʷʶʪʴʩʷ ʤʦʜʝʣʽ, ʷʢʽ ʘʥʘʣʽʟʫʶʪʴ 

ʩʧʨʠʡʥʷʪʪʷ ʪʘ ʦʙʨʦʙʢʫ ʽʥʬʦʨʤʘʮʽʾ ʣʶʜʠʥʦʶ [1]. ʗʢ ʚʽʜʟʥʘʯʘʻ ʧʨʘʢʪʠʢʫʶʯʠʡ 

ʧʩʠʭʦʣʦʛ ɼʝʩʤʦʥʜ ʉʦʭ, ʐɯ ʜʦʧʦʤʦʞʝ ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ ʨʫʪʠʥʥʽ ʟʘʚʜʘʥʥʷ, ʪʘʢʽ ʷʢ 

ʧʩʠʭʦʤʝʪʨʠʯʥʽ ʦʮʽʥʢʠ ʘʙʦ IQ-ʪʝʩʪʠ, ʪʠʤ ʩʘʤʠʤ ʟʚʽʣʴʥʷʶʯʠ ʯʘʩ ʜʣʷ ʽʥʰʠʭ ʚʠʜʽʚ 

ʜʽʷʣʴʥʦʩʪʽ [2]. ɿʛʽʜʥʦ ʟ ʈʦʙʝʨʪʦʤ ʉʦʣʩʦ, ʫ ʢʦʛʥʽʪʠʚʥʽʡ ʧʩʠʭʦʣʦʛʽʾ ʧʨʦʙʣʝʤʘʪʠʢʘ ʐɯ 

ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʧʝʨʝʚʘʞʥʦ ʷʢ ʽʥʩʪʨʫʤʝʥʪ ʩʘʤʦʧʽʟʥʘʥʥʷ ʪʘ ʨʝʬʣʝʢʩʽʾ [3]. ʂʨʽʤ ʪʦʛʦ, ʐɯ 

ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʘʪʠ ʜʣʷ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʝʤʦʮʽʡ, ʱʦ ʩʧʨʠʷʪʠʤʝ ʚʠʟʥʘʯʝʥʥʶ ʨʽʚʥʷ 

ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ. 

ɿʘʜʦʚʦʣʝʥʽʩʪʴ ʞʠʪʪʷʤ ʻ ʩʢʣʘʜʥʠʤ ʧʦʢʘʟʥʠʢʦʤ, ʱʦ ʚʢʣʶʯʘʻ ʟʘʛʘʣʴʥʝ ʱʘʩʪʷ 

ʪʘ ʟʘʜʦʚʦʣʝʥʽʩʪʴ ʣʶʜʠʥʠ ʞʠʪʪʻʚʠʤʠ ʦʙʩʪʘʚʠʥʘʤʠ [4]. ʈʽʚʝʥʴ ʞʠʪʪʻʨʘʜʽʩʥʦʩʪʽ ʤʦʞʥʘ 

ʚʠʟʥʘʯʠʪʠ ʟʘ ʪʝʩʪʘʤʠ, ʪʘʢʠʤʠ ʷʢ, ʥʘʧʨʠʢʣʘʜ, ʪʽ, ʷʢʽ ʨʦʟʨʦʙʣʝʥʽ ʘʥʛʣʽʡʩʴʢʠʤ 

ʧʩʠʭʦʣʦʛʦʤ ɺ. ʂʦʫʣʤʘʥʦʤ ʘʙʦ ʟʘ ʰʢʘʣʦʶ ʘʤʝʨʠʢʘʥʩʢɹʦʛʦ ʧʩʠʭʦʣʦʛʘ ʂʝʨʦʣʘ 

ɼʘʡʘʥʘ. ʉʫʪʴ ʪʘʢʠʭ ʪʝʩʪʽʚ ʧʦʣʷʛʘʻ ʚ ʘʥʘʣʽʟʽ ʾʭ ʨʝʟʫʣʴʪʘʪʽʚ ʪʘ  

ʬʦʨʤʫʣʶʚʘʥʥʷ ʚʠʩʥʦʚʢʽʚ. 

ʆʪʞʝ, ʥʘʚʝʜʝʥʽ ʜʘʥʽ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʚʘʞʣʠʚʽʩʪʴ ʨʦʟʫʤʽʥʥʷ ʪʘ ʩʪʝʞʝʥʥʷ ʟʘ 

ʩʚʦʾʤ ʝʤʦʮʽʡʥʠʤ ʩʪʘʥʦʤ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʧʩʠʭʦʣʦʛʽʯʥʦʛʦ ʙʣʘʛʦʧʦʣʫʯʯʷ. ɿ ʨʦʟʚʠʪʢʦʤ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʚʽʜʢʨʠʚʘʶʪʴʩʷ ʥʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʚ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʨʫʪʠʥʥʠʭ 

ʟʘʚʜʘʥʴ, ʪʘʢʠʭ ʷʢ ʧʩʠʭʦʤʝʪʨʠʯʥʽ ʦʮʽʥʢʠ ʪʘ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʝʤʦʮʽʡ, ʱʦ ʚʠʟʥʘʯʠʪʴ 

ʨʽʚʝʥʴ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ. ʊʘʢʠʤ ʯʠʥʦʤ, ʘʚʪʦʤʘʪʠʟʘʮʽʷ ʮʠʭ ʧʨʦʮʝʩʽʚ ʩʧʨʠʷʪʠʤʝ 

ʙʽʣʴʰ ʝʬʝʢʪʠʚʥʦʤʫ ʚʠʟʥʘʯʝʥʥʶ ʪʘ ʧʽʜʪʨʠʤʮʽ ʧʩʠʭʦʣʦʛʽʯʥʦʛʦ ʢʦʤʬʦʨʪʫ ʽ 

ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ. 

ʄʝʪʦʜʠ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ (NLP) ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʠ ʟʥʘʯʥʠʡ 

ʧʦʪʝʥʮʽʘʣ ʫ ʟʘʜʘʯʘʭ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ [5, 6], ʱʦ ʨʦʙʠʪʴ ʾʭ 

ʦʜʥʠʤ ʽʟ ʢʣʶʯʦʚʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʩʫʯʘʩʥʠʭ ʜʦʩʣʽʜʞʝʥʴ ʫ ʩʬʝʨʽ ʩʦʮʽʘʣʴʥʠʭ ʥʘʫʢ, 

ʧʩʠʭʦʣʦʛʽʾ ʪʘ ʢʦʤʧôʶʪʝʨʥʦʾ ʣʽʥʛʚʽʩʪʠʢʠ [7, 8]. ɿʥʘʯʥʠʡ ʦʙʩʷʛ ʢʦʤʫʥʽʢʘʮʽʾ ʣʶʜʠʥʠ ï 

ʚʽʜ ʧʨʠʚʘʪʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʜʦ ʧʫʙʣʽʯʥʠʭ ʜʦʧʠʩʽʚ ʫ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞʘʭ ï 

ʧʨʝʜʩʪʘʚʣʝʥʠʡ ʫ ʪʝʢʩʪʦʚʽʡ ʬʦʨʤʽ [9], ʱʦ ʧʝʨʝʪʚʦʨʶʻ ʪʝʢʩʪ ʥʘ ʮʽʥʥʝ ʜʞʝʨʝʣʦ 

ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʝʤʦʮʽʡʥʠʡ ʩʪʘʥ [10, 11], ʧʦʚʝʜʽʥʢʦʚʽ ʧʘʪʝʨʥʠ [12] ʪʘ ʨʽʚʝʥʴ 

ʩʫʙôʻʢʪʠʚʥʦʛʦ ʙʣʘʛʦʧʦʣʫʯʯʷ ʦʩʦʙʠ. 
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ʉʫʯʘʩʥʽ NLP-ʧʽʜʭʦʜʠ ˇʨʫʥʪʫʶʪʴʩʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʩʪʘʪʠʩʪʠʯʥʠʭ ʽ 

ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʤʦʜʝʣʝʡ, ʷʢʽ ʟʜʘʪʥʽ ʚʠʷʚʣʷʪʠ ʧʨʠʭʦʚʘʥʽ ʩʝʤʘʥʪʠʯʥʽ ʪʘ ʝʤʦʮʽʡʥʽ 

ʤʘʨʢʝʨʠ, ʥʝʜʦʩʪʫʧʥʽ ʜʣʷ ʢʣʘʩʠʯʥʠʭ ʣʽʥʛʚʽʩʪʠʯʥʠʭ ʤʝʪʦʜʽʚ [13, 14]. ʄʦʜʝʣʽ 

ʪʨʘʥʩʬʦʨʤʝʨʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ, ʪʘʢʽ ʷʢ BERT, RoBERTa, GPT ʪʘ ʾʭʥʽ ʫʢʨʘʾʥʦʤʦʚʥʽ 

ʘʜʘʧʪʘʮʽʾ, ʟʘʙʝʟʧʝʯʫʶʪʴ ʢʦʥʪʝʢʩʪʫʘʣʴʥʦ ʟʘʣʝʞʥʝ ʢʦʜʫʚʘʥʥʷ ʪʝʢʩʪʽʚ, ʱʦ ʜʦʟʚʦʣʷʻ 

ʝʬʝʢʪʠʚʥʦ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʙʘʛʘʪʦʚʠʤʽʨʥʽ ʩʠʛʥʘʣʠ: ʪʦʥʘʣʴʥʽʩʪʴ ʚʠʩʣʦʚʣʶʚʘʥʴ, 

ʨʠʪʦʨʠʯʥʽ ʢʦʥʩʪʨʫʢʮʽʾ, ʯʘʩʪʦʪʫ ʣʝʢʩʝʤ, ʽʥʜʠʢʘʪʦʨʠ ʝʤʦʮʽʡʥʦʾ ʚʘʣʝʥʪʥʦʩʪʽ ʪʘ 

ʢʦʛʥʽʪʠʚʥʦʛʦ ʩʪʠʣʶ [15]. ʎʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʻ ʨʝʣʝʚʘʥʪʥʠʤʠ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʪʘʢʠʭ 

ʧʩʠʭʦʣʦʛʽʯʥʠʭ ʢʘʪʝʛʦʨʽʡ, ʷʢ ʨʽʚʝʥʴ ʞʠʪʪʻʚʦʾ ʟʘʜʦʚʦʣʝʥʦʩʪʽ, ʩʫʙôʻʢʪʠʚʥʠʡ ʜʦʙʨʦʙʫʪ 

ʯʠ ʝʤʦʮʽʡʥʝ ʙʣʘʛʦʧʦʣʫʯʯʷ. 

ʋ ʢʦʥʪʝʢʩʪʽ ʚʠʟʥʘʯʝʥʥʷ ʤʦʚʥʦ-ʜʝʪʝʨʤʽʥʦʚʘʥʦʛʦ ʽʥʜʝʢʩʫ ʩʫʙôʻʢʪʠʚʥʦʛʦ 

ʙʣʘʛʦʧʦʣʫʯʯʷ NLP ʥʘʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʦʙôʻʢʪʠʚʫʚʘʪʠ ʪʘ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʪʝʢʩʪʦʚʽ 

ʦʟʥʘʢʠ, ʱʦ ʚʽʜʦʙʨʘʞʘʶʪʴ ʽʥʜʠʚʽʜʫʘʣʴʥʽ ʦʮʽʥʢʠ ʞʠʪʪʻʚʦʾ ʩʠʪʫʘʮʽʾ [16]. ɿʘʩʪʦʩʫʚʘʥʥʷ 

ʤʦʜʝʣʝʡ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʨʝʛʨʝʩʽʡʥʠʭ ʧʨʝʜʠʢʪʦʨʽʚ ʪʘ Zero-/Few-Shot-ʧʽʜʭʦʜʽʚ ʜʦʟʚʦʣʷʻ 

ʘʚʪʦʤʘʪʠʯʥʦ ʟʽʩʪʘʚʣʷʪʠ ʤʦʚʥʽ ʧʘʪʝʨʥʠ ʟ ʚʽʜʦʤʠʤʠ ʧʩʠʭʦʣʦʛʽʯʥʠʤʠ ʰʢʘʣʘʤʠ 

(ʪʘʢʠʤʠ ʷʢ SWLS, PANAS, WHO-5), ʟʘʙʝʟʧʝʯʫʶʯʠ ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʽ 

ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʦʮʽʥʶʚʘʥʥʷ [17]. 

ʇʝʨʩʧʝʢʪʠʚʠ ʚʠʢʦʨʠʩʪʘʥʥʷ NLP ʫ ʮʽʡ ʩʬʝʨʽ ʦʭʦʧʣʶʶʪʴ: 

ï ʩʪʚʦʨʝʥʥʷ ʫʥʽʚʝʨʩʘʣʴʥʠʭ ʤʦʜʝʣʝʡ ʦʮʽʥʢʠ ʙʣʘʛʦʧʦʣʫʯʯʷ, ʟʜʘʪʥʠʭ 

ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʨʽʟʥʠʭ ʩʦʮʽʦʢʫʣʴʪʫʨʥʠʭ ʢʦʥʪʝʢʩʪʽʚ; 

ï ̔ ʥʪʝʛʨʘʮʽʶ ʤʫʣʴʪʠʤʦʜʘʣʴʥʠʭ ʜʘʥʠʭ (ʪʝʢʩʪ + ʘʫʜʽʦ/ʚʽʜʝʦ) ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ 

ʪʦʯʥʦʩʪʽ ʚʠʟʥʘʯʝʥʥʷ ʝʤʦʮʽʡʥʦʛʦ ʩʪʘʥʫ; 

ï ʨʦʟʨʦʙʣʝʥʥʷ ʽʥʜʠʢʘʪʦʨʽʚ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʧʩʠʭʦʣʦʛʽʯʥʠʭ ʨʠʟʠʢʽʚ, ʱʦ 

ʤʦʞʫʪʴ ʙʫʪʠ ʢʦʨʠʩʥʠʤʠ ʚ ʢʣʽʥʽʯʥʽʡ ʧʩʠʭʦʣʦʛʽʾ, HR-ʘʥʘʣʽʪʠʮʽ, ʩʦʮʽʘʣʴʥʠʭ 

ʜʦʩʣʽʜʞʝʥʥʷʭ; 

ï ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʝʥʝʨʘʪʠʚʥʠʭ ʤʦʜʝʣʝʡ ʜʣʷ ʧʦʙʫʜʦʚʠ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʭ 

ʧʦʷʩʥʝʥʴ, ʱʦ ʧʦʢʨʘʱʫʻ ʧʨʦʟʦʨʽʩʪʴ ʽ ʚʘʣʽʜʥʽʩʪʴ NLP-ʩʠʩʪʝʤ; 

ï ʘʚʪʦʤʘʪʠʟʘʮʽʶ ʘʥʘʣʽʟʫ ʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ ʩʦʮʽʘʣʴʥʠʭ ʜʘʥʠʭ, ʱʦ ʚʽʜʢʨʠʚʘʻ 

ʤʦʞʣʠʚʽʩʪʴ ʧʨʦʚʦʜʠʪʠ ʤʘʩʰʪʘʙʥʽ ʜʦʩʣʽʜʞʝʥʥʷ ʩʫʙôʻʢʪʠʚʥʦʛʦ ʙʣʘʛʦʧʦʣʫʯʯʷ ʥʘ 

ʧʦʧʫʣʷʮʽʡʥʦʤʫ ʨʽʚʥʽ. 

ʊʘʢʠʤ ʯʠʥʦʤ, NLP ʚʠʩʪʫʧʘʻ ʝʬʝʢʪʠʚʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʥʝ ʣʠʰʝ ʜʣʷ 

ʦʧʠʩʦʚʦʾ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʪʝʢʩʪʽʚ, ʘ ʡ ʜʣʷ ʧʦʙʫʜʦʚʠ ʢʽʣʴʢʽʩʥʠʭ ʤʦʜʝʣʝʡ ʧʩʠʭʦʣʦʛʽʯʥʠʭ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢ [18, 19]. ʎʝ ʨʦʙʠʪʴ ʤʦʞʣʠʚʠʤ ʨʦʟʨʦʙʣʝʥʥʷ ʤʝʪʦʜʽʚ ʚʠʟʥʘʯʝʥʥʷ 

ʤʦʚʥʦ-ʜʝʪʝʨʤʽʥʦʚʘʥʠʭ ʽʥʜʝʢʩʽʚ ʩʫʙôʻʢʪʠʚʥʦʛʦ ʙʣʘʛʦʧʦʣʫʯʯʷ, ʱʦ ʟʘʙʝʟʧʝʯʫʶʪʴ 

ʥʦʚʠʡ ʨʽʚʝʥʴ ʛʣʠʙʠʥʠ ʘʥʘʣʽʟʫ ʪʘ ʚʽʜʢʨʠʚʘʶʪʴ ʧʝʨʩʧʝʢʪʠʚʠ ʜʣʷ ʤʽʞʜʠʩʮʠʧʣʽʥʘʨʥʠʭ 

ʟʘʩʪʦʩʫʚʘʥʴ [20, 21]. 

ɼʣʷ ʙʽʣʴʰ ʯʽʪʢʦʛʦ ʨʦʟʫʤʽʥʥʷ ʧʽʜʭʦʜʫ ʙʫʣʦ ʩʧʨʦʻʢʪʦʚʘʥʦ ʩʭʝʤʠ ʪʘ ʜʽʘʛʨʘʤʫ 

ʤʝʪʦʜʫ ʚʠʟʥʘʯʝʥʦʩʪʽ ʨʽʚʥʷ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ ʣʶʜʠʥʠ ʟʘ ʪʝʢʩʪʦʚʠʤ ʦʧʠʩʦʤ. 
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ʇʣʘʥʫʚʘʥʥʷ ʪʘ ʚʽʜʦʙʨʘʞʝʥʥʷ ʧʨʦʮʝʩʽʚ ʟʤʽʥ ʢʨʦʢʽʚ ʻ ʦʜʥʠʤ ʟ ʥʝʚʽʜôʻʤʥʠʭ ʯʘʩʪʠʥ 

ʩʪʚʦʨʝʥʥʷ ʧʨʦʛʨʘʤʠ. ʋʩʽ ʩʭʝʤʠ ʪʘ ʜʽʘʛʨʘʤʠ, ʦʪʨʠʤʘʥʽ ʚ ʨʝʟʫʣʴʪʘʪʽ ʘʥʘʣʽʟʫ, 

ʩʣʫʛʫʚʘʪʠʤʫʪʴ ʦʩʥʦʚʦʶ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʧʨʦʛʨʘʤʥʦʛʦ ʧʨʦʜʫʢʪʫ. 

ʆʟʥʘʡʦʤʠʚʰʠʩʴ ʟ ʥʠʤʠ, ʚʠʥʠʢʘʻ ʯʽʪʢʝ ʫʷʚʣʝʥʥʷ ʧʨʦ ʪʝ, ʷʢ ʩʘʤʝ ʬʫʥʢʮʽʦʥʫʻ ʜʘʥʝ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʅʘʩʪʫʧʥʘ ʩʭʝʤʘ ʚʽʜʦʙʨʘʞʘʻ ʤʝʪʦʜ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʷʢʦʛʦ 

ʙʫʜʝ ʚʠʟʥʘʯʘʪʠʩʴ ʨʽʚʝʥʴ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ. 

ʅʘ ʨʠʩʫʥʢʫ 1 ʚʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʤʝʪʦʜʫ ʚʠʟʥʘʯʝʥʥʷ ʤʦʚʥʦ-ʜʝʪʝʨʤʽʥʦʚʘʥʦʛʦ 

ʽʥʜʝʢʩʫ ʩʫʙôʻʢʪʠʚʥʦʛʦ ʙʣʘʛʦʧʦʣʫʯʯʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ NLP ʻ ʪʝʢʩʪʦʚʠʡ ʦʧʠʩ 

ʢʦʨʠʩʪʫʚʘʯʘ ʪʘ ʥʘʙʦʨʠ ʥʘʚʯʝʥʠʭ ʢʣʘʩʠʬʽʢʘʪʦʨʽʚ, ʟ ʷʢʠʤ ʫ ʥʘʩʪʫʧʥʠʭ ʝʪʘʧʘʭ ʙʫʜʫʪʴ 

ʟʜʽʡʩʥʶʚʘʪʠʩʷ ʦʧʝʨʘʮʽʾ.  

 

 
ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʤʝʪʦʜʫ ʚʠʟʥʘʯʝʥʥʷ ʤʦʚʥʦ-ʜʝʪʝʨʤʽʥʦʚʘʥʦʛʦ ʽʥʜʝʢʩʫ 

ʩʫʙôʻʢʪʠʚʥʦʛʦ ʙʣʘʛʦʧʦʣʫʯʯʷ  

 

ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʚʽʜʦʙʨʘʞʝʥʦ ʧʽʜʛʦʪʦʚʢʫ ʜʘʥʠʭ, ʷʢʽ ʚʢʣʶʯʘʻ ʚ ʩʝʙʝ 

ʚʠʜʘʣʝʥʥʷ ʩʪʦʧ-ʩʠʤʚʦʣʽʚ ʪʘ ʩʣʽʚ. ʎʝʡ ʝʪʘʧ ʻ ʦʙʦʚ'ʷʟʢʦʚʠʤ ʧʝʨʝʜ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʘʣʛʦʨʠʪʤʫ SVM ʜʣʷ ʘʥʘʣʽʟʫ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ. ʇʦʧʝʨʝʜʥʷ ʦʙʨʦʙʢʘ ʪʝʢʩʪʫ ʜʦʟʚʦʣʷʻ 

ʟʘʙʝʟʧʝʯʠʪʠ ʟʨʫʯʥʽ ʫʤʦʚʠ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʘʣʛʦʨʠʪʤʫ ʪʘ ʦʧʪʠʤʘʣʴʥʫ 

ʨʦʙʦʪʫ ʢʣʘʩʠʬʽʢʘʪʦʨʘ. ɼʘʣʽ ʚʽʜʙʫʚʘʻʪʴʩʷ ʧʝʨʝʪʚʦʨʝʥʥʷ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ ʫ ʯʠʩʣʦʚʠʡ 

ʚʝʢʪʦʨʥʠʡ ʬʦʨʤʘʪ ï ʚʝʢʪʦʨʠʟʘʮʽʷ ʜʘʥʠʭ, ʘ ʩʘʤʝ: ʧʦʙʫʜʦʚʘ ʚʝʢʪʦʨʥʦʛʦ ʧʨʦʩʪʦʨʫ, ʜʝ 

ʢʦʞʥʝ ʩʣʦʚʦ ʧʨʝʜʩʪʘʚʣʝʥʝ ʫʥʽʢʘʣʴʥʠʤ ʽʥʜʝʢʩʦʤ. ʊʨʝʪʽʡ ʢʨʦʢ ï ʦʮʽʥʢʘ ʪʝʢʩʪʦʚʦʛʦ 
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ʦʧʠʩʫ ʢʣʘʩʠʬʽʢʘʪʦʨʘʤʠ. ʇʨʦʛʨʘʤʘ ʚʠʜʘʻ ʦʮʽʥʢʫ ʟʛʽʜʥʦ ʥʘʚʯʝʥʠʭ ʤʦʜʝʣʝʡ ʪʘ 

ʧʨʦʘʥʘʣʽʟʦʚʘʥʦʛʦ ʪʝʢʩʪʫ. ʆʩʪʘʥʥʽʤ ʝʪʘʧʦʤ ʻ ʬʦʨʤʫʚʘʥʥʷ ʦʮʽʥʢʠ ʨʽʚʥʷ ʟʘʜʦʚʦʣʝʥʦʩʪʽ 

ʞʠʪʪʷʤ ʣʶʜʠʥʠ. 

ɺʠʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʻ ʩʘʤʘ ʦʮʽʥʢʘ ʨʽʚʥʷ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ ʟʘ ʰʢʘʣʦʶ ʚʽʜ 

ʥʫʣʷ ʜʦ ʦʜʠʥʠʮʽ, ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʝʤʦʮʽʡʥʦʾ ʟʘʙʘʨʚʣʝʥʦʩʪʽ ʦʧʠʩʫ. ʗʢʱʦ ʪʝʢʩʪ 

ʙʽʣʴʰʝ ʥʝʛʘʪʠʚʥʠʡ, ʥʽʞ ʧʦʟʠʪʠʚʥʠʡ ï ʙʘʣ ʙʫʜʝ ʥʘʙʣʠʞʝʥʠʡ ʜʦ ʥʫʣʷ, ʘ ʷʢʱʦ ʙʽʣʴʰ 

ʧʦʟʠʪʠʚʥʠʡ ï ʜʦ ʦʜʠʥʠʮʽ. 

ʋ ʩʭʝʤʽ ʨʠʩʫʥʢʫ 2 ʧʦʢʘʟʘʥʦ ʙʽʣʴ ʜʝʪʘʣʽʟʦʚʘʥʦ ʭʽʜ ʨʦʙʦʪʠ ʘʣʛʦʨʠʪʤʫ SVM: 

ʩʭʝʤʘ ʥʘʚʯʘʥʥʷ ʢʣʘʩʠʬʽʢʘʪʦʨʘ. ɺʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʻ ʜʘʪʘʩʝʪ. ʅʘʩʪʫʧʥʠʤ ʢʨʦʢʦʤ ʻ 

ʚʠʙʽʨ ʷʜʨʘ. ɺʠʙʽʨ ʷʜʨʘ ʙʫʚ ʤʦʞʣʠʚʠʡ ʟ ʯʦʪʠʨʴʦʭ ʦʩʥʦʚʥʠʭ ʪʠʧʽʚ ʷʜʨʘ: ʣʽʥʽʡʥʝ, 

ʨʘʜʽʘʣʴʥʦ ʙʘʟʠʩʥʝ, ʧʦʣʽʥʦʤʽʘʣʴʥʝ ʪʘ ʩʠʛʤʦʾʜʥʝ. ɼʣʷ ʥʘʚʯʘʥʥʷ ʙʫʣʦ ʦʙʨʘʥʦ ʣʽʥʽʡʥʝ 

ʷʜʨʦ, ʦʩʢʽʣʴʢʠ ʚʦʥʦ ʤʘʻ ʰʚʠʜʢʫ ʦʙʯʠʩʣʶʚʘʣʴʥʫ ʩʢʣʘʜʥʽʩʪʴ ʪʘ ʻ ʝʬʝʢʪʠʚʥʠʤ ʜʣʷ 

ʨʦʟʜʽʣʴʥʠʭ ʜʘʥʠʭ. 

 

 
ʈʠʩʫʥʦʢ 2 ï ʉʭʝʤʘ ʥʘʚʯʘʥʥʷ ʪʠʧʦʚʦʛʦ ʢʣʘʩʠʬʽʢʘʪʦʨʘ SVM 

 

ʅʘʩʪʫʧʥʠʤ ʢʨʦʢʦʤ ʻ ʚʠʙʽʨ ʧʘʨʘʤʝʪʨʘ ʱʦ ʚʠʟʥʘʯʘʻ ʢʦʤʧʨʦʤʽʩ ʤʽʞ ʨʽʚʥʝʤ 

ʪʦʯʥʦʩʪʽ ʥʘ ʥʘʚʯʘʣʴʥʦʤʫ ʥʘʙʦʨʽ ʪʘ ʟʘʛʘʣʴʥʦʶ ʟʜʘʪʥʽʩʪʶ ʤʦʜʝʣʽ ʜʦ ʫʟʘʛʘʣʴʥʝʥʥʷ ʥʘ 

ʥʦʚʽ ʜʘʥʽ. ɿʥʘʯʝʥʥʷ ʧʘʨʘʤʝʪʨʘ ʚʠʟʥʘʯʘʻ ʨʽʚʝʥʴ ʰʪʨʘʬʫ ʟʘ ʧʦʤʠʣʢʠ ʢʣʘʩʠʬʽʢʘʮʽʾ. 

ʏʠʤ ʚʠʱʝ ʧʘʨʘʤʝʪʨ, ʪʠʤ ʙʽʣʴʰʠʡ ʚʧʣʠʚ ʤʘʻ ʰʪʨʘʬ ʥʘ ʥʝʧʨʘʚʠʣʴʥʫ ʢʣʘʩʠʬʽʢʘʮʽʶ, 

ʥʘ ʧʨʦʮʝʩ ʧʽʜʛʦʥʢʠ ʤʦʜʝʣʽ ʜʦ ʥʘʚʯʘʣʴʥʠʭ ʜʘʥʠʭ. ʇʽʩʣʷ ʦʧʪʠʤʽʟʘʮʽʾ ʧʘʨʘʤʝʪʨʽʚ, ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʚʠʙʨʘʥʦʛʦ ʷʜʨʘ ʪʘ ʦʧʪʠʤʽʟʦʚʘʥʠʭ ʧʘʨʘʤʝʪʨʽʚ SVM ʚʽʜʙʫʚʘʻʪʴʩʷ 
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ʧʦʙʫʜʦʚʘ ʨʦʟʜʽʣʴʥʦʾ ʛʽʧʝʨʧʣʦʱʠʥʠ ʚ ʧʨʦʩʪʦʨʽ ʦʟʥʘʢ, ʱʦ ʥʘʡʢʨʘʱʠʤ ʯʠʥʦʤ ʨʦʟʜʽʣʷʻ 

ʢʣʘʩʠ ʜʘʥʠʭ.  

ʏʝʪʚʝʨʪʠʡ ʝʪʘʧ ï ʥʘʚʯʘʥʥʷ ʢʣʘʩʠʬʽʢʘʪʦʨʘ. ʋ ʚʠʧʘʜʢʫ ʣʽʥʽʡʥʦʾ ʤʦʜʝʣʽ 

ʥʘʚʯʘʥʥʷ ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘ ʥʘʚʯʘʣʴʥʠʭ ʜʘʥʠʭ ʰʣʷʭʦʤ ʤʘʢʩʠʤʽʟʘʮʽʾ ʰʠʨʠʥʠ ʤʘʨʞʽ 

ʤʽʞ ʢʣʘʩʘʤʠ. ɼʣʷ ʮʴʦʛʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʤʝʪʦʜ ʦʧʪʠʤʽʟʘʮʽʾ, ʷʢʠʡ ʤʽʥʽʤʽʟʫʻ 

ʬʫʥʢʮʽʶ ʚʪʨʘʪ ʪʘ ʚʨʘʭʦʚʫʻ ʦʙʤʝʞʝʥʥʷ ʤʘʨʞʽ.  

ʇôʷʪʠʡ ʝʪʘʧ ï ʮʝ ʦʮʽʥʢʘ ʝʬʝʢʪʠʚʥʦʩʪʽ ʥʘʚʯʝʥʦʛʦ ʢʣʘʩʠʬʽʢʘʪʦʨʘ. ʇʽʩʣʷ 

ʟʘʚʝʨʰʝʥʥʷ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʴ ʦʮʽʥʶʻʪʴʩʷ ʥʘ ʪʝʩʪʦʚʠʭ ʜʘʥʠʭ, ʱʦʙ ʦʮʽʥʠʪʠ ʾʾ ʪʦʯʥʽʩʪʴ 

ʪʘ ʽʥʰʽ ʤʝʪʨʠʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ, ʪʘʢʽ ʷʢ ʪʦʯʥʽʩʪʴ, ʚʽʜʥʦʚʣʝʥʥʷ ʪʦʱʦ. ʆʩʪʘʥʥʽʤ ʝʪʘʧʦʤ 

ʻ ʟʙʝʨʝʞʝʥʥʷ ʥʘʚʯʘʥʥʷ ʢʣʘʩʠʬʽʢʘʪʦʨʘ. ɺʠʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʻ ʟʙʝʨʝʞʝʥʠʡ 

ʢʣʘʩʠʬʽʢʘʪʦʨ, ʷʢʠʡ ʫ ʧʦʜʘʣʴʰʦʤʫ ʙʫʜʝ ʚʠʢʦʨʠʩʪʘʥʦ ʫ ʘʥʘʣʽʟʽ ʦʧʠʩʫ ʢʦʨʠʩʪʫʚʘʯʘ ʜʣʷ 

ʧʨʦʨʘʭʫʥʢʫ ʦʮʽʥʢʠ ʨʽʚʥʷ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ. 

ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʜʦʩʣʽʜʞʝʥʴ ʙʫʣʦ ʩʪʚʦʨʝʥʦ ʛʨʘʬʽʢʠ ʪʘ ʪʘʙʣʠʮʽ, ʱʦ 

ʚʽʜʦʙʨʘʞʘʶʪʴ ʨʝʟʫʣʴʪʘʪ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʧʨʦʛʨʘʤʠ, ʥʘʚʝʜʝʥʦʾ ʥʘ ʨʠʩʫʥʢʫ 3.  

 

 
ʈʠʩʫʥʦʢ 3 ï ɯʥʪʝʣʝʢʪʫʘʣʴʥʘ ʩʠʩʪʝʤʘ ʚʠʟʥʘʯʝʥʥʷ ʤʦʚʥʦ-ʜʝʪʝʨʤʽʥʦʚʘʥʦʛʦ ʽʥʜʝʢʩʫ 

ʩʫʙôʻʢʪʠʚʥʦʛʦ ʙʣʘʛʦʧʦʣʫʯʯʷ 
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ʈʠʩʫʥʦʢ 4 ï ɼʽʘʛʨʘʤʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʷʜʝʨ 

 

 
ʈʠʩʫʥʦʢ 5 ï ɻʽʩʪʦʛʨʘʤʠ ʜʦʚʞʠʥʠ ʨʝʯʝʥʴ ʜʘʪʘʩʝʪʽʚ 
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ɼʣʷ ʥʘʧʠʩʘʥʥʷ ʤʝʪʦʜʫ ʚʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ ʣʶʜʠʥʠ 

ʙʫʣʦ ʚʠʢʦʨʠʩʪʘʥʦ ʤʝʪʦʜ SVM, ʱʦ ʤʘʻ ʜʣʷ ʥʘʚʯʘʥʥʷ ʜʝʢʽʣʴʢʘ ʪʠʧʽʚ ʷʜʨʘ, ʽ ʙʫʣʦ 

ʧʨʦʪʝʩʪʦʚʘʥʦ ʨʽʟʥʽ ʚʘʨʽʘʥʪʠ ʷʜʨʘ ʪʘ ʾʭ ʚʧʣʠʚ ʥʘ ʢʽʥʮʝʚʠʡ ʨʝʟʫʣʴʪʘʪ (ʨʠʩʫʥʦʢ 4). 

ɿ ʨʠʩʫʥʢʘ 4 ʚʠʜʥʦ, ʱʦ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʫ ʨʽʟʥʠʭ ʷʜʨʘʭ ʦʜʥʘʢʦʚʽ, ʱʦ ʩʚʽʜʯʠʪʴ 

ʱʦ ʜʘʥʽ, ʱʦ ʘʥʘʣʽʟʫʶʪʴʩʷ, ʜʦʙʨʝ ʨʦʟʜʽʣʷʶʪʴʩʷ ʫ ʧʨʦʩʪʦʨʽ ʦʟʥʘʢ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʢʦʞʥʦʛʦ ʟ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʭ ʷʜʝʨ. 

ʊʘʢʦʞ ʙʫʣʦ ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʜʦʚʞʠʥʫ ʯʦʪʠʨʴʦʭ ʜʘʪʘʩʝʪʽʚ, ʱʦ ʟʦʙʨʘʞʝʥʦ  

ʥʘ ʨʠʩʫʥʢʫ 5 

ʋʩʽ ʯʦʪʠʨʠ ʛʽʩʪʦʛʨʘʤʠ ʧʦʜʽʙʥʽ ʦʜʥʘ ʜʦ ʦʜʥʦʛʦ, ʱʦ ʛʦʚʦʨʠʪʴ ʧʨʦ ʜʦʙʨʝ 

ʨʦʟʧʦʜʽʣʝʥʥʷ ʨʝʯʝʥʴ ʫ ʜʘʪʘʩʝʪʘʭ ʪʘ ʾʭ ʷʢʽʩʥʝ ʥʘʚʯʘʥʥʷ. ʅʘ ʨʠʩʫʥʢʫ 6 ʟʦʙʨʘʞʝʥʦ 

ʜʽʘʛʨʘʤʠ ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʭ ʩʣʽʚ ʫ ʜʘʪʘʩʝʪʘʭ ʟʛʽʜʥʦ ʧʨʦʚʝʜʝʥʦʛʦ ʘʥʘʣʽʟʫ. 

 

 
ʈʠʩʫʥʦʢ 6 ï ɼʽʘʛʨʘʤʠ ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʭ ʩʣʽʚ ʫ ʜʘʪʘʩʝʪʘʭ  

 

ʗʢ ʚʠʜʥʦ ʟ ʨʠʩʫʥʢʘ 6, ʢʦʞʥʘ ʜʽʘʛʨʘʤʘ ʤʘʻ ʩʚʽʡ ʥʘʙʽʨ ʩʣʽʚ. ɼʘʣʽ ʙʫʣʦ 

ʩʪʚʦʨʝʥʦ ʭʤʘʨʠ ʩʣʽʚ ʥʘ ʦʩʥʦʚʽ ʜʘʪʘʩʝʪʽʚ, ʷʢʽ ʚʽʜʦʙʨʘʞʝʥʽ ʥʘ ʨʠʩʫʥʢʫ 7. 
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ʈʠʩʫʥʦʢ 7 ï ʍʤʘʨʠ ʩʣʽʚ 

 

ʋ ʢʦʞʥʽʡ ʭʤʘʨʽ ʩʣʽʚ ʥʘ ʨʠʩʫʥʢʫ 7 ʚʽʜʦʙʨʘʞʝʥʽ ʚʽʜ ʥʘʡʙʽʣʴʰ ʧʦʚʪʦʨʶʚʘʥʽ 

ʩʣʦʚʘ ʫ ʜʘʪʘʩʝʪʘʭ ʜʦ ʤʝʥʰ ʧʦʚʪʦʨʶʚʘʥʠʭ, ʱʦ ʚʠʜʥʦ ʟ ʨʦʟʤʽʨʘʭ ʩʣʽʚ.  

ʆʪʞʝ, ʙʫʣʦ ʩʧʨʦʻʢʪʦʚʘʥʦ ʽ ʨʝʘʣʽʟʦʚʘʥʦ ʤʝʪʦʜ ʚʠʟʥʘʯʝʥʥʷ ʤʦʚʥʦ-

ʜʝʪʝʨʤʽʥʦʚʘʥʦʛʦ ʽʥʜʝʢʩʫ ʩʫʙôʻʢʪʠʚʥʦʛʦ ʙʣʘʛʦʧʦʣʫʯʯʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ NLP ʪʘ 

ʚʽʜʧʦʚʽʜʥʝ ʇɿ. ʄʝʪʦʶ ʧʨʦʛʨʘʤʠ ʻ ʚʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ ʟʘ ʦʧʠʩʦʤ 

ʢʦʨʠʩʪʫʚʘʯʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʝʪʦʜʫ SVM, ʷʢʠʡ ʚʠʟʥʘʯʘʻ ʦʮʽʥʢʫ. ʅʘ ʧʽʜʩʪʘʚʽ ʦʮʽʥʢʠ 

ʧʨʦʛʨʘʤʘ ʩʪʚʦʨʶʻ ʦʧʠʩ ʩʪʘʥʫ ʢʦʨʠʩʪʫʚʘʯʘ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʨʦʟʨʦʙʣʝʥʦʛʦ ʇɿ ʜʘʻ 

ʤʦʞʣʠʚʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʫ ʦʪʨʠʤʘʪʠ ʦʮʽʥʢʫ ʱʦʜʦ ʩʚʦʛʦ ʩʪʘʥʫ ʪʘ ʟʘ ʧʦʪʨʝʙʠ ʧʨʠʡʥʷʪʠ 

ʨʽʰʝʥʥʷ ʱʦʜʦ ʥʝʦʙʭʽʜʥʦʩʪʽ ʡʦʛʦ ʧʦʢʨʘʱʝʥʥʷ. ʇʨʦʛʨʘʤʘ ʚʠʢʦʥʫʻ ʥʘʩʪʫʧʥʽ ʬʫʥʢʮʽʾ: 

ʘʥʘʣʽʟ ʪʝʢʩʪʫ ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʦʮʽʥʢʠ ʟʘʜʦʚʦʣʝʥʦʩʪʽ ʞʠʪʪʷʤ ʟʘ ʦʧʠʩʦʤ; ʟʙʽʨ ʪʘ ʦʙʨʦʙʢʘ 

ʚʥʝʩʝʥʦʾ ʢʦʨʠʩʪʫʚʘʯʝʤ ʽʥʬʦʨʤʘʮʽʾ; ʧʝʨʝʛʣʷʜ ʚʠʢʦʨʠʩʪʘʥʠʭ ʜʘʪʘʩʝʪʽʚ; ʧʝʨʝʛʣʷʜ 

ʤʦʜʝʣʝʡ ʪʘ ʽʥʬʦʨʤʘʮʽʷ ʱʦʜʦ ʥʠʭ; ʤʦʞʣʠʚʽʩʪʴ ʚʥʝʩʝʥʥʷ ʟʤʽʥ ʫ ʜʘʩʘʪʝʪʠ.  

ʇʨʦʛʨʘʤʘ ʻ ʧʝʨʩʧʝʢʪʠʚʥʦʶ, ʦʩʢʽʣʴʢʠ ʟʘʜʦʚʦʣʝʥʽʩʪʴ ʞʠʪʪʷʤ ʪʘ ʱʘʩʪʷ 

ʣʶʜʠʥʠ ʧʨʷʤʦ ʚʧʣʠʚʘʻ ʥʘ ʧʩʠʭʦʣʦʛʽʯʥʠʡ ʜʦʙʨʦʙʫʪ ʽ ʟʘʛʘʣʴʥʝ ʟʜʦʨʦʚôʷ. ʆʜʠʥ ʽʟ 

ʥʘʧʨʷʤʢʽʚ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʦʞʝ ʙʫʪʠ ʧʩʠʭʦʣʦʛʽʷ. ʋ ʤʘʡʙʫʪʥʴʦʤʫ ʻ ʰʣʷʭʠ 

ʫʜʦʩʢʦʥʘʣʝʥʥʷ ʇɿ, ʪʘʢʽ ʷʢ ʟʙʽʣʴʰʝʥʥʷ ʦʙʩʷʛʫ ʜʘʥʠʭ ʜʣʷ ʙʽʣʴʰ ʪʦʯʥʦʾ ʦʮʽʥʢʠ, 

ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʝʤʦʮʽʡ ʪʘ ʽʥʰʝ. 
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ʂʠʨʠʯʝʥʢʦ ʆ.ʄ. 

 

ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɯʅʊɽʈʇʈɽʊʆɺɸʅɸ ʅɽʁʈʆʅʅɸ ʄɽʈɽɾɸ ɼʃʗ ʂʃɸʉʀʌɯʂɸʎɯɰ ʄʈʊ-

ɿʆɹʈɸɾɽʅʔ ɿ ɻɽʅɽʈɸʎɯɭʖ ʂʃɯʅɯʏʅʆ ʈɽʃɽɺɸʅʊʅʀʍ ʇʆʗʉʅɽʅʔ 
 

ʇʨʝʜʩʪʘʚʣʝʥʦ ʧʽʜʭʽʜ ʜʦ ʧʦʙʫʜʦʚʠ ʧʨʦʟʦʨʠʭ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʩʠʩʪʝʤ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʥʦʚʦʫʪʚʦʨʝʥʴ ʛʦʣʦʚʥʦʛʦ ʤʦʟʢʫ ʥʘ ʄʈʊ-ʟʥʽʤʢʘʭ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʧʨʠʥʮʠʧʫ ʣʦʢʘʣʴʥʦʾ 

ʫʟʛʦʜʞʝʥʦʩʪʽ ʨʽʰʝʥʴ. ʂʦʤʙʽʥʦʚʘʥʘ ʩʪʨʫʢʪʫʨʘ ʥʘ ʙʘʟʽ VGG-16 ʪʘ DRN ʜʦʩʷʛʘʻ ʧʦʢʘʟʥʠʢʘ 

ʧʨʘʚʠʣʴʥʦʩʪʽ ʜʽʘʛʥʦʩʪʫʚʘʥʥʷ 95.2% ʟʽ ʟʙʝʨʝʞʝʥʥʷʤ ʤʦʞʣʠʚʦʩʪʽ ʬʦʨʤʫʚʘʥʥʷ ʤʝʜʠʯʥʦ 

ʦʙˇʨʫʥʪʦʚʘʥʠʭ ʪʣʫʤʘʯʝʥʴ ʯʝʨʝʟ ʩʠʩʪʝʤʫ ʣʦʛʽʯʥʠʭ ʚʠʩʣʦʚʣʶʚʘʥʴ. ʈʽʚʝʥʴ ʣʦʢʘʣʴʥʦʾ 

ʫʟʛʦʜʞʝʥʦʩʪʽ 89.3% ʜʝʤʦʥʩʪʨʫʻ ʜʦʩʪʦʚʽʨʥʽʩʪʴ ʽʥʪʝʨʧʨʝʪʘʮʽʡ ʜʣʷ ʦʢʨʝʤʠʭ  

ʢʣʽʥʽʯʥʠʭ ʩʠʪʫʘʮʽʡ. 

 

A transparent intelligent system design approach for brain neoplasm detection in MRI 

scans using local decision consistency principle is presented. The combined VGG-16/DRN structure 

achieves 95.2% diagnostic correctness while maintaining medically justified interpretation 

generation through logical statement systems. Local consistency level of 89.3% demonstrates 

interpretation reliability for individual clinical situations. 

 

ʉʫʯʘʩʥʠʡ ʝʪʘʧ ʨʦʟʚʠʪʢʫ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʜʽʘʛʥʦʩʪʠʢʠ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ 

ʩʫʧʝʨʝʯʥʽʩʪʶ ʤʽʞ ʪʝʭʥʦʣʦʛʽʯʥʠʤʠ ʤʦʞʣʠʚʦʩʪʷʤʠ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʘʨʭʽʪʝʢʪʫʨ ʪʘ ʾʭ 

ʦʙʤʝʞʝʥʦʶ ʧʨʠʡʥʷʪʥʽʩʪʶ ʜʣʷ ʧʨʘʢʪʠʯʥʦʛʦ ʤʝʜʠʯʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ [1-3]. ʄʦʜʝʣʽ 

ʛʣʠʙʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʚʠʷʚʣʷʶʪʴ ʧʘʪʦʣʦʛʽʯʥʽ ʟʤʽʥʠ ʟ ʚʠʩʦʢʦʶ ʨʝʟʫʣʴʪʘʪʠʚʥʽʩʪʶ, 

ʧʨʦʪʝ ʚʽʜʩʫʪʥʽʩʪʴ ʟʨʦʟʫʤʽʣʠʭ ʧʦʷʩʥʝʥʴ ʩʪʚʦʨʶʻ ʙʘʨ'ʻʨ ʜʦʚʽʨʠ ʟ ʙʦʢʫ ʤʝʜʠʯʥʦʛʦ 

ʧʝʨʩʦʥʘʣʫ. 

ɿʘʚʜʘʥʥʷ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʪʠʧʽʚ ʚʥʫʪʨʽʰʥʴʦʯʝʨʝʧʥʠʭ ʥʦʚʦʫʪʚʦʨʝʥʴ 

ʜʝʤʦʥʩʪʨʫʻ ʮʶ ʧʨʦʙʣʝʤʫ ʦʩʦʙʣʠʚʦ ʯʽʪʢʦ [4, 5, 6]. ʉʢʣʘʜʥʽ ʥʝʡʨʦʤʝʨʝʞʽ ʫʩʧʽʰʥʦ 

ʜʠʬʝʨʝʥʮʽʶʶʪʴ ʧʘʪʦʣʦʛʽʾ, ʘʣʝ ʾʭʥʷ ʚʥʫʪʨʽʰʥʷ ʣʦʛʽʢʘ ʟʘʣʠʰʘʻʪʴʩʷ ʥʝʜʦʩʪʫʧʥʦʶ ʜʣʷ 

ʨʦʟʫʤʽʥʥʷ ʩʧʝʮʽʘʣʽʩʪʽʚ. ɿʘʢʦʥʦʜʘʚʯʽ ʥʦʨʤʠ ʻʚʨʦʧʝʡʩʴʢʦʛʦ ʧʨʦʩʪʦʨʫ ʚʠʤʘʛʘʶʪʴ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʨʦʟʦʨʦʩʪʽ ʘʣʛʦʨʠʪʤʽʯʥʠʭ ʨʽʰʝʥʴ ʫ ʤʝʜʠʯʥʽʡ ʩʬʝʨʽ [7]. 

ɯʩʥʫʶʯʽ ʥʘʧʨʘʮʶʚʘʥʥʷ ʫ ʥʘʧʨʷʤʢʫ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʚʢʣʶʯʘʶʪʴ post-hoc 

ʤʝʪʦʜʠʢʠ (LIME, SHAP), ʢʦʪʨʽ ʛʝʥʝʨʫʶʪʴ ʘʧʨʦʢʩʠʤʦʚʘʥʽ ʪʣʫʤʘʯʝʥʥʷ ʟ ʧʨʦʙʣʝʤʘʤʠ 

ʩʪʘʙʽʣʴʥʦʩʪʽ. ɸʣʴʪʝʨʥʘʪʠʚʦʶ ʚʠʩʪʫʧʘʶʪʴ ʧʨʠʨʦʜʥʦ ʽʥʪʝʨʧʨʝʪʦʚʘʥʽ ʘʨʭʽʪʝʢʪʫʨʠ 

(ʜʝʨʝʚʦʧʦʜʽʙʥʽ ʩʪʨʫʢʪʫʨʠ, ʣʽʥʽʡʥʽ ʟʘʣʝʞʥʦʩʪʽ), ʱʦ ʧʦʩʪʫʧʘʶʪʴʩʷ ʫ ʪʦʯʥʦʩʪʽ ʥʘ 

ʚʽʟʫʘʣʴʥʠʭ ʟʘʚʜʘʥʥʷʭ [8, 9]. 
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ʄʝʪʘ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʣʷʛʘʻ ʫ ʬʦʨʤʫʚʘʥʥʽ ʤʝʪʦʜʦʣʦʛʽʾ ʢʦʥʩʪʨʫʶʚʘʥʥʷ 

ʧʨʦʟʦʨʠʭ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʩʠʩʪʝʤ ʥʝʡʨʦʦʥʢʦʣʦʛʽʯʥʦʾ ʜʽʘʛʥʦʩʪʠʢʠ ʟʘ 

ʪʦʤʦʛʨʘʬʽʯʥʠʤʠ ʟʦʙʨʘʞʝʥʥʷʤʠ, ʷʢʘ ʧʦʻʜʥʫʻ ʚʠʩʦʢʫ ʨʝʟʫʣʴʪʘʪʠʚʥʽʩʪʴ ʨʦʟʧʽʟʥʘʚʘʥʥʷ 

ʟ ʛʝʥʝʨʘʮʽʻʶ ʢʣʽʥʽʯʥʦ ʟʥʘʯʫʱʠʭ ʦʙˇʨʫʥʪʫʚʘʥʴ ʯʝʨʝʟ ʤʝʭʘʥʽʟʤ ʣʦʢʘʣʴʥʦʾ 

ʫʟʛʦʜʞʝʥʦʩʪʽ ʤʽʞ ʤʦʜʝʣʷʤʠ ʨʽʟʥʦʾ ʩʢʣʘʜʥʦʩʪʽ. 

ʈʦʟʨʦʙʣʝʥʠʡ ʧʽʜʭʽʜ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʽʜʝʾ ʣʦʢʘʣʴʥʦʛʦ ʫʟʛʦʜʞʝʥʥʷ ʚʠʩʥʦʚʢʽʚ 

ʤʽʞ ʪʦʯʥʽʩʪʶ ʩʢʣʘʜʥʦʶ ʘʨʭʽʪʝʢʪʫʨʦʶ Fcomplex ʪʘ ʩʧʨʦʱʝʥʦʶ ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʶ 

ʩʪʨʫʢʪʫʨʦʶ Fsimple [8]. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʩʪʨʘʪʝʛʽʡ ʛʣʦʙʘʣʴʥʦʛʦ ʫʟʛʦʜʞʝʥʥʷ, ʤʝʪʦʜʦʣʦʛʽʷ 

ʢʦʥʮʝʥʪʨʫʻʪʴʩʷ ʥʘ ʟʘʙʝʟʧʝʯʝʥʥʽ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ʜʣʷ ʦʢʨʝʤʠʭ ʜʽʘʛʥʦʩʪʠʯʥʠʭ ʝʧʽʟʦʜʽʚ: 

 

                     Fcomplex(xi) = Fsimple(xi) ʜʣʷ xi  ɴSlocal,                     (1) 

 

ʜʝ Slocal ʩʪʘʥʦʚʠʪʴ ʧʽʜʤʥʦʞʠʥʫ S. 

ɿʘʛʘʣʴʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʩʠʩʪʝʤʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʫ 1, ʷʢʠʡ ʽʣʶʩʪʨʫʻ 

ʚʟʘʻʤʦʜʽʶ ʤʽʞ ʦʩʥʦʚʥʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʪʘ ʧʦʪʽʢ ʦʙʨʦʙʢʠ ʜʘʥʠʭ. 

ʉʠʩʪʝʤʘ ʨʝʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ ʪʨʠ ʚʟʘʻʤʦʧʦʚ'ʷʟʘʥʽ ʢʦʤʧʦʥʝʥʪʠ. ɹʘʟʦʚʠʤ 

ʝʣʝʤʝʥʪʦʤ ʚʠʩʪʫʧʘʻ ʟʛʦʨʪʢʦʚʘ ʘʨʭʽʪʝʢʪʫʨʘ VGG-16, ʥʘʣʘʰʪʦʚʘʥʘ ʜʣʷ 

ʯʦʪʠʨʠʢʣʘʩʦʚʦʾ ʢʘʪʝʛʦʨʠʟʘʮʽʾ ʪʦʤʦʛʨʘʬʽʯʥʠʭ ʟʨʽʟʽʚ ʤʦʟʢʫ: ʛʣʽʦʤʘ, ʤʝʥʽʥʛʽʦʤʘ, 

ʘʜʝʥʦʤʘ ʛʽʧʦʬʽʟʘ, ʚʽʜʩʫʪʥʽʩʪʴ ʧʘʪʦʣʦʛʽʾ. 

ɸʨʭʽʪʝʢʪʫʨʘ VGG-16 ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʧ'ʷʪʠ ʟʛʦʨʪʢʦʚʠʭ ʙʣʦʢʽʚ ʟ ʧʦʩʣʽʜʦʚʥʠʤ 

ʟʙʽʣʴʰʝʥʥʷʤ ʢʽʣʴʢʦʩʪʽ ʬʽʣʴʪʨʽʚ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʽʻʨʘʨʭʽʯʥʝ ʚʠʜʽʣʝʥʥʷ ʚʽʟʫʘʣʴʥʠʭ 

ʦʟʥʘʢ ʚʽʜ ʧʨʦʩʪʠʭ ʪʝʢʩʪʫʨ ʜʦ ʩʢʣʘʜʥʠʭ ʧʘʪʦʣʦʛʽʯʥʠʭ ʧʘʪʪʝʨʥʽʚ. ʂʦʞʝʥ ʙʣʦʢ ʚʢʣʶʯʘʻ 

ʟʛʦʨʪʢʦʚʠʡ ʰʘʨ ʟ ʬʽʣʴʪʨʘʤʠ ʨʦʟʤʽʨʦʤ 3Ĭ3, ʬʫʥʢʮʽʶ ʘʢʪʠʚʘʮʽʾ ReLU, ʙʘʪʯ-

ʥʦʨʤʘʣʽʟʘʮʽʶ ʪʘ ʦʧʝʨʘʮʽʶ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʧʫʣʽʥʛʫ ʜʣʷ ʟʤʝʥʰʝʥʥʷ ʧʨʦʩʪʦʨʦʚʦʾ 

ʨʦʟʤʽʨʥʦʩʪʽ. ʅʘʚʯʘʥʥʷ ʤʝʨʝʞʽ ʚʠʢʦʥʫʚʘʣʦʩʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʬʫʥʢʮʽʾ ʚʪʨʘʪ ʢʨʦʩ-

ʝʥʪʨʦʧʽʾ ʪʘ ʦʧʪʠʤʽʟʘʪʦʨʘ Adam ʟ ʘʜʘʧʪʠʚʥʦʶ ʰʚʠʜʢʽʩʪʶ ʥʘʚʯʘʥʥʷ, ʱʦ ʟʘʙʝʟʧʝʯʠʣʦ 

ʩʪʘʙʽʣʴʥʫ ʟʙʽʞʥʽʩʪʴ ʧʨʠ ʦʙʨʦʙʮʽ ʨʽʟʥʦʨʽʜʥʠʭ ʄʈʊ-ʟʦʙʨʘʞʝʥʴ. 

ɼʨʫʛʠʡ ʢʦʤʧʦʥʝʥʪ ʟʜʽʡʩʥʶʻ ʧʝʨʝʪʚʦʨʝʥʥʷ ʚʥʫʪʨʽʰʥʽʭ ʨʝʧʨʝʟʝʥʪʘʮʽʡ 

ʛʣʠʙʠʥʥʦʾ ʤʝʨʝʞʽ ʫ ʤʥʦʞʠʥʫ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʩʪʘʥʜʘʨʪʫ IBSI 

ʤʝʪʦʜʦʤ ʝʢʩʪʨʘʢʮʽʾ ʛʣʠʙʠʥʥʠʭ ʦʟʥʘʢ: F = Ft(Fcomplex, S). ʌʦʨʤʫʻʪʴʩʷ ʟʘʛʘʣʴʥʘ 

ʩʫʢʫʧʥʽʩʪʴ ʜʝʩʢʨʠʧʪʦʨʽʚ F ʦʙʩʷʛʦʤ 64 ʝʣʝʤʝʥʪʠ (16 ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʤʘʪʨʠʮʽ ʟʦʥ 

ʩʽʨʠʭ ʨʽʚʥʽʚ, 16 ʧʘʨʘʤʝʪʨʽʚ ʤʘʪʨʠʮʽ ʜʦʚʞʠʥ ʩʝʨʽʡ, 18 ʩʪʘʪʠʩʪʠʯʥʠʭ ʧʦʢʘʟʥʠʢʽʚ, 14 

ʤʦʨʬʦʤʝʪʨʠʯʥʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡ), ʟ ʷʢʦʾ ʚʠʢʦʥʫʻʪʴʩʷ ʩʝʣʝʢʮʽʷ ʜʣʷ ʣʦʢʘʣʴʥʦʛʦ 

ʚʠʧʘʜʢʫ Flocal Ṓ F, ʧʨʠʯʦʤʫ |Flocal| ʟʥʘʯʥʦ ʤʝʥʰʝ |F|. 

ʊʨʝʪʽʤ ʢʦʤʧʦʥʝʥʪʦʤ ʚʠʩʪʫʧʘʻ ʤʝʨʝʞʘ Decision Rules Network, ʧʨʠʟʥʘʯʝʥʘ 

ʜʣʷ ʢʦʥʩʪʨʫʶʚʘʥʥʷ ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʾ ʤʦʜʝʣʽ ʥʘ ʚʠʦʢʨʝʤʣʝʥʠʭ ʦʟʥʘʢʘʭ. ɸʨʭʽʪʝʢʪʫʨʘ 

DRN ʦʨʛʘʥʽʟʦʚʘʥʘ ʫ ʜʚʘ ʷʨʫʩʠ: ʧʦʯʘʪʢʦʚʠʡ ʨʽʚʝʥʴ ʤʽʩʪʠʪʴ ʥʝʡʨʦʥʥʽ ʝʣʝʤʝʥʪʠ, ʱʦ 

ʧʨʝʜʩʪʘʚʣʷʶʪʴ ʣʦʛʽʯʥʽ ʢʦʥʩʪʨʫʢʮʽʾ ʫʤʦʚʥʦʛʦ ʪʠʧʫ, ʟʘʚʝʨʰʘʣʴʥʠʡ ʨʽʚʝʥʴ ʬʦʨʤʫʻ 
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ʧʽʜʩʫʤʢʦʚʠʡ ʚʠʩʥʦʚʦʢ ʰʣʷʭʦʤ ʜʠʟ'ʶʥʢʪʠʚʥʦʛʦ ʦʙ'ʻʜʥʘʥʥʷ ʧʨʘʚʠʣ ʧʦʯʘʪʢʦʚʦʛʦ 

ʨʽʚʥʷ. ʂʦʥʩʪʨʫʶʚʘʥʥʷ Fsimple ʚʽʜʙʫʚʘʻʪʴʩʷ ʽʪʝʨʘʪʠʚʥʦ ʜʦ ʤʦʤʝʥʪʫ ʜʦʩʷʛʥʝʥʥʷ 

ʜʦʩʪʘʪʥʴʦʾ ʣʦʢʘʣʴʥʦʾ ʫʟʛʦʜʞʝʥʦʩʪʽ. 

ʄʝʭʘʥʽʟʤ ʬʦʨʤʫʚʘʥʥʷ ʧʨʘʚʠʣ ʙʘʟʫʻʪʴʩʷ ʥʘ ʧʦʨʦʛʦʚʽʡ ʘʢʪʠʚʘʮʽʾ ʥʝʡʨʦʥʽʚ 

ʧʝʨʰʦʛʦ ʨʽʚʥʷ, ʜʝ ʢʦʞʝʥ ʥʝʡʨʦʥ ʥʘʚʯʘʻʪʴʩʷ ʚʠʟʥʘʯʘʪʠ ʩʧʝʮʠʬʽʯʥʫ ʢʦʤʙʽʥʘʮʽʶ 

ʙʽʥʘʨʠʟʦʚʘʥʠʭ ʦʟʥʘʢ. ʇʦʟʠʪʠʚʥʽ ʚʘʛʦʚʽ ʢʦʝʬʽʮʽʻʥʪʠ ʚʽʜʧʦʚʽʜʘʶʪʴ ʫʤʦʚʘʤ "ʙʽʣʴʰʝ 

ʧʦʨʦʛʫ", ʥʝʛʘʪʠʚʥʽ - "ʤʝʥʰʝ ʧʦʨʦʛʫ", ʘ ʥʫʣʴʦʚʽ ʚʘʛʠ ʚʠʢʣʶʯʘʶʪʴ ʦʟʥʘʢʫ ʟ ʧʨʘʚʠʣʘ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ L1-ʨʝʛʫʣʷʨʠʟʘʮʽʾ ʟ ʢʦʝʬʽʮʽʻʥʪʦʤ ɚ=0.01 ʟʘʙʝʟʧʝʯʫʻ ʨʦʟʨʽʜʞʝʥʽʩʪʴ 

ʧʨʘʚʠʣ, ʦʙʤʝʞʫʶʯʠ ʢʽʣʴʢʽʩʪʴ ʘʢʪʠʚʥʠʭ ʦʟʥʘʢ ʫ ʢʦʞʥʦʤʫ ʧʨʘʚʠʣʽ ʜʦ 2-4 ʝʣʝʤʝʥʪʽʚ, 

ʱʦ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦ ʜʣʷ ʢʦʛʥʽʪʠʚʥʦʾ ʩʧʨʠʡʥʷʪʥʦʩʪʽ ʤʝʜʠʯʥʠʤʠ ʬʘʭʽʚʮʷʤʠ. 

ɼʨʫʛʠʡ ʨʽʚʝʥʴ ʨʝʘʣʽʟʫʻ ʣʦʛʽʯʥʫ ʜʠʟ'ʶʥʢʮʽʶ ʯʝʨʝʟ softmax-ʘʢʪʠʚʘʮʽʶ, ʜʦʟʚʦʣʷʶʯʠ 

ʩʠʩʪʝʤʽ ʢʦʤʙʽʥʫʚʘʪʠ ʢʽʣʴʢʘ ʧʨʘʚʠʣ ʜʣʷ ʬʦʨʤʫʚʘʥʥʷ ʦʩʪʘʪʦʯʥʦʛʦ ʜʽʘʛʥʦʩʪʠʯʥʦʛʦ 

ʚʠʩʥʦʚʢʫ ʟ ʚʽʜʧʦʚʽʜʥʠʤʠ ʡʤʦʚʽʨʥʦʩʪʷʤʠ ʜʣʷ ʢʦʞʥʦʛʦ ʢʣʘʩʫ ʧʘʪʦʣʦʛʽʾ. 

 

 
ʈʠʩʫʥʦʢ 1 ï ɸʨʭʽʪʝʢʪʫʨʘ ʩʠʩʪʝʤʠ ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʾ ʜʽʘʛʥʦʩʪʠʢʠ ʧʫʭʣʠʥ ʤʦʟʢʫ 

 

ʗʢ ʚʠʜʥʦ ʟ ʨʠʩʫʥʢʘ 1, ʩʠʩʪʝʤʘ ʟʘʙʝʟʧʝʯʫʻ ʧʦʩʣʽʜʦʚʥʫ ʦʙʨʦʙʢʫ ʄʈʊ-

ʟʦʙʨʘʞʝʥʴ ʯʝʨʝʟ ʙʘʟʦʚʫ ʟʛʦʨʪʢʦʚʫ ʤʝʨʝʞʫ VGG-16, ʝʢʩʪʨʘʢʮʽʶ ʛʣʠʙʠʥʥʠʭ ʦʟʥʘʢ, ʾʭ 

ʩʪʘʥʜʘʨʪʠʟʘʮʽʶ ʚʽʜʧʦʚʽʜʥʦ ʜʦ IBSI ʪʘ ʣʦʢʘʣʴʥʠʡ ʚʽʜʙʽʨ ʥʘʡʙʽʣʴʰ ʽʥʬʦʨʤʘʪʠʚʥʠʭ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢ. ʇʫʥʢʪʠʨʥʘ ʨʘʤʢʘ ʧʦʟʥʘʯʘʻ ʙʣʦʢ ʣʦʢʘʣʴʥʦʾ ʢʦʥʩʠʩʪʝʥʪʥʦʩʪʽ, ʱʦ 

ʟʘʙʝʟʧʝʯʫʻ ʫʟʛʦʜʞʝʥʥʷ ʤʽʞ ʨʽʰʝʥʥʷʤʠ ʚʠʩʦʢʦʪʦʯʥʦʾ ʤʦʜʝʣʽ (VGG-16) ʪʘ 

ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʾ ʤʦʜʝʣʽ (DRN) ʜʣʷ ʢʦʥʢʨʝʪʥʠʭ ʢʣʽʥʽʯʥʠʭ ʚʠʧʘʜʢʽʚ. 
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ʊʘʢʠʤ ʯʠʥʦʤ, ʨʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʬʦʨʤʫʚʘʥʥʷ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʭ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʩʠʩʪʝʤ ʥʝʡʨʦʦʥʢʦʣʦʛʽʯʥʦʾ ʜʽʘʛʥʦʩʪʠʢʠ ʟʘʙʝʟʧʝʯʫʻ ʩʠʥʪʝʟ ʚʠʩʦʢʦʾ 

ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʽ ʟ ʧʨʦʟʦʨʽʩʪʶ ʚʠʩʥʦʚʢʽʚ ʯʝʨʝʟ ʣʦʢʘʣʴʥʫ ʫʟʛʦʜʞʝʥʽʩʪʴ. ʂʦʤʙʽʥʦʚʘʥʘ 

ʘʨʭʽʪʝʢʪʫʨʘ VGG-16/DRN ʬʦʨʤʫʻ ʢʣʽʥʽʯʥʦ ʦʙˇʨʫʥʪʦʚʘʥʽ ʪʣʫʤʘʯʝʥʥʷ ʫ ʚʠʛʣʷʜʽ 

ʣʦʛʽʯʥʠʭ ʢʦʥʩʪʨʫʢʮʽʡ ʥʘ ʙʘʟʽ ʫʥʽʬʽʢʦʚʘʥʠʭ IBSI-ʜʝʩʢʨʠʧʪʦʨʽʚ. ʄʝʪʦʜʦʣʦʛʽʷ 

ʧʨʠʜʘʪʥʘ ʜʣʷ ʧʨʘʢʪʠʯʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʫ ʢʣʽʥʽʯʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʷʢ ʟʘʩʽʙ 

ʧʽʜʪʨʠʤʢʠ ʜʽʘʛʥʦʩʪʠʯʥʠʭ ʨʽʰʝʥʴ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɸʅʊɽʅʅɸ ʈɽʐɯʊʂɸ GPS-ʉʀɻʅɸʃʋ ʅɸ ɹɸɿɯ ʉʇɯʈɸʃʔʅʀʍ ɸʅʊɽʅ 
 
ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʨʦʟʨʦʙʢʫ ʪʘ ʤʦʜʝʣʶʚʘʥʥʷ ʘʥʪʝʥʥʦʾ ʨʝʰʽʪʢʠ ʜʣʷ ʧʨʠʡʦʤʫ 

GPS-ʩʠʛʥʘʣʽʚ ʥʘ ʦʩʥʦʚʽ ʩʧʽʨʘʣʴʥʠʭ ʢʦʥʫʩʥʠʭ ʘʥʪʝʥ. ʆʙˇʨʫʥʪʦʚʘʥʦ ʘʢʪʫʘʣʴʥʽʩʪʴ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʘʢʠʭ ʘʥʪʝʥ ʫ ʩʫʯʘʩʥʠʭ ʩʫʧʫʪʥʠʢʦʚʠʭ ʥʘʚʽʛʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʟʘʚʜʷʢʠ ʾʭʥʽʡ 

ʢʨʫʛʦʚʽʡ ʧʨʘʚʽʡ ʧʦʣʷʨʠʟʘʮʽʾ (RHCP), ʚʠʩʦʢʽʡ ʩʧʨʷʤʦʚʘʥʦʩʪʽ ʪʘ ʟʜʘʪʥʦʩʪʽ ʟʘʙʝʟʧʝʯʫʚʘʪʠ 

ʩʪʘʙʽʣʴʥʠʡ ʧʨʠʡʦʤ ʩʠʛʥʘʣʽʚ. 

 

The paper considers the development and modeling of an antenna array for receiving GPS 

signals based on spiral cone antennas. The relevance of using such antennas in modern satellite 

navigation systems is substantiated due to their right-hand circular polarization (RHCP), high 

directivity, and ability to provide stable signal reception. 

 

ʋ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤʘʭ ʩʫʧʫʪʥʠʢʦʚʦʾ ʥʘʚʽʛʘʮʽʾ (ʟʦʢʨʝʤʘ GPS) ʜʝʜʘʣʽ 

ʟʨʦʩʪʘʶʪʴ ʚʠʤʦʛʠ ʜʦ ʘʥʪʝʥʥʦʾ ʯʘʩʪʠʥʠ: ʧʽʜʚʠʱʝʥʘ ʯʫʪʣʠʚʽʩʪʴ, ʚʝʣʠʢʠʡ ʢʦʝʬʽʮʽʻʥʪ 

ʧʽʜʩʠʣʝʥʥʷ, ʰʠʨʦʢʘ ʢʫʪʦʚʘ ʟʦʥʘ ʚʽʜʩʣʽʜʢʦʚʫʚʘʥʥʷ ʩʫʧʫʪʥʠʢʽʚ, ʩʪʽʡʢʽʩʪʴ ʜʦ ʰʫʤʽʚ 

ʘʥʪʝʥʠ ʜʣʷ ʤʦʙʽʣʴʥʠʭ, ʘʚʽʘʮʽʡʥʠʭ ʽ ʢʦʩʤʽʯʥʠʭ ʟʘʩʪʦʩʫʚʘʥʴ.  

ʉʧʽʨʘʣʴʥʽ ʢʦʥʫʩʥʽ ʘʥʪʝʥʠ ʤʦʞʫʪʴ ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʟʘʜʦʚʽʣʴʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʫ ʩʤʫʟʽ L-ʜʽʘʧʘʟʦʥʫ (ʙʣʠʟʴʢʦ 1.2 ï 1.6 ɻɻʮ). ʇʨʦʪʝ ʦʜʥʘ ʩʧʽʨʘʣʴʥʘ ʘʥʪʝʥʘ ʤʘʻ 

ʦʙʤʝʞʝʥʠʡ ʢʦʝʬʽʮʽʻʥʪ ʧʽʜʩʠʣʝʥʥʷ ʽ ʚʽʜʥʦʩʥʦ ʰʠʨʦʢʫ ʜʽʘʛʨʘʤʫ ʚʠʧʨʦʤʽʥʶʚʘʥʥʷ, ʱʦ 

ʤʦʞʝ ʟʤʝʥʰʫʚʘʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʨʠʡʦʤʫ ʩʣʘʙʢʠʭ ʩʫʧʫʪʥʠʢʦʚʠʭ ʩʠʛʥʘʣʽʚ ʫ 

ʧʨʠʩʫʪʥʦʩʪʽ ʟʘʚʘʜ ʽ ʰʫʤʽʚ ʘʙʦ ʢʦʣʠ ʩʫʧʫʪʥʠʢʠ ʤʘʶʪʴ ʥʠʟʴʢʠʡ ʢʫʪ ʥʘʜ ʛʦʨʠʟʦʥʪʦʤ. 

ʊʦʤʫ ʘʢʪʫʘʣʴʥʦʶ ʩʪʘʻ ʽʜʝʷ ʩʪʚʦʨʝʥʥʷ ʘʥʪʝʥʥʦʾ ʨʝʰʽʪʢʠ (ʤʘʩʠʚʫ) ʥʘ ʙʘʟʽ 

ʩʧʽʨʘʣʴʥʠʭ ʘʥʪʝʥ, ʷʢʘ ʧʦʻʜʥʫʻ ʧʝʨʝʚʘʛʠ ʩʧʽʨʘʣʴʥʠʭ ʝʣʝʤʝʥʪʽʚ (RHCP, ʧʨʦʩʪʦʪʘ 

ʢʦʥʩʪʨʫʢʮʽʾ) ʟ ʤʦʞʣʠʚʽʩʪʶ ʧʽʜʚʠʱʝʥʥʷ ʧʽʜʩʠʣʝʥʥʷ, ʬʦʨʤʫʚʘʥʥʷ ʩʧʨʷʤʦʚʘʥʦʛʦ 

ʜʽʘʛʨʘʤʠ, ʢʝʨʦʚʘʥʦʾ ʘʙʦ ʬʽʢʩʦʚʘʥʦʾ, ʽ ʧʦʢʨʘʱʝʥʦʾ ʩʪʽʡʢʦʩʪʽ ʜʦ ʧʝʨʝʰʢʦʜ. ʊʘʢʘ 

ʘʥʪʝʥʘ-ʤʘʩʠʚ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʘ ʥʝ ʣʠʰʫ ʚ ʩʠʩʪʝʤʘʭ GPS-ʥʘʚʽʛʘʮʽʾ, ʘ ʪʘʢʦʞ ʫ 

ʽʥʰʠʭ ʛʣʦʙʘʣʴʥʠʭ ʥʘʚʽʛʘʮʽʡʥʠʭ ʩʫʧʫʪʥʠʢʦʚʠʭ ʩʠʩʪʝʤʘʭ (ʥʘʧʨʠʢʣʘʜ, GPS, 

GLONASS, Galileo, Beidou) ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʥʘʜʽʡʥʦʩʪʽ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ. 

ʄʝʪʦʶ ʜʘʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʨʦʟʨʦʙʢʘ ʽ ʤʦʜʝʣʶʚʘʥʥʷ ʘʥʪʝʥʥʦʾ ʨʝʰʽʪʢʠ ʥʘ 

ʙʘʟʽ ʩʧʽʨʘʣʴʥʠʭ ʢʦʥʫʩʥʠʭ ʘʥʪʝʥ, ʦʧʪʠʤʽʟʦʚʘʥʦʾ ʜʣʷ ʧʨʠʡʦʤʫ ʩʠʛʥʘʣʽʚ ʩʫʧʫʪʥʠʢʦʚʦʾ 

ʥʘʚʽʛʘʮʽʾ (ʟʦʢʨʝʤʘ GPS) 
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ʋ ʣʽʪʝʨʘʪʫʨʽ ʦʧʠʩʘʥʽ ʨʽʟʥʽ ʢʦʥʬʽʛʫʨʘʮʽʾ ʤʘʩʠʚʽʚ ʩʧʽʨʘʣʴʥʠʭ ʘʥʪʝʥ. ɿʦʢʨʝʤʘ, 

LaCalli [1] ʟʘʧʨʦʧʦʥʫʚʘʚ ʬʘʟʦʚʘʥʠʡ 2Ĭ2 ʤʘʩʠʚ ʩʧʽʨʘʣʴʥʠʭ ʘʥʪʝʥ ʜʣʷ CubeSat 

(ʨʦʙʦʪʘ ʥʘ ʯʘʩʪʦʪʽ Wi-Fi, ~2.4 ɻɻʮ) ʟ ʤʦʞʣʠʚʽʩʪʶ ʢʝʨʫʚʘʥʥʷ ʩʧʨʷʤʦʚʘʥʽʩʪʶ 

ʧʨʦʤʝʥʷ. Dinkiĺ et al. [2] ʨʦʟʨʦʙʠʣʠ ʦʧʪʠʤʽʟʦʚʘʥʠʡ ʢʚʘʜʨʘʪʥʦ-ʩʠʤʝʪʨʠʯʥʠʡ ʤʘʩʠʚ 

ʥʝʦʜʥʦʨʽʜʥʠʭ ʩʧʽʨʘʣʴʥʠʭ ʘʥʪʝʥ, ʦʪʨʠʤʘʚʰʠ ʢʦʝʬʽʮʽʻʥʪ ʧʽʜʩʠʣʝʥʥʷ ʙʣʠʟʴʢʦ 20.5 ʜɹʽ 

ʫ ʩʤʫʟʽ 0.9ï1.1 ɻɻʮ. ɺʦʜʥʦʯʘʩ ʮʽ ʨʦʙʦʪʠ ʥʝ ʙʫʣʠ ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʨʦʙʦʪʫ ʚ GPS-

ʜʽʘʧʘʟʦʥʽ (1.1ï1.6 ɻɻʮ). ʆʪʞʝ, ʩʧʝʮʽʘʣʽʟʦʚʘʥʘ ʨʦʟʨʦʙʢʘ ʘʥʪʝʥʥʦʾ ʨʝʰʽʪʢʠ ʟʽ ʩʧʽʨʘʣʝʡ 

ʢʦʥʽʯʥʦʾ ʬʦʨʤʠ ʜʣʷ ʯʘʩʪʦʪ GPS L1/L2 ʻ ʘʢʪʫʘʣʴʥʠʤ. 

ɺʠʥʠʢʘʶʪʴ ʧʠʪʘʥʥʷ ʦʧʪʠʤʘʣʴʥʦʛʦ ʬʘʟʫʚʘʥʥʷ ʝʣʝʤʝʥʪʽʚ, ʾʭ ʧʨʦʩʪʦʨʦʚʦʛʦ 

ʨʦʟʤʽʱʝʥʥʷ ʪʘ ʚʟʘʻʤʦʜʽʾ ʽʟ ʩʝʨʝʜʦʚʠʱʝʤ. ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʮʠʭ ʟʘʜʘʯ ʜʦʮʽʣʴʥʦ 

ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʯʠʩʝʣʴʥʽ ʤʝʪʦʜʠ ʽ ʦʧʪʠʤʽʟʘʮʽʡʥʽ ʘʣʛʦʨʠʪʤʠ (ʷʢ ʮʝ ʟʨʦʙʣʝʥʦ ʚ [2] ʧʨʠ 

ʦʧʪʠʤʽʟʘʮʽʾ 3D-ʤʦʜʝʣʽ ʤʘʩʠʚʫ).  

ʇʨʠ ʨʦʟʨʦʙʮʽ ʽ ʤʦʜʝʣʶʚʘʥʥʽ ʘʥʪʝʥʥʦʾ ʨʝʰʽʪʢʠ ʥʘ ʙʘʟʽ ʩʧʽʨʘʣʴʥʠʭ ʢʦʥʫʩʥʠʭ 

ʘʥʪʝʥ, ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘʢʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ: 

- ʚʠʩʦʢʦʛʦ ʢʦʝʬʽʮʽʻʥʪʘ ʧʽʜʩʠʣʝʥʥʷ ʽ ʩʧʨʷʤʦʚʘʥʦʩʪʽ (ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ 

ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʩʠʛʥʘʣ/ʰʫʤ ʧʨʠ ʩʣʘʙʢʠʭ ʥʘʚʽʛʘʮʽʡʥʠʭ ʩʠʛʥʘʣʘʭ); 

- ʢʨʫʛʦʚʦʾ ʧʨʘʚʦʾ ʧʦʣʷʨʠʟʘʮʽʾ (RHCP), ʩʫʤʽʩʥʦʾ ʟ GPS/ɻʅʉʉ-ʩʠʛʥʘʣʘʤʠ; 

- h ʠʨʦʢʦʾ ʢʫʪʦʚʦʾ ʦʙʣʘʩʪʽ ʧʦʢʨʠʪʪʷ (ʟʦʢʨʝʤʘ ʜʣʷ ʩʫʧʫʪʥʠʢʽʚ ʟ ʥʠʟʴʢʠʤ 

ʢʫʪʦʤ ʥʘʜ ʛʦʨʠʟʦʥʪʦʤ) ʘʙʦ ʤʦʞʣʠʚʦʩʪʽ ʬʦʨʤʫʚʘʥʥʷ/ʢʝʨʫʚʘʥʥʷ ʜʽʘʛʨʘʤʦʶ ʚ ʤʘʩʠʚʽ; 

- ʤʽʥʽʤʽʟʘʮʽʾ ʚʧʣʠʚʫ ʰʫʤʽʚ ʪʘ ʧʝʨʝʰʢʦʜ (ʯʝʨʝʟ ʬʦʨʤʫ ʜʽʘʛʨʘʤʠ, ʙʦʢʦʚʽ 

ʧʝʣʶʩʪʢʠ, ʚʟʘʻʤʦʟʚôʷʟʦʢ ʝʣʝʤʝʥʪʽʚ); 

ʋ ʜʦʩʣʽʜʞʝʥʥʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʩʧʽʨʘʣʴʥʘ ʢʦʥʫʩʥʘ ʘʥʪʝʥʘ (ʨʠʩʫʫʥʦʢ 1) ʷʢ 

ʝʣʝʤʝʥʪ ʨʝʰʽʪʢʠ: ʧʘʨʘʤʝʪʨʠ  ʚʢʣʶʯʘʶʪʴ ʜʽʘʤʝʪʨ ʚʠʪʢʘ D, ʢʨʦʢ ʚʠʪʢʘ S (ʘʙʦ ʢʫʪ 

ʥʘʭʠʣʫ ʩʧʽʨʘʣʽ Ŭ), ʢʽʣʴʢʽʩʪʴ ʚʠʪʢʽʚ N, ʟʘʛʘʣʴʥʘ ʚʠʩʦʪʘ ʩʧʽʨʘʣʽ L, ʘ ʪʘʢʦʞ ʦʩʥʦʚʘ 

(ʨʝʬʣʝʢʪʦʨ, ʝʢʨʘʥ) ʽ ʪʠʧ ʬʽʜʝʨʘ. ɺʘʞʣʠʚʠʤ ʻ ʧʽʜʙʽʨ ʧʘʨʘʤʝʪʨʽʚ ʜʣʷ ʨʦʙʦʪʠ ʫ 

ʜʽʘʧʘʟʦʥʽ GPS L1 (~1.575 ɻɻʮ) ʘʙʦ ʙʘʛʘʪʦʯʘʩʪʦʪʥʦʛʦ (L1/L2) ʨʝʞʠʤʫ.  

ɼʘʣʽ ʬʦʨʤʫʻʪʴʩʷ ʤʘʩʠʚ (ʨʝʰʽʪʢʘ) ʟ ʢʽʣʴʢʦʭ ʩʧʽʨʘʣʴʥʠʭ ʝʣʝʤʝʥʪʽʚ (2ʭ2), 

ʚʽʜʩʪʘʥʴ ʤʽʞ ʝʣʝʤʝʥʪʘʤʠ d = 1,5ɚ, ʩʭʝʤʘ ʞʠʚʣʝʥʥʷ ʪʘ ʬʘʟʫʚʘʥʥʷ. ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʧʨʦʛʨʘʤʘ ʤʦʜʝʣʶʚʘʥʥʷ  WIPL-D ʜʣʷ ʦʙʯʠʩʣʝʥʥʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢ.  

ʇʨʠ ʨʦʟʨʦʙʮʽ ʧʨʦʪʦʪʠʧʫ ʘʥʪʝʥʥʦʾ ʨʝʰʽʪʢʠ ʩʧʽʨʘʣʴʥʠʭ ʘʥʪʝʥ ʜʣʷ GPS-

ʥʘʚʽʛʘʮʽʾ ʦʜʝʨʞʘʥʦ ʪʘʢʽ ʨʝʟʫʣʴʪʘʪʠ: 

- ʧʽʜʩʠʣʝʥʥʷ ʤʘʩʠʚʫ ʥʘ 4ʜɹ ʙʽʣʴʰʝ, ʥʽʞ ʚʽʜ ʦʜʥʦʾ ʩʧʽʨʘʣʴʥʦʾ ʘʥʪʝʥʠ ʟʘ 

ʘʥʘʣʦʛʽʯʥʠʭ ʫʤʦʚ, ʱʦ ʜʦʟʚʦʣʷʻ ʙʽʣʴʰ ʥʘʜʽʡʥʦ ʧʨʠʡʤʘʪʠ ʩʣʘʙʢʽ ʩʫʧʫʪʥʠʢʦʚʽ 

ʩʠʛʥʘʣʠ. 

- ʜʽʘʛʨʘʤʘ ʚʠʧʨʦʤʽʥʶʚʘʥʥʷ ʤʘʻ ʟʚʫʞʝʥʫ ʟʦʥʫ ʽ ʟʤʝʥʰʝʥʽ ʙʦʢʦʚʽ ʧʝʣʶʩʪʢʠ. 

- ʧʦʣʷʨʠʟʘʮʽʷ RHCP, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʩʫʤʽʩʥʽʩʪʴ ʽʟ GPS-ʩʠʛʥʘʣʘʤʠ. 

ʇʨʦʚʝʜʝʥʽ ʘʥʘʣʽʪʠʯʥʽ ʽ ʯʠʩʝʣʴʥʽ ʨʦʟʨʘʭʫʥʢʠ ʩʚʽʜʯʘʪʴ, ʱʦ ʩʫʤʽʩʥʝ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʧʽʨʘʣʴʥʠʭ ʘʥʪʝʥ ʫ ʤʘʩʠʚʽ ʜʘʻ ʩʠʥʝʨʛʽʯʥʠʡ ʝʬʝʢʪ: ʢʦʞʥʠʡ ʝʣʝʤʝʥʪ 
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ʩʧʝʮʽʘʣʽʟʫʻʪʴʩʷ ʥʘ ʧʦʣʷʨʠʟʘʮʽʾ ʽ ʧʨʠʡʦʤʽ ʩʫʧʫʪʥʠʢʦʚʦʛʦ ʩʠʛʥʘʣʫ, ʪʦʜʽ ʷʢ ʤʘʩʠʚ 

ʟʘʙʝʟʧʝʯʫʻ ʧʽʜʩʠʣʝʥʥʷ ʽ ʩʧʨʷʤʦʚʘʥʽʩʪʴ. ɿʤʝʥʰʝʥʥʷ ʙʦʢʦʚʠʭ ʧʝʣʶʩʪʦʢ ʽ ʧʽʜʚʠʱʝʥʥʷ 

ʧʽʜʩʠʣʝʥʥʷ ʧʨʷʤʦ ʚʧʣʠʚʘʶʪʴ ʥʘ ʧʽʜʚʠʱʝʥʥʷ ʚʽʜʥʦʰʝʥʥʷ ʩʠʛʥʘʣ/ʰʫʤ ʚ ʥʘʚʽʛʘʮʽʡʥʠʭ 

ʧʨʠʡʤʘʯʘʭ, ʱʦ ʤʦʞʝ ʟʘʙʝʟʧʝʯʠʪʠ ʧʦʢʨʘʱʝʥʫ ʪʦʯʥʽʩʪʴ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ ʽ ʧʽʜʚʠʱʝʥʫ 

ʩʪʽʡʢʽʩʪʴ ʜʦ ʧʝʨʝʰʢʦʜ (ʥʘʧʨʠʢʣʘʜ, ʜʞʝʨʝʣ ʽʥʪʝʨʬʝʨʝʥʮʽʾ ʧʦʟʘ ʛʦʣʦʚʥʠʤ ʧʨʦʤʝʥʝʤ). 

 

 
ʈʠʩʫʥʦʢ 1 ï ʄʦʜʝʣʴ ʘʥʪʝʥʥʦʾ ʨʝʰʽʪʢʠ 

 

ʅʘʫʢʦʚʦʶ ʥʦʚʠʟʥʦʶ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʦʥʫʩʥʠʭ ʩʧʽʨʘʣʴʥʠʭ ʘʥʪʝʥ ʚ ʘʥʪʝʥʥʽʡ 

ʨʝʰʽʪʮʽ ʽ ʘʜʘʧʪʘʮʽʷ ʤʘʩʠʚʫ ʩʧʽʨʘʣʴʥʠʭ ʘʥʪʝʥ ʩʘʤʝ ʧʽʜ GPS/ɻʅʉʉ-ʥʘʚʽʛʘʮʽʶ ʽʟ 

ʚʨʘʭʫʚʘʥʥʷʤ ʧʨʘʢʪʠʯʥʠʭ ʦʙʤʝʞʝʥʴ. ʈʝʟʫʣʴʪʘʪʠ ʧʦʢʘʟʫʶʪʴ, ʱʦ ʦʧʪʠʤʽʟʘʮʽʷ 

ʧʘʨʘʤʝʪʨʽʚ (ʜʽʘʤʝʪʨ, ʢʨʦʢ, ʢʽʣʴʢʽʩʪʴ ʚʠʪʢʽʚ, ʚʽʜʩʪʘʥʴ ʤʽʞ ʝʣʝʤʝʥʪʘʤʠ, ʬʘʟʠ 

ʞʠʚʣʝʥʥʷ) ʜʦʟʚʦʣʷʻ ʜʦʩʷʛʪʠ ʙʘʣʘʥʩʫ ʤʽʞ ʛʘʙʘʨʠʪʘʤʠ ʪʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʘʥʪʝʥʠ. 

ɺʠʩʥʦʚʢʠ. ʈʦʟʨʦʙʣʝʥʘ ʘʥʪʝʥʘ-ʨʝʰʽʪʢʘ ʥʘ ʙʘʟʽ ʩʧʽʨʘʣʴʥʠʭ ʢʦʥʫʩʥʠʭ ʘʥʪʝʥ 

ʧʦʢʘʟʫʻ ʦʙˇʨʫʥʪʦʚʘʥʫ ʜʦʮʽʣʴʥʽʩʪʴ ʜʣʷ ʩʠʩʪʝʤ GPS/ɻʅʉʉ: ʚʦʥʘ ʜʦʟʚʦʣʷʻ ʧʽʜʚʠʱʠʪʠ 

ʧʽʜʩʠʣʝʥʥʷ, ʧʦʢʨʘʱʠʪʠ ʩʧʨʷʤʦʚʘʥʽʩʪʴ ʽ ʟʤʝʥʰʠʪʠ ʚʧʣʠʚ ʥʝʙʘʞʘʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ 

ʩʠʛʥʘʣʫ (ʙʦʢʦʚʽ ʧʝʣʶʩʪʢʠ, ʰʫʤʠ). 
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ʋ ʧʦʨʽʚʥʷʥʥʽ ʟ ʦʜʠʥʦʯʥʠʤʠ ʩʧʽʨʘʣʴʥʠʤʠ ʘʥʪʝʥʘʤʠ, ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʘʩʠʚʫ ʜʘʻ 

ʧʝʨʝʚʘʛʠ ʫ ʙʽʣʴʰʦʩʪʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ð ʦʩʦʙʣʠʚʦ ʚ ʫʤʦʚʘʭ ʩʣʘʙʢʠʭ ʩʠʛʥʘʣʽʚ, 

ʧʝʨʝʰʢʦʜ ʘʙʦ ʦʙʤʝʞʝʥʦʛʦ ʧʦʣʷ ʟʦʨʫ ʩʫʧʫʪʥʠʢʽʚ. 

ɺʦʜʥʦʯʘʩ ʨʝʘʣʽʟʘʮʽʷ ʤʘʩʠʚʫ ʩʫʧʨʦʚʦʜʞʫʻʪʴʩʷ ʥʠʟʢʦʶ ʧʨʘʢʪʠʯʥʠʭ ʚʠʢʣʠʢʽʚ 

ð ʪʦʯʥʝ ʨʦʟʤʽʱʝʥʥʷ ʝʣʝʤʝʥʪʽʚ, ʫʟʛʦʜʞʝʥʥʷ ʬʽʜʝʨʽʚ ʽ ʬʘʟ, ʘ ʪʘʢʦʞ ʚʧʣʠʚ 

ʚʟʘʻʤʦʟʚôʷʟʢʫ ʝʣʝʤʝʥʪʽʚ. ʂʦʨʝʢʪʥʝ ʧʨʦʝʢʪʫʚʘʥʥʷ ʽ ʢʘʣʽʙʨʫʚʘʥʥʷ ʤʘʶʪʴ ʚʠʨʽʰʘʣʴʥʝ 

ʟʥʘʯʝʥʥʷ. 

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʩʚʽʜʯʘʪʴ, ʱʦ ʘʥʪʝʥʘ-ʨʝʰʽʪʢʘ ʥʘ ʙʘʟʽ ʩʧʽʨʘʣʴʥʠʭ 

ʢʦʥʫʩʥʠʭ ʘʥʪʝʥ ʤʦʞʝ ʙʫʪʠ ʝʬʝʢʪʠʚʥʠʤ ʨʽʰʝʥʥʷʤ ʜʣʷ ʥʘʚʽʛʘʮʽʡʥʠʭ ʧʨʠʡʤʘʯʽʚ, ʘ 

ʪʘʢʦʞ ʜʣʷ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʥʘʚʽʛʘʮʽʡʥʠʭ ʩʠʩʪʝʤ, ʱʦ ʚʠʤʘʛʘʶʪʴ ʧʽʜʚʠʱʝʥʦʾ 

ʥʘʜʽʡʥʦʩʪʽ ʽ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ. 

ʇʝʨʩʧʝʢʪʠʚʠ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ. ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʩʧʨʷʤʦʚʘʥʽ 

ʥʘ ʦʧʪʠʤʽʟʘʮʽʶ ʢʦʥʩʪʨʫʢʮʽʾ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʫʯʘʩʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʜʣʷ ʧʽʜʙʦʨʫ 

ʧʘʨʘʤʝʪʨʽʚ ʤʘʩʠʚʫ (ʨʦʟʤʽʨ, ʢʨʦʢ, ʬʘʟʘ), ʟ ʤʝʪʦʶ ʧʦʢʨʘʱʝʥʥʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢ. 

ɼʦʩʣʽʜʞʝʥʥʷ ʚʘʨʽʘʥʪʽʚ ʤʘʪʝʨʽʘʣʽʚ, ʣʝʛʢʠʭ ʢʦʥʩʪʨʫʢʮʽʡ ʪʘ ʽʥʪʝʛʨʘʮʽʡʥʠʭ 

ʨʽʰʝʥʴ (ʥʘʧʨʠʢʣʘʜ, ʜʨʫʢʦʚʘʥʽ ʩʧʽʨʘʣʴʥʽ ʘʥʪʝʥʠ, 3D-ʜʨʫʢ ʢʦʨʧʫʩʘ) ʜʣʷ ʟʤʝʥʰʝʥʥʷ 

ʚʘʛʠ ʽ ʛʘʙʘʨʠʪʽʚ.  
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

2
ʍʤʝʣʴʥʠʮʴʢʠʡ ʬʘʭʦʚʠʡ ʝʢʦʥʦʤʽʢʦ-ʪʝʭʥʦʣʦʛʽʯʥʠʡ ʢʦʣʝʜʞ ʋɽʇ 

 

ɿɸʉʊʆʉʋɺɸʅʅʗ ʊɽʍʅʆʃʆɻɯʁ DEVSECOPS ɼʃʗ ɿʄɽʅʐɽʅʅʗ 

ɺʈɸɿʃʀɺʆʉʊɽʁ ʇʈʆɻʈɸʄʅʆɻʆ ɿɸɹɽɿʇɽʏɽʅʅʗ 
 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʽʥʪʝʛʨʘʮʽʶ ʧʨʘʢʪʠʢ ʙʝʟʧʝʢʠ ʚ ʫʩʽ ʝʪʘʧʠ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ 

ʨʦʟʨʦʙʢʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚ ʤʝʞʘʭ ʢʦʥʮʝʧʮʽʾ DevSecOps. ʇʨʦʘʥʘʣʽʟʦʚʘʥʦ ʧʽʜʭʦʜʠ ʜʦ 

ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ (SAST, DAST, IAST, ʧʝʥʪʝʩʪ), ʾʭ ʧʝʨʝʚʘʛʠ ʪʘ ʥʝʜʦʣʽʢʠ. ʆʧʠʩʘʥʦ 

ʩʪʘʥʜʘʨʪʠ OWASP, CVSS, MITRE ATT&CK ʽ CWE ʷʢ ʦʩʥʦʚʫ ʢʦʤʧʣʝʢʩʥʦʾ ʩʪʨʘʪʝʛʽʾ ʟʘʭʠʩʪʫ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʧʨʘʢʪʠʯʥʽ ʨʝʢʦʤʝʥʜʘʮʽʾ ʱʦʜʦ ʪʝʩʪʫʚʘʥʥʷ ʙʝʟʧʝʢʠ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷ  

ʪʝʭʥʦʣʦʛʽʡ DevSecOps.  

  

The paper examines the integration of security practices into all stages of the software 

development lifecycle within the DevSecOps concept. Vulnerability detection approaches (SAST, 

DAST, IAST, pentest), their advantages and disadvantages are analyzed. OWASP, CVSS, MITRE 

ATT&CK, and CWE standards are described as the basis for a comprehensive security strategy. 

Practical recommendations for security testing using DevSecOps technologies are proposed. 

 

ʋ ʩʫʯʘʩʥʦʤʫ ʮʠʢʣʽ ʨʦʟʨʦʙʢʠ ʇɿ ʽʥʪʝʛʨʘʮʽʷ ʧʨʘʢʪʠʢ ʙʝʟʧʝʢʠ  ʻ ʢʨʠʪʠʯʥʦ 

ʚʘʞʣʠʚʦʶ ʜʣʷ ʟʤʝʥʰʝʥʥʷ ʨʠʟʠʢʽʚ. ʇʽʜʭʽʜ, ʚʽʜʦʤʠʡ ʷʢ DevSecOps [1], ʦʟʥʘʯʘʻ 

ʧʝʨʝʥʝʩʝʥʥʷ ʚʽʜʧʦʚʽʜʘʣʴʥʦʩʪʽ ʟʘ ʙʝʟʧʝʢʫ ʟ ʢʽʥʮʷ ʮʠʢʣʫ ʨʦʟʨʦʙʢʠ ʥʘ ʡʦʛʦ ʧʦʯʘʪʦʢ, 

ʽʥʪʝʛʨʫʶʯʠ ʽʥʩʪʨʫʤʝʥʪʠ ʪʘ ʧʨʦʮʝʩʠ ʙʝʟʧʝʢʠ ʥʘ ʢʦʞʥʦʤʫ ʝʪʘʧʽ. ʄʝʪʘ DevSecOps ï 

ʟʨʦʙʠʪʠ ʙʝʟʧʝʢʫ ʩʧʽʣʴʥʠʤ ʟʘʚʜʘʥʥʷʤ ʜʣʷ ʚʩʽʻʾ ʢʦʤʘʥʜʠ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʰʚʠʜʢʽʩʪʴ 

ʨʦʟʨʦʙʢʠ (DevOps) ʙʝʟ ʰʢʦʜʠ ʜʣʷ ʥʘʜʽʡʥʦʩʪʽ ʪʘ ʟʘʭʠʱʝʥʦʩʪʽ ʧʨʦʜʫʢʪʫ. 

ʂʣʶʯʦʚʽ ʝʪʘʧʠ ʽʥʪʝʛʨʘʮʽʾ ʙʝʟʧʝʢʠ DevSecOps: 

ï ʝʪʘʧ ʧʣʘʥʫʚʘʥʥʷ ʪʘ ʜʠʟʘʡʥʫ (Shift Left) ʇɿ ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʤʦʜʝʣʶʚʘʥʥʷ 

ʟʘʛʨʦʟ ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʚʠʤʦʛ ʙʝʟʧʝʢʠ: ɺ ʭʦʜʽ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʢʦʤʘʥʜʠ 

ʘʥʘʣʽʟʫʶʪʴ ʘʨʭʽʪʝʢʪʫʨʫ ʧʨʦʛʨʘʤʠ, ʚʠʟʥʘʯʘʶʪʴ ʤʦʞʣʠʚʽ ʘʢʪʠʚʠ ʪʘ ʽʜʝʥʪʠʬʽʢʫʶʪʴ 

ʧʦʪʝʥʮʽʡʥʽ ʚʝʢʪʦʨʠ ʘʪʘʢ, ʱʦ ʜʦʟʚʦʣʷʻ ʧʨʦʘʢʪʠʚʥʦ ʚʢʣʶʯʠʪʠ ʚʠʤʦʛʠ ʙʝʟʧʝʢʠ ʚ 

ʜʠʟʘʡʥ. ɺʠʟʥʘʯʝʥʥʷ ʚʠʤʦʛ ʙʝʟʧʝʢʠ: ʤʦʞʝ ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʝ ʯʝʨʝʟ ʚʢʣʶʯʝʥʥʷ 

ʩʪʘʥʜʘʨʪʽʚ, ʪʘʢʠʭ ʷʢ OWASP ASVS, ʫ ʪʝʭʥʽʯʥʝ ʟʘʚʜʘʥʥʷ; 

ï ʝʪʘʧ ʨʦʟʨʦʙʢʠ ʪʘ ʢʦʜʫʚʘʥʥʷ ï ʨʦʟʨʦʙʥʠʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʽʥʩʪʨʫʤʝʥʪʠ 

ʪʝʩʪʫʚʘʥʥʷ ʙʝʟʧʝʢʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʽʥʪʝʛʨʦʚʘʥʽ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚ ʾʭʥʻ 

ʩʝʨʝʜʦʚʠʱʝ ʨʦʟʨʦʙʢʠ (IDE), ʱʦʙ ʦʪʨʠʤʫʚʘʪʠ ʤʠʪʪʻʚʠʡ ʟʚʦʨʦʪʥʠʡ ʟʚ'ʷʟʦʢ ʧʨʦ 

ʧʦʪʝʥʮʽʡʥʽ ʚʨʘʟʣʠʚʦʩʪʽ, ʢʦʣʠ ʚʦʥʠ ʧʠʰʫʪʴ ʢʦʜ. ʊʘʢʦʞ ʟʜʽʡʩʥʶʻʪʴʩʷ 
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ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʡ ʘʥʘʣʽʟ ʩʪʦʨʦʥʥʽʭ ʙʽʙʣʽʦʪʝʢ ʪʘ ʟʘʣʝʞʥʦʩʪʝʡ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʚʽʜʦʤʠʭ 

ʚʨʘʟʣʠʚʦʩʪʝʡ ʪʘ ʧʨʦʙʣʝʤ ʣʽʮʝʥʟʫʚʘʥʥʷ; 

ï ʝʪʘʧ ʪʝʩʪʫʚʘʥʥʷ ʪʘ ʟʙʽʨʢʠ (CI/CD) ï ʥʘ ʢʦʞʥʦʤʫ ʝʪʘʧʽ ʟʙʽʨʢʠ ʪʘ 

ʨʦʟʛʦʨʪʘʥʥʷ ʚ ʢʦʥʚʝʻʨ CI/CD ʚʙʫʜʦʚʫʶʪʴʩʷ ʩʢʘʥʝʨʠ, ʟʜʽʡʩʥʶʻʪʴʩʷ ʪʝʩʪʫʚʘʥʥʷ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʷʢ ʢʦʜʫ (IaC) ʽ ʧʝʨʝʚʽʨʢʘ ʥʘʣʘʰʪʫʚʘʥʴ ʙʝʟʧʝʢʠ ʭʤʘʨʥʠʭ ʨʝʩʫʨʩʽʚ ʽ 

ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʭ ʬʘʡʣʽʚ; 

ï ʝʪʘʧ ʨʦʟʛʦʨʪʘʥʥʷ ʪʘ ʤʦʥʽʪʦʨʠʥʛʫ ʙʘʟʫʻʪʴʩʷ ʥʘ ʪʘʢʠʭ ʪʝʭʥʦʣʦʛʽʷʭ ʟʘʭʠʩʪʫ, 

ʷʢ ʟʘʭʠʩʪ ʧʽʜ ʯʘʩ ʚʠʢʦʥʘʥʥʷ (Runtime Protection) ʪʘ ʧʦʩʪʽʡʥʠʡ ʤʦʥʽʪʦʨʠʥʛ 

(ʧʦʩʪʽʡʥʠʡ ʤʦʥʽʪʦʨʠʥʛ). ɿʘʭʠʩʪ ʧʽʜ ʯʘʩ ʚʠʢʦʥʘʥʥʷ ʧʝʨʝʜʙʘʯʘʻ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʙʨʘʥʜʤʘʫʝʨʽʚ ʚʝʙ-ʜʦʜʘʪʢʽʚ (WAF) ʪʘ ʽʥʩʪʨʫʤʝʥʪʽʚ RASP (Runtime Application Self-

Protection), ʷʢʽ ʚʽʜʩʪʝʞʫʶʪʴ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ ʪʘ ʤʦʞʫʪʴ ʙʣʦʢʫʚʘʪʠ ʘʪʘʢʠ . 

ɺʠʙʽʨ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʟʘʣʝʞʠʪʴ ʚʽʜ ʙʘʛʘʪʴʦʭ ʬʘʢʪʦʨʽʚ, 

ʟʦʢʨʝʤʘ ʚʽʜ ʝʪʘʧʫ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ, ʥʘʷʚʥʦʩʪʽ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʪʘ ʪʠʧʫ ʚʨʘʟʣʠʚʦʩʪʝʡ, 

ʷʢʽ ʦʯʽʢʫʻʪʴʩʷ ʟʥʘʡʪʠ. ɯʩʥʫʶʪʴ ʪʨʠ ʦʩʥʦʚʥʽ ʘʚʪʦʤʘʪʠʟʦʚʘʥʽ ʧʽʜʭʦʜʠ (SAST, DAST, 

IAST) ʪʘ ʨʫʯʥʝ ʪʝʩʪʫʚʘʥʥʷ [2-4]. 

 SAST (Static Application Security Testing ï ʩʪʘʪʠʯʥʝ ʪʝʩʪʫʚʘʥʥʷ ʙʝʟʧʝʢʠ 

ʜʦʜʘʪʢʽʚ) ʘʥʘʣʽʟʫʻ ʚʠʭʽʜʥʠʡ ʢʦʜ, ʙʘʡʪ-ʢʦʜ ʘʙʦ ʙʽʥʘʨʥʽ ʬʘʡʣʠ ʧʨʦʛʨʘʤʠ ʙʝʟ ʾʾ 

ʟʘʧʫʩʢʫ. SAST ʰʫʢʘʻ ʧʦʪʝʥʮʽʡʥʽ ʚʨʘʟʣʠʚʦʩʪʽ, ʧʦʤʠʣʢʠ ʢʦʥʬʽʛʫʨʘʮʽʾ ʪʘ ʥʝʜʦʣʽʢʠ 

ʢʦʜʫʚʘʥʥʷ, ʷʢʽ ʤʦʞʫʪʴ ʧʨʠʟʚʝʩʪʠ ʜʦ ʧʨʦʙʣʝʤ ʙʝʟʧʝʢʠ. ɯʜʝʘʣʴʥʠʡ ʜʣʷ ʽʥʪʝʛʨʘʮʽʾ ʥʘ ʨʘʥʥʽʭ 

ʝʪʘʧʘʭ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ ʨʦʟʨʦʙʢʠ, ʦʩʢʽʣʴʢʠ ʟʥʘʭʦʜʠʪʴ ʜʝʬʝʢʪʠ "ʙʽʣʷ ʜʞʝʨʝʣʘ"; 

 DAST (Dynamic Application Security Testing ï ʜʠʥʘʤʽʯʥʝ ʪʝʩʪʫʚʘʥʥʷ 

ʙʝʟʧʝʢʠ ʜʦʜʘʪʢʽʚ) ʘʥʘʣʽʟʫʻ ʧʨʦʛʨʘʤʫ ʧʽʜ ʯʘʩ ʾʾ ʚʠʢʦʥʘʥʥʷ. DAST ʚʟʘʻʤʦʜʽʻ ʟ 

ʜʦʜʘʪʢʦʤ ʷʢ ʟʚʠʯʘʡʥʠʡ ʢʦʨʠʩʪʫʚʘʯ (ʘʙʦ ʟʣʦʚʤʠʩʥʠʢ), ʥʘʜʩʠʣʘʶʯʠ ʨʽʟʥʽ ʚʭʽʜʥʽ ʜʘʥʽ 

ʪʘ ʚʽʜʩʪʝʞʫʶʯʠ ʚʽʜʧʦʚʽʜʽ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʪʘʢʠʭ ʷʢ ʽʥ'ʻʢʮʽʾ ʘʙʦ 

ʤʽʞʩʘʡʪʦʚʠʡ ʩʢʨʠʧʪʠʥʛ (XSS). ɽʬʝʢʪʠʚʥʠʡ ʜʣʷ ʪʝʩʪʫʚʘʥʥʷ ʪʦʛʦ, ʱʦ ʙʘʯʠʪʴ 

ʟʣʦʚʤʠʩʥʠʢ, ʽ ʚʠʷʚʣʝʥʥʷ ʧʨʦʙʣʝʤ ʫ ʚʠʢʦʥʘʥʥʽ (ʥʘʧʨʠʢʣʘʜ, ʧʦʤʠʣʢʠ ʢʦʥʬʽʛʫʨʘʮʽʾ 

ʩʝʨʚʝʨʘ, ʧʨʦʙʣʝʤʠ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ); 

 IAST (Interactive Application Security Testing ï ʽʥʪʝʨʘʢʪʠʚʥʝ ʪʝʩʪʫʚʘʥʥʷ 

ʙʝʟʧʝʢʠ ʜʦʜʘʪʢʽʚ) ʧʦʻʜʥʫʻ ʝʣʝʤʝʥʪʠ SAST ʪʘ DAST, ʧʨʘʮʶʻ ʧʽʜ ʯʘʩ ʚʠʢʦʥʘʥʥʷ 

ʧʨʦʛʨʘʤʠ, ʷʢ ʽ DAST, ʘʣʝ ʟʘʚʜʷʢʠ ʚʧʨʦʚʘʜʞʝʥʥʶ ʘʛʝʥʪʽʚ (ʩʝʥʩʦʨʽʚ) ʫ ʜʦʜʘʪʦʢ ʚʽʥ 

ʪʘʢʦʞ ʤʘʻ ʜʦʩʪʫʧ ʜʦ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʪʘ ʚʥʫʪʨʽʰʥʽʭ ʧʨʦʮʝʩʽʚ, ʷʢ ʽ SAST. ʎʝ ʜʦʟʚʦʣʷʻ 

ʙʽʣʴʰ ʪʦʯʥʦ ʚʠʟʥʘʯʘʪʠ, ʷʢʽ ʨʷʜʢʠ ʢʦʜʫ ʻ ʧʨʠʯʠʥʦʶ ʚʠʷʚʣʝʥʦʾ ʚʨʘʟʣʠʚʦʩʪʽ. IAST 

ʥʘʜʘʻ ʰʚʠʜʢʠʡ ʪʘ ʪʦʯʥʠʡ ʟʚʦʨʦʪʥʠʡ ʟʚ'ʷʟʦʢ ʫ ʧʨʦʮʝʩʽ ʪʝʩʪʫʚʘʥʥʷ, ʤʽʥʽʤʽʟʫʶʯʠ 

"ʭʠʙʥʦ-ʧʦʟʠʪʠʚʥʽ" ʩʧʨʘʮʴʦʚʫʚʘʥʥʷ. 

ʈʫʯʥʝ ʪʝʩʪʫʚʘʥʥʷ (ʪʘʢʦʞ ʚʽʜʦʤʝ ʷʢ ʪʝʩʪʫʚʘʥʥʷ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʘʙʦ ʧʝʥʪʝʩʪ) 

ʧʝʨʝʜʙʘʯʘʻ ʟʘʣʫʯʝʥʥʷ ʚʠʩʦʢʦʢʚʘʣʽʬʽʢʦʚʘʥʠʭ ʬʘʭʽʚʮʽʚ ʟ ʙʝʟʧʝʢʠ (ʧʝʥʪʝʩʪʝʨʽʚ), ʷʢʽ 

ʚʨʫʯʥʫ ʜʦʩʣʽʜʞʫʶʪʴ ʜʦʜʘʪʦʢ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʩʚʽʡ ʜʦʩʚʽʜ ʽ ʢʨʝʘʪʠʚʥʽʩʪʴ ʜʣʷ 

ʧʦʰʫʢʫ ʩʢʣʘʜʥʠʭ ʘʙʦ ʥʝʚʽʜʦʤʠʭ (zero-day) ʚʨʘʟʣʠʚʦʩʪʝʡ, ʷʢʽ ʘʚʪʦʤʘʪʠʟʦʚʘʥʽ 
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ʽʥʩʪʨʫʤʝʥʪʠ ʤʦʞʫʪʴ ʧʨʦʧʫʩʪʠʪʠ. ʇʝʨʝʚʘʛʠ ï ʟʜʘʪʥʽʩʪʴ ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ ʣʦʛʽʯʥʽ 

ʧʦʤʠʣʢʠ ʪʘ ʫʥʽʢʘʣʴʥʽ ʚʨʘʟʣʠʚʦʩʪʽ, ʷʢʽ ʟʘʣʝʞʘʪʴ ʚʽʜ ʙʽʟʥʝʩ-ʣʦʛʽʢʠ. ʈʫʯʥʝ ʪʝʩʪʫʚʘʥʥʷ 

ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʝ ʜʣʷ ʜʦʜʘʪʢʽʚ ʽʟ ʚʠʩʦʢʠʤʠ ʚʠʤʦʛʘʤʠ ʜʦ ʙʝʟʧʝʢʠ ʘʙʦ ʜʣʷ 

ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʢʘʥʫʚʘʥʴ. 

ʇʨʦʚʝʜʝʥʠʡ ʘʚʪʦʨʘʤʠ ʘʥʘʣʽʟ ʜʝʤʦʥʩʪʨʫʻ ʢʣʶʯʦʚʽ ʚʽʜʤʽʥʥʦʩʪʽ ʫ ʧʨʠʥʮʠʧʘʭ 

ʨʦʙʦʪʠ, ʧʝʨʝʚʘʛʘʭ ʪʘ ʥʝʜʦʣʽʢʘʭ ʢʦʞʥʦʛʦ ʤʝʪʦʜʫ. ɼʣʷ ʧʦʙʫʜʦʚʠ ʢʦʤʧʣʝʢʩʥʦʾ 

ʩʪʨʘʪʝʛʽʾ ʟʘʭʠʩʪʫ ʚʘʞʣʠʚʦ ʪʘʢʦʞ ʨʦʟʫʤʽʪʠ ʾʭʥʶ ʧʨʘʢʪʠʯʥʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʨʦʪʠ 

ʨʽʟʥʠʭ ʢʣʘʩʽʚ ʟʘʛʨʦʟ. 

ɼʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʘʛʨʦʟ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʟʘʛʘʣʴʥʦʚʠʟʥʘʥʽ ʩʪʘʥʜʘʨʪʠ, 

ʪʘʢʽ ʷʢ OWASP Top 10 [5].  

OWASP Top 10 ʻ ʧʝʨʽʦʜʠʯʥʦ ʦʥʦʚʣʶʚʘʥʠʤ ʧʝʨʝʣʽʢʦʤ ʥʘʡʢʨʠʪʠʯʥʽʰʠʭ 

ʨʠʟʠʢʽʚ ʙʝʟʧʝʢʠ ʚʝʙ-ʜʦʜʘʪʢʽʚ. ʎʝʡ ʩʧʠʩʦʢ ʜʦʧʦʤʘʛʘʻ ʨʦʟʨʦʙʥʠʢʘʤ ʽ ʪʝʩʪʫʚʘʣʴʥʠʢʘʤ 

ʧʨʽʦʨʠʪʝʟʫʚʘʪʠ ʟʫʩʠʣʣʷ, ʟʦʩʝʨʝʜʞʫʶʯʠʩʴ ʥʘ ʥʘʡʙʽʣʴʰ ʧʦʰʠʨʝʥʠʭ ʽ ʥʝʙʝʟʧʝʯʥʠʭ 

ʚʨʘʟʣʠʚʦʩʪʷʭ. 

ʆʢʨʽʤ OWASP Top 10, ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʦʮʽʥʢʠ ʪʘ ʫʧʨʘʚʣʽʥʥʷ ʟʘʛʨʦʟʘʤʠ 

ʟʘʩʪʦʩʦʚʫʶʪʴ ʽʥʰʽ ʚʘʞʣʠʚʽ ʩʪʘʥʜʘʨʪʠ ʪʘ ʬʨʝʡʤʚʦʨʢʠ: 

 OWASP ASVS (Application Security Verification Standard ï ʩʪʘʥʜʘʨʪ 

ʚʝʨʠʬʽʢʘʮʽʾ ʙʝʟʧʝʢʠ ʜʦʜʘʪʢʽʚ) ʥʘʜʘʻ ʜʝʪʘʣʴʥʠʡ, ʙʘʛʘʪʦʨʽʚʥʝʚʠʡ ʧʝʨʝʣʽʢ ʚʠʤʦʛ, ʷʢʠʤ 

ʜʦʜʘʪʦʢ ʧʦʚʠʥʝʥ ʚʽʜʧʦʚʽʜʘʪʠ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʧʝʚʥʦʛʦ ʨʽʚʥʷ ʙʝʟʧʝʢʠ; 

 CVSS (Common Vulnerability Scoring System ï ʟʘʛʘʣʴʥʘ ʩʠʩʪʝʤʘ ʦʮʽʥʢʠ 

ʚʨʘʟʣʠʚʦʩʪʝʡ) ʧʨʝʜʩʪʘʚʣʷʻ ʩʦʙʦʶ ʚʽʜʢʨʠʪʠʡ ʧʨʦʤʠʩʣʦʚʠʡ ʩʪʘʥʜʘʨʪ, ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʩʝʨʡʦʟʥʦʩʪʽ ʚʨʘʟʣʠʚʦʩʪʝʡ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ; 

 MITRE ATT&CK (Adversarial Tactics, Techniques, and Common 

Knowledge ï ʪʘʢʪʠʢʠ, ʪʝʭʥʽʢʠ ʪʘ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʽ ʟʥʘʥʥʷ ʧʨʦʪʠʚʥʠʢʽʚ) ï ʮʝ 

ʬʨʝʡʤʚʦʨʢ, ʷʢʠʡ ʙʽʣʴʰʝ ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʢʽʙʝʨʘʪʘʢʠ ʥʘ ʨʽʚʥʽ ʧʽʜʧʨʠʻʤʩʪʚʘ (ʧʽʩʣʷ 

ʧʨʦʥʠʢʥʝʥʥʷ), ʚʽʥ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʜʦʢʫʤʝʥʪʫʚʘʥʥʷ ʪʘʢʪʠʢ ʽ 

ʪʝʭʥʽʢ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʟʣʦʚʤʠʩʥʠʢʠ, ʱʦ ʜʦʧʦʤʘʛʘʻ ʢʦʤʘʥʜʘʤ ʙʝʟʧʝʢʠ 

ʟʨʦʟʫʤʽʪʠ ʪʘ ʟʤʦʜʝʣʶʚʘʪʠ ʧʦʪʝʥʮʽʡʥʽ ʚʝʢʪʦʨʠ ʘʪʘʢ ʥʘ ʾʭʥʽ ʜʦʜʘʪʢʠ. 

 CWE (Common Weakness Enumeration ï ʟʘʛʘʣʴʥʠʡ ʧʝʨʝʣʽʢ ʩʣʘʙʢʠʭ 

ʤʽʩʮʴ) ʩʣʫʛʫʻ ʬʦʨʤʘʣʴʥʠʤ ʩʣʦʚʥʠʢʦʤ ʪʠʧʦʚʠʭ ʩʣʘʙʢʠʭ ʤʽʩʮʴ ʫ ʧʨʦʛʨʘʤʥʦʤʫ 

ʟʘʙʝʟʧʝʯʝʥʥʽ ʪʘ ʘʧʘʨʘʪʥʽʡ ʯʘʩʪʠʥʽ. ʂʦʞʥʝ ʩʣʘʙʢʝ ʤʽʩʮʝ ʤʘʻ ʫʥʽʢʘʣʴʥʠʡ 

ʽʜʝʥʪʠʬʽʢʘʪʦʨ (ʥʘʧʨʠʢʣʘʜ, CWE-79 ʜʣʷ XSS), ʱʦ ʜʦʧʦʤʘʛʘʻ ʩʪʘʥʜʘʨʪʠʟʫʚʘʪʠ 

ʟʚʽʪʫʚʘʥʥʷ ʧʨʦ ʜʝʬʝʢʪʠ ʙʝʟʧʝʢʠ, ʷʢʽ ʯʘʩʪʦ ʣʝʞʘʪʴ ʚ ʦʩʥʦʚʽ ʟʘʛʨʦʟ, ʦʧʠʩʘʥʠʭ ʫ 

OWASP Top 10. 

ʎʽ ʩʪʘʥʜʘʨʪʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʻʜʠʥʫ ʤʦʚʫ ʪʘ ʤʝʪʦʜʦʣʦʛʽʶ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ, 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʟʘʛʨʦʟʠ, ʨʦʙʣʷʯʠ ʧʨʦʮʝʩ ʪʝʩʪʫʚʘʥʥʷ ʙʝʟʧʝʢʠ ʜʦʜʘʪʢʽʚ 

(Application Security Testing) ʙʽʣʴʰ ʩʪʨʫʢʪʫʨʦʚʘʥʠʤ ʪʘ ʨʝʟʫʣʴʪʘʪʠʚʥʠʤ, ʘ ʪʘʢʦʞ 
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ʜʦʟʚʦʣʷʶʪʴ ʨʦʙʠʪʠ ʧʦʨʽʚʥʷʣʴʥʫ ʦʮʽʥʢʫ ʝʬʝʢʪʠʚʥʦʩʪʽ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʧʨʦʪʠ 

ʢʣʘʩʽʚ ʚʨʘʟʣʠʚʦʩʪʝʡ (ʪʘʙʣʠʮʷ 1). 

ɸʥʘʣʽʟ ʪʘʙʣʠʮʽ ʪʘ ʥʘʫʢʦʚʠʭ ʜʞʝʨʝʣ ʜʦʟʚʦʣʷʻ ʟʨʦʙʠʪʠ ʦʜʥʦʟʥʘʯʥʠʡ 

ʚʠʩʥʦʚʦʢ, ʱʦ ʥʝ ʽʩʥʫʻ ʻʜʠʥʦʛʦ "ʥʘʡʢʨʘʱʦʛʦ" ʤʝʪʦʜʫ. ɽʬʝʢʪʠʚʥʘ ʩʪʨʘʪʝʛʽʷ 

ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʟʘʚʞʜʠ ʻ ʢʦʤʧʣʝʢʩʥʦʶ ʪʘ ʙʘʛʘʪʦʰʘʨʦʚʦʶ, ʧʦʻʜʥʫʶʯʠ 

ʩʪʘʪʠʯʥʠʡ ʘʥʘʣʽʟ ʥʘ ʝʪʘʧʽ ʨʦʟʨʦʙʢʠ, ʜʠʥʘʤʽʯʥʠʡ ʘʥʘʣʽʟ ʥʘ ʝʪʘʧʽ ʪʝʩʪʫʚʘʥʥʷ ʪʘ 

ʨʝʛʫʣʷʨʥʝ ʨʫʯʥʝ ʪʝʩʪʫʚʘʥʥʷ. 

ɹʘʟʫʶʯʠʩʴ ʥʘ ʘʥʘʣʽʟʽ ʤʝʪʦʜʽʚ ʪʘ ʚʨʘʭʦʚʫʶʯʠ ʪʝʭʥʽʯʥʽ ʤʦʞʣʠʚʦʩʪʽ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʤʦʞʥʘ ʩʬʦʨʤʫʣʶʚʘʪʠ ʧʨʘʢʪʠʯʥʽ ʧʨʦʧʦʟʠʮʽʾ ʪʘ ʨʝʢʦʤʝʥʜʘʮʽʾ ʜʣʷ 

ʝʬʝʢʪʠʚʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʧʦʣʷʛʘʶʪʴ ʫ 

ʚʧʨʦʚʘʜʞʝʥʥʽ ʮʠʢʣʽʯʥʦʛʦ ʧʨʦʮʝʩʫ ʪʝʩʪʫʚʘʥʥʷ ʙʝʟʧʝʢʠ. ʎʝʡ ʧʨʦʮʝʩ ʧʦʻʜʥʫʻ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʽ ʽʥʩʪʨʫʤʝʥʪʠ ʪʘ ʨʫʯʥʠʡ ʘʥʘʣʽʟ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʪʘʢʠʡ ʧʽʜʭʽʜ, ʤʦʞʥʘ 

ʜʦʙʠʪʠʩʴ ʰʚʠʜʢʠʭ ʨʝʟʫʣʴʪʘʪʽʚ ʽ ʩʢʦʨʝʛʫʚʘʪʠ ʾʭ ʚʨʫʯʥʫ, ʷʢʱʦ ʙʫʜʫʪʴ ʚʠʥʠʢʘʪʠ 

ʚʽʜʭʠʣʝʥʥʷ ʥʘ ʝʪʘʧʽ ʪʝʩʪʫʚʘʥʥʷ. 

 

ʊʘʙʣʠʮʷ 1 ï ʆʮʽʥʢʘ ʝʬʝʢʪʠʚʥʦʩʪʽ ʤʝʪʦʜʽʚ ʧʨʦʪʠ ʢʣʘʩʽʚ ʚʨʘʟʣʠʚʦʩʪʝʡ 

ʂʣʘʩ ʚʨʘʟʣʠʚʦʩʪʝʡ SAST DAST 
ʈʫʯʥʝ 

ʪʝʩʪʫʚʘʥʥʷ 

ɺʨʘʟʣʠʚʦʩʪʽ ʢʦʜʫ: SQL ɯʥôʻʢʮʽʷ, 

XSS(Cross-Site Scripting) [6] 

ɺʠʩʦʢʘ ʉʝʨʝʜʥʷ / 

ɺʠʩʦʢʘ 

ɺʠʩʦʢʘ 

ɺʨʘʟʣʠʚʦʩʪʽ ʯʘʩʫ ʚʠʢʦʥʘʥʥʷ, ʧʦʤʠʣʢʠ 

ʢʦʥʬʽʛʫʨʘʮʽʾ ʩʝʨʚʝʨʘ, ʩʣʘʙʢʝ ʫʧʨʘʚʣʽʥʥʷ 

ʩʝʩʽʷʤʠ. 

ʅʠʟʴʢʘ ɺʠʩʦʢʘ ɺʠʩʦʢʘ 

ʄʘʥʽʧʫʣʷʮʽʾ ʮʽʥʘʤʠ, ʦʙʭʽʜ ʝʪʘʧʽʚ 

ʘʚʪʦʨʠʟʘʮʽʾ. IDOR [7] 

ʅʠʟʴʢʘ ʅʠʟʴʢʘ ɺʠʩʦʢʘ 

 

ʇʨʘʢʪʠʯʥʝ ʟʘʩʪʦʩʫʚʘʥʥʷ DAST ʻ ʧʝʨʰʠʤ ʢʨʦʢʦʤ ʜʣʷ ʨʦʟʛʦʨʥʫʪʦʛʦ 

ʟʘʩʪʦʩʫʥʢʫ. ɺ ʫʤʦʚʘʭ ʣʘʙʦʨʘʪʦʨʽʾ ʮʝ ʨʝʘʣʽʟʫʻʪʴʩʷ ʰʣʷʭʦʤ ʨʦʟʛʦʨʪʘʥʥʷ ʥʘʚʤʠʩʥʦ 

ʚʨʘʟʣʠʚʦʛʦ ʚʝʙʟʘʩʪʦʩʫʥʢʫ ʫ ʽʟʦʣʴʦʚʘʥʽʡ çʧʽʩʦʯʥʠʮʽè ʂʽʙʝʨʧʦʣʽʛʦʥʫ.  

ɺʠʢʦʨʠʩʪʘʥʥʷ ʫʪʠʣʽʪʠ OWASP ZAP, ʷʢʘ ʥʘʜʩʠʣʘʻ ʪʠʩʷʯʽ ʪʝʩʪʦʚʠʭ ʟʘʧʠʪʽʚ 

ʜʦ ʚʩʽʭ ʚʠʷʚʣʝʥʠʭ ʪʦʯʦʢ ʚʭʦʜʫ, ʥʘʤʘʛʘʶʯʠʩʴ ʟʥʘʡʪʠ ʧʦʰʠʨʝʥʽ ʚʨʘʟʣʠʚʦʩʪʽ ʻ ʜʨʫʛʠʤ 

ʝʪʘʧʦʤ. ʇʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʨʦʙʦʪʠ ʫʪʠʣʽʪʠ, ʬʘʭʽʚʝʮʴ ʤʘʻ ʚʨʫʯʥʫ ʧʝʨʝʚʽʨʠʪʠ ʢʦʞʥʫ 

ʟʥʘʡʜʝʥʫ ʚʨʘʟʣʠʚʽʩʪʴ "ʚʠʩʦʢʦʛʦ" ʪʘ "ʩʝʨʝʜʥʴʦʛʦ" ʨʠʟʠʢʫ, ʧʽʜʪʚʝʨʜʠʚʰʠ ʾʾ ʨʝʘʣʴʥʫ 

ʝʢʩʧʣʫʘʪʦʚʘʥʽʩʪʴ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ SAST ʙʫʜʝ ʝʬʬʝʢʪʠʚʥʠʤ, ʷʢʱʦ ʻ ʜʦʩʪʫʧ ʜʦ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ 

ʜʦʩʣʽʜʞʫʚʘʥʦʛʦ ʇɿ. ʇʘʨʘʣʝʣʴʥʦ ʟʘʧʫʩʢʘʻʪʴʩʷ SAST-ʽʥʩʪʨʫʤʝʥʪ SonarQube ʘʙʦ 

Snyk. ʎʝ ʜʦʟʚʦʣʷʻ ʟʥʘʡʪʠ ʚʨʘʟʣʠʚʦʩʪʽ, ʷʢʽ DAST ʤʽʛ ʧʨʦʧʫʩʪʠʪʠ, ʱʦ ʥʘʡʚʘʞʣʠʚʽʰʝ 

ï ʪʦʯʥʦ ʚʢʘʟʘʪʠ ʥʘ ʧʨʦʙʣʝʤʥʠʡ ʨʷʜʦʢ ʢʦʜʫ, ʱʦ ʟʥʘʯʥʦ ʧʨʠʩʢʦʨʶʻ ʚʠʧʨʘʚʣʝʥʥʷ. 
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ɼʣʷ ʟʘʧʦʙʽʛʘʥʥʷ XSS ʚʩʽ ʜʘʥʽ, ʱʦ ʥʘʜʭʦʜʷʪʴ ʚʽʜ ʢʦʨʠʩʪʫʚʘʯʘ, ʤʘʶʪʴ 

ʧʨʦʭʦʜʠʪʠ ʚʘʣʽʜʘʮʽʶ ʥʘ ʜʦʟʚʦʣʝʥʽ ʩʠʤʚʦʣʠ. ɺʩʽ ʜʘʥʽ, ʱʦ ʚʽʜʦʙʨʘʞʘʶʪʴʩʷ ʥʘ 

ʩʪʦʨʽʥʮʽ, ʤʘʶʪʴ ʧʨʦʭʦʜʠʪʠ ʢʦʥʪʝʢʩʪʥʦ-ʟʘʣʝʞʥʝ ʢʦʜʫʚʘʥʥʷ HTML, URL ʪʘ 

JavaScript. 

ɸʚʪʦʤʘʪʠʟʘʮʽʷ ʟʘʧʫʩʢʫ SAST ʪʘ DAST-ʩʢʘʥʝʨʽʚ ʫ ʧʨʦʮʝʩʽ ʙʝʟʧʝʨʝʨʚʥʦʾ 

ʽʥʪʝʛʨʘʮʽʾ ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʚʨʘʟʣʠʚʦʩʪʽ ʧʨʠ ʢʦʞʥʽʡ ʟʤʽʥʽ ʢʦʜʫ, ʱʦ ʚʽʜʧʦʚʽʜʘʻ 

ʩʫʯʘʩʥʠʤ ʧʽʜʭʦʜʘʤ ʜʦ ʢʽʙʝʨʟʘʭʠʩʪʫ. 

ɼʣʷ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʜʦʜʘʪʢʽʚ ʥʝʦʙʭʽʜʥʦ ʧʨʦʚʦʜʠʪʠ ʨʝʛʫʣʷʨʥʝ ʛʣʠʙʦʢʝ 

ʨʫʯʥʝ ʪʝʩʪʫʚʘʥʥʷ ʱʦʥʘʡʤʝʥʰʝ ʨʘʟ ʥʘ ʨʽʢ ʘʙʦ ʧʽʩʣʷ ʟʥʘʯʥʠʭ ʦʥʦʚʣʝʥʴ ʬʫʥʢʮʽʦʥʘʣʫ 

ʜʣʷ ʧʦʰʫʢʫ ʣʦʛʽʯʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʷʢ ʮʝ ʟʘʟʥʘʯʝʥʦ ʚ ʪʘʙʣʠʮʽ 1. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʅɽʁʈʆʄɽʈɽɾɽɺɸ ʉʀʉʊɽʄɸ ɸɺʊʆʄɸʊʀɿʆɺɸʅʆɻʆ ʂʆʅʊʈʆʃʖ ɿɸ 

ʊʖʊʖʅʆʇɸʃɯʅʅʗʄ ʋ ʇʋɹʃɯʏʅʀʍ ʄɯʉʎʗʍ 
 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʥʝʡʨʦʤʝʨʝʞʝʚʫ ʩʠʩʪʝʤʫ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʢʦʥʪʨʦʣʶ ʟʘ 

ʪʶʪʶʥʦʧʘʣʽʥʥʷʤ ʫ ʧʫʙʣʽʯʥʠʭ ʤʽʩʮʷʭ, ʦʨʽʻʥʪʦʚʘʥʫ ʥʘ ʧʽʜʪʨʠʤʢʫ ʨʝʘʣʽʟʘʮʽʾ ʘʥʪʠʪʶʪʶʥʦʚʦʾ 

ʧʦʣʽʪʠʢʠ ʚ ʫʤʦʚʘʭ ʩʫʯʘʩʥʦʾ ʫʨʙʘʥʽʟʦʚʘʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʗʜʨʦʤ ʨʽʰʝʥʥʷ ʻ ʤʦʜʝʣʴ ʥʘ ʦʩʥʦʚʽ 

Vision Transformer, ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʘ ʥʘ ʚʝʣʠʢʦʤʘʩʰʪʘʙʥʦʤʫ ʥʘʙʦʨʽ ʟʦʙʨʘʞʝʥʴ ʽ 

ʜʦʥʘʚʯʝʥʘ ʤʝʪʦʜʦʤ ʪʨʘʥʩʬʝʨʥʦʛʦ ʥʘʚʯʘʥʥʷ ʥʘ ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ ʢʦʨʧʫʩʽ ʢʘʜʨʽʚ ʽʟ ʢʫʨʮʷʤʠ 

ʪʘ ʥʝʢʫʨʮʷʤʠ. ɼʣʷ ʧʽʜʚʠʱʝʥʥʷ ʧʨʦʟʦʨʦʩʪʽ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ ʪʘ ʧʨʠʜʘʪʥʦʩʪʽ ʨʝʟʫʣʴʪʘʪʽʚ ʜʦ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʚ ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʠʭ ʧʨʦʮʝʜʫʨʘʭ ʽʥʪʝʛʨʦʚʘʥʦ ʤʦʜʠʬʽʢʦʚʘʥʠʡ Grad-CAM, ʱʦ 

ʟʘʙʝʟʧʝʯʫʻ ʚʽʟʫʘʣʽʟʘʮʽʶ ʥʘʡʙʽʣʴʰ ʽʥʬʦʨʤʘʪʠʚʥʠʭ ʜʽʣʷʥʦʢ ʢʘʜʨʫ. ʇʦʢʘʟʘʥʦ, ʱʦ 

ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʩʪʚʦʨʶʻ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʽʥʪʝʛʨʘʮʽʾ ʢʦʥʪʨʦʣʶ ʟʘ ʪʶʪʶʥʦʧʘʣʽʥʥʷʤ ʫ 

ʧʣʘʪʬʦʨʤʠ çʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘè ʪʘ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʤʫʣʴʪʠʤʦʜʘʣʴʥʠʭ ʩʠʩʪʝʤ 

ʤʦʥʽʪʦʨʠʥʛʫ ʧʦʚʝʜʽʥʢʦʚʠʭ ʧʦʨʫʰʝʥʴ. 

 

The paper presents the neural network-based system for automated control of smoking in 

public spaces, designed to support tobacco control policy within modern urban environments. Its 

core is a Vision Transformer model pre-trained on a large-scale image dataset and fine-tuned via 

transfer learning on a domain-specific corpus of images containing smokers and non-smokers. To 

ensure decision transparency and suitability of the outputs for administrative procedures, a 

modified Grad-CAM method is integrated, providing visual explanations that highlight the most 

informative regions of each frame. The proposed approach forms a basis for integrating smoking 

control into smart city platforms and for further development of multimodal AI systems for 

monitoring behaviour-related violations in public spaces. 

 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʝʪʦʜʽʚ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ ʪʘ ʛʣʠʙʦʢʦʛʦ 

ʥʘʚʯʘʥʥʷ ʜʣʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʢʦʥʪʨʦʣʶ ʟʘ ʪʶʪʶʥʦʧʘʣʽʥʥʷʤ ʫ ʧʫʙʣʽʯʥʠʭ ʤʽʩʮʷʭ 

ʟʫʤʦʚʣʝʥʘ ʟʨʦʩʪʘʶʯʠʤʠ ʚʠʤʦʛʘʤʠ ʜʦ ʜʦʪʨʠʤʘʥʥʷ ʘʥʪʠʪʶʪʶʥʦʚʦʛʦ ʟʘʢʦʥʦʜʘʚʩʪʚʘ 

ʪʘ ʥʝʦʙʭʽʜʥʽʩʪʶ ʦʧʝʨʘʪʠʚʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʧʦʚʝʜʽʥʢʦʚʠʭ ʧʦʨʫʰʝʥʴ ʫ ʙʘʛʘʪʦʣʶʜʥʠʭ 

ʫʨʙʘʥʽʟʦʚʘʥʠʭ ʧʨʦʩʪʦʨʘʭ [1]. ʇʦʰʠʨʝʥʥʷ ʤʝʨʝʞ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʚ ʤʽʩʪʘʭ 

ʩʪʚʦʨʶʻ ʧʝʨʝʜʫʤʦʚʠ ʜʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʩʠʩʪʝʤ ʚʽʜʝʦʘʥʘʣʽʪʠʢʠ [2], 

ʷʢʽ ʟʜʘʪʥʽ ʘʚʪʦʥʦʤʥʦ ʚʠʷʚʣʷʪʠ ʨʠʟʠʢʦʚʘʥʽ ʯʠ ʟʘʙʦʨʦʥʝʥʽ ʜʽʾ, ʦʜʥʘʢ ʪʨʘʜʠʮʽʡʥʽ 

ʘʣʛʦʨʠʪʤʠ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ, ʟʘʩʥʦʚʘʥʽ ʥʘ ʨʫʯʥʠʭ ʦʟʥʘʢʘʭ, ʚʠʷʚʣʷʶʪʴʩʷ 

ʥʝʜʦʩʪʘʪʥʴʦ ʩʪʽʡʢʠʤʠ ʜʦ ʚʘʨʽʘʮʽʡ ʦʩʚʽʪʣʝʥʥʷ, ʨʘʢʫʨʩʽʚ, ʜʠʥʘʤʽʯʥʠʭ ʩʮʝʥ ʪʘ 

ʧʦʚʝʜʽʥʢʦʚʦʾ ʨʽʟʥʦʤʘʥʽʪʥʦʩʪʽ [3]. ʊʶʪʶʥʦʧʘʣʽʥʥʷ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʧʦʻʜʥʘʥʥʷʤ 

ʜʨʽʙʥʠʭ ʣʦʢʘʣʴʥʠʭ ʦʙôʻʢʪʽʚ (ʩʠʛʘʨʝʪʘ, ʜʠʤ) ʽ ʩʢʣʘʜʥʠʭ ʧʦʟʥʦ-ʞʝʩʪʦʚʠʭ ʧʘʪʝʨʥʽʚ, ʱʦ 
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ʨʦʙʠʪʴ ʟʘʜʘʯʫ ʚʠʷʚʣʝʥʥʷ ʥʝʪʨʠʚʽʘʣʴʥʦʶ ʪʘ ʧʦʪʨʝʙʫʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʠʩʦʢʦʨʽʚʥʝʚʠʭ 

ʤʦʜʝʣʝʡ, ʟʜʘʪʥʠʭ ʜʦ ʛʣʠʙʠʥʥʦʾ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʧʨʦʩʪʦʨʦʚʦ-ʯʘʩʦʚʠʭ ʜʘʥʠʭ. 

ʉʫʯʘʩʥʽ ʢʦʥʚʦʣʶʮʽʡʥʽ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ [4] ʪʘ ʪʨʘʥʩʬʦʨʤʝʨʥʽ  

ʘʨʭʽʪʝʢʪʫʨʠ [5] ʚʽʜʢʨʠʚʘʶʪʴ ʤʦʞʣʠʚʽʩʪʴ ʤʦʜʝʣʶʚʘʥʥʷ ʩʢʣʘʜʥʠʭ ʚʽʟʫʘʣʴʥʠʭ 

ʟʘʣʝʞʥʦʩʪʝʡ, ʽʥʪʝʛʨʫʶʯʠ ʷʢ ʣʦʢʘʣʴʥʽ ʪʝʢʩʪʫʨʠ, ʪʘʢ ʽ ʛʣʦʙʘʣʴʥʽ ʢʦʥʪʝʢʩʪʠ ʩʮʝʥʠ [6]. 

CNN, ʟʦʢʨʝʤʘ ResNet, EfficientNet ʘʙʦ MobileNet, ʜʝʤʦʥʩʪʨʫʶʪʴ ʚʠʩʦʢʫ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʫ ʟʘʚʜʘʥʥʷʭ ʜʝʪʝʢʮʽʾ ʜʨʽʙʥʠʭ ʦʙôʻʢʪʽʚ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʾ ʧʦʚʝʜʽʥʢʦʚʠʭ 

ʦʟʥʘʢ [7], ʪʦʜʽ ʷʢ Vision Transformer ʟʘʙʝʟʧʝʯʫʻ ʰʠʨʰʫ ʢʦʥʪʝʢʩʪʫʘʣʴʥʫ 

ʫʟʘʛʘʣʴʥʝʥʽʩʪʴ ʽ ʩʪʽʡʢʽʩʪʴ ʜʦ ʰʫʤʽʚ ʚʽʜʝʦʧʦʪʦʢʫ [8]. ʂʦʤʙʽʥʘʮʽʷ ʮʠʭ ʧʽʜʭʦʜʽʚ 

ʜʦʟʚʦʣʷʻ ʩʪʚʦʨʶʚʘʪʠ ʤʦʜʝʣʽ, ʟʜʘʪʥʽ ʚʠʷʚʣʷʪʠ ʩʠʛʘʨʝʪʫ ʥʘʚʽʪʴ ʟʘ ʫʤʦʚ ʯʘʩʪʢʦʚʦʛʦ 

ʧʝʨʝʢʨʠʪʪʷ ʦʙôʻʢʪʘ, ʥʠʟʴʢʦʾ ʷʢʦʩʪʽ ʢʘʜʨʫ ʘʙʦ ʥʝʨʝʛʫʣʷʨʥʦʾ ʧʦʷʚʠ ʜʠʤʫ, ʱʦ ʩʫʪʪʻʚʦ 

ʧʽʜʚʠʱʫʻ ʪʦʯʥʽʩʪʴ ʩʠʩʪʝʤʠ ʧʦʨʽʚʥʷʥʦ ʟ ʢʣʘʩʠʯʥʠʤʠ ʤʝʪʦʜʘʤʠ [9]. 

ʋ ʢʦʥʪʝʢʩʪʽ ʮʽʻʾ ʨʦʙʦʪʠ ʢʣʶʯʦʚʦʶ ʻ ʤʦʞʣʠʚʽʩʪʴ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʘʨʭʽʪʝʢʪʫʨ 

ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦ ʨʝʞʠʤʫ ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʘʥʘʣʽʟʫ ʚʽʜʝʦʧʦʪʦʢʽʚ ʫ ʨʝʘʣʴʥʦʤʫ  

ʯʘʩʽ [10, 11]. ʆʧʪʠʤʽʟʦʚʘʥʽ CNN ʜʦʟʚʦʣʷʶʪʴ ʚʠʢʦʥʫʚʘʪʠ ʽʥʬʝʨʝʥʩ ʟ ʚʠʩʦʢʦʶ 

ʧʨʦʧʫʩʢʥʦʶ ʟʜʘʪʥʽʩʪʶ, ʱʦ ʻ ʢʨʠʪʠʯʥʠʤ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚ ʤʽʩʴʢʠʭ ʩʠʩʪʝʤʘʭ 

ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʜʝ ʢʽʣʴʢʽʩʪʴ ʢʘʤʝʨ ʤʦʞʝ ʩʷʛʘʪʠ ʪʠʩʷʯ. ɼʦʜʘʪʢʦʚʽ ʧʝʨʝʚʘʛʠ 

ʩʪʚʦʨʶʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʪʨʘʥʩʬʝʨʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʷʢʝ ʜʘʻ ʟʤʦʛʫ ʰʚʠʜʢʦ ʘʜʘʧʪʫʚʘʪʠ 

ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʽ ʤʦʜʝʣʽ ʜʦ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʢʦʨʧʫʩʽʚ ʚʽʜʝʦʜʘʥʠʭ, ʱʦ ʤʽʩʪʷʪʴ 

ʫʥʠʢʘʣʴʥʽ ʧʘʪʝʨʥʠ ʪʶʪʶʥʦʧʘʣʽʥʥʷ, ʧʨʠʪʘʤʘʥʥʽ ʢʦʥʢʨʝʪʥʠʤ ʩʝʨʝʜʦʚʠʱʘʤ 

ʩʧʦʩʪʝʨʝʞʝʥʥʷ. ʊʘʢʽ ʤʦʜʝʣʽ ʟʜʘʪʥʽ ʫʨʘʭʦʚʫʚʘʪʠ ʢʦʥʪʝʢʩʪ ʣʦʢʘʮʽʾ, ʭʘʨʘʢʪʝʨʥʽ ʞʝʩʪʠ 

ʢʦʨʠʩʪʫʚʘʯʽʚ, ʪʠʧʠ ʩʠʛʘʨʝʪʥʠʭ ʚʠʨʦʙʽʚ, ʱʦ ʧʽʜʩʠʣʶʻ ʾʭʥʶ ʨʦʙʘʩʪʥʽʩʪʴ ʪʘ ʟʤʝʥʰʫʻ 

ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ [12]. 

ʅʝ ʤʝʥʰ ʚʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʻ ʧʠʪʘʥʥʷ ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʩʪʽ, ʷʢʝ ʚʠʨʽʰʫʻʪʴʩʷ 

ʟʘʚʜʷʢʠ ʚʠʢʦʨʠʩʪʘʥʥʶ ʪʝʧʣʦʚʠʭ ʢʘʨʪ ʫʚʘʛʠ, ʟʦʢʨʝʤʘ ʤʦʜʠʬʽʢʦʚʘʥʠʭ ʚʘʨʽʘʥʪʽʚ Grad-

CAM. ʎʝ ʟʘʙʝʟʧʝʯʫʻ ʧʨʦʟʦʨʽʩʪʴ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʩʠʩʪʝʤʦʶ ʪʘ ʨʦʙʠʪʴ ʤʦʞʣʠʚʠʤ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʫ ʶʨʠʜʠʯʥʦ ʟʥʘʯʫʱʠʭ ʧʨʦʮʝʜʫʨʘʭ. ɺʽʟʫʘʣʽʟʘʮʽʷ 

ʽʥʬʦʨʤʘʪʠʚʥʠʭ ʜʽʣʷʥʦʢ ʢʘʜʨʫ ʜʘʻ ʟʤʦʛʫ ʦʧʝʨʘʪʦʨʘʤ ʧʽʜʪʚʝʨʜʠʪʠ ʘʙʦ ʩʧʨʦʩʪʫʚʘʪʠ 

ʬʘʢʪ ʧʦʨʫʰʝʥʥʷ, ʘ ʪʘʢʦʞ ʢʦʨʠʛʫʚʘʪʠ ʨʦʙʦʪʫ ʤʦʜʝʣʽ ʟʘ ʨʘʭʫʥʦʢ ʘʥʘʣʽʟʫ  

ʧʦʤʠʣʢʦʚʠʭ ʢʣʘʩʠʬʽʢʘʮʽʡ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʟʘʩʪʦʩʫʚʘʥʥʷ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ ʪʘ CNN ʫ ʟʘʜʘʯʽ ʚʠʷʚʣʝʥʥʷ 

ʪʶʪʶʥʦʧʘʣʽʥʥʷ ʬʦʨʤʫʻ ʪʝʭʥʦʣʦʛʽʯʥʫ ʦʩʥʦʚʫ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʤʘʩʰʪʘʙʦʚʘʥʠʭ, ʩʪʽʡʢʠʭ 

ʽ ʧʦʷʩʥʶʚʘʥʠʭ ʩʠʩʪʝʤ ʢʦʥʪʨʦʣʶ ʧʦʚʝʜʽʥʢʠ ʚ ʧʫʙʣʽʯʥʠʭ ʤʽʩʮʷʭ. ʋ ʧʦʻʜʥʘʥʥʽ ʟ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ çʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘè ʪʘʢʽ ʩʠʩʪʝʤʠ ʤʦʞʫʪʴ ʩʪʘʪʠ ʢʣʶʯʦʚʠʤ 

ʽʥʩʪʨʫʤʝʥʪʦʤ ʫ ʨʝʘʣʽʟʘʮʽʾ ʧʦʣʽʪʠʢ ʛʨʦʤʘʜʩʴʢʦʛʦ ʟʜʦʨʦʚôʷ, ʘ ʪʘʢʦʞ ʫ ʧʽʜʚʠʱʝʥʥʽ 

ʝʬʝʢʪʠʚʥʦʩʪʽ ʤʽʩʴʢʠʭ ʩʝʨʚʽʩʽʚ ʙʝʟʧʝʢʠ ʪʘ ʧʨʝʚʝʥʪʠʚʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ. 

ʅʝʡʨʦʤʝʨʝʞʝʚʘ ʩʠʩʪʝʤʘ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʢʦʥʪʨʦʣʶ ʟʘ ʪʶʪʶʥʦʧʘʣʽʥʥʷʤ ʫ 

ʧʫʙʣʽʯʥʠʭ ʤʽʩʮʷʭ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʩʢʣʘʜʥʠʡ ʧʨʦʛʨʘʤʥʦ-ʘʧʘʨʘʪʥʠʡ ʢʦʤʧʣʝʢʩ, ʱʦ 

ʧʦʻʜʥʫʻ ʪʝʭʥʦʣʦʛʽʾ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ, ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʪʘ ʽʥʩʪʨʫʤʝʥʪʠ 

ʧʦʷʩʥʶʚʘʥʦʛʦ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʜʣʷ ʧʽʜʪʨʠʤʢʠ ʨʝʘʣʽʟʘʮʽʾ ʘʥʪʠʪʶʪʶʥʦʚʦʾ 

ʧʦʣʽʪʠʢʠ ʚ ʫʤʦʚʘʭ ʩʫʯʘʩʥʦʛʦ ʤʽʩʴʢʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. ɰʾ ʧʨʠʟʥʘʯʝʥʥʷ ʧʦʣʷʛʘʻ ʫ 

ʙʝʟʧʝʨʝʨʚʥʦʤʫ ʘʥʘʣʽʟʽ ʚʽʜʝʦʧʦʪʦʢʽʚ ʽʟ ʢʘʤʝʨ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʚʠʷʚʣʝʥʥʽ ʦʟʥʘʢ 
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ʪʶʪʶʥʦʧʘʣʽʥʥʷ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʬʦʨʤʫʚʘʥʥʽ ʤʘʰʠʥʥʠʭ ʨʽʰʝʥʴ ʱʦʜʦ ʬʘʢʪʫ 

ʧʦʨʫʰʝʥʥʷ ʪʘ ʥʘʜʘʥʥʽ ʦʧʝʨʘʪʦʨʫ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʭ ʚʽʟʫʘʣʴʥʠʭ ʜʦʢʘʟʽʚ, ʧʨʠʜʘʪʥʠʭ 

ʜʣʷ ʧʦʜʘʣʴʰʠʭ ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʠʭ ʜʽʡ. ʂʦʥʮʝʧʮʽʷ ʪʘʢʦʾ ʩʠʩʪʝʤʠ ʩʧʠʨʘʻʪʴʩʷ ʥʘ 

ʧʦʧʝʨʝʜʥʴʦ ʨʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʢʦʥʪʨʦʣʶ ʟʘ ʪʶʪʶʥʦʧʘʣʽʥʥʷʤ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʘʨʭʽʪʝʢʪʫʨʠ Vision Transformer ʪʘ Grad-CAM-ʚʽʟʫʘʣʽʟʘʮʽʡ, 

ʫʜʦʩʢʦʥʘʣʶʶʯʠ ʡʦʛʦ ʜʦ ʨʽʚʥʷ ʧʦʚʥʦʮʽʥʥʦʾ ʧʨʠʢʣʘʜʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʚʽʜʝʦʘʥʘʣʽʪʠʢʠ.  

ʇʨʦʙʣʝʤʘʪʠʢʘ ʪʶʪʶʥʦʧʘʣʽʥʥʷ ʚ ʧʫʙʣʽʯʥʠʭ ʤʽʩʮʷʭ ʤʘʻ ʢʦʤʧʣʝʢʩʥʠʡ 

ʭʘʨʘʢʪʝʨ ʽ ʚʠʭʦʜʠʪʴ ʟʘ ʤʝʞʽ ʩʫʪʦ ʤʝʜʠʯʥʦʛʦ ʚʠʤʽʨʫ. ɺʦʥʘ ʦʭʦʧʣʶʻ ʘʩʧʝʢʪʠ 

ʛʨʦʤʘʜʩʴʢʦʛʦ ʟʜʦʨʦʚôʷ, ʧʨʘʚʦʟʘʩʪʦʩʫʚʘʥʥʷ, ʤʽʩʴʢʦʛʦ ʧʣʘʥʫʚʘʥʥʷ ʪʘ ʮʠʬʨʦʚʦʾ 

ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʩʝʨʚʽʩʽʚ ʙʝʟʧʝʢʠ. ʇʦʧʨʠ ʙʘʛʘʪʦʨʽʯʥʫ ʧʨʘʢʪʠʢʫ ʥʦʨʤʘʪʠʚʥʦʛʦ 

ʦʙʤʝʞʝʥʥʷ ʢʫʨʽʥʥʷ, ʙʽʣʴʰʽʩʪʴ ʜʝʨʞʘʚ, ʫ ʪʦʤʫ ʯʠʩʣʽ ʋʢʨʘʾʥʘ, ʩʪʠʢʘʻʪʴʩʷ ʽʟ 

ʩʠʩʪʝʤʘʪʠʯʥʠʤʠ ʧʦʨʫʰʝʥʥʷʤʠ ʟʘʙʦʨʦʥʠ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʶʪʶʥʦʚʠʭ ʚʠʨʦʙʽʚ, 

ʝʣʝʢʪʨʦʥʥʠʭ ʩʠʛʘʨʝʪ ʪʘ ʧʨʠʩʪʨʦʾʚ ʥʘʛʨʽʚʘʥʥʷ ʪʶʪʶʥʫ ʫ ʤʽʩʮʷʭ ʤʘʩʦʚʦʛʦ ʩʢʫʧʯʝʥʥʷ 

ʣʶʜʝʡ. ʇʘʩʠʚʥʝ ʢʫʨʽʥʥʷ, ʷʢʝ ʥʝʤʠʥʫʯʝ ʩʫʧʨʦʚʦʜʞʫʻ ʪʘʢʽ ʧʦʨʫʰʝʥʥʷ, ʘʩʦʮʽʶʻʪʴʩʷ ʟ 

ʧʽʜʚʠʱʝʥʠʤ ʨʠʟʠʢʦʤ ʩʝʨʮʝʚʦ-ʩʫʜʠʥʥʠʭ, ʦʥʢʦʣʦʛʽʯʥʠʭ ʪʘ ʨʝʩʧʽʨʘʪʦʨʥʠʭ 

ʟʘʭʚʦʨʶʚʘʥʴ, ʧʨʠʯʦʤʫ ʦʩʦʙʣʠʚʦ ʚʨʘʟʣʠʚʠʤʠ ʻ ʜʽʪʠ, ʣʽʪʥʽ ʣʶʜʠ ʪʘ ʦʩʦʙʠ ʟ 

ʭʨʦʥʽʯʥʠʤʠ ʭʚʦʨʦʙʘʤʠ ʜʠʭʘʣʴʥʦʾ ʩʠʩʪʝʤʠ. ɿʘ ʫʤʦʚ ʽʥʪʝʥʩʠʚʥʦʾ ʫʨʙʘʥʽʟʘʮʽʾ ʪʘ 

ʟʙʽʣʴʰʝʥʥʷ ʧʘʩʘʞʠʨʦʧʦʪʦʢʽʚ ʫ ʛʨʦʤʘʜʩʴʢʦʤʫ ʪʨʘʥʩʧʦʨʪʽ, ʪʦʨʛʦʚʝʣʴʥʦ-

ʨʦʟʚʘʞʘʣʴʥʠʭ ʮʝʥʪʨʘʭ, ʥʘ ʪʨʘʥʩʧʦʨʪʥʠʭ ʚʫʟʣʘʭ ʪʘ ʪʝʨʠʪʦʨʽʷʭ ʦʩʚʽʪʥʽʭ ʟʘʢʣʘʜʽʚ 

ʥʘʚʽʪʴ ʝʧʽʟʦʜʠʯʥʽ ʚʠʧʘʜʢʠ ʢʫʨʽʥʥʷ ʩʪʚʦʨʶʶʪʴ ʟʥʘʯʥʠʡ ʩʫʢʫʧʥʠʡ ʨʠʟʠʢ  

ʜʣʷ ʥʘʩʝʣʝʥʥʷ. 

ʊʨʘʜʠʮʽʡʥʘ ʤʦʜʝʣʴ ʢʦʥʪʨʦʣʶ ʟʘ ʜʦʪʨʠʤʘʥʥʷʤ ʘʥʪʠʪʶʪʶʥʦʚʦʛʦ 

ʟʘʢʦʥʦʜʘʚʩʪʚʘ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʯʝʨʛʫʚʘʥʥʽ ʧʨʘʮʽʚʥʠʢʽʚ ʧʦʣʽʮʽʾ, ʽʥʩʧʝʢʪʦʨʽʚ 

ʤʫʥʽʮʠʧʘʣʴʥʠʭ ʩʣʫʞʙ ʯʠ ʣʦʢʘʣʴʥʦʛʦ ʧʝʨʩʦʥʘʣʫ ʙʝʟʧʝʢʠ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʝʤʦʥʩʪʨʫʻ 

ʦʙʤʝʞʝʥʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʫ ʤʘʩʰʪʘʙʽ ʩʫʯʘʩʥʦʛʦ ʤʽʩʪʘ, ʦʩʢʽʣʴʢʠ ʬʽʟʠʯʥʘ ʧʨʠʩʫʪʥʽʩʪʴ 

ʢʦʥʪʨʦʣʶʶʯʠʭ ʦʩʽʙ ʫ ʢʦʞʥʽʡ ʧʦʪʝʥʮʽʡʥʦ ʧʨʦʙʣʝʤʥʽʡ ʪʦʯʮʽ ʻ ʝʢʦʥʦʤʽʯʥʦ 

ʥʝʜʦʮʽʣʴʥʦʶ, ʘ ʣʶʜʩʴʢʠʡ ʬʘʢʪʦʨ ʥʝʤʠʥʫʯʝ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʨʦʧʫʩʢʫ ʟʥʘʯʥʦʾ ʯʘʩʪʢʠ 

ʧʦʨʫʰʝʥʴ. ʈʦʟʛʦʨʪʘʥʥʷ ʤʝʨʝʞ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʬʦʨʤʫʻ ʪʝʭʥʽʯʥʫ ʦʩʥʦʚʫ ʜʣʷ 

ʧʝʨʝʭʦʜʫ ʜʦ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʪʨʘʪʝʛʽʡ ʤʦʥʽʪʦʨʠʥʛʫ ʧʦʚʝʜʽʥʢʠ ʣʶʜʝʡ, ʧʨʦʪʝ ʙʝʟ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʦʙʨʦʙʢʠ ʚʽʜʝʦʜʘʥʠʭ ʪʘʢʽ ʩʠʩʪʝʤʠ ʟʘʣʠʰʘʶʪʴʩʷ ʧʘʩʠʚʥʠʤ ʟʘʩʦʙʦʤ 

ʬʽʢʩʘʮʽʾ ʧʦʜʽʡ, ʘ ʥʝ ʽʥʩʪʨʫʤʝʥʪʦʤ ʘʢʪʠʚʥʦʛʦ ʟʘʧʦʙʽʛʘʥʥʷ. 

ʅʝʡʨʦʤʝʨʝʞʝʚʘ ʩʠʩʪʝʤʘ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʢʦʥʪʨʦʣʶ ʟʘ ʪʶʪʶʥʦʧʘʣʽʥʥʷʤ 

ʧʨʦʧʦʥʫʻ ʷʢʽʩʥʦ ʽʥʰʠʡ ʨʽʚʝʥʴ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ. 

ɺʦʥʘ ʧʝʨʝʪʚʦʨʶʻ ʢʘʤʝʨʠ ʟ ʪʨʘʜʠʮʽʡʥʠʭ ʩʝʥʩʦʨʽʚ ʟʦʙʨʘʞʝʥʥʷ ʥʘ ʘʢʪʠʚʥʽ ʚʫʟʣʠ 

ʤʝʨʝʞʽ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ, ʱʦ ʟʜʘʪʥʽ ʩʘʤʦʩʪʽʡʥʦ ʨʦʟʧʽʟʥʘʚʘʪʠ ʩʠʪʫʘʮʽʾ ʢʫʨʽʥʥʷ ʥʘ 

ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ ʧʨʦʩʪʦʨʦʚʦ-ʚʽʟʫʘʣʴʥʠʭ ʧʘʪʝʨʥʽʚ. ɺʽʜʧʦʚʽʜʥʦ, ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ 

ʧʝʨʩʦʥʘʣ ʟʤʽʱʫʻʪʴʩʷ ʚʽʜ ʨʫʯʥʦʛʦ ʧʝʨʝʛʣʷʜʫ ʙʘʛʘʪʦʛʦʜʠʥʥʠʭ ʚʽʜʝʦʟʘʧʠʩʽʚ ʜʦ 

ʚʠʙʽʨʢʦʚʦʾ ʨʦʙʦʪʠ ʟ ʫʞʝ ʧʦʧʝʨʝʜʥʴʦ ʚʽʜʬʽʣʴʪʨʦʚʘʥʠʤʠ ʪʘ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʤʠ 

ʩʧʦʚʽʱʝʥʥʷʤʠ, ʱʦ ʤʽʩʪʷʪʴ ʢʘʜʨʠ ʟ ʚʠʩʦʢʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʚʠʷʚʣʝʥʦʛʦ ʧʦʨʫʰʝʥʥʷ. ʎʝ 

ʥʝ ʣʠʰʝ ʧʽʜʚʠʱʫʻ ʦʧʝʨʘʪʠʚʥʽʩʪʴ ʨʝʘʛʫʚʘʥʥʷ, ʘʣʝ ʡ ʩʪʚʦʨʶʻ ʧʨʦʟʦʨʠʡ, 

ʟʘʜʦʢʫʤʝʥʪʦʚʘʥʠʡ ʤʝʭʘʥʽʟʤ ʬʽʢʩʘʮʽʾ ʽʥʮʠʜʝʥʪʽʚ, ʷʢʠʡ ʟʥʠʞʫʻ ʩʫʙôʻʢʪʠʚʥʽʩʪʴ ʦʮʽʥʦʢ. 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025 211 

ɿ ʥʘʫʢʦʚʦ-ʪʝʭʥʽʯʥʦʾ ʪʦʯʢʠ ʟʦʨʫ, ʟʘʚʜʘʥʥʷ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʬʘʢʪʽʚ 

ʪʶʪʶʥʦʧʘʣʽʥʥʷ ʤʘʻ ʥʠʟʢʫ ʦʩʦʙʣʠʚʦʩʪʝʡ, ʷʢʽ ʚʽʜʨʽʟʥʷʶʪʴ ʡʦʛʦ ʚʽʜ ʢʣʘʩʠʯʥʠʭ ʟʘʜʘʯ 

ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ. ʇʦ-ʧʝʨʰʝ, ʦʙôʻʢʪʠ ʽʥʪʝʨʝʩʫ ʻ ʜʨʽʙʥʠʤʠ, ʯʘʩʪʦ ʯʘʩʪʢʦʚʦ 

ʧʝʨʝʢʨʠʪʠʤʠ ʽ ʚʽʟʫʘʣʴʥʦ ʧʦʜʽʙʥʠʤʠ ʜʦ ʬʦʥʦʚʦʛʦ ʰʫʤʫ: ʩʠʛʘʨʝʪʘ ʤʘʻ ʥʝʚʝʣʠʢʽ 

ʨʦʟʤʽʨʠ, ʘ ʜʠʤ ʤʦʞʝ ʤʘʩʢʫʚʘʪʠʩʷ ʧʽʜ ʘʪʤʦʩʬʝʨʥʽ ʝʬʝʢʪʠ, ʚʽʜʙʣʠʩʢʠ ʯʠ ʰʫʤʠ 

ʩʝʥʩʦʨʘ. ʇʦ-ʜʨʫʛʝ, ʢʣʶʯʦʚʠʤʠ ʽʥʜʠʢʘʪʦʨʘʤʠ ʻ ʥʝ ʣʠʰʝ ʩʘʤʽ ʦʙôʻʢʪʠ, ʘ ʡ ʧʦʚʝʜʽʥʢʦʚʽ 

ʞʝʩʪʠ ï ʭʘʨʘʢʪʝʨʥʝ ʧʦʣʦʞʝʥʥʷ ʨʫʢʠ, ʧʽʜʥʝʩʝʥʥʷ ʾʾ ʜʦ ʨʦʪʘ, ʧʝʚʥʘ ʢʦʥʬʽʛʫʨʘʮʽʷ 

ʦʙʣʠʯʯʷ. ʇʦ-ʪʨʝʪʻ, ʩʝʨʝʜʦʚʠʱʝ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʟʥʘʯʥʦʶ 

ʚʘʨʽʘʪʠʚʥʽʩʪʶ: ʨʽʟʢʽ ʟʤʽʥʠ ʦʩʚʽʪʣʝʥʥʷ, ʢʦʥʪʨʘʩʪʫ, ʨʘʢʫʨʩʫ, ʪʠʧʫ ʢʘʤʝʨʠ, ʱʽʣʴʥʦʩʪʽ 

ʥʘʪʦʚʧʫ. ʎʽ ʬʘʢʪʦʨʠ ʦʙʫʤʦʚʣʶʶʪʴ ʥʝʦʙʭʽʜʥʽʩʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ ʘʨʭʽʪʝʢʪʫʨ ʛʣʠʙʦʢʦʛʦ 

ʥʘʚʯʘʥʥʷ, ʟʜʘʪʥʠʭ ʤʦʜʝʣʶʚʘʪʠ ʛʣʦʙʘʣʴʥʠʡ ʢʦʥʪʝʢʩʪ ʩʮʝʥʠ ʪʘ ʚʣʦʚʣʶʚʘʪʠ 

ʚʠʩʦʢʦʨʽʚʥʝʚʽ ʟʘʣʝʞʥʦʩʪʽ ʤʽʞ ʧʨʦʩʪʦʨʦʚʦ ʨʦʟʥʝʩʝʥʠʤʠ ʦʟʥʘʢʘʤʠ. 

ʂʣʘʩʠʯʥʽ ʟʛʦʨʪʢʦʚʽ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ, ʷʢʽ ʜʦʤʽʥʫʚʘʣʠ ʚ ʢʦʤʧôʶʪʝʨʥʦʤʫ ʟʦʨʽ 

ʧʨʦʪʷʛʦʤ ʦʩʪʘʥʥʴʦʛʦ ʜʝʩʷʪʠʣʽʪʪʷ, ʜʝʤʦʥʩʪʨʫʶʪʴ ʚʠʩʦʢʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʫ ʟʘʜʘʯʘʭ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʜʝʪʝʢʮʽʾ ʦʙôʻʢʪʽʚ, ʦʜʥʘʢ ʾʭʥʷ ʣʦʢʘʣʴʥʘ ʧʨʠʨʦʜʘ ʦʙʨʦʙʢʠ ʧʦʩʪʫʧʦʚʦ 

ʚʠʷʚʣʷʻ ʦʙʤʝʞʝʥʥʷ ʚ ʧʦʜʽʙʥʠʭ ʟʘʜʘʯʘʭ. ɿʛʦʨʪʢʠ ʙʫʜʫʶʪʴ ʧʦʜʘʥʥʷ ʥʘ ʦʩʥʦʚʽ 

ʣʦʢʘʣʴʥʠʭ ʨʝʮʝʧʪʠʚʥʠʭ ʧʦʣʽʚ, ʽ ʭʦʯʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʣʠʙʦʢʠʭ ʘʨʭʽʪʝʢʪʫʨ, 

ʟʘʣʠʰʢʦʚʠʭ ʟʚôʷʟʢʽʚ ʪʘ ʙʘʛʘʪʦʤʘʩʰʪʘʙʥʠʭ ʙʣʦʢʽʚ ʯʘʩʪʢʦʚʦ ʢʦʤʧʝʥʩʫʻ ʮʝʡ ʥʝʜʦʣʽʢ, 

ʛʣʦʙʘʣʴʥʠʡ ʢʦʥʪʝʢʩʪ ʩʮʝʥʠ ʚʩʝ ʱʝ ʚʽʜʥʦʚʣʶʻʪʴʩʷ ʦʧʦʩʝʨʝʜʢʦʚʘʥʦ. ʅʘ ʧʨʦʪʠʚʘʛʫ 

ʮʴʦʤʫ ʪʨʘʥʩʬʦʨʤʝʨʥʽ ʧʽʜʭʦʜʠ, ʪʘʢʽ ʷʢ Vision Transformer, ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʤʦʜʝʣʶʶʪʴ ʚʟʘʻʤʦʜʽʶ ʤʽʞ ʫʩʽʤʘ ʬʨʘʛʤʝʥʪʘʤʠ ʟʦʙʨʘʞʝʥʥʷ ʯʝʨʝʟ ʤʝʭʘʥʽʟʤ 

ʩʘʤʦʫʚʘʛʠ, ʱʦ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʦ ʜʣʷ ʩʠʪʫʘʮʽʡ, ʢʦʣʠ ʚʠʨʽʰʘʣʴʥʠʤʠ ʻ ʚʽʜʥʦʩʥʽ 

ʚʟʘʻʤʦʨʦʟʪʘʰʫʚʘʥʥʷ ʦʙôʻʢʪʽʚ ʪʘ ʧʦʚʝʜʽʥʢʦʚʽ ʧʘʪʝʨʥʠ. 

ʋ ʟʘʧʨʦʧʦʥʦʚʘʥʽʡ ʥʝʡʨʦʤʝʨʝʞʝʚʽʡ ʩʠʩʪʝʤʽ ʮʝʥʪʨʘʣʴʥʝ ʤʽʩʮʝ ʧʦʩʽʜʘʻ ʤʦʜʝʣʴ 

ʥʘ ʦʩʥʦʚʽ Vision Transformer, ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʘ ʥʘ ʚʝʣʠʢʦʤʘʩʰʪʘʙʥʦʤʫ ʥʘʙʦʨʽ 

ImageNet ʪʘ ʜʦʥʘʚʯʝʥʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʨʘʥʩʬʝʨʥʦʛʦ ʥʘʚʯʘʥʥʷ ʥʘ ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ 

ʢʦʨʧʫʩʽ ʟʦʙʨʘʞʝʥʴ ʽʟ ʢʫʨʮʷʤʠ ʪʘ ʥʝʢʫʨʮʷʤʠ. ɺʭʽʜʥʠʡ ʢʘʜʨ ʟ ʚʽʜʝʦʧʦʪʦʢʫ 

ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʫ ʥʦʨʤʘʣʽʟʦʚʘʥʝ ʟʦʙʨʘʞʝʥʥʷ ʬʽʢʩʦʚʘʥʦʛʦ ʨʦʟʤʽʨʫ, ʧʽʩʣʷ ʯʦʛʦ 

ʨʦʟʙʠʚʘʻʪʴʩʷ ʥʘ ʨʽʚʥʦʚʝʣʠʢʽ ʧʘʪʯʽ, ʷʢʽ ʧʨʦʝʢʪʫʶʪʴʩʷ ʫ ʚʝʢʪʦʨʥʠʡ ʧʨʦʩʪʽʨ ʦʟʥʘʢ. 

ʇʦʩʣʽʜʦʚʥʽʩʪʴ ʮʠʭ ʚʝʢʪʦʨʽʚ ʜʦʧʦʚʥʶʻʪʴʩʷ ʧʦʟʠʮʽʡʥʠʤʠ ʢʦʜʫʚʘʥʥʷʤʠ, ʱʦ 

ʟʙʝʨʽʛʘʶʪʴ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʨʦʟʪʘʰʫʚʘʥʥʷ ʬʨʘʛʤʝʥʪʽʚ ʫ ʚʠʭʽʜʥʦʤʫ ʢʘʜʨʽ, ʘ ʪʘʢʦʞ 

ʩʧʝʮʽʘʣʴʥʠʤ ʢʣʘʩʠʬʽʢʘʮʽʡʥʠʤ ʪʦʢʝʥʦʤ, ʷʢʠʡ ʘʢʫʤʫʣʶʻ ʛʣʦʙʘʣʴʥʫ ʽʥʬʦʨʤʘʮʽʶ. ɼʘʣʽ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʙʘʛʘʪʦʰʘʨʦʚʠʡ ʝʥʢʦʜʝʨ ʽʟ ʙʘʛʘʪʦʛʦʣʦʚʦʶ 

ʩʘʤʦʫʚʘʛʦʶ ʪʘ ʙʣʦʢʘʤʠ ʙʘʛʘʪʦʰʘʨʦʚʦʛʦ ʧʝʨʮʝʧʪʨʦʥʘ, ʜʝ ʬʦʨʤʫʻʪʴʩʷ ʚʠʩʦʢʦʨʽʚʥʝʚʝ 

ʧʦʜʘʥʥʷ ʩʮʝʥʠ. 

ʉʪʨʘʪʝʛʽʷ ʪʨʘʥʩʬʝʨʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʧʦʢʣʘʜʝʥʘ ʚ ʦʩʥʦʚʫ ʩʠʩʪʝʤʠ, ʦʨʽʻʥʪʦʚʘʥʘ 

ʥʘ ʝʬʝʢʪʠʚʥʫ ʨʦʙʦʪʫ ʟ ʚʽʜʥʦʩʥʦ ʥʝʚʝʣʠʢʠʤʠ ʜʦʤʝʥʥʦ-ʩʧʝʮʠʬʽʯʥʠʤʠ ʜʘʪʘʩʝʪʘʤʠ. 

ʆʩʥʦʚʥʽ ʧʘʨʘʤʝʪʨʠ ʪʨʘʥʩʬʦʨʤʝʨʥʦʛʦ ʝʥʢʦʜʝʨʘ ʟʘʣʠʰʘʶʪʴʩʷ ʟʘʤʦʨʦʞʝʥʠʤʠ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʟʙʝʨʝʛʪʠ ʫʟʘʛʘʣʴʥʶʶʯʫ ʟʜʘʪʥʽʩʪʴ ʤʦʜʝʣʽ, ʥʘʢʦʧʠʯʝʥʫ ʥʘ ʙʘʟʦʚʦʤʫ ʥʘʙʦʨʽ 

ʜʘʥʠʭ, ʪʦʜʽ ʷʢ ʜʦʥʘʚʯʘʥʥʷ ʟʦʩʝʨʝʜʞʫʻʪʴʩʷ ʥʘ ʬʽʥʘʣʴʥʦʤʫ ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʤʫ ʰʘʨʽ, 

ʘʜʘʧʪʫʶʯʠ ʡʦʛʦ ʜʦ ʜʠʭʦʪʦʤʽʾ çʢʫʨʽʥʥʷ / ʚʽʜʩʫʪʥʽʩʪʴ ʢʫʨʽʥʥʷè. ʊʘʢʠʡ ʧʽʜʭʽʜ 

ʤʽʥʽʤʽʟʫʻ ʨʠʟʠʢ ʧʝʨʝʥʘʚʯʘʥʥʷ, ʟʤʝʥʰʫʻ ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʚʠʪʨʘʪʠ ʪʘ ʜʘʻ ʟʤʦʛʫ 
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ʚʧʨʦʚʘʜʞʫʚʘʪʠ ʩʠʩʪʝʤʫ ʥʘ ʦʙʣʘʜʥʘʥʥʽ ʟ ʦʙʤʝʞʝʥʠʤʠ ʨʝʩʫʨʩʘʤʠ, ʟʦʢʨʝʤʘ ʥʘ 

ʚʙʫʜʦʚʘʥʠʭ ʨʽʰʝʥʥʷʭ ʫ ʤʝʨʝʞʝʚʠʭ ʚʽʜʝʦʨʝʻʩʪʨʘʪʦʨʘʭ ʘʙʦ edge-ʧʨʠʩʪʨʦʷʭ. 

ɺʘʞʣʠʚʠʤ ʢʦʥʮʝʧʪʫʘʣʴʥʠʤ ʢʦʤʧʦʥʝʥʪʦʤ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʩʠʩʪʝʤʠ ʻ 

ʧʦʷʩʥʶʚʘʥʽʩʪʴ ʧʨʠʡʥʷʪʠʭ ʨʽʰʝʥʴ. ʆʩʢʽʣʴʢʠ ʨʝʟʫʣʴʪʘʪʠ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʢʦʥʪʨʦʣʶ 

ʤʦʞʫʪʴ ʙʫʪʠ ʧʽʜʩʪʘʚʦʶ ʜʣʷ ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʠʭ ʩʪʷʛʥʝʥʴ, ʦʧʝʨʘʪʦʨʠ ʪʘ ʫʧʦʚʥʦʚʘʞʝʥʽ 

ʦʨʛʘʥʠ ʤʘʶʪʴ ʦʪʨʠʤʫʚʘʪʠ ʥʝ ʣʠʰʝ ʙʽʥʘʨʥʠʡ ʚʠʩʥʦʚʦʢ ʤʦʜʝʣʽ, ʘ ʡ ʥʘʦʯʥʝ 

ʦʙˇʨʫʥʪʫʚʘʥʥʷ. ɼʣʷ ʮʴʦʛʦ ʚ ʩʠʩʪʝʤʫ ʽʥʪʝʛʨʦʚʘʥʦ ʤʦʜʠʬʽʢʦʚʘʥʠʡ ʧʽʜʭʽʜ Grad-CAM, 

ʘʜʘʧʪʦʚʘʥʠʡ ʜʦ ʪʨʘʥʩʬʦʨʤʝʨʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ. ʇʽʩʣʷ ʦʪʨʠʤʘʥʥʷ ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʛʦ 

ʨʝʟʫʣʴʪʘʪʫ ʘʣʛʦʨʠʪʤ ʦʙʯʠʩʣʶʻ ʛʨʘʜʽʻʥʪʠ ʟʘ ʚʽʜʥʦʰʝʥʥʷʤ ʜʦ ʧʨʦʤʽʞʥʠʭ 

ʧʨʝʜʩʪʘʚʣʝʥʴ ʧʘʪʯʽʚ, ʘʛʨʝʛʫʻ ʾʭ ʪʘ ʬʦʨʤʫʻ ʪʝʧʣʦʚʫ ʢʘʨʪʫ ʚʘʞʣʠʚʦʩʪʽ, ʷʢʘ 

ʥʘʢʣʘʜʘʻʪʴʩʷ ʥʘ ʦʨʠʛʽʥʘʣʴʥʠʡ ʢʘʜʨ. ʊʘʢʠʤ ʯʠʥʦʤ, ʦʧʝʨʘʪʦʨ ʙʘʯʠʪʴ, ʷʢʽ ʦʙʣʘʩʪʽ 

ʟʦʙʨʘʞʝʥʥʷ ʩʪʘʣʠ ʚʠʨʽʰʘʣʴʥʠʤʠ: ʮʝ ʤʦʞʝ ʙʫʪʠ ʟʦʥʘ ʚ ʨʫʢʘʭ ʣʶʜʠʥʠ, ʦʙʣʠʯʯʷ, 

ʟʛʫʩʪʦʢ ʜʠʤʫ ʘʙʦ ʢʦʤʙʽʥʘʮʽʷ ʢʽʣʴʢʦʭ ʜʽʣʷʥʦʢ. ʊʘʢʘ ʚʽʟʫʘʣʽʟʘʮʽʷ ʧʽʜʚʠʱʫʻ ʜʦʚʽʨʫ ʜʦ 

ʩʠʩʪʝʤʠ, ʩʧʨʦʱʫʻ ʚʠʷʚʣʝʥʥʷ ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʶʚʘʥʴ ʪʘ ʩʧʨʠʷʻ ʘʥʘʣʽʟʫ ʛʨʘʥʠʯʥʠʭ 

ʚʠʧʘʜʢʽʚ. ɼʽʘʛʨʘʤʘ ʢʣʘʩʽʚ ʨʦʟʨʦʙʣʶʚʘʥʦʾ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ ʥʘʚʝʜʝʥʦ  

ʥʘ ʨʠʩʫʥʢʫ 1. 

 

 
ʈʠʩʫʥʦʢ 1 ï ɼʽʘʛʨʘʤʠ ʢʣʘʩʽʚ 

 

ʉʠʩʪʝʤʘ ʬʫʥʢʮʽʦʥʫʻ ʚ ʢʽʣʴʢʦʭ ʣʦʛʽʯʥʦ ʧʦʚôʷʟʘʥʠʭ ʨʝʞʠʤʘʭ. ʋ ʨʝʞʠʤʽ 

ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʚʽʜʝʦʧʦʪʽʢ ʽʟ ʢʘʤʝʨ ʨʦʟʱʝʧʣʶʻʪʴʩʷ ʥʘ ʦʢʨʝʤʽ ʢʘʜʨʠ ʽʟ 

ʟʘʜʘʥʦʶ ʧʝʨʽʦʜʠʯʥʽʩʪʶ ʘʙʦ ʧʦʜʽʻʶ (ʥʘʧʨʠʢʣʘʜ, ʟʘ ʟʤʽʥʠ ʩʮʝʥʠ ʯʠ ʚʠʷʚʣʝʥʥʷ ʣʶʜʝʡ 

ʟʦʚʥʽʰʥʽʤʠ ʜʝʪʝʢʪʦʨʘʤʠ). ʂʦʞʝʥ ʢʘʜʨ ʘʙʦ ʩʝʨʽʷ ʢʣʶʯʦʚʠʭ ʢʘʜʨʽʚ ʧʝʨʝʜʘʻʪʴʩʷ ʜʦ 

ʤʦʜʫʣʷ ʧʦʧʝʨʝʜʥʴʦʾ ʦʙʨʦʙʢʠ, ʜʝ ʚʠʢʦʥʫʻʪʴʩʷ ʤʘʩʰʪʘʙʫʚʘʥʥʷ, ʢʦʣʽʨʥʘ ʥʦʨʤʘʣʽʟʘʮʽʷ, 

ʧʨʠ ʧʦʪʨʝʙʽ ï ʩʪʘʙʽʣʽʟʘʮʽʷ ʪʘ ʫʩʫʥʝʥʥʷ ʘʨʪʝʬʘʢʪʽʚ ʩʪʠʩʥʝʥʥʷ. ʇʽʩʣʷ ʮʴʦʛʦ 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025 213 

ʟʦʙʨʘʞʝʥʥʷ ʧʦʪʨʘʧʣʷʻ ʜʦ ʥʝʡʨʦʤʝʨʝʞʝʚʦʛʦ ʷʜʨʘ, ʷʢʝ ʧʦʚʝʨʪʘʻ ʡʤʦʚʽʨʥʽʩʪʴ 

ʥʘʷʚʥʦʩʪʽ ʪʶʪʶʥʦʧʘʣʽʥʥʷ. ʗʢʱʦ ʮʷ ʡʤʦʚʽʨʥʽʩʪʴ ʧʝʨʝʚʠʱʫʻ ʥʘʧʝʨʝʜ ʚʠʟʥʘʯʝʥʠʡ 

ʧʦʨʽʛ, ʤʦʜʫʣʴ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʩʪʚʦʨʶʻ ʦʙôʻʢʪ ʧʦʜʽʾ, ʜʦ ʷʢʦʛʦ ʚʢʣʶʯʘʶʪʴʩʷ ʢʘʜʨ-

ʜʞʝʨʝʣʦ, ʪʝʧʣʦʚʽ ʢʘʨʪʠ, ʯʘʩʦʚʽ ʤʽʪʢʠ ʪʘ ʽʜʝʥʪʠʬʽʢʘʪʦʨ ʢʘʤʝʨʠ. ʇʦʜʘʣʴʰʽ ʜʽʾ 

ʟʘʣʝʞʘʪʴ ʚʽʜ ʧʦʣʽʪʠʢʠ ʝʢʩʧʣʫʘʪʘʮʽʾ: ʩʠʩʪʝʤʘ ʤʦʞʝ ʘʚʪʦʤʘʪʠʯʥʦ ʬʦʨʤʫʚʘʪʠ 

ʩʧʦʚʽʱʝʥʥʷ ʦʧʝʨʘʪʦʨʫ, ʟʙʝʨʽʛʘʪʠ ʬʨʘʛʤʝʥʪ ʚʽʜʝʦ ʫ ʩʧʝʮʽʘʣʴʥʦʤʫ ʩʭʦʚʠʱʽ, 

ʽʥʪʝʛʨʫʚʘʪʠʩʷ ʟ ʤʽʩʴʢʠʤʠ ʮʝʥʪʨʘʤʠ ʦʙʨʦʙʢʠ ʜʘʥʠʭ ʘʙʦ ʽʥʬʦʨʤʘʮʽʡʥʠʤʠ ʩʠʩʪʝʤʘʤʠ 

ʧʨʘʚʦʦʭʦʨʦʥʥʠʭ ʦʨʛʘʥʽʚ. 

ɼʨʫʛʠʡ ʚʘʞʣʠʚʠʡ ʨʝʞʠʤ ï ʘʥʘʣʽʪʠʢʦ-ʜʦʩʣʽʜʥʠʮʴʢʠʡ. ɺʽʥ ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ 

ʨʦʟʨʦʙʥʠʢʽʚ, ʘʜʤʽʥʽʩʪʨʘʪʦʨʽʚ ʪʘ ʝʢʩʧʝʨʪʽʚ ʫ ʩʬʝʨʽ ʛʨʦʤʘʜʩʴʢʦʛʦ ʟʜʦʨʦʚôʷ ʽ ʜʦʟʚʦʣʷʻ 

ʧʨʘʮʶʚʘʪʠ ʟ ʘʨʭʽʚʥʠʤʠ ʜʘʥʠʤʠ, ʦʮʽʥʶʚʘʪʠ ʜʠʥʘʤʽʢʫ ʧʦʨʫʰʝʥʴ ʫ ʧʝʚʥʠʭ ʣʦʢʘʮʽʷʭ, 

ʯʘʩ ʜʦʙʠ ʯʠ ʜʥʷʭ ʪʠʞʥʷ, ʘ ʪʘʢʦʞ ʘʥʘʣʽʟʫʚʘʪʠ ʧʦʤʠʣʢʠ ʥʝʡʨʦʤʝʨʝʞʽ. ʋ ʨʘʤʢʘʭ ʮʴʦʛʦ 

ʨʝʞʠʤʫ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʨʦʟʰʠʨʝʥʘ ʚʽʟʫʘʣʽʟʘʮʽʷ ʨʝʟʫʣʴʪʘʪʽʚ, ʤʦʞʣʠʚʽʩʪʴ ʧʝʨʝʛʣʷʜʘʪʠ 

ʩʝʨʽʾ ʢʘʜʨʽʚ ʜʦ ʽ ʧʽʩʣʷ ʧʦʜʽʾ, ʘ ʪʘʢʦʞ ʧʦʙʫʜʦʚʘ ʩʪʘʪʠʩʪʠʯʥʠʭ ʟʚʽʪʽʚ. ʊʘʢʘ 

ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʚʽʜʢʨʠʚʘʻ ʧʝʨʩʧʝʢʪʠʚʠ ʽʥʪʝʛʨʘʮʽʾ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʩʠʩʪʝʤʠ 

ʢʦʥʪʨʦʣʶ ʟʘ ʪʶʪʶʥʦʧʘʣʽʥʥʷʤ ʫ ʰʠʨʰʽ ʧʣʘʪʬʦʨʤʠ çʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘè, ʜʝ ʜʘʥʽ ʧʨʦ 

ʢʫʨʽʥʥʷ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʧʦʨʷʜ ʟ ʽʥʰʠʤʠ ʽʥʜʠʢʘʪʦʨʘʤʠ ʙʝʟʧʝʢʠ ʪʘ  

ʧʦʚʝʜʽʥʢʠ ʥʘʩʝʣʝʥʥʷ. 

ʌʦʨʤʫʚʘʥʥʷ ʥʘʚʯʘʣʴʥʦʛʦ ʽ ʪʝʩʪʦʚʦʛʦ ʢʦʨʧʫʩʫ ʻ ʢʨʠʪʠʯʥʠʤ ʝʪʘʧʦʤ, ʱʦ 

ʚʠʟʥʘʯʘʻ ʷʢʽʩʪʴ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ. ɼʣʷ ʧʦʯʘʪʢʦʚʦʛʦ ʥʘʚʯʘʥʥʷ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʚʽʜʢʨʠʪʠʡ ʟʙʘʣʘʥʩʦʚʘʥʠʡ ʜʘʪʘʩʝʪ ʟʦʙʨʘʞʝʥʴ, ʫ ʷʢʦʤʫ ʢʘʪʝʛʦʨʽʾ ʢʫʨʮʽʚ ʪʘ ʥʝʢʫʨʮʽʚ 

ʧʨʝʜʩʪʘʚʣʝʥʽ ʧʨʠʙʣʠʟʥʦ ʚ ʨʽʚʥʠʭ ʧʨʦʧʦʨʮʽʷʭ. ʋ ʢʣʘʩʽ çʢʫʨʮʽʚè ʧʝʨʝʚʘʞʘʶʪʴ ʩʮʝʥʠ ʟ 

ʯʽʪʢʦ ʚʠʜʠʤʠʤʠ ʩʠʛʘʨʝʪʘʤʠ ʘʙʦ ʧʨʠʩʪʨʦʷʤʠ ʜʣʷ ʚʝʡʧʽʥʛʫ, ʫ ʪʦʡ ʯʘʩ ʷʢ ʢʣʘʩ 

çʥʝʢʫʨʮʽʚè ʚʢʣʶʯʘʻ ʷʢ ʥʝʡʪʨʘʣʴʥʽ ʟʦʙʨʘʞʝʥʥʷ, ʪʘʢ ʽ ʢʘʜʨʠ ʟ ʧʦʜʽʙʥʠʤʠ ʜʦ ʢʫʨʽʥʥʷ 

ʞʝʩʪʘʤʠ, ʘʣʝ ʙʝʟ ʬʘʢʪʠʯʥʦʾ ʥʘʷʚʥʦʩʪʽ ʪʶʪʶʥʦʚʠʭ ʚʠʨʦʙʽʚ. ʎʝʡ ʧʨʠʡʦʤ ʫʩʢʣʘʜʥʶʻ 

ʟʘʜʘʯʫ ʡ ʟʤʫʰʫʻ ʤʦʜʝʣʴ ʰʫʢʘʪʠ ʪʦʥʢʽ ʚʽʜʤʽʥʥʦʩʪʽ, ʥʝ ʩʧʠʨʘʶʯʠʩʴ ʣʠʰʝ ʥʘ ʛʨʫʙʽ 

ʢʦʥʪʫʨʠ ʨʫʢʠ ʙʽʣʷ ʦʙʣʠʯʯʷ. ʇʽʩʣʷ ʙʘʟʦʚʦʛʦ ʥʘʚʯʘʥʥʷ ʩʠʩʪʝʤʘ ʤʦʞʝ ʜʦʥʘʚʯʘʪʠʩʷ ʥʘ 

ʣʦʢʘʣʴʥʠʭ ʜʘʥʠʭ ʟ ʢʦʥʢʨʝʪʥʠʭ ʢʘʤʝʨ ʘʙʦ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʦʙôʻʢʪʽʚ, ʱʦ ʜʘʻ ʟʤʦʛʫ 

ʚʨʘʭʦʚʫʚʘʪʠ ʦʩʦʙʣʠʚʦʩʪʽ ʨʝʘʣʴʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ï ʪʠʧʦʚʽ ʨʘʢʫʨʩʠ, ʦʩʚʽʪʣʝʥʥʷ, 

ʣʦʢʘʣʴʥʽ ʢʫʣʴʪʫʨʥʽ ʧʘʪʝʨʥʠ ʧʦʚʝʜʽʥʢʠ. 

ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʩʠʩʪʝʤʠ ʧʨʦʚʦʜʠʪʴʩʷ ʥʘ 

ʦʩʥʦʚʽ ʨʦʟʜʽʣʝʥʥʷ ʢʦʨʧʫʩʫ ʟʦʙʨʘʞʝʥʴ ʥʘ ʥʘʚʯʘʣʴʥʫ, ʚʘʣʽʜʘʮʽʡʥʫ ʪʘ ʪʝʩʪʦʚʫ 

ʧʽʜʤʥʦʞʠʥʠ. ʋ ʧʨʦʮʝʩʽ ʪʨʝʥʫʚʘʥʥʷ ʚʽʜʩʪʝʞʫʶʪʴʩʷ ʪʘʢʽ ʤʝʪʨʠʢʠ, ʷʢ ʪʦʯʥʽʩʪʴ 

ʢʣʘʩʠʬʽʢʘʮʽʾ, ʧʦʚʥʦʪʘ, ʪʦʯʥʽʩʪʴ ʫ ʚʫʟʴʢʦʤʫ ʨʦʟʫʤʽʥʥʽ, F1-ʤʽʨʷ ʪʘ ʧʣʦʱʘ ʧʽʜ ROC-

ʢʨʠʚʦʶ. ɸʥʘʣʽʟ ʢʨʠʚʠʭ ʥʘʚʯʘʥʥʷ ʡ ʚʘʣʽʜʘʮʽʾ ʜʦʟʚʦʣʷʻ ʩʚʦʻʯʘʩʥʦ ʟʫʧʠʥʷʪʠ ʥʘʚʯʘʥʥʷ 

ʧʨʠ ʜʦʩʷʛʥʝʥʥʽ ʧʣʘʪʦ, ʟʘʧʦʙʽʛʘʶʯʠ ʧʝʨʝʥʘʚʯʘʥʥʶ. ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʪʝʩʪʫʚʘʥʥʷ ʥʘ 

ʚʽʜʢʣʘʜʝʥʽʡ ʚʠʙʽʨʮʽ ʤʦʞʥʘ ʟʨʦʙʠʪʠ ʚʠʩʥʦʚʦʢ ʧʨʦ ʟʜʘʪʥʽʩʪʴ ʤʦʜʝʣʽ ʫʟʘʛʘʣʴʥʶʚʘʪʠ 

ʟʥʘʥʥʷ ʥʘ ʥʦʚʠʭ ʩʮʝʥʘʭ. ʆʩʦʙʣʠʚʫ ʫʚʘʛʫ ʧʨʠʜʽʣʷʶʪʴ ʘʥʘʣʽʟʫ ʧʦʤʠʣʢʦʚʠʭ 

ʧʦʟʠʪʠʚʥʠʭ ʪʘ ʧʦʤʠʣʢʦʚʠʭ ʥʝʛʘʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ, ʦʩʢʽʣʴʢʠ ʧʝʨʰʽ ʩʪʚʦʨʶʶʪʴ 

ʥʘʜʣʠʰʢʦʚʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʦʧʝʨʘʪʦʨʽʚ, ʘ ʜʨʫʛʽ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟʥʠʞʫʶʪʴ 

ʝʬʝʢʪʠʚʥʽʩʪʴ ʢʦʥʪʨʦʣʶ. 
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ɿ ʧʦʛʣʷʜʫ ʩʠʩʪʝʤʥʦʾ ʽʥʪʝʛʨʘʮʽʾ ʚʘʞʣʠʚʦʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢʦʶ ʻ 

ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʩʠʩʪʝʤʠ. ɺʦʥʘ ʧʦʚʠʥʥʘ ʢʦʨʝʢʪʥʦ ʧʨʘʮʶʚʘʪʠ ʷʢ ʫ 

ʬʦʨʤʘʪʽ ʧʠʣʦʪʥʦʛʦ ʧʨʦʻʢʪʫ ʥʘ ʜʝʢʽʣʴʢʦʭ ʢʘʤʝʨʘʭ, ʪʘʢ ʽ ʚ ʫʤʦʚʘʭ ʤʽʩʴʢʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʟ ʩʦʪʥʷʤʠ ʯʠ ʪʠʩʷʯʘʤʠ ʜʞʝʨʝʣ ʚʽʜʝʦ. ɼʣʷ ʮʴʦʛʦ ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ 

ʤʦʜʫʣʴʥʘ ʤʽʢʨʦʩʝʨʚʽʩʥʘ ʘʨʭʽʪʝʢʪʫʨʘ, ʫ ʷʢʽʡ ʦʢʨʝʤʽ ʚʫʟʣʠ ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘ ʦʪʨʠʤʘʥʥʷ 

ʚʽʜʝʦʜʘʥʠʭ, ʙʫʬʝʨʠʟʘʮʽʶ, ʨʦʟʧʦʜʽʣ ʢʘʜʨʽʚ ʤʽʞ ʽʥʬʝʨʝʥʩ-ʤʦʜʫʣʷʤʠ, ʟʙʝʨʽʛʘʥʥʷ 

ʨʝʟʫʣʴʪʘʪʽʚ ʪʘ ʚʽʟʫʘʣʽʟʘʮʽʶ. ɿʘ ʥʘʷʚʥʦʩʪʽ ʛʨʘʬʽʯʥʠʭ ʧʨʠʩʢʦʨʶʚʘʯʽʚ ʘʙʦ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʥʝʡʨʦʧʨʦʮʝʩʦʨʽʚ ʩʠʩʪʝʤʘ ʤʦʞʝ ʚʠʢʦʥʫʚʘʪʠ ʦʙʨʦʙʢʫ ʚ ʨʝʞʠʤʽ, 

ʙʣʠʟʴʢʦʤʫ ʜʦ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ, ʱʦ ʜʦʟʚʦʣʷʻ ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʧʦʨʫʰʝʥʥʷ ʚ 

ʧʫʙʣʽʯʥʠʭ ʤʽʩʮʷʭ. ʈʠʩʫʥʦʢ 2 ʥʘʚʦʜʠʪʴ ʧʨʠʢʣʘʜ ʨʦʙʦʪʠ ʨʦʟʨʦʙʣʝʥʦʾ ʩʠʩʪʝʤʠ. 

 

 
ʈʠʩʫʥʦʢ 2 ï ʈʝʟʫʣʴʪʘʪ ʚʠʷʚʣʝʥʥʷ ʪʶʪʶʥʦʧʘʣʽʥʥʷ 

 

ʈʘʟʦʤ ʟ ʪʝʭʥʽʯʥʠʤʠ ʘʩʧʝʢʪʘʤʠ ʥʝ ʤʦʞʥʘ ʽʛʥʦʨʫʚʘʪʠ ʧʠʪʘʥʥʷ ʝʪʠʢʠ ʪʘ 

ʟʘʭʠʩʪʫ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ. ʅʝʡʨʦʤʝʨʝʞʝʚʘ ʩʠʩʪʝʤʘ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʢʦʥʪʨʦʣʶ 

ʟʘ ʪʶʪʶʥʦʧʘʣʽʥʥʷʤ ʧʨʘʮʶʻ ʟ ʚʽʜʝʦʟʦʙʨʘʞʝʥʥʷʤʠ ʣʶʜʝʡ, ʘ ʦʪʞʝ ʧʦʚʠʥʥʘ 

ʚʽʜʧʦʚʽʜʘʪʠ ʚʠʤʦʛʘʤ ʟʘʢʦʥʦʜʘʚʩʪʚʘ ʱʦʜʦ ʦʙʨʦʙʢʠ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ ʽ ʧʨʠʥʮʠʧʘʤ 

ʤʽʥʽʤʽʟʘʮʽʾ ʚʪʨʫʯʘʥʥʷ ʚ ʧʨʠʚʘʪʥʽʩʪʴ. ʎʝ ʧʝʨʝʜʙʘʯʘʻ ʦʙʤʝʞʝʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʧʦʚʥʠʭ 

ʚʽʜʝʦʟʘʧʠʩʽʚ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʦʣʝʡ ʪʘ ʧʨʘʚ ʜʦʩʪʫʧʫ, ʧʨʦʪʦʢʦʣʶʚʘʥʥʷ ʜʽʡ ʦʧʝʨʘʪʦʨʽʚ, 

ʘ ʪʘʢʦʞ, ʟʘ ʤʦʞʣʠʚʦʩʪʽ, ʟʘʩʪʦʩʫʚʘʥʥʷ ʪʝʭʥʦʣʦʛʽʡ ʜʝʧʝʨʩʦʥʘʣʽʟʘʮʽʾ ʘʙʦ ʨʦʟʤʠʪʪʷ 
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ʦʙʣʠʯ ʫ ʪʠʭ ʩʮʝʥʘʨʽʷʭ, ʜʝ ʽʜʝʥʪʠʬʽʢʘʮʽʷ ʢʦʥʢʨʝʪʥʦʾ ʦʩʦʙʠ ʥʝ ʻ ʥʝʦʙʭʽʜʥʦʶ. ʊʝʭʥʽʯʥʽ 

ʨʽʰʝʥʥʷ ʤʘʶʪʴ ʙʫʪʠ ʜʦʧʦʚʥʝʥʽ ʦʨʛʘʥʽʟʘʮʽʡʥʠʤʠ ʨʝʛʣʘʤʝʥʪʘʤʠ, ʱʦ ʚʠʟʥʘʯʘʶʪʴ, ʭʪʦ, 

ʩʢʽʣʴʢʠ ʯʘʩʫ ʪʘ ʟ ʷʢʦʶ ʤʝʪʦʶ ʤʦʞʝ ʧʨʘʮʶʚʘʪʠ ʟ ʜʘʥʠʤʠ ʩʠʩʪʝʤʠ.  

ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʧʝʨʩʧʝʢʪʠʚʥʽʩʪʴ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ, ʥʝʡʨʦʤʝʨʝʞʝʚʘ 

ʩʠʩʪʝʤʘ ʤʘʻ ʥʠʟʢʫ ʦʙʤʝʞʝʥʴ, ʷʢʽ ʚʠʟʥʘʯʘʶʪʴ ʥʘʧʨʷʤʠ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ. 

ʆʜʥʠʤ ʽʟ ʢʣʶʯʦʚʠʭ ʻ ʟʘʣʝʞʥʽʩʪʴ ʚʽʜ ʷʢʦʩʪʽ ʪʘ ʨʝʧʨʝʟʝʥʪʘʪʠʚʥʦʩʪʽ ʜʘʥʠʭ: ʷʢʱʦ ʫ 

ʥʘʚʯʘʣʴʥʦʤʫ ʥʘʙʦʨʽ ʥʝʜʦʩʪʘʪʥʴʦ ʧʨʠʢʣʘʜʽʚ ʧʝʚʥʠʭ ʩʮʝʥʘʨʽʾʚ, ʩʠʩʪʝʤʘ ʤʦʞʝ 

ʜʝʤʦʥʩʪʨʫʚʘʪʠ ʥʝʩʪʘʙʽʣʴʥʫ ʧʦʚʝʜʽʥʢʫ ʚ ʨʝʘʣʴʥʠʭ ʫʤʦʚʘʭ. ʑʝ ʦʜʥʠʤ ʚʠʢʣʠʢʦʤ ʻ 

ʘʜʘʧʪʘʮʽʷ ʜʦ ʥʦʚʠʭ ʬʦʨʤ ʢʫʨʠʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ, ʜʠʟʘʡʥʠ ʷʢʠʭ ʰʚʠʜʢʦ ʟʤʽʥʶʶʪʴʩʷ 

ʧʽʜ ʚʧʣʠʚʦʤ ʨʠʥʢʫ. ʎʝ ʚʠʤʘʛʘʻ ʨʝʛʫʣʷʨʥʦʛʦ ʦʥʦʚʣʝʥʥʷ ʢʦʨʧʫʩʫ ʟʦʙʨʘʞʝʥʴ ʪʘ 

ʧʝʨʽʦʜʠʯʥʦʛʦ ʜʦʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ. ʆʢʨʝʤʦʶ ʣʽʥʽʻʶ ʨʦʟʚʠʪʢʫ ʻ ʧʝʨʝʭʽʜ ʚʽʜ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘ ʨʽʚʥʽ ʢʘʜʨʫ ʜʦ ʧʦʚʥʦʮʽʥʥʦʾ ʧʨʦʩʪʦʨʦʚʦ-ʯʘʩʦʚʦʾ ʜʝʪʝʢʮʽʾ, ʢʦʣʠ 

ʩʠʩʪʝʤʘ ʟʜʘʪʥʘ ʚʨʘʭʦʚʫʚʘʪʠ ʜʠʥʘʤʽʢʫ ʞʝʩʪʽʚ ʫ ʢʦʨʦʪʢʠʭ ʚʽʜʝʦʬʨʘʛʤʝʥʪʘʭ, ʘ ʥʝ ʣʠʰʝ 

ʩʪʘʪʠʯʥʽ ʟʦʙʨʘʞʝʥʥʷ. 

ʇʝʨʩʧʝʢʪʠʚʥʠʤ ʥʘʧʨʷʤʦʤ ʻ ʪʘʢʦʞ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʫʣʴʪʠʤʦʜʘʣʴʥʠʭ 

ʤʦʜʝʣʝʡ, ʷʢʽ ʧʦʻʜʥʫʶʪʴ ʘʥʘʣʽʟ ʚʽʜʝʦ ʟ ʽʥʰʠʤʠ ʢʘʥʘʣʘʤʠ ʜʘʥʠʭ. ʅʘʧʨʠʢʣʘʜ, ʫ 

ʟʘʢʨʠʪʠʭ ʧʨʠʤʽʱʝʥʥʷʭ ʩʠʩʪʝʤʘ ʤʦʞʝ ʜʦʧʦʚʥʶʚʘʪʠʩʷ ʩʝʥʩʦʨʘʤʠ ʷʢʦʩʪʽ ʧʦʚʽʪʨʷ, ʱʦ 

ʬʽʢʩʫʶʪʴ ʢʦʥʮʝʥʪʨʘʮʽʾ ʧʨʦʜʫʢʪʽʚ ʟʛʦʨʷʥʥʷ, ʘ ʥʘ ʚʽʜʢʨʠʪʠʭ ʤʘʡʜʘʥʯʠʢʘʭ ï ʜʘʥʠʤʠ ʟ 

ʩʦʮʽʘʣʴʥʠʭ ʩʝʨʚʽʩʽʚ ʘʙʦ ʧʣʘʪʬʦʨʤʠ çʨʦʟʫʤʥʝ ʤʽʩʪʦè, ʷʢʽ ʚʢʘʟʫʶʪʴ ʥʘ ʤʘʩʦʚʽ ʟʘʭʦʜʠ 

ʯʠ ʘʥʦʤʘʣʴʥʽ ʩʢʫʧʯʝʥʥʷ ʣʶʜʝʡ. ɯʥʪʝʛʨʘʮʽʷ ʪʘʢʠʭ ʩʠʛʥʘʣʽʚ ʽʟ ʥʝʡʨʦʤʝʨʝʞʝʶ 

ʜʦʟʚʦʣʠʪʴ ʬʦʨʤʫʚʘʪʠ ʙʽʣʴʰ ʥʘʜʽʡʥʽ ʢʦʤʧʦʟʠʪʥʽ ʨʽʰʝʥʥʷ, ʟʤʝʥʰʫʶʯʠ ʢʽʣʴʢʽʩʪʴ 

ʭʠʙʥʠʭ ʩʧʨʘʮʶʚʘʥʴ. 

ʇʽʜʩʫʤʦʚʫʶʯʠ, ʥʝʡʨʦʤʝʨʝʞʝʚʘ ʩʠʩʪʝʤʘ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʢʦʥʪʨʦʣʶ ʟʘ 

ʪʶʪʶʥʦʧʘʣʽʥʥʷʤ ʫ ʧʫʙʣʽʯʥʠʭ ʤʽʩʮʷʭ ʧʦʻʜʥʫʻ ʥʠʟʢʫ ʩʫʯʘʩʥʠʭ ʪʝʭʥʦʣʦʛʽʯʥʠʭ 

ʩʢʣʘʜʦʚʠʭ: ʘʨʭʽʪʝʢʪʫʨʫ Vision Transformer ʜʣʷ ʚʠʩʦʢʦʪʦʯʥʦʛʦ ʨʦʟʧʽʟʥʘʚʘʥʥʷ 

ʚʽʟʫʘʣʴʥʠʭ ʦʟʥʘʢ ʢʫʨʽʥʥʷ, ʤʝʪʦʜʠ ʪʨʘʥʩʬʝʨʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʨʦʙʦʪʠ ʟ ʦʙʤʝʞʝʥʠʤʠ 

ʜʘʪʘʩʝʪʘʤʠ, Grad-CAM-ʽʥʩʪʨʫʤʝʥʪʠ ʧʦʷʩʥʶʚʘʥʦʩʪʽ, ʤʦʜʫʣʴʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʜʣʷ 

ʦʙʨʦʙʢʠ ʚʽʜʝʦʧʦʪʦʢʽʚ ʪʘ ʘʥʘʣʽʪʠʯʥʽ ʟʘʩʦʙʠ ʜʣʷ ʧʽʜʪʨʠʤʢʠ ʧʨʠʡʥʷʪʪʷ ʫʧʨʘʚʣʽʥʩʴʢʠʭ 

ʨʽʰʝʥʴ. ɰʾ ʚʧʨʦʚʘʜʞʝʥʥʷ ʟʜʘʪʥʝ ʧʽʜʚʠʱʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʚʠʢʦʥʘʥʥʷ 

ʘʥʪʠʪʶʪʶʥʦʚʦʛʦ ʟʘʢʦʥʦʜʘʚʩʪʚʘ, ʟʤʝʥʰʠʪʠ ʨʠʟʠʢʠ, ʧʦʚôʷʟʘʥʽ ʟ ʧʘʩʠʚʥʠʤ ʢʫʨʽʥʥʷʤ, 

ʪʘ ʩʧʨʠʷʪʠ ʧʦʙʫʜʦʚʽ ʙʽʣʴʰ ʙʝʟʧʝʯʥʦʛʦ ʡ ʟʜʦʨʦʚʦʛʦ ʤʽʩʴʢʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. ʆʜʥʦʯʘʩʥʦ 

ʩʠʩʪʝʤʘ ʩʪʚʦʨʶʻ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ ʥʘ ʩʪʠʢʫ ʛʣʠʙʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ, ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ, ʮʠʬʨʦʚʦʾ ʙʝʟʧʝʢʠ ʪʘ ʧʦʣʽʪʠʢʠ ʛʨʦʤʘʜʩʴʢʦʛʦ 

ʟʜʦʨʦʚôʷ, ʜʝ ʢʦʞʥʝ ʥʦʚʝ ʧʦʢʦʣʽʥʥʷ ʤʦʜʝʣʝʡ ʤʦʞʝ ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʱʝ ʙʽʣʴʰ ʪʦʯʥʠʡ, 

ʩʪʽʡʢʠʡ ʽ ʧʨʦʟʦʨʠʡ ʢʦʥʪʨʦʣʴ ʟʘ ʧʦʚʝʜʽʥʢʦʚʠʤʠ ʧʦʨʫʰʝʥʥʷʤʠ ʫ  

ʧʫʙʣʽʯʥʦʤʫ ʧʨʦʩʪʦʨʽ. 

 

ʇʝʨʝʣʽʢ ʧʦʩʠʣʘʥʴ 
1. ʂʫʨ̔ʥʥʷ, ʱʦ ʧʦʚʽʣʴʥʦ ʚʙʠʚʘʻ. ɼʦ ɺʩʝʩʚʽʪʥʴʦʛʦ ʜʥʷ ʙʝʟ ʪʶʪʶʥʫ. ʅɸʄʅ ʋʢʨʘʾʥʠ. ʅɸʄʅ 
ʋʢʨʘʾʥʠ. URL: https://amnu.gov.ua/kurinnya-shho-povilno-vbyvaye/  

2. ɸʥʘʣʽʟ ʨʠʥʢʫ ʮʠʛʘʨʦʢ ʚ ʋʢʨʘʾʥʽ. ɯʥʚʝʩʪʠʮʽʾ ʚ ʋʢʨʘʾʥʽ. InVenture. URL: 

https://inventure.com.ua/uk/analytics/investments/analiz-rinku-cigarok-v-ukrayini  



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025  216 

3. Vezha Smoking Detection module allows to identify a smoker with a cigarette. Milestone 

Systems. URL: http://www.milestonesys.com/technology-partner-finder/incoresoft-llc/vezha-

smoking-detection/  

4. Didur V., Molchanova M., Mazurets O. Research on the effectiveness of neural network 

detection of plots with the destroyed buildings remains. Modern technologies and science: 

problems, new and relevant developments. Proceedings XXI International Scientific and Practical 

Conference. May 26, 2025. Zaragoza, Spain. Pp. 245-251.  

5. Bas I.S., Kadynska V.D., Klimenko V.I., Mazurets O.V. Convolutional Neural Network 

Transfer Learning Method for Aircraft Image Classification. Scientific method: reality and future 

trends of researching. Proceedings of VI International Scientific and Theoretical Conference. June 6, 

2025. Montreal, Canada. Pp. 147-155.  

6. Mushtyn O., Sobko O., Molchanova M., Mazurets O. Convolutional Neural Network 

Architecture for Image-Based Architectural Style Recognition. Evolving Science: Theories, 

Discoveries and Practical Outcomes. Proceedings of 4th International Scientific and Practical 

Conference. June 9-11, 2025. Zurich, Switzerland. Pp. 130-143.  

7. Malaydakh V., Molchanova M., Shevchuk P., Mazurets O. Deep learning neural network 

architecture for determining sunflower growth stage from visual data. Modern Scientific Research: 

Theoretical and Practical Aspects. Proceedings II International Scientific and Practical Conference. 

May 26-28, 2025. Riga, Latvia. Pp. 143-148.  

8. Hladun O.V., Molchanova M.O., Zalutska O.O., Mazurets O.V. Effectiveness research of using 

ViT neural network architecture for classifying the destroyed buildings remains. Achievements of 

Science and Applied Research. Proceedings of 2nd International Scientific and Theoretical 

Conference. May 19-21, 2025. Dublin, Ireland. Pp. 96-100.  

9. Krak I., Mazurets O., Zalutska O., Molchanova M., Barmak O., Approach for Postural Disorders 

Recognizing from Visual Data Using Deep Neural Network, CEUR Workshop Proceedings. 4049. 

2025. Pp. 244-255. 

10. ʂʦʢ ɯ.ɸ., ʄʘʟʫʨʝʮʴ ʆ.ɺ., ʂʣʽʤʝʥʢʦ ɺ.ɯ., ʇʝʪʨʦʚʩʴʢʠʡ ʉ.ʉ. ʄʝʪʦʜ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ 
ʚʠʟʥʘʯʝʥʥʷ ʦʮʽʥʢʠ ʩʪʫʧʝʥʷ ʩʧʽʚʚʽʜʥʝʩʝʥʥʷ ʛʨʘʬʽʯʥʠʭ ʟʦʙʨʘʞʝʥʴ ʜʦ ʘʢʪʫʘʣʴʥʠʭ ʢʘʪʝʛʦʨʽʡ ʽʟ 

ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʟʛʦʨʪʢʦʚʦʾ ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ. ɿʙʽʨʥʠʢ ʥʘʫʢʦʚʠʭ ʧʨʘʮʴ ʟʘ ʤʘʪʝʨʽʘʣʘʤʠ XVI 

ɺʩʝʫʢʨʘʾʥʩʴʢʦʾ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʦʾ ʢʦʥʬʝʨʝʥʮʽʾ çɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʶʪʝʨʥʠʭ ʥʘʫʢ 

ɸʇʂʅ-2024è. 15-16 ʣʠʩʪʦʧʘʜʘ 2024. ʍʤʝʣʴʥʠʮʴʢʠʡ, 2024. ʩ. 277-281. 

11. Kok I.A., Kadynska V.D., Zalutska O.O., Mazurets O.V. Object-Oriented Intelligent System for 

Automated Control of Smoking by Video Data. Current scientific goals, approaches and challenges. 

Proceedings of IV International Scientific and Theoretical Conference. June 13, 2025. Dresden, 

Federal Republic of Germany. Pp. 156-164.  

12. ʂʦʢ ɯ.ɸ., ʄʘʟʫʨʝʮʴ ʆ.ɺ., ʄʦʣʯʘʥʦʚʘ ʄ.ʆ. ʇʦʷʩʥʝʥʥʠʡ ʧʽʜʭʽʜ ʥʘ ʦʩʥʦʚʽ ʪʨʘʥʩʬʝʨʥʦʛʦ 

ʥʘʚʯʘʥʥʷ Vision Transformers ʜʦ ʚʠʷʚʣʝʥʥʷ ʢʫʨʽʥʥʷ ʫ ʧʫʙʣʽʯʥʠʭ ʧʨʦʩʪʦʨʘʭ. ʄʘʪʝʨʽʘʣʠ XIII 

ʄʽʞʥʘʨʦʜʥʦʾ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʦʾ ʢʦʥʬʝʨʝʥʮʽʾ çɯʥʬʦʨʤʘʮʽʡʥʽ ʫʧʨʘʚʣʷʶʯʽ ʩʠʩʪʝʤʠ ʪʘ 

ʪʝʭʥʦʣʦʛʽʾ IʋʉT-OɼɽʉA-2025è. 24-26.09.2025. ʆʜʝʩʘ. 2025. ʉ.147-149.  



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025 217 

#Paper_2025_105_ 

ʋɼʂ 004.4 

 

ʂʦʣʻʩʥʽʢʦʚ ɺ.ʈ, ʂʘʧʫʩʪʷʥ ʄ.ɺ. 

 

ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʇʆʈɯɺʅʗʃʔʅʀʁ ɸʅɸʃɯɿ ʈɯɺʅɯɺ ʆɹʌʋʉʂɸʎɯɰ .NET-ʂʆɼʋ 
 

ʋ ʨʦʙʦʪʽ ʧʨʦʚʝʜʝʥʦ ʧʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʝʬʝʢʪʠʚʥʦʩʪʽ ʨʽʟʥʠʭ ʨʽʚʥʽʚ ʦʙʬʫʩʢʘʮʽʾ 

.NET-ʜʦʜʘʪʢʽʚ. ɼʦʩʣʽʜʞʝʥʦ ʪʨʠ ʩʪʘʥʜʘʨʪʥʽ ʧʨʦʬʽʣʽ ʟʘʭʠʩʪʫ ʚ ʽʥʩʪʨʫʤʝʥʪʽ ConfuserEx. 

ɹʫʣʦ ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʢʣʶʯʦʚʽ ʪʝʭʥʽʢʠ ʪʘ ʤʝʪʦʜʠ, ʱʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʥʘ ʢʦʞʥʦʤʫ ʨʽʚʥʽ 

ʦʙʬʫʩʢʘʮʽʾ, ʪʘ ʾʭʥʽʡ ʚʧʣʠʚ ʥʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʬʘʡʣʫ, ʘ ʩʘʤʝ  ʧʦʨʽʚʥʶʻʪʴʩʷ ʩʪʫʧʽʥʴ 

ʫʩʢʣʘʜʥʝʥʥʷ ʩʪʘʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ (ʯʠʪʘʙʝʣʴʥʽʩʪʴ) ʪʘ ʨʦʟʤʽʨ ʦʙʬʫʩʢʦʚʘʥʠʭ ʬʘʡʣʽʚ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʨʝʢʦʤʝʥʜʘʮʽʾ ʱʦʜʦ ʚʠʙʦʨʫ ʦʧʪʠʤʘʣʴʥʦʛʦ ʨʽʚʥʷ ʟʘʭʠʩʪʫ ʟʘʣʝʞʥʦ ʚʽʜ ʟʘʚʜʘʥʴ 

ʧʨʦʻʢʪʫ. 

 

The paper carries out a comparative analysis of the effectiveness of different levels of 

obfuscation .NET applications. Three standard protection profiles in the ConfuserEx tool were 

studied. Key techniques and methods applied at each obfuscation level and their impact on file 

characteristics were analyzed, namely comparison between the degrees of complexity of static 

analysis and readability, comparison of the size of obfuscated files. Recommendations for choosing 

the optimal level of protection depending on the tasks of the project are offered. 

 

ʉʢʦʤʧʽʣʴʦʚʘʥʽ .NET-ʜʦʜʘʪʢʠ ʤʽʩʪʷʪʴ ʧʨʦʤʽʞʥʠʡ ʢʦʜ, ʷʢʠʡ ʣʝʛʢʦ 

ʜʝʢʦʤʧʽʣʶʻʪʴʩʷ ʫ ʚʠʭʽʜʥʠʡ ʢʦʜ, ʧʨʘʢʪʠʯʥʦ ʽʜʝʥʪʠʯʥʠʡ ʦʨʠʛʽʥʘʣʴʥʦʤʫ, ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʪʘʢʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ, ʷʢ dnSpyEx [1]. ʎʝ ʩʪʚʦʨʶʻ ʟʘʛʨʦʟʫ ʢʨʘʜʽʞʢʠ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʚʣʘʩʥʦʩʪʽ, ʢʦʤʝʨʮʽʡʥʠʭ ʪʘʻʤʥʠʮʴ ʪʘ ʧʦʣʝʛʰʫʻ ʟʣʦʚʤʠʩʥʠʢʘʤ ʧʦʰʫʢ 

ʚʨʘʟʣʠʚʦʩʪʝʡ, ʱʦ ʻ ʨʠʟʠʢʦʤ, ʚʠʟʥʘʥʠʤ ʫ ʩʪʘʥʜʘʨʪʘʭ ʙʝʟʧʝʢʠ [2]. 

ʅʘ ʨʠʥʢʫ ʧʨʠʩʫʪʥʽ ʷʢ ʙʝʟʢʦʰʪʦʚʥʽ, ʪʘʢ ʽ ʢʦʤʝʨʮʽʡʥʽ ʧʨʦʛʨʘʤʥʽ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʜʣʷ ʦʙʬʫʩʢʘʮʽʾ, ʫ ʜʘʥʦʤʫ ʜʦʩʣʽʜʞʝʥʽ ʚʠʢʦʨʠʩʪʘʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ConfuserEx [3], ʷʢʠʡ 

ʧʨʦʧʦʥʫʻ ʛʥʫʯʢʝ ʥʘʣʘʰʪʫʚʘʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʦʙʬʫʩʢʘʮʽʾ, ʱʦ ʜʦʟʚʦʣʷʻ ʦʙʠʨʘʪʠ ʤʽʞ 

ʧʦʪʨʽʙʥʠʤ ʨʽʚʥʝʤ ʟʘʭʠʩʪʫ ʪʘ ʧʨʦʜʫʢʪʠʚʥʽʩʪʶ. ɺʠʜʽʣʷʶʪʴ ʢʣʶʯʦʚʽ ʤʝʪʦʜʠ 

ʧʝʨʝʰʢʦʜʞʘʥʥʷ ʩʪʘʪʠʯʥʦʤʫ ʘʥʘʣʽʟʫ [4], ʘ ʩʘʤʝ: ʧʝʨʝʡʤʝʥʫʚʘʥʥʷ, ʰʠʬʨʫʚʘʥʥʷ 

ʨʷʜʢʽʚ ʪʘ ʟʘʧʣʫʪʫʚʘʥʥʷ ʧʦʪʦʢʫ ʢʝʨʫʚʘʥʥʷ (Control Flow Obfuscation). 

ʄʝʪʦʶ ʻ ʜʦʩʣʽʜʞʝʥʥʷ ʪʘ ʧʦʨʽʚʥʷʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʪʨʴʦʭ ʩʪʘʥʜʘʨʪʥʠʭ 

ʧʨʦʬʽʣʽʚ ʦʙʬʫʩʢʘʮʽʾ (Minimum, Normal, Maximum). ɿʘʚʜʘʥʥʷʤ ʻ ʧʨʦʘʥʘʣʽʟʫʚʘʪʠ 

ʾʭʥʽʡ ʢʦʥʢʨʝʪʥʠʡ ʚʧʣʠʚ ʥʘ ʨʦʟʤʽʨ ʬʘʡʣʫ, ʯʠʪʘʙʝʣʴʥʽʩʪʴ ʢʦʜʫ ʪʘ ʩʢʣʘʜʥʽʩʪʴ 

ʩʪʘʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ. 

ɼʣʷ ʝʢʩʧʝʨʠʤʝʥʪʫ ʙʫʣʦ ʩʪʚʦʨʝʥʦ ʪʝʩʪʦʚʠʡ ʜʦʜʘʪʦʢ ʥʘ .NET 6 ʟ 

ʦʨʠʛʽʥʘʣʴʥʠʤ ʨʦʟʤʽʨʦʤ .dll ʟʙʽʨʢʠ 6 ʂɹ. ɼʝʢʦʤʧʽʣʷʮʽʷ ʦʨʠʛʽʥʘʣʴʥʦʛʦ ʬʘʡʣʫ ʥʘ 

ʨʠʩʫʥʢʫ 1 ʧʦʢʘʟʫʻ ʧʦʚʥʫ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʚʠʭʽʜʥʦʤʫ ʢʦʜʫ. 
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ʈʠʩʫʥʦʢ 1 ï ɼʝʢʦʤʧʽʣʴʦʚʘʥʠʡ ʢʦʜ ʜʦʜʘʪʢʘ ʜʦ ʦʙʬʫʩʢʘʮʽʾ 

 

ɼʘʣʽ, ʦʨʠʛʽʥʘʣʴʥʘ ʟʙʽʨʢʘ ʙʫʣʘ ʧʦʩʣʽʜʦʚʥʦ ʦʙʨʦʙʣʝʥʘ ʟ ʪʨʴʦʤʘ ʨʽʟʥʠʤʠ 

ʧʨʦʬʽʣʷʤʠ ʟʘʭʠʩʪʫ. 

ʇʨʦʬʽʣʴ Minimum: ʎʝʡ ʨʽʚʝʥʴ ʟʘʩʪʦʩʦʚʫʻ ʣʠʰʝ ʥʘʡʙʘʟʦʚʽʰʠʡ ʟʘʭʠʩʪ, 

ʧʝʨʝʚʘʞʥʦ ʘʛʨʝʩʠʚʥʝ ʧʝʨʝʡʤʝʥʫʚʘʥʥʷ. ʋʩʽ ʟʤʽʩʪʦʚʥʽ ʽʤʝʥʘ ʢʣʘʩʽʚ (SecureManager), 

ʤʝʪʦʜʽʚ (ValidateUser) ʪʘ ʧʨʦʩʪʦʨʽʚ ʽʤʝʥ (TestApp) ʟʘʤʽʥʶʶʪʴʩʷ ʥʘ ʥʝʯʠʪʘʙʝʣʴʥʽ 

ʩʠʤʚʦʣʠ. ʆʜʥʘʢ ʣʦʛʽʢʘ ʩʘʤʠʭ ʤʝʪʦʜʽʚ ʟʘʣʠʰʘʻʪʴʩʷ ʧʨʘʢʪʠʯʥʦ ʥʝʟʤʽʥʥʦʶ. ʈʦʟʤʽʨ 

ʬʘʡʣʫ ʟʙʽʣʴʰʠʚʩʷ ʥʝʟʥʘʯʥʦ. ʈʦʟʤʽʨ ʦʧʨʘʮʴʦʚʘʥʦʛʦ ʬʘʡʣʫ 8 ʢʽʣʦʙʘʡʪ. ʈʝʟʫʣʴʪʘʪ 

ʦʙʬʫʩʢʦʚʘʥʦʛʦ ʢʦʜʫ ʟʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʫ 2. 
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ʈʠʩʫʥʦʢ 2 ï ɼʝʢʦʤʧʽʣʴʦʚʘʥʠʡ ʢʦʜ ʜʦʜʘʪʢʘ ʧʽʩʣʷ ʦʙʬʫʩʢʘʮʽʾ ʧʨʦʬʽʣʝʤ Minimum 

 

ʇʨʦʬʽʣʴ Normal: ʎʝʡ ʧʨʦʬʽʣʴ ʚʢʣʶʯʘʻ ʘʛʨʝʩʠʚʥʝ ʧʝʨʝʡʤʝʥʫʚʘʥʥʷ, 

ʰʠʬʨʫʚʘʥʥʷ ʨʷʜʢʽʚ ʪʘ ʧʦʤʽʨʥʝ ʟʘʧʣʫʪʫʚʘʥʥʷ ʧʦʪʦʢʫ ʢʝʨʫʚʘʥʥʷ. ʃʦʛʽʢʘ ʤʝʪʦʜʽʚ ʚʞʝ 

ʩʪʘʻ ʚʘʞʢʦʶ ʜʣʷ ʘʥʘʣʽʟʫ, ʘʣʝ ʱʝ ʥʝ ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʥʘ ʧʦʚʥʠʡ "ʩʧʘʛʝʪʽ-ʢʦʜ". ʈʦʟʤʽʨ 

ʚʠʭʽʜʥʦʛʦ ʬʘʡʣʫ 41 ʢʽʣʦʙʘʡʪ. ʂʽʣʴʢʽʩʪʴ ʨʷʜʢʽʚ ʫ ʬʘʡʣʽ çProgramè 3622 ʨʷʜʢʠ, 

ʚʽʜʦʙʨʘʟʠʪʠ ʧʦʚʥʽʩʪʶ ʬʘʡʣ ʥʝʜʦʮʽʣʴʥʦ, ʪʦʤʫ ʙʫʜʝ ʟʦʙʨʘʞʝʥʠʡ ʦʙʬʫʩʢʦʚʘʥʠʡ ʢʦʜ 

ʢʣʘʩʫ SecureManager ʥʘ ʨʠʩʫʥʢʫ 3. 
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ʈʠʩʫʥʦʢ 3 ï ɼʝʢʦʤʧʽʣʴʦʚʘʥʠʡ ʢʦʜ ʜʦʜʘʪʢʘ ʧʽʩʣʷ ʦʙʬʫʩʢʘʮʽʾ ʧʨʦʬʽʣʝʤ Normal 

 

ʇʨʦʬʽʣʴ Maximum ʚʢʣʶʯʘʻ ʚʩʽ ʟʘʭʠʩʪʠ Normal ʧʣʶʩ ʘʛʨʝʩʠʚʥʝ 

ʟʘʧʣʫʪʫʚʘʥʥʷ ʧʦʪʦʢʫ ʢʝʨʫʚʘʥʥʷ. ʇʨʦʩʪʽ ʫʤʦʚʥʽ ʦʧʝʨʘʪʦʨʠ ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʥʘ 

ʪʠʩʷʯʽ ʥʘʜʣʠʰʢʦʚʠʭ ʽʥʩʪʨʫʢʮʽʡ, ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ switch ʪʘ goto. ʎʝ ʟʘʙʝʟʧʝʯʫʻ 

ʥʘʡʚʠʱʠʡ ʨʽʚʝʥʴ ʟʘʭʠʩʪʫ ʚʽʜ ʩʪʘʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ, ʘʣʝ ʮʽʥʦʶ ʟʥʘʯʥʦʛʦ ʟʙʽʣʴʰʝʥʥʷ 

ʬʘʡʣʫ. ʈʦʟʤʽʨ ʬʘʡʣʫ 51 ʢʽʣʦʙʘʡʪ. ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʽʥʩʪʨʫʤʝʥʪʫ ʜʝʢʦʤʧʽʣʷʮʽʾ 

ʥʽʯʦʛʦ ʥʝ ʟʨʦʟʫʤʽʣʦ ʜʝ ʟʥʘʭʦʜʠʪʴʩʷ ʷʢʠʡ ʬʘʡʣ, ʪʘʢʦʞ ʤʦʞʥʘ ʧʦʙʘʯʠʪʠ ʟʥʘʯʥʫ 

ʢʽʣʴʢʽʩʪʴ ʥʘʜʣʠʰʢʦʚʦʩʪʽ, ʪʦʙʪʦ ʢʦʜ ʷʢʠʡ ʙʫʚ ʥʝʟʨʦʟʫʤʽʣʠʡ ʫʞʝ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ 

ʧʨʦʬʽʣʶ Normal ʻ ʱʝ ʙʽʣʴʰ ʟʘʧʣʫʪʘʥʠʤ, ʪʦʤʫ ʟʦʙʨʘʞʝʥʥʷ ʢʦʜʫ ʮʴʦʛʦ ʧʨʦʬʽʣʶ ʥʝ 

ʙʫʜʝ ʧʨʦʜʝʤʦʥʩʪʨʦʚʘʥʦ. 

ʆʪʞʝ, ʧʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ ʜʦʚʦʜʠʪʴ, ʱʦ ʦʙʬʫʩʢʘʮʽʷ ʻ ʛʥʫʯʢʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ. 

ʇʨʦʬʽʣʴ Minimum ʟʘʙʝʟʧʝʯʫʻ ʙʘʟʦʚʠʡ ʟʘʭʠʩʪ ʚʽʜ ʘʤʘʪʦʨʩʴʢʦʛʦ ʘʥʘʣʽʟʫ, ʧʨʘʢʪʠʯʥʦ 

ʥʝ ʟʙʽʣʴʰʫʶʯʠ ʨʦʟʤʽʨ. ʇʨʦʬʽʣʴ Normal ʧʨʦʧʦʥʫʻ ʛʘʨʥʠʡ ʨʝʟʫʣʴʪʘʪ, ʥʘʜʽʡʥʦ 

ʭʦʚʘʶʯʠ ʣʦʛʽʢʫ ʪʘ ʨʷʜʢʠ. ʇʨʦʬʽʣʴ Maximum ʟʘʙʝʟʧʝʯʫʻ ʥʘʡʚʠʱʠʡ ʨʽʚʝʥʴ 

ʩʪʘʪʠʯʥʦʛʦ ʟʘʭʠʩʪʫ ʮʽʥʦʶ ʟʥʘʯʥʦʛʦ ʟʙʽʣʴʰʝʥʥʷ ʨʦʟʤʽʨʫ ʬʘʡʣʫ ʘ ʩʘʤʝ ʥʘ 750%, ʱʦ 

ʤʦʞʝ ʙʫʪʠ ʚʠʧʨʘʚʜʘʥʦ ʜʣʷ ʟʘʭʠʩʪʫ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʢʦʤʝʨʮʽʡʥʠʭ ʘʣʛʦʨʠʪʤʽʚ. 
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ʊʘʙʣʠʮʷ 1 ï ʇʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʧʨʦʬʽʣʽʚ ʦʙʬʫʩʢʘʮʽʾ 

ʂʦʥʬʽʛ. ɺʠʢʦʨʠʩʪʘʥʽ ʪʝʭʥʽʢʠ 
ʈʦʟʤ. 

ʬʘʡʣ. 
ɿʙʽʣʴʰ. 

ʉʢʣʘʜʥ. 

ʘʥʘʣʽʟʫ 

Orig. ɺʽʜʩʫʪʥʽ 6 ʢʙ. - 
ɼʫʞʝ 

ʣʝʛʢʘ 

Min. ʊʽʣʴʢʠ ʧʝʨʝʡʤʝʥʫʚʘʥʥʷ 8 ʢʙ. 33% ʃʝʛʢʘ 

  

ʇʝʨʝʡʤʝʥʫʚʘʥʥʷ, ʐʠʬʨ. 

ʨʷʜʢʽʚ, ɿʘʧʣʫʪʫʚʘʥʥʷ 

(ʉʝʨʝʜʥʻ) 

41 ʢʙ. 583% ʉʢʣʘʜʥʘ 

Max. 
ɺʩʝ + ɸʛʨʝʩʠʚʥʝ 

ʟʘʧʣʫʪʫʚʘʥʥʷ 
51 ʢʙ. 750% 

ɼʫʞʝ 

ʩʢʣʘʜʥʘ 

 

ɿʛʽʜʥʦ ʥʘʚʝʜʝʥʦʾ ʚʠʱʝ ʽʥʬʦʨʤʘʮʽʾ ʤʦʞʥʘ ʥʘʜʘʪʠ ʧʝʚʥʽ ʨʝʢʦʤʝʥʜʘʮʽʾ. ɼʣʷ 

ʚʥʫʪʨʽʰʥʽʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʘʙʦ ʙʽʙʣʽʦʪʝʢ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʘʪʠ ʧʨʦʬʽʣʴ Minimum, 

ʦʩʢʽʣʴʢʠ ʤʦʞʝ ʙʫʪʠ ʧʦʪʨʝʙʘ ʫ ʧʨʠʭʦʚʫʚʘʥʥʽ ʩʪʨʫʢʪʫʨʠ ʢʦʜʫ. ʆʧʪʠʤʘʣʴʥʠʤ 

ʨʽʰʝʥʥʷʤ ʜʣʷ ʙʽʟʥʝʩ ʣʦʛʽʢʠ ʢʦʤʝʨʮʽʡʥʠʭ ʜʦʜʘʪʢʽʚ ʙʫʜʝ ʧʨʦʬʽʣʴ Normal, ʫ ʥʴʦʛʦ 

ʥʘʡʢʨʘʱʝ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʨʦʟʤʽʨʫ ʬʘʡʣʫ ʪʘ ʩʢʣʘʜʥʦʩʪʽ ʘʥʘʣʽʟʫ. ɼʣʷ ʩʧʝʮʠʬʽʯʥʠʭ 

ʚʠʧʘʜʢʽʚ ʟʘʣʠʰʘʻʪʴʩʷ ʧʨʦʬʽʣʴ Maximum, ʚʽʥ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʴ ʜʣʷ ʧʨʦʛʨʘʤ, 

ʷʢʽ ʟʦʩʝʨʝʜʞʫʶʪʴʩʷ ʥʘ ʙʝʟʧʝʮʽ, ʘʙʦ ʥʘ ʢʨʠʪʠʯʥʠʭ ʘʣʛʦʨʠʪʤʘʭ, ʜʝ ʤʦʞʥʘ ʟʥʝʭʪʫʚʘʪʠ 

ʨʦʟʤʽʨʦʤ ʬʘʡʣʽʚ ʟʘʨʘʜʠ ʟʘʭʠʩʪʫ ʚʽʜ ʩʪʘʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ. 

 

ʇʝʨʝʣʽʢ ʧʦʩʠʣʘʥʴ 
1. ʇʨʦʻʢʪ dnSpyEx. dnSpyEx: .NET debugger and assembly editor. URL: 

https://github.com/dnSpyEx/dnSpy 

2. Thakur M. S., Mesbahi A., Atul K., Benchikh M. OWASP Mobile Top 10. URL: 

https://owasp.org/www-project-mobile-top-10/ 

3. Yck1509. ConfuserEx: An open-source, free protector for .NET applications. URL: 

https://yck1509.github.io/ConfuserEx/ 

4. Iterasec. Understanding ConfuserEx2: .NET Obfuscation and Deobfuscation Techniques. URL: 

https://iterasec.com/blog/understanding-confuserex2-net-obfuscation-and-deobfuscation-techniques/ 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ʂʃɸʉʀʌɯʂɸʎɯɰ ʈɽɿʖʄɽ ɿɸ ʇʈʆʌɽʉɯʁʅʀʄʀ ʂɸʊɽɻʆʈɯʗʄʀ ɿ 

ɺʀʂʆʈʀʉʊɸʅʅʗʄ ʄɸʐʀʅʅʆɻʆ ʅɸɺʏɸʅʅʗ 
 

ʈʦʟʛʣʷʥʫʪʦ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʨʝʟʶʤʝ ʟʘ ʧʨʦʬʝʩʽʡʥʠʤʠ 

ʢʘʪʝʛʦʨʽʷʤʠ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ ʪʘ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʘ 

ʘʨʭʽʪʝʢʪʫʨʘ ʧʦʻʜʥʫʻ ʚʝʢʪʦʨʠʟʘʮʽʶ TF-IDF ʟ ʙʽʛʨʘʤʘʤʠ ʪʘ ʥʝʡʨʦʥʥʫ ʤʝʨʝʞʫ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ 

ʪʦʯʥʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ 87.3%.   

 

A method for automated resume classification by professional categories using neural 

networks and natural language processing is considered. The proposed architecture combines TF-

IDF vectorization with bigrams and neural network, achieving classification accuracy of 87.3%. 

 

ɸʚʪʦʤʘʪʠʟʘʮʽʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʨʝʟʶʤʝ ʻ ʘʢʪʫʘʣʴʥʦʶ ʟʘʜʘʯʝʶ ʜʣʷ ʢʦʤʧʘʥʽʡ, ʷʢʽ 

ʦʙʨʦʙʣʷʶʪʴ ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ ʟʘʷʚʦʢ ʚʽʜ ʢʘʥʜʠʜʘʪʽʚ [1-3]. ɺʠʢʦʨʠʩʪʘʥʥʷ ʤʝʪʦʜʽʚ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʻ ʧʽʜʚʠʱʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʨʦʮʝʩʫ ʧʽʜʙʦʨʫ ʧʝʨʩʦʥʘʣʫ 

ʪʘ ʩʢʦʨʦʪʠʪʠ ʯʘʩ ʦʙʨʦʙʢʠ ʟʘʷʚʦʢ ʥʘ 75-80%. ʉʫʯʘʩʥʽ ʧʽʜʭʦʜʠ ʜʦ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ 

ʤʦʚʠ ʪʘ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʝʤʦʥʩʪʨʫʶʪʴ ʚʠʩʦʢʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʫ ʨʽʟʥʦʤʘʥʽʪʥʠʭ 

ʟʘʩʪʦʩʫʚʘʥʥʷʭ [4,10], ʚʢʣʶʯʘʶʯʠ ʢʣʘʩʠʬʽʢʘʮʽʶ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ, ʨʦʟʧʽʟʥʘʚʘʥʥʷ 

ʚʽʟʫʘʣʴʥʠʭ ʧʘʪʝʨʥʽʚ ʪʘ ʧʦʷʩʥʶʚʘʥʝ ʛʣʠʙʦʢʝ ʥʘʚʯʘʥʥʷ ʚ ʤʝʜʠʯʥʽʡ ʜʽʘʛʥʦʩʪʠʮʽ [6, 8]. 

ɿʦʢʨʝʤʘ, ʤʝʪʦʜʠ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʫʩʧʽʰʥʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʜʣʷ ʽʥʪʝʨʧʨʝʪʘʮʽʾ 

ʩʢʣʘʜʥʠʭ ʜʘʥʠʭ [6], ʽʥʪʝʛʨʘʮʽʾ ʢʦʥʪʝʢʩʪʥʠʭ ʜʝʩʢʨʠʧʪʦʨʽʚ [7] ʪʘ ʚʠʨʽʰʝʥʥʷ ʟʘʜʘʯ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʚ ʨʽʟʥʠʭ ʧʨʝʜʤʝʪʥʠʭ ʦʙʣʘʩʪʷʭ [4, 5, 9].  

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʤʝʪʦʜʫ ʢʣʘʩʠʬʽʢʘʮʽʾ ʨʝʟʶʤʝ ʟʘ ʧʨʦʬʝʩʽʡʥʠʤʠ 

ʢʘʪʝʛʦʨʽʷʤʠ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʧʨʠ ʰʚʠʜʢʽʡ ʦʙʨʦʙʮʽ.  

ʈʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʨʴʦʭ ʧʦʩʣʽʜʦʚʥʠʭ ʝʪʘʧʽʚ: ʧʨʝʧʨʦʮʝʩʠʥʛ 

ʪʝʢʩʪʫ, ʚʠʪʷʛʫʚʘʥʥʷ ʦʟʥʘʢ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʷ. ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʚʠʢʦʥʫʻʪʴʩʷ ʦʯʠʱʝʥʥʷ 

ʪʘ ʥʦʨʤʘʣʽʟʘʮʽʷ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ. ɼʨʫʛʠʡ ʝʪʘʧ ʬʦʨʤʫʻ ʯʠʩʣʦʚʝ ʚʝʢʪʦʨʥʝ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʪʝʢʩʪʫ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ TF-IDF ʪʘ ʙʽʛʨʘʤ. ʊʨʝʪʽʡ ʝʪʘʧ ʟʜʽʡʩʥʶʻ 

ʢʣʘʩʠʬʽʢʘʮʽʶ ʟʘ ʜʦʧʦʤʦʛʦʶ ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ. 

ʇʨʝʧʨʦʮʝʩʠʥʛ ʚʢʣʶʯʘʻ ʧ'ʷʪʴ ʧʦʩʣʽʜʦʚʥʠʭ ʢʨʦʢʽʚ: ʧʨʠʚʝʜʝʥʥʷ ʜʦ ʥʠʞʥʴʦʛʦ 

ʨʝʛʽʩʪʨʫ, ʚʠʜʘʣʝʥʥʷ ʩʧʝʮʽʘʣʴʥʠʭ ʩʠʤʚʦʣʽʚ ʪʘ ʮʠʬʨ, ʪʦʢʝʥʽʟʘʮʽʶ ʟʘ ʜʦʧʦʤʦʛʦʶ 

NLTK, ʚʠʜʘʣʝʥʥʷ ʩʪʦʧ-ʩʣʽʚ ʘʥʛʣʽʡʩʴʢʦʾ ʤʦʚʠ ʪʘ ʣʝʤʘʪʠʟʘʮʽʶ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

WordNet Lemmatizer. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʟʤʝʥʰʠʪʠ ʨʦʟʤʽʨʥʽʩʪʴ ʩʣʦʚʥʠʢʘ ʥʘ 35% 

ʪʘ ʧʽʜʚʠʱʠʪʠ ʷʢʽʩʪʴ ʦʟʥʘʢ. ʂʣʶʯʦʚʦʶ ʦʩʦʙʣʠʚʽʩʪʶ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʦʤʙʽʥʦʚʘʥʦʛʦ 

ʚʝʢʪʦʨʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʤʝʪʦʜʦʤ TF-IDF. ʉʣʦʚʥʠʢ ʨʦʟʤʽʨʦʤ 5000 ʝʣʝʤʝʥʪʽʚ 

ʤʽʩʪʠʪʴ 4000 ʫʥʽʛʨʘʤ (ʦʢʨʝʤʠʭ ʩʣʽʚ) ʪʘ 1000 ʙʽʛʨʘʤ (ʧʘʨ ʧʦʩʣʽʜʦʚʥʠʭ ʩʣʽʚ), 
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ʚʽʜʽʙʨʘʥʠʭ ʟʘ ʤʝʪʨʠʢʦʶ pointwise mutual information (PMI). ɹʽʛʨʘʤʠ ʜʦʟʚʦʣʷʶʪʴ 

ʟʘʭʦʧʣʶʚʘʪʠ ʢʦʥʪʝʢʩʪ ʧʨʦʬʝʩʽʡʥʠʭ ʪʝʨʤʽʥʽʚ ʪʘ ʨʦʟʨʽʟʥʷʪʠ ʩʭʦʞʽ ʢʘʪʝʛʦʨʽʾ  

(ʪʘʙʣʠʮʷ 1). ɸʨʭʽʪʝʢʪʫʨʘ ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ ʧʦʙʫʜʦʚʘʥʘ ʟʘ ʧʨʠʥʮʠʧʦʤ ʧʦʩʣʽʜʦʚʥʦʛʦ 

ʟʤʝʥʰʝʥʥʷ ʨʦʟʤʽʨʥʦʩʪʽ. ɺʭʽʜʥʠʡ ʰʘʨ ʧʨʠʡʤʘʻ ʚʝʢʪʦʨ ʟ 5000 TF-IDF ʦʟʥʘʢ. ʇʝʨʰʠʡ 

ʧʨʠʭʦʚʘʥʠʡ ʰʘʨ ʤʽʩʪʠʪʴ 256 ʥʝʡʨʦʥʽʚ ʟ ʬʫʥʢʮʽʻʶ ʘʢʪʠʚʘʮʽʾ ReLU. ɼʨʫʛʠʡ 

ʧʨʠʭʦʚʘʥʠʡ ʰʘʨ ʤʘʻ 128 ʥʝʡʨʦʥʽʚ ʪʘʢʦʞ ʟ ReLU. 

 

ʊʘʙʣʠʮʷ 1 ï ʂʦʤʧʦʥʝʥʪʠ ʚʝʢʪʦʨʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʪʘ ʾʭ ʚʧʣʠʚ 

ʊʠʧ ʦʟʥʘʢ ʇʨʠʢʣʘʜʠ ɺʧʣʠʚ ʥʘ ʪʦʯʥʽʩʪʴ 

ʊʽʣʴʢʠ ʫʥʽʛʨʘʤʠ software, development, 

management 

82.1% 

ʋʥʽʛʨʘʤʠ + ʙʽʛʨʘʤʠ machine learning, data 

science, project management 

87.3% 

 

ʇʽʩʣʷ ʢʦʞʥʦʛʦ ʧʨʠʭʦʚʘʥʦʛʦ ʰʘʨʫ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ dropout-ʨʝʛʫʣʷʨʠʟʘʮʽʷ ʟ 

ʢʦʝʬʽʮʽʻʥʪʦʤ 0.3. ɺʠʭʽʜʥʠʡ ʰʘʨ ʩʢʣʘʜʘʻʪʴʩʷ ʟ 24 ʥʝʡʨʦʥʽʚ ʟ ʬʫʥʢʮʽʻʶ ʘʢʪʠʚʘʮʽʾ 

softmax ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʡʤʦʚʽʨʥʦʩʪʽ ʥʘʣʝʞʥʦʩʪʽ ʜʦ ʢʦʞʥʦʾ ʧʨʦʬʝʩʽʡʥʦʾ ʢʘʪʝʛʦʨʽʾ.  

ɼʣʷ ʥʘʚʯʘʥʥʷ ʪʘ ʪʝʩʪʫʚʘʥʥʷ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʘʪʘʩʝʪ Resume Dataset, ʷʢʠʡ 

ʤʽʩʪʠʪʴ 2400+ ʨʝʟʶʤʝ ʚ 24 ʧʨʦʬʝʩʽʡʥʠʭ ʢʘʪʝʛʦʨʽʷʭ: IT, Healthcare, Sales, Marketing, 

Finance, Engineering ʪʘ ʽʥʰʽ. ɼʘʪʘʩʝʪ ʨʦʟʜʽʣʷʻʪʴʩʷ ʥʘ ʥʘʚʯʘʣʴʥʫ (1680 ʨʝʟʶʤʝ, 70%), 

ʚʘʣʽʜʘʮʽʡʥʫ (360 ʨʝʟʶʤʝ, 15%) ʪʘ ʪʝʩʪʦʚʫ (360 ʨʝʟʶʤʝ, 15%) ʚʠʙʽʨʢʠ ʟʽ 

ʟʙʝʨʝʞʝʥʥʷʤ ʧʨʦʧʦʨʮʽʡ ʢʘʪʝʛʦʨʽʡ. 

ʅʘʚʯʘʥʥʷ ʚʠʢʦʥʫʻʪʴʩʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʬʫʥʢʮʽʾ ʚʪʨʘʪ ʪʘ ʦʧʪʠʤʽʟʘʪʦʨʘ 

Adam ʟ ʧʦʯʘʪʢʦʚʦʶ ʰʚʠʜʢʽʩʪʶ ʥʘʚʯʘʥʥʷ 0.001. ʄʦʜʝʣʴ ʥʘʚʯʘʣʘʩʷ ʧʨʦʪʷʛʦʤ 50 ʝʧʦʭ 

ʟ ʨʦʟʤʽʨʦʤ ʙʘʪʯʫ 32. ɼʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʧʝʨʝʥʘʚʯʘʥʥʶ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʘʩʷ ʨʘʥʥʷ 

ʟʫʧʠʥʢʘ ʧʨʠ ʚʽʜʩʫʪʥʦʩʪʽ ʧʦʢʨʘʱʝʥʥʷ ʥʘ ʚʘʣʽʜʘʮʽʡʥʽʡ ʚʠʙʽʨʮʽ ʧʨʦʪʷʛʦʤ 10 ʝʧʦʭ. 

ɸʥʘʣʽʟ ʤʘʪʨʠʮʽ ʧʣʫʪʘʥʠʥʠ ʚʠʷʚʠʚ ʭʘʨʘʢʪʝʨʥʽ ʦʩʦʙʣʠʚʦʩʪʽ ʨʦʙʦʪʠ ʤʝʪʦʜʫ. ʅʘʡʚʠʱʘ 

ʪʦʯʥʽʩʪʴ ʜʦʩʷʛʥʫʪʘ ʜʣʷ ʪʝʭʥʽʯʥʠʭ ʢʘʪʝʛʦʨʽʡ: Information Technology (92.4%), Data 

Science (91.8%), Engineering (90.6%). ʅʘʡʯʘʩʪʽʰʝ ʧʣʫʪʘʶʪʴʩʷ ʢʘʪʝʛʦʨʽʾ Sales ʪʘ 

Business Development (12% ʧʝʨʝʭʨʝʩʥʠʭ ʧʦʤʠʣʦʢ) ʯʝʨʝʟ ʩʭʦʞʽʩʪʴ ʪʝʨʤʽʥʦʣʦʛʽʾ, ʘ 

ʪʘʢʦʞ Marketing ʪʘ Digital Media (9% ʧʦʤʠʣʦʢ). 

ʇʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʧʦʢʘʟʘʚ ʧʝʨʝʚʘʛʠ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ. ɹʘʟʦʚʘ 

ʤʦʜʝʣʴ ʟ ʫʥʽʛʨʘʤʘʤʠ ʙʝʟ ʥʝʡʨʦʥʥʦʾ ʤʝʨʝʞʽ ʜʦʩʷʛʣʘ ʪʦʯʥʦʩʪʽ 72.6%. ʄʦʜʝʣʴ ʟ 

ʫʥʽʛʨʘʤʘʤʠ ʪʘ ʥʝʡʨʦʥʥʦʶ ʤʝʨʝʞʝʶ ʧʦʢʘʟʘʣʘ 82.1%. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʟ 

ʙʽʛʨʘʤʘʤʠ ʜʦʩʷʛ 87.3%, ʱʦ ʥʘ 5.2% ʢʨʘʱʝ ʧʦʧʝʨʝʜʥʴʦʾ ʚʝʨʩʽʾ ʧʨʠ ʟʙʽʣʴʰʝʥʥʽ ʯʘʩʫ 

ʦʙʨʦʙʢʠ ʣʠʰʝ ʥʘ 0.08 ʩʝʢʫʥʜʠ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʨʝʛʫʣʷʨʠʟʘʮʽʾ ʟʤʝʥʰʠʣʦ ʨʽʟʥʠʮʶ ʤʽʞ 

ʪʦʯʥʽʩʪʶ ʥʘ ʥʘʚʯʘʣʴʥʽʡ (89.1%) ʪʘ ʪʝʩʪʦʚʽʡ (87.3%) ʚʠʙʽʨʢʘʭ ʜʦ 1.8%, ʱʦ ʩʚʽʜʯʠʪʴ 

ʧʨʦ ʫʟʘʛʘʣʴʥʶʚʘʣʴʥʫ ʟʜʘʪʥʽʩʪʴ ʤʦʜʝʣʽ ʪʘ ʚʽʜʩʫʪʥʽʩʪʴ ʟʥʘʯʥʦʛʦ ʧʝʨʝʥʘʚʯʘʥʥʷ. 

ʆʪʞʝ, ʨʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʢʣʘʩʠʬʽʢʘʮʽʾ ʨʝʟʶʤʝ ʟʘʙʝʟʧʝʯʫʻ ʪʦʯʥʽʩʪʴ 87.3%. 

ɼʦʜʘʚʘʥʥʷ ʙʽʛʨʘʤ ʜʦ ʚʝʢʪʦʨʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʧʦʢʨʘʱʠʣʦ ʪʦʯʥʽʩʪʴ ʥʘ 5.2% 

ʧʦʨʽʚʥʷʥʦ ʟ ʙʘʟʦʚʦʶ ʤʦʜʝʣʣʶ. ʄʝʪʦʜ ʻ ʧʨʘʢʪʠʯʥʦ ʧʨʠʜʘʪʥʠʤ ʜʣʷ ʩʠʩʪʝʤ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʨʝʢʨʫʪʠʥʛʫ. ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʷ 
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ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʤʦʜʝʣʝʡ ʪʠʧʫ BERT ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʪʦʯʥʦʩʪʽ ʧʦʥʘʜ 90% ʪʘ 

ʨʦʟʰʠʨʝʥʥʷ ʤʝʪʦʜʫ ʥʘ ʙʘʛʘʪʦʤʦʚʥʽ ʨʝʟʶʤʝ. 
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ʂʘʤôʷʥʩʴʢʠʡ ʝʥʝʨʛʝʪʠʯʥʠʡ ʬʘʭʦʚʠʡ ʢʦʣʝʜʞ 

 

ɿɸʍʀʉʊ ɼɸʅʅʀʍ ʋ ʍʄɸʈʅʀʍ ʆɹʏʀʉʃɽʅʅʗʍ 
 

ʍʤʘʨʥʽ ʦʙʯʠʩʣʝʥʥʷ (cloud computing) ʻ ʦʜʥʽʻʶ ʟ ʥʘʡʜʠʥʘʤʽʯʥʽʰʠʭ ʪʝʭʥʦʣʦʛʽʡ 

ʩʫʯʘʩʥʦʩʪʽ. ɺʦʥʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʟʨʫʯʥʠʡ ʜʦʩʪʫʧ ʜʦ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ, ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʩʭʦʚʠʱ ʜʘʥʠʭ ʯʝʨʝʟ ʽʥʪʝʨʥʝʪ, ʱʦ ʜʦʟʚʦʣʷʻ ʦʨʛʘʥʽʟʘʮʽʷʤ ʟʤʝʥʰʫʚʘʪʠ 

ʚʠʪʨʘʪʠ ʥʘ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʪʘ ʧʽʜʚʠʱʫʚʘʪʠ ʛʥʫʯʢʽʩʪʴ ʙʽʟʥʝʩ-ʧʨʦʮʝʩʽʚ. ʆʜʥʘʢ ʨʘʟʦʤ ʽʟ 

ʧʝʨʝʚʘʛʘʤʠ ʚʠʥʠʢʘʶʪʴ ʽ ʩʝʨʡʦʟʥʽ ʧʨʦʙʣʝʤʠ ï ʨʠʟʠʢʠ ʜʣʷ ʙʝʟʧʝʢʠ ʜʘʥʠʭ. ɯʥʬʦʨʤʘʮʽʷ, ʷʢʘ 

ʨʘʥʽʰʝ ʟʙʝʨʽʛʘʣʘʩʷ ʣʦʢʘʣʴʥʦ, ʪʝʧʝʨ ʨʦʟʤʽʱʫʻʪʴʩʷ ʥʘ ʚʽʜʜʘʣʝʥʠʭ ʩʝʨʚʝʨʘʭ, ʱʦ ʧʽʜʢʦʥʪʨʦʣʴʥʽ 

ʩʪʦʨʦʥʥʽʤ ʢʦʤʧʘʥʽʷʤ-ʧʨʦʚʘʡʜʝʨʘʤ. ʎʝ ʩʪʚʦʨʶʻ ʥʦʚʽ ʚʝʢʪʦʨʠ ʘʪʘʢ, ʟʦʢʨʝʤʘ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ, ʚʠʪʽʢ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʧʦʨʫʰʝʥʥʷ ʮʽʣʽʩʥʦʩʪʽ ʜʘʥʠʭ. 

 

Cloud computing is one of the most dynamic technologies of today. They provide 

convenient access to computing resources, software and data storage over the Internet, which 

allows organizations to reduce IT infrastructure costs and increase the flexibility of business 

processes. However, along with the advantages, there are also serious problems - data security 

risks. Information that was previously stored locally is now hosted on remote servers controlled by 

third-party provider companies. This creates new attack vectors, including unauthorized access, 

leakage of confidential information, and data integrity violations. 

 

ʄʝʪʦʶ ʜʘʥʦʾ ʜʦʧʦʚʽʜʽ ʻ ʜʦʩʣʽʜʞʝʥʥʷ ʤʝʪʦʜʽʚ ʽ ʪʝʭʥʦʣʦʛʽʡ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʙʝʟʧʝʢʠ ʜʘʥʠʭ ʫ ʭʤʘʨʥʠʭ ʦʙʯʠʩʣʝʥʥʷʭ, ʘʥʘʣʽʟ ʦʩʥʦʚʥʠʭ ʟʘʛʨʦʟ ʽ ʩʧʦʩʦʙʽʚ ʾʭ 

ʥʝʡʪʨʘʣʽʟʘʮʽʾ. 

ʍʤʘʨʥʽ ʦʙʯʠʩʣʝʥʥʷ ʙʘʟʫʶʪʴʩʷ ʥʘ ʤʦʜʝʣʽ çɯʥʬʨʘʩʪʨʫʢʪʫʨʘ ʷʢ ʧʦʩʣʫʛʘè 

(IaaS), çʇʣʘʪʬʦʨʤʘ ʷʢ ʧʦʩʣʫʛʘè (PaaS) ʽ çʇʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʷʢ ʧʦʩʣʫʛʘè 

(SaaS). ʋʩʽ ʪʨʠ ʨʽʚʥʽ ʤʘʶʪʴ ʚʣʘʩʥʽ ʨʠʟʠʢʠ ʙʝʟʧʝʢʠ, ʦʩʢʽʣʴʢʠ ʨʽʟʥʽ ʩʪʦʨʦʥʠ 

(ʢʦʨʠʩʪʫʚʘʯ, ʧʨʦʚʘʡʜʝʨ, ʨʦʟʨʦʙʥʠʢ) ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘ ʨʽʟʥʽ ʢʦʤʧʦʥʝʥʪʠ ʩʠʩʪʝʤʠ. 

ʆʩʥʦʚʥʽ ʚʠʤʦʛʠ ʜʦ ʙʝʟʧʝʢʠ ʚ ʭʤʘʨʽ ʚʢʣʶʯʘʶʪʴ: 

- ʂʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ï ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʦʩʪʫʧʫ ʣʠʰʝ ʫʧʦʚʥʦʚʘʞʝʥʠʤ 

ʢʦʨʠʩʪʫʚʘʯʘʤ. 

- ʎʽʣʽʩʥʽʩʪʴ ï ʛʘʨʘʥʪʫʚʘʥʥʷ, ʱʦ ʜʘʥʽ ʥʝ ʟʤʽʥʝʥʽ ʯʠ ʧʦʰʢʦʜʞʝʥʽ. 

- ɼʦʩʪʫʧʥʽʩʪʴ ï ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʨʝʩʫʨʩʽʚ. 

- ɺʽʜʧʦʚʽʜʘʣʴʥʽʩʪʴ ï ʢʦʥʪʨʦʣʴ ʜʽʡ ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʘʜʤʽʥʽʩʪʨʘʪʦʨʽʚ. 

ɼʣʷ ʚʠʢʦʥʘʥʥʷ ʮʠʭ ʚʠʤʦʛ ʧʨʦʚʘʡʜʝʨʠ ʚʧʨʦʚʘʜʞʫʶʪʴ ʙʘʛʘʪʦʨʽʚʥʝʚʽ ʩʠʩʪʝʤʠ 

ʙʝʟʧʝʢʠ, ʱʦ ʧʦʻʜʥʫʶʪʴ ʢʨʠʧʪʦʛʨʘʬʽʯʥʽ, ʦʨʛʘʥʽʟʘʮʽʡʥʽ ʪʘ ʘʧʘʨʘʪʥʽ ʤʝʭʘʥʽʟʤʠ 

ʟʘʭʠʩʪʫ. 
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ʆʩʥʦʚʥʽ ʟʘʛʨʦʟʠ ʙʝʟʧʝʮʽ ʫ ʭʤʘʨʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ: 

- ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ ʜʦ ʜʘʥʠʭ. ʏʝʨʝʟ ʩʣʘʙʢʽ ʧʘʨʦʣʽ, ʬʽʰʠʥʛ ʘʙʦ 

ʚʠʢʨʘʜʝʥʥʷ ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ ʢʦʨʠʩʪʫʚʘʯʽ ʤʦʞʫʪʴ ʚʪʨʘʪʠʪʠ ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʚʦʾʤʠ 

ʦʙʣʽʢʦʚʠʤʠ ʟʘʧʠʩʘʤʠ. 

- ɺʠʪʽʢ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ. ɺʥʘʩʣʽʜʦʢ ʧʦʤʠʣʦʢ ʥʘʣʘʰʪʫʚʘʥʥʷ 

ʭʤʘʨʥʠʭ ʩʝʨʚʽʩʽʚ (ʥʘʧʨʠʢʣʘʜ, ʚʽʜʢʨʠʪʽ S3-ʙʘʢʝʪʠ ʚ AWS) ʜʘʥʽ ʤʦʞʫʪʴ ʩʪʘʪʠ 

ʧʫʙʣʽʯʥʠʤʠ. 

- ɸʪʘʢʠ ʟ ʙʦʢʫ ʚʥʫʪʨʽʰʥʽʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʇʨʘʮʽʚʥʠʢʠ ʢʦʤʧʘʥʽʾ ʘʙʦ 

ʘʜʤʽʥʽʩʪʨʘʪʦʨʠ ʧʨʦʚʘʡʜʝʨʘ ʤʘʶʪʴ ʧʦʪʝʥʮʽʡʥʠʡ ʜʦʩʪʫʧ ʜʦ ʜʘʥʠʭ ʢʣʽʻʥʪʽʚ. 

- DDoS-ʘʪʘʢʠ. ʇʝʨʝʚʘʥʪʘʞʝʥʥʷ ʭʤʘʨʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ 

ʪʠʤʯʘʩʦʚʦʾ ʥʝʜʦʩʪʫʧʥʦʩʪʽ ʩʝʨʚʽʩʽʚ. 

- ʇʦʨʫʰʝʥʥʷ ʽʟʦʣʷʮʽʾ ʜʘʥʠʭ. ʋ ʤʫʣʴʪʠʢʦʨʠʩʪʫʚʘʮʴʢʠʭ ʩʝʨʝʜʦʚʠʱʘʭ 

ʤʦʞʣʠʚʽ ʘʪʘʢʠ ʤʽʞ ʚʽʨʪʫʘʣʴʥʠʤʠ ʤʘʰʠʥʘʤʠ. 

ʄʝʪʦʜʠ ʟʘʭʠʩʪʫ ʜʘʥʠʭ ʫ ʭʤʘʨʥʠʭ ʦʙʯʠʩʣʝʥʥʷʭ: 

1. ʂʨʠʧʪʦʛʨʘʬʽʯʥʠʡ ʟʘʭʠʩʪ 

ʅʘʡʙʽʣʴʰ ʝʬʝʢʪʠʚʥʠʤ ʩʧʦʩʦʙʦʤ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʜʘʥʠʭ ʻ 

ʰʠʬʨʫʚʘʥʥʷ: 

ʇʽʜ ʯʘʩ ʧʝʨʝʜʘʯʽ (ʧʨʦʪʦʢʦʣʠ SSL/TLS) ï ʟʘʭʠʩʪ ʚʽʜ ʧʝʨʝʭʦʧʣʝʥʥʷ ʚ ʤʝʨʝʞʽ. 

ʇʽʜ ʯʘʩ ʟʙʝʨʽʛʘʥʥʷ (AES, RSA, ECC) ï ʰʠʬʨʫʚʘʥʥʷ ʬʘʡʣʽʚ ʪʘ ʙʘʟ ʜʘʥʠʭ ʫ 

ʭʤʘʨʽ. 

ɻʦʤʦʤʦʨʬʥʝ ʰʠʬʨʫʚʘʥʥʷ ï ʜʦʟʚʦʣʷʻ ʚʠʢʦʥʫʚʘʪʠ ʦʙʯʠʩʣʝʥʥʷ ʥʘʜ 

ʟʘʰʠʬʨʦʚʘʥʠʤʠ ʜʘʥʠʤʠ ʙʝʟ ʾʭ ʨʦʟʰʠʬʨʫʚʘʥʥʷ, ʱʦ ʧʽʜʚʠʱʫʻ ʨʽʚʝʥʴ ʙʝʟʧʝʢʠ. 

2. ʋʧʨʘʚʣʽʥʥʷ ʜʦʩʪʫʧʦʤ ʽ ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ 

ɺʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʤʦʜʝʣʽ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ: 

- RBAC (Role-Based Access Control) ï ʧʨʘʚʘ ʧʨʠʟʥʘʯʘʶʪʴʩʷ ʚʽʜʧʦʚʽʜʥʦ ʜʦ 

ʨʦʣʝʡ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

- ABAC (Attribute-Based Access Control) ï ʨʽʰʝʥʥʷ ʧʨʦ ʜʦʩʪʫʧ ʙʘʟʫʻʪʴʩʷ 

ʥʘ ʘʪʨʠʙʫʪʘʭ ʢʦʨʠʩʪʫʚʘʯʘ, ʜʽʾ ʪʘ ʩʝʨʝʜʦʚʠʱʘ. 

- ʄʫʣʴʪʠʬʘʢʪʦʨʥʘ ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ (MFAï ʢʦʤʙʽʥʘʮʽʷ ʧʘʨʦʣʷ, ʙʽʦʤʝʪʨʽʾ 

ʘʙʦ ʦʜʥʦʨʘʟʦʚʦʛʦ ʢʦʜʫ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʙʝʟʧʝʢʠ. 

3. ɹʝʟʧʝʯʥʝ ʫʧʨʘʚʣʽʥʥʷ ʢʣʶʯʘʤʠ 

ɿʙʝʨʽʛʘʥʥʷ ʢʣʶʯʽʚ ʰʠʬʨʫʚʘʥʥʷ ʫ ʭʤʘʨʽ ʻ ʚʨʘʟʣʠʚʠʤ ʤʽʩʮʝʤ. ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʩʝʨʚʽʩʽʚ ʪʠʧʫ AWS KMS (Key Management Service) ʘʙʦ Azure Key Vault ʟʘʙʝʟʧʝʯʫʻ 

ʮʝʥʪʨʘʣʽʟʦʚʘʥʝ ʡ ʢʦʥʪʨʦʣʴʦʚʘʥʝ ʫʧʨʘʚʣʽʥʥʷ ʢʨʠʧʪʦʛʨʘʬʽʯʥʠʤʠ ʢʣʶʯʘʤʠ. 

4. ʄʦʥʽʪʦʨʠʥʛ ʽ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ 

ʉʠʩʪʝʤʠ Cloud Security Posture Management (CSPM) ʪʘ Cloud Access 

Security Broker (CASB) ʘʥʘʣʽʟʫʶʪʴ ʧʦʜʽʾ, ʞʫʨʥʘʣʠ ʜʦʩʪʫʧʫ ʡ ʥʘʣʘʰʪʫʚʘʥʥʷ, 

ʧʦʧʝʨʝʜʞʘʶʯʠ ʧʨʦ ʧʦʪʝʥʮʽʡʥʽ ʚʨʘʟʣʠʚʦʩʪʽ. 

5. ɸʥʦʥʽʤʽʟʘʮʽʷ ʪʘ ʪʦʢʝʥʽʟʘʮʽʷ ʜʘʥʠʭ 
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ʎʽ ʤʝʪʦʜʠ ʜʦʟʚʦʣʷʶʪʴ ʟʘʤʽʥʶʚʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ (ʥʘʧʨʠʢʣʘʜ, ʥʦʤʝʨʠ 

ʢʘʨʪʦʢ) ʥʘ ʫʥʽʢʘʣʴʥʽ ʪʦʢʝʥʠ, ʱʦ ʥʝ ʨʦʟʢʨʠʚʘʶʪʴ ʩʧʨʘʚʞʥʶ ʽʥʬʦʨʤʘʮʽʶ 

ʢʦʨʠʩʪʫʚʘʯʽʚ. 

6. ʆʨʛʘʥʽʟʘʮʽʡʥʽ ʘʩʧʝʢʪʠ ʙʝʟʧʝʢʠ 

ʂʨʽʤ ʪʝʭʥʽʯʥʠʭ ʟʘʩʦʙʽʚ, ʚʘʞʣʠʚʝ ʟʥʘʯʝʥʥʷ ʤʘʻ ʽʥʬʦʨʤʘʮʽʡʥʘ ʧʦʣʽʪʠʢʘ 

ʙʝʟʧʝʢʠ, ʷʢʘ ʧʝʨʝʜʙʘʯʘʻ: 

- ʘʫʜʠʪ ʭʤʘʨʥʠʭ ʩʝʨʚʽʩʽʚ ʧʝʨʝʜ ʚʠʢʦʨʠʩʪʘʥʥʷʤ; 

- ʫʢʣʘʜʝʥʥʷ ʜʦʛʦʚʦʨʽʚ SLA ʽʟ ʯʽʪʢʦ ʧʨʦʧʠʩʘʥʠʤʠ ʚʠʤʦʛʘʤʠ ʜʦ ʙʝʟʧʝʢʠ; 

- ʥʘʚʯʘʥʥʷ ʧʝʨʩʦʥʘʣʫ ʦʩʥʦʚʘʤ ʢʽʙʝʨʛʽʛʽʻʥʠ; 

- ʨʝʟʝʨʚʥʝ ʢʦʧʽʶʚʘʥʥʷ ʜʘʥʠʭ ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʨʘʪʽ ʫ ʨʘʟʽ ʽʥʮʠʜʝʥʪʽʚ. 

ʉʫʯʘʩʥʽ ʪʝʥʜʝʥʮʽʾ ʫ ʩʬʝʨʽ ʭʤʘʨʥʦʾ ʙʝʟʧʝʢʠ: 

1. ɺʠʢʦʨʠʩʪʘʥʥʷ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʜʣʷ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʽ 

ʘʥʦʤʘʣʽʡ ʫ ʭʤʘʨʥʦʤʫ ʪʨʘʬʽʢʫ. 

2. Zero Trust Architecture ï ʤʦʜʝʣʴ, ʟʘ ʷʢʦʾ ʞʦʜʝʥ ʢʦʨʠʩʪʫʚʘʯ ʘʙʦ ʧʨʠʩʪʨʽʡ 

ʥʝ ʚʚʘʞʘʻʪʴʩʷ ʙʝʟʧʝʯʥʠʤ ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ. 

3. ʇʦʩʪʢʚʘʥʪʦʚʘ ʢʨʠʧʪʦʛʨʘʬʽʷ ï ʥʦʚʽ ʘʣʛʦʨʠʪʤʠ, ʩʪʽʡʢʽ ʜʦ ʘʪʘʢ ʢʚʘʥʪʦʚʠʭ 

ʢʦʤʧôʶʪʝʨʽʚ. 

4. ʍʤʘʨʥʘ ʽʟʦʣʷʮʽʷ ʢʦʥʪʝʡʥʝʨʽʚ ï ʧʦʢʨʘʱʝʥʥʷ ʟʘʭʠʩʪʫ ʤʽʢʨʦʩʝʨʚʽʩʽʚ ʫ 

ʩʝʨʝʜʦʚʠʱʘʭ Docker ʽ Kubernetes. 

ʍʤʘʨʥʽ ʪʝʭʥʦʣʦʛʽʾ ʨʘʜʠʢʘʣʴʥʦ ʟʤʽʥʶʶʪʴ ʩʧʦʩʽʙ ʟʙʝʨʽʛʘʥʥʷ ʪʘ ʦʙʨʦʙʢʠ 

ʽʥʬʦʨʤʘʮʽʾ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʽ ʝʢʦʥʦʤʽʯʥʽʩʪʴ. ʇʨʦʪʝ ʩʘʤʝ ʧʝʨʝʜʘʯʘ 

ʢʦʥʪʨʦʣʶ ʥʘʜ ʜʘʥʠʤʠ ʩʪʦʨʦʥʥʴʦʤʫ ʧʨʦʚʘʡʜʝʨʫ ʩʪʚʦʨʶʻ ʟʥʘʯʥʽ ʨʠʟʠʢʠ ʙʝʟʧʝʢʠ. 

ɽʬʝʢʪʠʚʥʠʡ ʟʘʭʠʩʪ ʽʥʬʦʨʤʘʮʽʾ ʫ ʭʤʘʨʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ ʧʦʪʨʝʙʫʻ 

ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʽʜʭʦʜʫ, ʷʢʠʡ ʧʦʻʜʥʫʻ ʢʨʠʧʪʦʛʨʘʬʽʶ, ʙʘʛʘʪʦʨʽʚʥʝʚʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʶ, 

ʤʦʥʽʪʦʨʠʥʛ ʧʦʜʽʡ ʙʝʟʧʝʢʠ ʪʘ ʧʦʣʽʪʠʢʠ ʫʧʨʘʚʣʽʥʥʷ ʜʦʩʪʫʧʦʤ. 

ʋ ʤʘʡʙʫʪʥʴʦʤʫ ʢʣʶʯʦʚʫ ʨʦʣʴ ʚʽʜʽʛʨʘʚʘʪʠʤʝ ʽʥʪʝʛʨʘʮʽʷ ʐɯ ʫ ʧʨʦʮʝʩʠ 

ʢʽʙʝʨʟʘʭʠʩʪʫ, ʘ ʪʘʢʦʞ ʨʦʟʚʠʪʦʢ ʧʦʩʪʢʚʘʥʪʦʚʠʭ ʤʝʪʦʜʽʚ ʰʠʬʨʫʚʘʥʥʷ, ʱʦ ʜʦʟʚʦʣʷʪʴ 

ʟʙʝʨʝʛʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ʥʘʚʽʪʴ ʫ ʥʦʚʫ ʝʨʫ ʢʚʘʥʪʦʚʠʭ ʦʙʯʠʩʣʝʥʴ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʌʆʈʄɸʃɯɿɸʎɯʗ ʉʊʈʋʂʊʋʈʀ ZIGBEE-ʄɽʈɽɾ ʊɸ ɸʊɸʂ ɻʈɸʌʆɺʀʄʀ 

ʄʅʆɾʀʅɸʄʀ 
 
ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʧʨʝʜʩʪʘʚʠʪʠ ʪʦʧʦʣʦʛʽʶ ZigBee-ʤʝʨʝʞʽ ʪʘʤʥʦʞʠʥʫ ʤʦʞʣʠʚʠʭ 

ʘʪʘʢ ʫ ʚʠʛʣʷʜʽ ʬʦʨʤʘʣʽʟʦʚʘʥʠʭ ʛʨʘʬʦʚʠʭ ʩʪʨʫʢʪʫʨ. ʄʝʨʝʞʘ ʦʧʠʩʫʻʪʴʩʷ ʷʢ ʩʫʢʫʧʥʽʩʪʴ 

ʤʥʦʞʠʥ ʚʫʟʣʽʚ (ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʾʚ, ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ, ʢʦʦʨʜʠʥʘʪʦʨʽʚ), ʢʘʥʘʣʽʚ ʟʚôʷʟʢʫ ʪʘ 

ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʟʘʣʝʞʥʦʩʪʝʡ, ʱʦ ʚʠʟʥʘʯʘʶʪʴ ʾʾ ʧʦʚʝʜʽʥʢʫ. ɸʪʘʢʠ ʤʦʜʝʣʶʶʪʴʩʷ ʷʢ ʚʧʣʠʚʠ ʥʘ 

ʧʽʜʤʥʦʞʠʥʠ ʝʣʝʤʝʥʪʽʚ ʛʨʘʬʘ ʽʟ ʟʘʜʘʥʠʤʠ ʽʥʪʝʥʩʠʚʥʽʩʪʶ, ʪʨʠʚʘʣʽʩʪʶ ʪʘ ʢʨʠʪʠʯʥʽʩʪʶ. 

ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʫʥʽʬʽʢʫʚʘʪʠ ʦʧʠʩ ʩʮʝʥʘʨʽʾʚ ʧʦʨʫʰʝʥʥʷ ʮʽʣʽʩʥʦʩʪʽ ʪʘ ʩʬʦʨʤʫʚʘʪʠ 

ʦʩʥʦʚʫ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʽ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʨʝʘʢʮʽʾ ʥʘ ʥʠʭ. 

 

It is proposed to represent the topology of ZigBee networks and associated attack 

scenarios as formal graph-based structures. The network is modelled as sets of nodes (end devices, 

routers, coordinator), communication channels, and functional dependencies. Attacks are defined as 

directed impacts on node subsets with given intensity, duration, and criticality. This representation 

unifies threat scenarios and lays the foundation for anomaly detection and automated response 

mechanisms. 

 

ʐʠʨʦʢʝ ʚʧʨʦʚʘʜʞʝʥʥʷ ʙʝʟʜʨʦʪʦʚʠʭ IoT-ʤʝʨʝʞ ʥʘ ʙʘʟʽ ʧʨʦʪʦʢʦʣʫ ZigBee 

ʩʫʧʨʦʚʦʜʞʫʻʪʴʩʷ ʟʨʦʩʪʘʥʥʷʤ ʢʽʣʴʢʦʩʪʽ ʘʪʘʢ, ʷʢʽ ʩʧʨʷʤʦʚʘʥʽ ʷʢ ʥʘ ʦʢʨʝʤʽ ʚʫʟʣʠ, ʪʘʢ ʽ 

ʥʘ ʮʽʣʽ ʬʨʘʛʤʝʥʪʠ ʪʦʧʦʣʦʛʽʾ.[1] ʋʨʘʟʣʠʚʦʩʪʽ ʧʦʜʽʣʷʶʪʴʩʷ ʥʘ ʜʚʘ ʢʣʶʯʦʚʽ ʢʣʘʩʠ: 

ʨʝʘʣʽʟʘʮʽʡʥʽ (ʥʘʧʨʠʢʣʘʜ, ʚʠʪʽʢ ʢʣʶʯʽʚ, CVE-2015-3974) ʽ ʧʨʦʪʦʢʦʣʴʥʽ (ʩʪʘʪʠʯʥʽ 

ʢʣʶʯʽ, jamming, CVE-2019-18984), ʘ ʘʪʘʢʠ ï ʥʘ ʣʦʢʘʣʴʥʽ (DoS, spoofing) ʪʘ ʩʠʩʪʝʤʥʽ 

(ʧʝʨʝʭʦʧʣʝʥʥʷ ʢʦʦʨʜʠʥʘʪʦʨʘ, ʦʪʨʫʻʥʥʷ ʤʘʨʰʨʫʪʽʚ). ʊʠʧʦʚʽ ʥʘʩʣʽʜʢʠ ʚʢʣʶʯʘʶʪʴ 

ʚʪʨʘʪʫ ʟʚôʷʟʢʫ, ʩʪʨʫʢʪʫʨʥʫ ʜʝʛʨʘʜʘʮʽʶ ʪʘ ʛʣʦʙʘʣʴʥʫ ʥʝʩʪʘʙʽʣʴʥʽʩʪʴ ʤʝʨʝʞʽ.ɿ ʦʛʣʷʜʫ 

ʥʘ ʮʝ, ʫ ʨʦʙʦʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ZigBee-ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʫ ʚʠʛʣʷʜʽ 

ʤʥʦʞʠʥʥʦ-ʛʨʘʬʦʚʦʾ ʤʦʜʝʣʽ, ʜʝ ʚʫʟʣʠ (ʢʽʥʮʝʚʽ ʧʨʠʩʪʨʦʾ, ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ, 

ʢʦʦʨʜʠʥʘʪʦʨ), ʢʘʥʘʣʠ, ʬʫʥʢʮʽʦʥʘʣʴʥʽ ʟʘʣʝʞʥʦʩʪʽ ʪʘ ʩʮʝʥʘʨʽʾ ʘʢʪʠʚʥʦʩʪʽ ʦʧʠʩʫʶʪʴʩʷ 

ʷʢ ʧʽʜʤʥʦʞʠʥʠ ʟʚôʷʟʥʦʛʦ ʦʨʽʻʥʪʦʚʘʥʦʛʦ ʛʨʘʬʘ. ɸʪʘʢʠ ʤʦʜʝʣʶʶʪʴʩʷ ʷʢ ʤʥʦʞʠʥʠ 

ʚʧʣʠʚʫ ʟ ʧʘʨʘʤʝʪʨʘʤʠ ʽʥʪʝʥʩʠʚʥʦʩʪʽ, ʪʨʠʚʘʣʦʩʪʽ, ʢʨʠʪʠʯʥʦʩʪʽ ʪʘ ʬʫʥʢʮʽʻʶ 

ʜʝʛʨʘʜʘʮʽʾ [2, 3]. ʎʝ ʜʦʟʚʦʣʷʻ ʫʥʽʬʽʢʦʚʘʥʦ ʦʧʠʩʘʪʠ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʚʧʣʠʚʽʚ ð ʚʽʜ 

ʢʦʨʦʪʢʦʯʘʩʥʦʛʦ ʧʝʨʝʥʘʚʘʥʪʘʞʝʥʥʷ ʦʢʨʝʤʠʭ ʚʫʟʣʽʚ ʜʦ ʙʘʛʘʪʦʬʘʟʥʦʾ ʜʝʩʪʘʙʽʣʽʟʘʮʽʾ 

ʤʘʨʰʨʫʪʠʟʘʮʽʾ. ʊʘʢʠʤ ʯʠʥʦʤ, ʛʨʘʬʦʚʘ ʤʦʜʝʣʴ ʚʠʩʪʫʧʘʻ ʥʝ ʣʠʰʝ ʷʢ ʬʦʨʤʘʣʴʥʠʡ 
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ʦʧʠʩ ʤʝʨʝʞʽ, ʘ ʷʢ ʦʩʥʦʚʘ ʜʣʷ ʧʦʙʫʜʦʚʠ ʤʘʪʝʤʘʪʠʯʥʦ ʦʙˇʨʫʥʪʦʚʘʥʠʭ ʟʘʩʦʙʽʚ ʘʥʘʣʽʟʫ, 

ʣʦʢʘʣʽʟʘʮʽʾ ʪʘ ʧʦʜʘʣʴʰʦʾ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʨʝʘʢʮʽʾ.  

 

ʊʘʙʣʠʮʷ 1 ï ʂʣʘʩʠʬʽʢʘʮʽʷ ʟʘʛʨʦʟ ʫ ZigBee ʤʝʨʝʞʘʭ 

ʂʘʪʝʛʦʨʽʷ 
ʊʠʧʦʚʽ 

ʧʨʦʙʣʝʤʠ 
ʇʨʠʢʣʘʜʠ ʘʪʘʢ 

ʎʽʣʴʦʚʽ 

ʝʣʝʤʝʥʪʠ 

ʇʦʪʝʥʮʽʡʥʠʡ 

ʚʧʣʠʚ 

ʈʝʘʣʽʟʘʮʽʡʥʦʛʦ 

ʨʽʚʥʷ 

ɺʠʪʽʢ ʢʣʶʯʽʚ, 

ʩʣʘʙʢʘ 

ʢʦʥʬʽʛʫʨʘʮʽʷ 

CVE-2015-3974, 

CVE-2020-6007 

ʂʽʥʮʝʚʽ 

ʧʨʠʩʪʨʦʾ, 

ʰʣʶʟʠ 

ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ 

ʜʦʩʪʫʧ, 

ʥʝʩʪʘʙʽʣʴʥʽʩʪʴ 

ʇʨʦʪʦʢʦʣʴʥʦʛʦ 

ʨʽʚʥʷ 

ʉʪʘʪʠʯʥʽ ʢʣʶʯʽ, 

ACK, ʥʝʜʦʣʽʢʠ 

CSMA/CA 

CVE-2019-

18984, jamming 

ʂʘʥʘʣʠ, 

ʤʘʨʰʨʫʪʠ-

ʟʘʪʦʨʠ 

ɺʪʨʘʪʘ ʟʚᾷʷʟʢʫ, 

ʧʦʨʫʰʝʥʥʷ 

ʤʘʨʰʨʫʪʠʟʘʮʽʾ 

ʃʦʢʘʣʴʥʽ ʘʪʘʢʠ Flooding, 

spoofing 

DoS, ʧʦʚʪʦʨ 

ʽʜʝʥʪʠʬʽʢʘʪʦʨʽʚ 

ʆʢʨʝʤʠʡ 

ʚʫʟʦʣ ʘʙʦ 

ʣʽʥʽʷ 

ʊʠʤʯʘʩʦʚʝ 

ʧʦʛʽʨʰʝʥʥʷ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ 

 

ɼʘʥʘ ʢʣʘʩʠʬʽʢʘʮʽʷ ʜʦʟʚʦʣʷʻ ʦʪʨʠʤʘʪʠ ʻʜʠʥʝ ʨʦʟʫʤʽʥʥʷ ʪʠʧʽʚ ʟʘʛʨʦʟ ʽ 

ʩʣʫʞʠʪʴ ʦʩʥʦʚʦʶ ʜʣʷ ʬʦʨʤʘʣʴʥʦʾ ʤʦʜʝʣʽ ʘʪʘʢʠ ʪʘ ʤʝʭʘʥʽʟʤʽʚ ʨʝʘʛʫʚʘʥʥʷ. 

ɸʪʘʢʠ ʥʘ ʙʝʟʜʨʦʪʦʚʽ IoT-ʤʝʨʝʞʽ, ʟʦʢʨʝʤʘ ʥʘ ʙʘʟʽ ʧʨʦʪʦʢʦʣʫ ZigBee, 

ʜʝʤʦʥʩʪʨʫʶʪʴ ʩʪʽʡʢʝ ʟʨʦʩʪʘʥʥʷ ʩʢʣʘʜʥʦʩʪʽ ʪʘ ʨʽʟʥʦʤʘʥʽʪʥʦʩʪʽ. ɿʣʦʚʤʠʩʥʠʢʠ ʜʝʜʘʣʽ 

ʯʘʩʪʽʰʝ ʟʘʩʪʦʩʦʚʫʶʪʴ ʙʘʛʘʪʦʩʪʫʧʝʥʝʚʽ ʩʪʨʘʪʝʛʽʾ, ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʜʝʩʪʘʙʽʣʽʟʘʮʽʶ 

ʤʝʨʝʞʽ ʘʙʦ ʦʪʨʠʤʘʥʥʷ ʢʦʥʪʨʦʣʶ ʥʘʜ ʾʾ ʦʢʨʝʤʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ.[4] ʅʘ ʦʩʥʦʚʽ 

ʢʣʘʩʠʯʥʠʭ ʤʦʜʝʣʝʡ ʚʪʦʨʛʥʝʥʥʷ ʩʬʦʨʤʦʚʘʥʦ ʘʜʘʧʪʦʚʘʥʫ ʩʪʨʫʢʪʫʨʫ ʘʪʘʢ, ʷʢʘ 

ʚʨʘʭʦʚʫʻ ʦʩʦʙʣʠʚʦʩʪʽ ZigBee-ʽʥʬʨʘʩʪʨʫʢʪʫʨ. ʗʢ ʽ ʚ ʪʨʘʜʠʮʽʡʥʠʭ ʩʭʝʤʘʭ 

ʢʦʤʧʨʦʤʝʪʘʮʽʾ, ʪʫʪ ʘʪʘʢʠ ʨʝʘʣʽʟʫʶʪʴʩʷ ʧʦʝʪʘʧʥʦ ï ʟ ʚʧʣʠʚʦʤ ʥʘ ʢʽʥʮʝʚʽ ʧʨʠʩʪʨʦʾ, 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ, ʢʘʥʘʣʠ ʟʚôʷʟʢʫ ʘʙʦ ʢʦʦʨʜʠʥʘʪʦʨ ʤʝʨʝʞʽ.ʋ ʤʝʞʘʭ ʮʽʻʾ ʤʦʜʝʣʽ ʘʪʘʢʘ 

ʨʝʘʣʽʟʫʻʪʴʩʷ ʷʢ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʡ ʚʧʣʠʚ ʥʘ ʦʢʨʝʤʠʡ ʬʨʘʛʤʝʥʪ ʤʝʨʝʞʽ. ɿʣʦʚʤʠʩʥʠʢ 

ʤʦʞʝ ʟʜʽʡʩʥʠʪʠ ʢʦʤʧʨʦʤʝʪʘʮʽʶ ʢʦʦʨʜʠʥʘʪʦʨʘ ʯʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ, ʧʝʨʝʭʦʧʠʪʠ 

ʢʘʥʘʣ ʟʚôʷʟʢʫ ʘʙʦ ʽʤʽʪʫʚʘʪʠ ʣʝʛʽʪʠʤʥʠʡ ʚʫʟʦʣ. ʈʝʟʫʣʴʪʘʪʦʤ ʪʘʢʠʭ ʜʽʡ ʤʦʞʫʪʴ ʩʪʘʪʠ 

ʧʦʨʫʰʝʥʥʷ ʤʘʨʰʨʫʪʽʚ, ʚʪʨʘʪʘ ʟʚôʷʟʢʫ, ʟʤʽʥʠ ʪʦʧʦʣʦʛʽʾ, ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʦʢʨʝʤʠʭ 

ʚʫʟʣʽʚ ʘʙʦ ʢʘʥʘʣʽʚ, ʘ ʪʘʢʦʞ ʟʫʧʠʥʢʘ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ. ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʤʦʜʝʣʴ 

ʜʦʟʚʦʣʷʻ ʨʦʟʜʽʣʠʪʠ ʘʪʘʢʠ ʟʘ ʤʘʩʰʪʘʙʦʤ ʚʧʣʠʚʫ. ɼʦ ʣʦʢʘʣʴʥʠʭ ʥʘʣʝʞʘʪʴ ʪʽ, ʱʦ 

ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʦʢʨʝʤʽ ʚʫʟʣʠ ʘʙʦ ʢʘʥʘʣʠ :DoS, spoofing, flooding, ʪʦʱʦ.[5] ɼʦ 

ʛʣʦʙʘʣʴʥʠʭ ï ʪʽ, ʱʦ ʟʤʽʥʶʶʪʴ ʩʪʨʫʢʪʫʨʫ ʚʩʽʻʾ ʤʝʨʝʞʽ ʘʙʦ ʧʨʦʚʦʢʫʶʪʴ ʢʘʩʢʘʜʥʽ ʟʙʦʾ. 

ɼʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʽʡʢʦʩʪʽ ZigBee-ʤʝʨʝʞʽ ʜʦ ʘʪʘʢ ʧʽʜ ʯʘʩ ʾʾ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʾʾ ʫ ʚʠʛʣʷʜʽ ʢʦʦʨʜʠʥʦʚʘʥʦʾ ʩʫʢʫʧʥʦʩʪʽ ʣʦʛʽʯʥʦ 

ʚʟʘʻʤʦʧʦʚôʷʟʘʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ, ʢʦʞʝʥ ʟ ʷʢʠʭ ʚʠʢʦʥʫʻ ʩʧʝʮʽʘʣʽʟʦʚʘʥʫ ʨʦʣʴ ʫ 

ʟʘʛʘʣʴʥʽʡ ʩʪʨʫʢʪʫʨʽ IoT-ʩʠʩʪʝʤʠ. 

ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʘʻ ʟʤʦʛʫ ʥʝ ʣʠʰʝ ʦʧʠʩʘʪʠ ʧʦʚʝʜʽʥʢʫ ʝʣʝʤʝʥʪʽʚ ʤʝʨʝʞʽ ʟʘ 

ʥʦʨʤʘʣʴʥʠʭ ʫʤʦʚ, ʘ ʡ ʚʠʟʥʘʯʠʪʠ ʩʮʝʥʘʨʽʾ ʧʦʨʫʰʝʥʥʷ ʾʾ ʮʽʣʽʩʥʦʩʪʽ ʚʥʘʩʣʽʜʦʢ 

ʮʽʣʝʩʧʨʷʤʦʚʘʥʦʛʦ ʟʦʚʥʽʰʥʴʦʛʦ ʚʧʣʠʚʫ. 
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ʈʠʩʫʥʦʢ 1 ï ʇʨʝʜʩʪʘʚʣʝʥʥʷ ʩʭʝʤʠ ʘʪʘʢ ʥʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ZigBee ʤʝʨʝʞʫ 

 

ʋ ʤʝʞʘʭ ʟʘʧʨʦʧʦʥʦʚʘʥʦʾ ʤʦʜʝʣʽ ZigBee-ʤʝʨʝʞʘ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦ ʨʦʟʧʦʜʽʣʝʥʘ ʩʠʩʪʝʤʘ, ʩʪʨʫʢʪʫʨʘ ʷʢʦʾ ʦʧʠʩʫʻʪʴʩʷ ʯʝʨʝʟ ʤʥʦʞʠʥʫ 

ʢʦʤʧʦʥʝʥʪʽʚ, ʱʦ ʚʟʘʻʤʦʜʽʶʪʴ ʫ ʤʝʞʘʭ ʻʜʠʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ : 

 ὓ ὅȟὈȟὙȟὤȟὊ ȟὃ   (1) 

ɼʝ ὅ ὧὬȟὧὬȟȣȟὧὬ  ï ʤʥʦʞʠʥʘ ʢʘʥʘʣʽʚ ʟʚôʷʟʢʫ, ʷʢʽ ʨʝʘʣʽʟʫʶʪʴ ʬʽʟʠʯʥʫ 

ʘʙʦ ʣʦʛʽʯʥʫ ʤʘʨʰʨʫʪʠʟʘʮʽʶ ʤʽʞ ʚʫʟʣʘʤʠ, Ὀ ὨȟὨȟȣȟὨ  ï ʤʥʦʞʠʥʘ ʢʽʥʮʝʚʠʭ 

ʧʨʠʩʪʨʦʾʚ, ʱʦ ʟʙʠʨʘʶʪʴ, ʛʝʥʝʨʫʶʪʴ ʘʙʦ ʦʪʨʠʤʫʶʪʴ ʜʘʥʽ. Ὑ ὶȟὶȟȣȟὶ} ï 

ʤʥʦʞʠʥʘ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ, ʚʽʜʧʦʚʽʜʘʣʴʥʠʭ ʟʘ ʨʝʪʨʘʥʩʣʷʮʽʶ, ʧʦʙʫʜʦʚʫ ʪʘ ʧʽʜʪʨʠʤʢʫ 

ʤʘʨʰʨʫʪʽʚ, ὤ ᾀ ï ʢʦʦʨʜʠʥʘʪʦʨ ʤʝʨʝʞʽ, ʝʣʝʤʝʥʪ ʫʧʨʘʚʣʽʥʥʷ ʽ ʽʥʽʮʽʘʣʽʟʘʮʽʾ, 

Ὂ ὪȟὪȟȣȟὪ  ï ʤʥʦʞʠʥʘ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʨʦʣʝʡ ʽ ʩʝʨʚʽʩʽʚ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ 

ʨʦʙʦʪʫ ZigBee-ʤʝʨʝʞʽ: ʘʜʨʝʩʘʮʽʷ, ʤʘʨʰʨʫʪʠʟʘʮʽʷ, ʟʘʭʠʩʪ, ʩʠʥʭʨʦʥʽʟʘʮʽʷ, ὃ
ὥȟὥȟȣȟὥ  ï ʤʥʦʞʠʥʘ ʫʤʦʚ ʘʢʪʠʚʘʮʽʾ, ʱʦ ʚʠʟʥʘʯʘʶʪʴ ʟʘʣʝʞʥʽʩʪʴ ʨʦʙʦʪʠ 

ʝʣʝʤʝʥʪʽʚ ʚʽʜ ʧʦʜʽʡ, ʟʘʧʠʪʽʚ ʘʙʦ ʟʤʽʥ ʪʦʧʦʣʦʛʽʾ.  

ʆʩʢʽʣʴʢʠ ZigBee-ʤʝʨʝʞʘ ʟʘʟʚʠʯʘʡ ʻ ʛʝʦʛʨʘʬʽʯʥʦ ʘʙʦ ʣʦʛʽʯʥʦ ʨʦʟʧʦʜʽʣʝʥʦʶ, 

ʾʾ ʢʦʤʧʦʥʝʥʪʠ ʤʦʞʫʪʴ ʙʫʪʠ ʨʦʟʤʽʱʝʥʽ ʥʘ ʨʽʟʥʠʭ ʬʽʟʠʯʥʠʭ ʧʨʠʩʪʨʦʷʭ ʘʙʦ ʚ ʨʽʟʥʠʭ 

ʟʦʥʘʭ. ʂʦʞʝʥ ʢʦʤʧʦʥʝʥʪ ʤʦʜʝʣʽ ʧʦʜʘʻʪʴʩʷ ʷʢ ʢʦʤʙʽʥʘʮʽʷ ʝʣʝʤʝʥʪʽʚ ʚʽʜʧʦʚʽʜʥʠʭ 

ʧʽʜʤʝʨʝʞ (ʘʙʦ ʛʨʫʧ ʚʫʟʣʽʚ), ʷʢʽ ʬʫʥʢʮʽʦʥʫʶʪʴ ʘʚʪʦʥʦʤʥʦ, ʘʣʝ ʚʠʢʦʥʫʶʪʴ ʨʦʣʴ ʫ 

ʤʝʞʘʭ ʟʘʛʘʣʴʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ: 

 ὓ  

ừ
ỬỬ
Ừ

ỬỬ
ứ
ὅ  Ὗ ὅ

Ὀ  Ὗ Ὀ

Ὑ  Ὗ Ὑ

ὤ  Ὗ ὤ

Ὂ  Ὗ Ὂ ȟ

ὃ  Ὗ ὃ ȟ

  (2) 
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ɿʚʘʞʘʶʯʠ ʥʘ ʪʝ, ʱʦ ZigBee-ʤʝʨʝʞʽ ʟʘʟʚʠʯʘʡ ʤʘʶʪʴ ʛʝʦʛʨʘʬʽʯʥʦ ʘʙʦ ʣʦʛʽʯʥʦ 

ʨʦʟʧʦʜʽʣʝʥʫ ʩʪʨʫʢʪʫʨʫ (ʥʘʧʨʠʢʣʘʜ, ʢʽʤʥʘʪʠ, ʧʦʚʝʨʭʠ, ʩʝʛʤʝʥʪʠ), ʢʦʞʥʘ ʯʘʩʪʠʥʘ 

ʤʦʞʝ ʚʽʜʨʽʟʥʷʪʠʩʷ ʢʨʠʪʠʯʥʽʩʪʶ, ʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʶ ʪʘ ʩʪʫʧʝʥʝʤ ʚʧʣʠʚʫ ʥʘ ʮʽʣʽʩʥʽʩʪʴ 

ʤʝʨʝʞʽ. ɼʣʷ ʮʴʦʛʦ ʚʚʦʜʠʪʴʩʷ ʧʦʥʷʪʪʷ ʚʘʛʦʚʠʭ ʢʦʝʬʽʮʽʻʥʪʽʚ ʜʣʷ ʨʽʟʥʠʭ ʪʠʧʽʚ 

ʝʣʝʤʝʥʪʽʚ.ʂʦʦʨʜʠʥʘʪʦʨ ʚʚʘʞʘʻʪʴʩʷ ʢʨʠʪʠʯʥʦʶ ʪʦʯʢʦʶ ʚʽʜʤʦʚʠ, ʪʦʤʫ ʡʦʤʫ 

ʥʘʜʘʻʪʴʩʷ ʤʘʢʩʠʤʘʣʴʥʘ ʚʘʛʘ. ʄʘʨʰʨʫʪʠʟʘʪʦʨʠ ʤʘʶʪʴ ʚʠʩʦʢʫ ʚʘʞʣʠʚʽʩʪʴ ʜʣʷ 

ʧʽʜʪʨʠʤʢʠ ʪʦʧʦʣʦʛʽʾ, ʢʘʥʘʣʠ ð ʚʨʘʟʣʠʚʽ ʜʦ ʥʘʚʤʠʩʥʦʛʦ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ, ʘ ʢʽʥʮʝʚʽ 

ʧʨʠʩʪʨʦʾ ð ʣʦʢʘʣʴʥʽ ʟʘ ʚʧʣʠʚʦʤ. ʊʘʢʠʤ ʯʠʥʦʤ, ʤʝʨʝʞʘ ʦʧʠʩʫʻʪʴʩʷ ʥʝ ʣʠʰʝ 

ʩʪʨʫʢʪʫʨʥʦ, ʘ ʡ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʨʦʣʽ ʢʦʞʥʦʛʦ ʝʣʝʤʝʥʪʘ ʚ ʾʾ ʟʘʛʘʣʴʥʽʡ ʩʪʘʙʽʣʴʥʦʩʪʽ.ɼʣʷ 

ʧʦʙʫʜʦʚʠ ʝʬʝʢʪʠʚʥʦʾ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʪʘ ʧʨʦʪʠʜʽʾ ʘʪʘʢʘʤ ʪʘʢʦʞ ʥʝʦʙʭʽʜʥʦ 

ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʩʘʤ ʚʧʣʠʚ ʷʢ ʥʘʙʽʨ ʧʘʨʘʤʝʪʨʽʚ, ʱʦ ʦʧʠʩʫʶʪʴ ʪʠʧ ʘʪʘʢʠ, ʾʾ ʜʠʥʘʤʽʢʫ ʫ 

ʯʘʩʽ, ʮʽʣʴʦʚʫ ʦʙʣʘʩʪʴ ʽ ʦʯʽʢʫʚʘʥʽ ʥʘʩʣʽʜʢʠ.[6] ʋ ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ ʘʪʘʢʘ ʧʦʜʘʻʪʴʩʷ 

ʷʢ ʩʪʨʫʢʪʫʨʘ ʟ ʧôʷʪʠ ʢʦʤʧʦʥʝʥʪʽʚ: ʪʠʧ ʟʘʛʨʦʟʠ, ʮʽʣʴʦʚʽ ʝʣʝʤʝʥʪʠ (ʥʘʧʨʠʢʣʘʜ, ʚʫʟʣʠ 

ʘʙʦ ʢʘʥʘʣʠ), ʬʫʥʢʮʽʷ ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʫ ʯʘʩʽ, ʬʫʥʢʮʽʷ ʜʝʛʨʘʜʘʮʽʾ, ʷʢʘ ʧʦʢʘʟʫʻ, ʟʘ ʷʢʠʭ 

ʫʤʦʚ ʝʣʝʤʝʥʪ ʚʠʡʜʝ ʟ ʣʘʜʫ, ʪʘ ʬʫʥʢʮʽʷ ʦʮʽʥʢʠ ʢʨʠʪʠʯʥʦʩʪʽ.[7] ʄʦʜʝʣʴ ʜʦʟʚʦʣʷʻ 

ʚʠʟʥʘʯʠʪʠ, ʷʢʽ ʢʦʤʧʦʥʝʥʪʠ ʤʝʨʝʞʽ ʟ ʥʘʡʙʽʣʴʰʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʟʘʟʥʘʶʪʴ ʚʧʣʠʚʫ ʚ 

ʧʝʚʥʠʡ ʤʦʤʝʥʪ ʯʘʩʫ, ʚʨʘʭʦʚʫʶʯʠ ʩʠʣʫ ʘʪʘʢʠ ʪʘ ʩʪʽʡʢʽʩʪʴ ʝʣʝʤʝʥʪʽʚ. ɼʦʜʘʪʢʦʚʦ, ʜʣʷ 

ʢʦʞʥʦʛʦ ʝʣʝʤʝʥʪʘ ʦʮʽʥʶʻʪʴʩʷ ʢʨʠʪʠʯʥʽʩʪʴ ʥʘʩʣʽʜʢʽʚ, ʷʢʘ ʟʘʣʝʞʠʪʴ ʚʽʜ ʡʦʛʦ ʚʘʛʠ ʚ 

ʩʪʨʫʢʪʫʨʽ ʤʝʨʝʞʽ. ɿʘʛʘʣʴʥʠʡ ʝʬʝʢʪ ʘʪʘʢʠ ʥʘ ʤʝʨʝʞʫ ʚ ʧʝʚʥʠʡ ʤʦʤʝʥʪ ʯʘʩʫ 

ʦʙʯʠʩʣʶʻʪʴʩʷ ʷʢ ʩʫʤʘ ʢʨʠʪʠʯʥʦʩʪʝʡ ʫʩʽʭ ʫʨʘʞʝʥʠʭ ʝʣʝʤʝʥʪʽʚ. ʎʝ ʜʦʟʚʦʣʷʻ ʦʮʽʥʠʪʠ 

ʨʽʚʝʥʴ ʜʝʛʨʘʜʘʮʽʾ ʤʝʨʝʞʽ ʚ ʢʦʥʢʨʝʪʥʦʤʫ ʩʮʝʥʘʨʽʾ ʪʘ ʚʽʜʨʽʟʥʠʪʠ ʘʪʘʢʠ ʟʘ ʪʠʧʦʤ ð 

ʨʫʡʥʽʚʥʽ (ʥʘʧʨʠʢʣʘʜ, ʬʽʟʠʯʥʝ ʟʥʠʱʝʥʥʷ ʘʙʦ ʙʣʦʢʫʚʘʥʥʷ) ʘʙʦ ʧʘʩʠʚʥʽ (ʧʝʨʝʭʦʧʣʝʥʥʷ, 

ʧʽʜʤʽʥʘ, ʧʨʦʩʣʫʭʦʚʫʚʘʥʥʷ).ʊʘʢʠʡ ʬʦʨʤʘʣʽʟʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʫʥʽʬʽʢʫʚʘʪʠ ʦʧʠʩ 

ʘʪʘʢ, ʘʥʘʣʽʟʫʚʘʪʠ ʾʭ ʫ ʜʠʥʘʤʽʮʽ ʪʘ ʚʠʷʚʣʷʪʠ, ʷʢʽ ʝʣʝʤʝʥʪʠ ʥʘʡʙʽʣʴʰ ʚʨʘʟʣʠʚʽ ʜʦ 

ʢʦʥʢʨʝʪʥʠʭ ʪʠʧʽʚ ʚʧʣʠʚʽʚ. ʎʝ ʩʪʚʦʨʶʻ ʦʩʥʦʚʫ ʜʣʷ ʧʦʙʫʜʦʚʠ ʨʝʘʢʪʠʚʥʠʭ ʘʙʦ 

ʘʜʘʧʪʠʚʥʠʭ ʤʝʭʘʥʽʟʤʽʚ ʟʘʭʠʩʪʫ.  
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼʆʃʆɻɯʗ ʉʊɺʆʈɽʅʅʗ ʅɸɹʆʈʋ ʊɽɻɯɺ ɼʃʗ ʌʆʈʄɸʃɯɿʆɺɸʅʆɻʆ 

ʆʇʀʉʋ ʄʆɼɽʃɽʁ ʌʆʈʄʋɺɸʅʅʗ ʊɽʉʊʆɺʀʍ ɿɸɺɼɸʅʔ 
 

ʋ ʨʦʙʦʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʤʝʪʦʜʦʣʦʛʽʶ ʩʪʚʦʨʝʥʥʷ ʥʘʙʦʨʫ ʪʝʛʽʚ ʜʣʷ ʬʦʨʤʘʣʽʟʦʚʘʥʦʛʦ 

ʦʧʠʩʫ ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʥʘ ʦʩʥʦʚʽ ʧʦʥʷʪʽʡʥʦ-ʪʝʟʦʚʦʾ ʩʪʨʫʢʪʫʨʠ 

ʥʘʚʯʘʣʴʥʦʛʦ ʤʘʪʝʨʽʘʣʫ. ʊʝʛʠ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʷʢ ʝʣʝʤʝʥʪʠ ʧʨʝʜʤʝʪʥʦʦʨʽʻʥʪʦʚʘʥʦʾ 

ʧʩʝʚʜʦʤʦʚʠ, ʱʦ ʧʦʻʜʥʫʻ ʝʪʘʧʠ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʨʝʣʝʚʘʥʪʥʠʭ ʬʨʘʛʤʝʥʪʽʚ ʪʝʢʩʪʫ ʪʘ ʧʦʙʫʜʦʚʠ 

ʪʝʩʪʽʚ ʫ ʬʦʨʤʘʪʽ GIFT ʜʣʷ ʩʝʨʝʜʦʚʠʱʘ Moodle. ɺʠʜʽʣʝʥʦ ʜʚʽ ʛʨʫʧʠ ʪʝʛʽʚ: ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʽ, 

ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʪʝʨʤʽʥʠ, ʪʝʟʠ ʪʘ ʩʣʫʞʙʦʚʽ ʢʦʥʩʪʨʫʢʮʽʾ, ʽ ʬʦʨʤʫʚʘʣʴʥʽ, ʷʢʽ ʟʘʜʘʶʪʴ ʨʦʣʽ 

ʦʩʥʦʚʠ ʧʠʪʘʥʥʷ, ʧʨʘʚʠʣʴʥʦʾ ʚʽʜʧʦʚʽʜʽ ʪʘ ʜʠʩʪʨʘʢʪʦʨʽʚ ʫ ʰʘʙʣʦʥʘʭ ʟʘʚʜʘʥʴ ʨʽʟʥʠʭ ʪʠʧʽʚ. 

ʇʦʢʘʟʘʥʦ ʽʪʝʨʘʮʽʡʥʠʡ ʭʘʨʘʢʪʝʨ ʧʦʙʫʜʦʚʠ ʪʘ ʫʪʦʯʥʝʥʥʷ ʥʘʙʦʨʫ ʪʝʛʽʚ, ʡʦʛʦ ʧʨʝʜʤʝʪʥʫ 

ʥʝʟʘʣʝʞʥʽʩʪʴ ʽ ʩʫʤʽʩʥʽʩʪʴ ʽʟ ʚʥʫʪʨʽʰʥʽʤʠ ʩʪʨʫʢʪʫʨʘʤʠ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ. 

ʇʨʘʢʪʠʯʥʫ ʨʝʘʣʽʟʘʮʽʶ ʤʝʪʦʜʦʣʦʛʽʾ ʟʜʽʡʩʥʝʥʦ ʫ ʚʠʛʣʷʜʽ ʧʨʦʛʨʘʤʥʦʛʦ ʤʦʜʫʣʷ TestGenerator 

ʤʦʚʦʶ C#, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʚʠʙʽʨ ʪʝʨʤʽʥʽʚ, ʢʦʥʬʽʛʫʨʘʮʽʶ ʪʠʧʽʚ ʧʠʪʘʥʴ ʪʘ ʘʚʪʦʤʘʪʠʯʥʫ 

ʛʝʥʝʨʘʮʽʶ GIFT-ʬʘʡʣʽʚ ʜʣʷ ʽʤʧʦʨʪʫ ʜʦ Moodle. 

 

The paper proposes a methodology for designing a tag set used for the formalized 

description of test-item generation models based on the conceptïthesis structure of educational 

texts. Tags are treated as elements of a domain-specific pseudolanguage that integrates two stages: 

identification of relevant text fragments and construction of test items in the GIFT format for the 

Moodle environment. Two tag groups are distinguished: identification tags, focused on terms, theses 

and auxiliary constructions, and generation tags, which define the roles of question stem, correct 

answer and distractors in templates for different item types. The iterative nature of tag-set 

refinement, its domain independence and compatibility with the internal structures of the 

information technology are shown. The methodology is implemented in the C#-based TestGenerator 

module, which supports term selection, configuration of question types and automatic GIFT file 

generation for subsequent import into Moodle. 

 

ʉʫʯʘʩʥʠʡ ʩʪʘʥ ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʝʭʥʦʣʦʛʽʡ ʪʝʩʪʫʚʘʥʥʷ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ 

ʟʨʦʩʪʘʶʯʦʶ ʧʦʪʨʝʙʦʶ ʚ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʤʫ ʛʝʥʝʨʫʚʘʥʥʽ ʷʢʽʩʥʠʭ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ 

ʜʣʷ ʘʜʘʧʪʠʚʥʠʭ ʩʠʩʪʝʤ ʢʦʥʪʨʦʣʶ ʟʥʘʥʴ [1]. ʉʫʯʘʩʥʽ ʦʩʚʽʪʥʽ ʧʣʘʪʬʦʨʤʠ ʜʝʜʘʣʽ 

ʯʘʩʪʽʰʝ ʧʝʨʝʭʦʜʷʪʴ ʜʦ ʘʜʘʧʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ, ʫ ʷʢʦʤʫ ʨʽʚʝʥʴ ʩʢʣʘʜʥʦʩʪʽ, ʪʠʧ 

ʟʘʚʜʘʥʥʷ ʪʘ ʪʨʘʻʢʪʦʨʽʷ ʦʮʽʥʶʚʘʥʥʷ ʟʤʽʥʶʶʪʴʩʷ ʜʠʥʘʤʽʯʥʦ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʚʽʜʧʦʚʽʜʽ 

ʢʦʨʠʩʪʫʚʘʯʘ [2, 3]. ɼʣʷ ʢʦʨʝʢʪʥʦʾ ʨʦʙʦʪʠ ʪʘʢʠʭ ʩʠʩʪʝʤ ʧʦʪʨʽʙʥʽ ʚʝʣʠʢʽ, ʩʪʨʫʢʪʫʨʥʦ 

ʫʟʛʦʜʞʝʥʽ, ʩʝʤʘʥʪʠʯʥʦ ʤʘʨʢʦʚʘʥʽ ʥʘʙʦʨʠ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ, ʟʜʘʪʥʽ ʧʽʜʪʨʠʤʫʚʘʪʠ 

ʨʽʟʥʽ ʢʦʛʥʽʪʠʚʥʽ ʨʽʚʥʽ, ʚʘʨʽʘʪʠʚʥʽʩʪʴ ʜʠʩʪʨʘʢʪʦʨʽʚ ʪʘ ʙʘʛʘʪʦʚʘʨʽʘʥʪʥʽʩʪʴ 

ʬʦʨʤʫʣʶʚʘʥʴ [4]. ʈʫʯʥʝ ʩʪʚʦʨʝʥʥʷ ʧʦʜʽʙʥʠʭ ʙʘʥʢʽʚ ʪʝʩʪʽʚ ʻ ʪʨʫʜʦʤʽʩʪʢʠʤ, 
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ʧʦʚʽʣʴʥʠʤ ʽ ʩʣʘʙʢʦ ʤʘʩʰʪʘʙʦʚʘʥʠʤ, ʱʦ ʫʥʝʤʦʞʣʠʚʣʶʻ ʦʧʝʨʘʪʠʚʥʝ ʦʥʦʚʣʝʥʥʷ 

ʟʘʚʜʘʥʴ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʟʤʽʥ ʥʘʚʯʘʣʴʥʦʛʦ ʢʦʥʪʝʥʪʫ. 

ʉʫʯʘʩʥʽ ʤʦʜʝʣʽ ʤʦʚʥʦʾ ʦʙʨʦʙʢʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʟʜʘʪʥʽʩʪʴ ʜʦ ʩʝʤʘʥʪʠʯʥʦʛʦ 

ʘʥʘʣʽʟʫ ʥʘʚʯʘʣʴʥʠʭ ʤʘʪʝʨʽʘʣʽʚ [5, 6], ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʠʜʽʣʝʥʥʷ ʢʣʶʯʦʚʠʭ ʧʦʥʷʪʴ ʽ 

ʨʝʣʝʚʘʥʪʥʠʭ ʬʨʘʛʤʝʥʪʽʚ ʪʝʢʩʪʫ [7], ʘ ʪʘʢʦʞ ʧʝʨʝʬʦʨʤʫʣʶʚʘʥʥʷ ʟʤʽʩʪʫ ʟ 

ʫʨʘʭʫʚʘʥʥʷʤ ʟʘʜʘʥʠʭ ʜʠʜʘʢʪʠʯʥʠʭ ʚʠʤʦʛ [8, 9]. ʇʦʻʜʥʘʥʥʷ ʪʝʛʦʚʦʾ ʧʩʝʚʜʦʤʦʚʠ ʟ 

ʽʥʩʪʨʫʤʝʥʪʘʤʠ NLP ʜʦʟʚʦʣʷʻ ʥʝ ʣʠʰʝ ʩʪʨʫʢʪʫʨʫʚʘʪʠ ʜʘʥʽ ʜʣʷ ʛʝʥʝʨʘʪʦʨʘ ʟʘʚʜʘʥʴ, ʘ 

ʡ ʘʚʪʦʤʘʪʠʯʥʦ ʟʥʘʭʦʜʠʪʠ ʧʦʪʝʥʮʽʡʥʽ ʦʩʥʦʚʠ ʧʠʪʘʥʴ, ʛʝʥʝʨʫʚʘʪʠ ʚʘʨʽʘʥʪʠ ʚʽʜʧʦʚʽʜʝʡ 

ʽ ʢʦʥʪʨʦʣʶʚʘʪʠ ʾʭʥʶ ʣʽʥʛʚʽʩʪʠʯʥʫ ʢʦʨʝʢʪʥʽʩʪʴ ʪʘ ʦʜʥʦʟʥʘʯʥʽʩʪʴ. 

ʆʩʦʙʣʠʚʝ ʟʥʘʯʝʥʥʷ ʮʝ ʤʘʻ ʜʣʷ ʘʜʘʧʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ, ʜʝ ʷʢʽʩʪʴ ʽ 

ʩʧʨʷʤʦʚʘʥʽʩʪʴ ʢʦʞʥʦʛʦ ʥʘʩʪʫʧʥʦʛʦ ʟʘʚʜʘʥʥʷ ʩʫʪʪʻʚʦ ʚʧʣʠʚʘʶʪʴ ʥʘ ʪʦʯʥʽʩʪʴ 

ʦʮʽʥʶʚʘʥʥʷ [10]. NLP-ʤʦʜʝʣʽ ʤʦʞʫʪʴ ʧʽʜʪʨʠʤʫʚʘʪʠ ʘʚʪʦʤʘʪʠʟʦʚʘʥʝ ʚʠʟʥʘʯʝʥʥʷ 

ʩʢʣʘʜʥʦʩʪʽ ʪʝʢʩʪʦʚʠʭ ʬʦʨʤʫʣʶʚʘʥʴ ʽ ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʩʪʠʣʽʩʪʠʯʥʫ ʫʟʛʦʜʞʝʥʽʩʪʴ 

ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʟʛʝʥʝʨʦʚʘʥʠʭ ʧʠʪʘʥʴ [11]. ɯʥʪʝʛʨʘʮʽʷ ʩʝʤʘʥʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʟ 

ʬʦʨʤʘʣʟ̔ʦʚʘʥʦʶ ʩʠʩʪʝʤʦʶ ʪʝʛʽʚ ʜʘʻ ʟʤʦʛʫ ʩʪʚʦʨʶʚʘʪʠ ʪʝʩʪʦʚʽ ʟʘʚʜʘʥʥʷ ʟ ʯʽʪʢʦ 

ʚʠʟʥʘʯʝʥʦʶ ʢʦʛʥʽʪʠʚʥʦʶ ʤʝʪʦʶ, ʘ ʪʘʢʦʞ ʢʦʥʪʨʦʣʶʚʘʪʠ ʨʠʟʠʢʠ ʥʘʜʤʽʨʥʦʾ ʩʭʦʞʦʩʪʽ, 

ʜʚʦʟʥʘʯʥʦʩʪʽ ʯʠ ʟʤʽʩʪʦʚʠʭ ʧʝʨʝʢʨʫʯʝʥʴ, ʱʦ ʻ ʢʨʠʪʠʯʥʠʤ ʜʣʷ ʘʜʘʧʪʠʚʥʠʭ ʩʠʩʪʝʤ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʤʝʪʦʜʦʣʦʛʽʷ ʬʦʨʤʘʣʽʟʦʚʘʥʦʛʦ ʦʧʠʩʫ ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ 

ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʥʘ ʦʩʥʦʚʽ ʩʠʩʪʝʤʠ ʪʝʛʽʚ ʟʘʙʝʟʧʝʯʫʻ ʫʟʛʦʜʞʝʥʫ ʩʪʨʫʢʪʫʨʫ ʜʘʥʠʭ, 

ʷʢʘ ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʯʥʦ ʛʝʥʝʨʫʚʘʪʠ GIFT-ʬʘʡʣʠ ʜʣʷ Moodle, ʘʜʘʧʪʫʚʘʪʠ ʟʤʽʩʪ ʧʽʜ 

ʢʦʥʢʨʝʪʥʠʡ ʨʽʚʝʥʴ ʩʢʣʘʜʥʦʩʪʽ ʪʘ ʦʧʝʨʘʪʠʚʥʦ ʬʦʨʤʫʚʘʪʠ ʥʦʚʽ ʚʘʨʽʘʥʪʠ ʟʘʚʜʘʥʴ [12, 

13]. ɺʠʢʦʨʠʩʪʘʥʥʷ ʪʝʛʽʚ ʷʢ ʝʣʝʤʝʥʪʽʚ ʧʨʝʜʤʝʪʥʦʦʨʽʻʥʪʦʚʘʥʦʾ ʧʩʝʚʜʦʤʦʚʠ ʩʪʚʦʨʶʻ 

ʦʩʥʦʚʫ ʜʣʷ ʤʘʩʰʪʘʙʦʚʘʥʦʛʦ, ʢʝʨʦʚʘʥʦʛʦ ʪʘ ʚʽʜʪʚʦʨʶʚʘʥʦʛʦ ʧʨʦʮʝʩʫ ʧʦʙʫʜʦʚʠ 

ʪʝʩʪʽʚ, ʱʦ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʜʣʷ ʘʜʘʧʪʠʚʥʠʭ ʩʠʩʪʝʤ [14]. ʊʘʢʠʡ ʧʽʜʭʽʜ ʥʝ ʣʠʰʝ 

ʟʤʝʥʰʫʻ ʚʠʪʨʘʪʠ ʯʘʩʫ ʥʘ ʬʦʨʤʫʚʘʥʥʷ ʙʘʥʢʫ ʟʘʚʜʘʥʴ, ʘ ʡ ʧʽʜʚʠʱʫʻ ʷʢʽʩʪʴ ʘʜʘʧʪʘʮʽʾ 

ʪʝʩʪʫʚʘʥʥʷ, ʜʦʟʚʦʣʷʶʯʠ ʛʥʫʯʢʦ ʧʦʻʜʥʫʚʘʪʠ ʛʣʠʙʠʥʫ ʦʧʨʘʮʶʚʘʥʥʷ ʥʘʚʯʘʣʴʥʦʛʦ 

ʤʘʪʝʨʽʘʣʫ ʟʽ ʩʪʨʫʢʪʫʨʦʚʘʥʦʶ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʶ ʛʝʥʝʨʘʮʽʻʶ ʢʦʥʪʝʥʪʫ. 

ʂʨʽʤ ʪʦʛʦ, ʘʜʘʧʪʠʚʥʽ ʩʠʩʪʝʤʠ ʦʮʽʥʶʚʘʥʥʷ ʚʠʤʘʛʘʶʪʴ ʥʝ ʣʠʰʝ ʚʝʣʠʢʠʭ 

ʦʙʩʷʛʽʚ ʪʝʩʪʦʚʦʛʦ ʢʦʥʪʝʥʪʫ [15], ʘ ʡ ʯʽʪʢʦʾ ʢʝʨʦʚʘʥʦʩʪʽ ʡʦʛʦ ʧʘʨʘʤʝʪʨʘʤʠ ï ʨʽʚʥʝʤ 

ʩʢʣʘʜʥʦʩʪʽ [16], ʪʠʧʦʤ ʢʦʛʥʽʪʠʚʥʦʾ ʦʧʝʨʘʮʽʾ [17], ʩʪʨʫʢʪʫʨʦʶ ʚʽʜʧʦʚʽʜʽ [18] ʪʘ 

ʩʪʫʧʝʥʝʤ ʚʘʨʽʘʪʠʚʥʦʩʪʽ [19]. ʌʦʨʤʘʣʽʟʦʚʘʥʠʡ ʥʘʙʽʨ ʪʝʛʽʚ ʜʦʟʚʦʣʷʻ ʷʚʥʦ ʢʦʜʫʚʘʪʠ ʮʽ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʫ ʧʨʦʮʝʩʽ ʧʦʙʫʜʦʚʠ ʟʘʚʜʘʥʥʷ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʤʦʞʣʠʚʽʩʪʴ ʾʭʥʴʦʾ 

ʧʦʜʘʣʴʰʦʾ ʘʚʪʦʤʘʪʠʯʥʦʾ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʘʣʛʦʨʠʪʤʘʤʠ ʘʜʘʧʪʘʮʽʾ [20]. ɿʘʚʜʷʢʠ ʪʘʢʦʤʫ 

ʧʽʜʭʦʜʫ ʪʝʩʪʦʚʽ ʤʦʜʝʣʽ ʤʦʞʫʪʴ ʙʫʪʠ ʫʟʛʦʜʞʝʥʽ ʟ ʘʣʛʦʨʠʪʤʘʤʠ ʢʦʤʧôʶʪʝʨʠʟʦʚʘʥʦʛʦ 

ʘʜʘʧʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ, ʷʢʽ ʧʨʠʟʥʘʯʘʶʪʴ ʥʘʩʪʫʧʥʝ ʧʠʪʘʥʥʷ, ˇʨʫʥʪʫʶʯʠʩʴ ʥʘ 

ʦʮʽʥʝʥʦʤʫ ʨʽʚʥʽ ʟʥʘʥʴ ʟʜʦʙʫʚʘʯʘ ʪʘ ʩʪʘʪʠʩʪʠʯʥʠʭ ʚʣʘʩʪʠʚʦʩʪʷʭ ʟʘʚʜʘʥʥʷ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʪʝʛʽʚ ʷʢ ʫʥʽʚʝʨʩʘʣʴʥʦʛʦ ʽʥʪʝʨʬʝʡʩʫ ʤʽʞ ʤʦʜʝʣʣʶ 

ʥʘʚʯʘʣʴʥʦʛʦ ʤʘʪʝʨʽʘʣʫ ʪʘ ʤʝʭʘʥʽʟʤʘʤʠ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʬʦʨʤʫʚʘʥʥʷ ʟʘʚʜʘʥʴ 

ʩʧʨʠʷʻ ʧʽʜʚʠʱʝʥʥʶ ʪʦʯʥʦʩʪʽ ʜʽʘʛʥʦʩʪʠʢʠ ʥʘʚʯʘʣʴʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ. ʊʝʛʠ 

ʟʘʙʝʟʧʝʯʫʶʪʴ ʤʦʞʣʠʚʽʩʪʴ ʯʽʪʢʦʛʦ ʧʦʟʥʘʯʝʥʥʷ ʩʪʨʫʢʪʫʨʥʠʭ ʽ ʩʝʤʘʥʪʠʯʥʠʭ ʝʣʝʤʝʥʪʽʚ 

ʟʤʽʩʪʫ, ʱʦ ʜʦʟʚʦʣʷʻ ʬʦʨʤʫʚʘʪʠ ʧʠʪʘʥʥʷ ʨʽʟʥʠʭ ʪʠʧʽʚ ï ʚʽʜ ʙʘʟʦʚʠʭ ʥʘ ʚʽʜʪʚʦʨʝʥʥʷ 

ʪʝʨʤʽʥʽʚ ʜʦ ʘʥʘʣʽʪʠʯʥʠʭ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʽʥʪʝʨʧʨʝʪʘʮʽʶ, ʧʦʨʽʚʥʷʥʥʷ ʯʠ 
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ʫʟʘʛʘʣʴʥʝʥʥʷ [21]. ʎʝ ʩʪʚʦʨʶʻ ʦʩʥʦʚʫ ʜʣʷ ʧʦʙʫʜʦʚʠ ʘʜʘʧʪʠʚʥʠʭ ʪʝʩʪʽʚ, ʷʢʽ ʥʝ ʣʠʰʝ 

ʢʦʨʠʛʫʶʪʴ ʩʢʣʘʜʥʽʩʪʴ, ʘ ʡ ʘʜʘʧʪʫʶʪʴ ʢʦʛʥʽʪʠʚʥʠʡ ʬʦʨʤʘʪ ʟʘʚʜʘʥʴ ʧʽʜ ʽʥʜʠʚʽʜʫʘʣʴʥʽ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʟʜʦʙʫʚʘʯʘ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʬʦʨʤʘʣʽʟʦʚʘʥʘ ʩʠʩʪʝʤʘ ʪʝʛʽʚ ʻ ʢʣʶʯʦʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ, ʫʟʛʦʜʞʝʥʦʩʪʽ ʪʘ ʷʢʦʩʪʽ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ 

ʛʝʥʝʨʫʚʘʥʥʷ ʢʦʥʪʝʥʪʫ, ʥʝʦʙʭʽʜʥʦʛʦ ʜʣʷ ʩʫʯʘʩʥʦʛʦ ʘʜʘʧʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ. ɺʦʥʘ 

ʩʧʨʦʱʫʻ ʧʽʜʪʨʠʤʢʫ ʘʢʪʫʘʣʴʥʦʩʪʽ ʪʝʩʪʦʚʠʭ ʙʘʥʢʽʚ, ʧʽʜʚʠʱʫʻ ʛʥʫʯʢʽʩʪʴ ʧʦʙʫʜʦʚʠ 

ʪʨʘʻʢʪʦʨʽʡ ʦʮʽʥʶʚʘʥʥʷ ʪʘ ʟʤʝʥʰʫʻ ʟʘʣʝʞʥʽʩʪʴ ʧʨʦʮʝʩʫ ʨʦʟʨʦʙʣʝʥʥʷ ʟʘʚʜʘʥʴ ʚʽʜ 

ʨʫʯʥʦʾ ʧʨʘʮʽ ʝʢʩʧʝʨʪʽʚ. ʋ ʧʽʜʩʫʤʢʫ ʮʝ ʩʧʨʠʷʻ ʬʦʨʤʫʚʘʥʥʶ ʝʬʝʢʪʠʚʥʠʭ, ʜʠʥʘʤʽʯʥʠʭ 

ʽ ʤʝʪʦʜʠʯʥʦ ʦʙˇʨʫʥʪʦʚʘʥʠʭ ʩʠʩʪʝʤ ʦʮʽʥʶʚʘʥʥʷ ʟʥʘʥʴ. 

ʄʝʪʦʜʦʣʦʛʽʷ ʩʪʚʦʨʝʥʥʷ ʥʘʙʦʨʫ ʪʝʛʽʚ ʜʣʷ ʬʦʨʤʘʣʽʟʦʚʘʥʦʛʦ ʦʧʠʩʫ ʤʦʜʝʣʝʡ 

ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʫʷʚʣʝʥʥʽ ʧʨʦ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʫ ʷʢ ʧʨʦ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʧʝʨʝʪʚʦʨʝʥʴ ʥʘʜ ʪʝʢʩʪʦʚʠʤ ʢʦʥʪʝʥʪʦʤ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʦʧʠʩʘʥʽ ʫ 

ʚʠʛʣʷʜʽ ʧʨʘʚʠʣ ʢʦʥʚʝʨʪʘʮʽʾ. ʂʦʞʥʝ ʪʘʢʝ ʧʨʘʚʠʣʦ ʧʨʘʮʶʻ ʟ ʚʭʽʜʥʠʤ ʬʨʘʛʤʝʥʪʦʤ 

ʥʘʚʯʘʣʴʥʦʛʦ ʤʘʪʝʨʽʘʣʫ, ʚʠʦʢʨʝʤʣʶʻ ʚ ʥʴʦʤʫ ʨʝʣʝʚʘʥʪʥʽ ʩʝʤʘʥʪʠʯʥʽ ʝʣʝʤʝʥʪʠ ʪʘ 

ʧʦʩʣʽʜʦʚʥʦ ʚʽʜʪʚʦʨʶʻ ʩʪʨʫʢʪʫʨʫ ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ, ʱʦ ʚʽʜʧʦʚʽʜʘʻ ʮʠʤ ʝʣʝʤʝʥʪʘʤ. 

ɼʣʷ ʪʦʛʦ ʱʦʙ ʧʨʘʚʠʣʘ ʢʦʥʚʝʨʪʘʮʽʾ ʤʦʛʣʠ ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʽ ʧʨʦʛʨʘʤʥʠʤʠ ʟʘʩʦʙʘʤʠ, 

ʥʝʦʙʭʽʜʥʦ ʟʘʜʘʪʠ ʬʦʨʤʘʣʴʥʠʡ ʩʣʦʚʥʠʢ ʝʣʝʤʝʥʪʘʨʥʠʭ ʢʦʥʩʪʨʫʢʮʽʡ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʽ ʥʘ ʝʪʘʧʽ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʟʤʽʩʪʦʚʠʭ ʢʦʤʧʦʥʝʥʪʽʚ, ʽ ʥʘ ʝʪʘʧʽ 

ʧʦʙʫʜʦʚʠ ʚʠʭʽʜʥʦʛʦ ʪʝʩʪʫ. ʎʶ ʨʦʣʴ ʽ ʚʽʜʽʛʨʘʻ ʥʘʙʽʨ ʪʝʛʽʚ, ʱʦ ʚʠʩʪʫʧʘʻ ʧʨʦʤʽʞʥʦʶ 

ʤʦʚʦʶ ʤʽʞ ʧʨʠʨʦʜʥʦʶ ʤʦʚʦʶ ʥʘʚʯʘʣʴʥʦʛʦ ʪʝʢʩʪʫ, ʚʥʫʪʨʽʰʥʽʤʠ ʩʪʨʫʢʪʫʨʘʤʠ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʬʦʨʤʘʪʦʤ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʪʝʩʪʽʚ ʫ ʩʝʨʝʜʦʚʠʱʽ Moodle, 

ʟʦʢʨʝʤʘ GIFT.  

ɺʠʭʽʜʥʠʤ ʧʦʣʦʞʝʥʥʷʤ ʤʝʪʦʜʦʣʦʛʽʾ ʻ ʚʠʜʽʣʝʥʥʷ ʜʚʦʭ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʠʭ, ʘʣʝ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦ ʨʽʟʥʠʭ ʛʨʫʧ ʪʝʛʽʚ: ʪʝʛʽʚ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʝʣʝʤʝʥʪʽʚ ʢʦʥʪʝʥʪʫ ʪʘ ʪʝʛʽʚ 

ʜʣʷ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ. ʊʘʢʠʡ ʧʦʜʽʣ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʠʪʽʢʘʻ ʽʟ ʩʪʨʫʢʪʫʨʠ 

ʧʨʘʚʠʣ ʢʦʥʚʝʨʪʘʮʽʾ, ʷʢʘ ʚʢʣʶʯʘʻ ʤʘʩʢʫ ʽʜʝʥʪʠʬʽʢʘʮʽʾ, ʧʨʘʚʠʣʦ ʧʝʨʝʪʚʦʨʝʥʥʷ ʪʘ 

ʤʘʩʢʫ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʫ. ʋ ʤʘʩʮʽ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʪʝʛʠ ʧʦʟʥʘʯʘʶʪʴ ʬʨʘʛʤʝʥʪʠ 

ʥʘʚʯʘʣʴʥʦʛʦ ʪʝʢʩʪʫ, ʱʦ ʤʘʶʪʴ ʩʝʤʘʥʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʟ ʪʦʯʢʠ ʟʦʨʫ ʤʘʡʙʫʪʥʴʦʛʦ ʪʝʩʪʫ 

(ʪʝʨʤʽʥʠ, ʪʝʟʠ, ʜʦʧʦʤʽʞʥʽ ʢʦʥʩʪʨʫʢʮʽʾ, ʤʝʞʽ ʨʝʯʝʥʴ ʪʦʱʦ), ʪʦʜʽ ʷʢ ʫ ʤʘʩʮʽ 

ʬʦʨʤʫʚʘʥʥʷ ʚʦʥʠ ʦʢʨʝʩʣʶʶʪʴ ʩʪʨʫʢʪʫʨʥʽ ʩʢʣʘʜʦʚʽ ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ (ʦʩʥʦʚʘ 

ʟʘʧʠʪʘʥʥʷ, ʧʨʘʚʠʣʴʥʠʡ ʚʘʨʽʘʥʪ ʚʽʜʧʦʚʽʜʽ, ʜʠʩʪʨʘʢʪʦʨʠ, ʩʣʫʞʙʦʚʽ ʝʣʝʤʝʥʪʠ 

ʩʠʥʪʘʢʩʠʩʫ ʮʽʣʴʦʚʦʛʦ ʬʦʨʤʘʪʫ). ʋ ʚʠʭʽʜʥʽʡ ʨʦʙʦʪʽ ʧʽʜʢʨʝʩʣʶʻʪʴʩʷ, ʱʦ ʪʘʢʽ ʪʝʛʠ 

ʬʘʢʪʠʯʥʦ ʻ ʝʣʝʤʝʥʪʘʤʠ ʧʩʝʚʜʦʢʦʜʫ ʘʙʦ ʟʤʽʥʥʠʤʠ, ʟʥʘʯʝʥʥʷ ʷʢʠʭ ʧʽʜ ʯʘʩ ʨʦʙʦʪʠ 

ʘʣʛʦʨʠʪʤʫ ʚʠʟʥʘʯʘʶʪʴʩʷ ʢʦʥʢʨʝʪʥʠʤʠ ʬʨʘʛʤʝʥʪʘʤʠ ʢʦʥʪʝʥʪʫ ʥʘʚʯʘʣʴʥʦʛʦ 

ʤʘʪʝʨʽʘʣʫ.  

ʄʝʪʦʜʦʣʦʛʽʯʥʦ ʧʨʦʮʝʩ ʧʦʙʫʜʦʚʠ ʥʘʙʦʨʫ ʪʝʛʽʚ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʘʥʘʣʽʟʫ ʦʙôʻʢʪʘ 

ʬʦʨʤʘʣʽʟʘʮʽʾ, ʷʢʠʤ ʚʠʩʪʫʧʘʶʪʴ ʤʦʜʝʣʽ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ, ʫʞʝ ʚʠʟʥʘʯʝʥʽ 

ʟʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʧʦʧʝʨʝʜʥʽʭ ʝʪʘʧʽʚ ʨʦʙʦʪʠ. ɼʣʷ ʢʦʞʥʦʾ ʤʦʜʝʣʽ ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ, ʷʢʽ 

ʩʘʤʝ ʬʨʘʛʤʝʥʪʠ ʪʝʢʩʪʫ ʥʝʦʙʭʽʜʥʽ, ʱʦʙ ʧʦʙʫʜʫʚʘʪʠ ʟʤʽʩʪʦʚʥʦ ʢʦʨʝʢʪʥʝ ʪʝʩʪʦʚʝ 

ʟʘʚʜʘʥʥʷ ʟʘʜʘʥʦʛʦ ʪʠʧʫ. ʅʘ ʮʴʦʤʫ ʝʪʘʧʽ ʢʣʶʯʦʚʠʤ ʻ ʩʝʤʘʥʪʠʯʥʠʡ ʘʥʘʣʽʟ ʧʦʥʷʪʽʡʥʦ-

ʪʝʟʦʚʦʾ ʩʪʨʫʢʪʫʨʠ ʥʘʚʯʘʣʴʥʦʛʦ ʤʘʪʝʨʽʘʣʫ: ʪʝʨʤʽʥʠ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʷʢ ʚʫʟʣʠ 
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ʩʝʤʘʥʪʠʯʥʦʾ ʤʝʨʝʞʽ, ʘ ʪʝʟʠ ï ʷʢ ʪʝʢʩʪʦʚʽ ʬʨʘʛʤʝʥʪʠ, ʱʦ ʟʘʜʘʶʪʴ ʚʠʟʥʘʯʝʥʥʷ, 

ʚʣʘʩʪʠʚʦʩʪʽ, ʚʽʜʥʦʰʝʥʥʷ ʘʙʦ ʧʨʠʢʣʘʜʠ, ʜʦʩʪʘʪʥʽ ʜʣʷ ʧʦʙʫʜʦʚʠ ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ. 

ɺʣʘʩʥʝ ʥʘ ʩʪʠʢʫ ʤʽʞ ʩʝʤʘʥʪʠʯʥʦʶ ʤʦʜʝʣʣʶ ʥʘʚʯʘʣʴʥʦʛʦ ʤʘʪʝʨʽʘʣʫ ʪʘ ʬʦʨʤʘʣʴʥʦʶ 

ʤʦʜʝʣʣʶ ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ ʽ ʚʠʥʠʢʘʻ ʧʦʪʨʝʙʘ ʫ ʩʧʝʮʽʘʣʴʥʠʭ ʤʘʨʢʝʨʘʭ, ʟʜʘʪʥʠʭ 

ʦʜʥʦʯʘʩʥʦ çʙʘʯʠʪʠè ʦʙʠʜʚʽ ʩʪʦʨʦʥʠ ʮʴʦʛʦ ʚʽʜʦʙʨʘʞʝʥʥʷ. 

ɼʘʣʽ ʬʦʨʤʫʻʪʴʩʷ ʢʦʥʮʝʧʪʫʘʣʴʥʘ ʢʣʘʩʠʬʽʢʘʮʽʷ ʧʦʪʝʥʮʽʡʥʠʭ ʪʝʛʽʚ. ʋ ʤʝʞʘʭ 

ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʦʛʦ ʰʘʨʫ ʚʠʜʽʣʷʶʪʴʩʷ ʪʝʛʠ, ʱʦ ʧʦʟʥʘʯʘʶʪʴ ʛʨʫʧʠ ʩʣʽʚ, ʷʢʽ 

ʚʠʢʦʥʫʶʪʴ ʨʦʣʴ ʪʝʨʤʽʥʘ, ʪʘ ʬʨʘʛʤʝʥʪʠ, ʷʢʽ ʚʠʢʦʥʫʶʪʴ ʨʦʣʴ ʪʝʟʠ, ʱʦ ʧʦʷʩʥʶʻ ʮʝʡ 

ʪʝʨʤʽʥ. ʋ ʨʦʙʦʪʽ ʦʧʠʩʘʥʦ ʪʝʛʠ ʪʠʧʫ [TermGroup] ʜʣʷ ʧʦʟʥʘʯʝʥʥʷ ʬʨʘʛʤʝʥʪʘ ʪʝʢʩʪʫ, 

ʷʢʠʡ ʷʚʣʷʻ ʩʦʙʦʶ ʪʝʨʤʽʥ, ʱʦ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʦʜʥʦʛʦ ʘʙʦ ʢʽʣʴʢʦʭ ʩʣʽʚ, ʪʘ [ThesisGroup] 

ʜʣʷ ʧʦʟʥʘʯʝʥʥʷ ʬʨʘʛʤʝʥʪʘ, ʷʢʠʡ ʚʠʢʦʥʫʻ ʬʫʥʢʮʽʶ ʪʝʟʠ ï ʚʠʟʥʘʯʝʥʥʷ ʘʙʦ 

ʬʦʨʤʫʣʶʚʘʥʥʷ ʟʤʽʩʪʦʚʥʦ ʟʘʚʝʨʰʝʥʦʾ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʪʝʨʤʽʥʘ.  

ʅʘʷʚʥʽʩʪʴ ʪʘʢʠʭ ʪʝʛʽʚ ʜʦʟʚʦʣʷʻ ʘʣʛʦʨʠʪʤʫ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ 

ʩʧʠʨʘʪʠʩʷ ʥʝ ʥʘ ʩʠʨʠʡ ʪʝʢʩʪ, ʘ ʥʘ ʧʦʧʝʨʝʜʥʴʦ ʚʠʜʽʣʝʥʽ ʩʝʤʘʥʪʠʯʥʽ ʦʜʠʥʠʮʽ, ʷʢʽ 

ʚʽʜʧʦʚʽʜʘʶʪʴ ʫʷʚʣʝʥʥʶ ʧʨʦ ʧʦʥʷʪʽʡʥʦ-ʪʝʟʦʚʫ ʤʦʜʝʣʴ ʥʘʚʯʘʣʴʥʦʛʦ ʬʨʘʛʤʝʥʪʘ. 

ʆʢʨʝʤʠʤ ʢʨʦʢʦʤ ʻ ʚʚʝʜʝʥʥʷ ʪʝʛʽʚ, ʧʦʚôʷʟʘʥʠʭ ʽʟ ʚʠʧʘʜʢʦʚʠʤ ʚʠʙʦʨʦʤ 

ʘʣʴʪʝʨʥʘʪʠʚʥʠʭ ʝʣʝʤʝʥʪʽʚ ʢʦʥʪʝʥʪʫ, ʱʦ ʥʝʦʙʭʽʜʥʦ ʜʣʷ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʬʦʨʤʫʚʘʥʥʷ 

ʜʠʩʪʨʘʢʪʦʨʽʚ. ʋ ʙʘʟʦʚʽʡ ʤʦʜʝʣʽ ʧʨʦʧʦʥʫʶʪʴʩʷ ʪʝʛʠ ʥʘ ʢʰʪʘʣʪ [RandomTermGroup] 

ʪʘ [RandomThesisGroup], ʷʢʽ ʽʥʪʝʨʧʨʝʪʫʶʪʴʩʷ ʷʢ ʚʢʘʟʽʚʢʘ ʘʣʛʦʨʠʪʤʫ ʚʠʙʨʘʪʠ ʽʥʰʠʡ 

ʪʝʨʤʽʥ ʘʙʦ ʽʥʰʝ ʚʠʟʥʘʯʝʥʥʷ ʟ ʤʥʦʞʠʥʠ ʜʦʩʪʫʧʥʠʭ.  

ʊʘʢʝ ʨʽʰʝʥʥʷ ʤʝʪʦʜʦʣʦʛʽʯʥʦ ʚʘʞʣʠʚʝ ʟ ʜʚʦʭ ʧʨʠʯʠʥ. ʇʦ-ʧʝʨʰʝ, ʚʦʥʦ 

ʜʦʟʚʦʣʷʻ ʚʽʜʦʢʨʝʤʠʪʠ ʣʦʛʽʢʫ ʧʦʙʫʜʦʚʠ ʪʝʩʪʫ (ʜʝ ʩʘʤʝ ʤʘʶʪʴ ʟôʷʚʣʷʪʠʩʷ 

ʘʣʴʪʝʨʥʘʪʠʚʥʽ ʚʘʨʽʘʥʪʠ) ʚʽʜ ʤʝʭʘʥʽʟʤʽʚ ʚʠʙʽʨʢʠ ʽ ʢʦʤʙʽʥʫʚʘʥʥʷ ʜʠʩʪʨʘʢʪʦʨʽʚ. ʇʦ-

ʜʨʫʛʝ, ʚʦʥʦ ʟʘʙʝʟʧʝʯʫʻ ʤʦʞʣʠʚʽʩʪʴ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʰʠʨʝʥʥʷ ʩʪʨʘʪʝʛʽʾ ʚʠʙʦʨʫ ï 

ʥʘʧʨʠʢʣʘʜ, ʚʽʜ ʧʨʦʩʪʦʛʦ ʚʠʧʘʜʢʦʚʦʛʦ ʚʠʙʦʨʫ ʜʦ ʩʢʣʘʜʥʽʰʠʭ ʩʭʝʤ, ʷʢʽ ʚʨʘʭʦʚʫʶʪʴ 

ʙʣʠʟʴʢʽʩʪʴ ʪʝʨʤʽʥʽʚ ʟʘ ʪʝʤʘʪʠʢʦʶ, ʯʘʩʪʦʪʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʘʙʦ ʨʽʚʝʥʴ ʩʢʣʘʜʥʦʩʪʽ. 

ɼʦ ʛʨʫʧʠ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʠʭ ʪʝʛʽʚ ʪʘʢʦʞ ʥʘʣʝʞʘʪʴ ʤʘʨʢʝʨʠ, ʱʦ ʧʦʟʥʘʯʘʶʪʴ 

ʩʪʨʫʢʪʫʨʥʽ ʝʣʝʤʝʥʪʠ ʪʝʢʩʪʫ, ʷʢʽ ʥʝ ʻ ʥʦʩʽʷʤʠ ʦʩʥʦʚʥʦʛʦ ʟʤʽʩʪʫ, ʘʣʝ ʚʠʩʪʫʧʘʶʪʴ 

ʩʠʛʥʘʣʴʥʠʤʠ ʝʣʝʤʝʥʪʘʤʠ ʜʣʷ ʘʣʛʦʨʠʪʤʫ. ʋ ʨʦʙʦʪʽ ʟʛʘʜʫʻʪʴʩʷ ʪʝʛ [Connector], ʱʦ 

ʧʦʟʥʘʯʘʻ ʩʣʦʚʦ ʘʙʦ ʩʠʤʚʦʣ, ʷʢʠʡ ʧʦʻʜʥʫʻ ʪʝʨʤʽʥ ʽ ʪʝʟʫ (ʥʘʧʨʠʢʣʘʜ, çïè, çï ʮʝè, çʻè, 

çʥʘʟʠʚʘʻʪʴʩʷè).  

ɺʚʝʜʝʥʥʷ ʪʘʢʦʛʦ ʪʝʛʫ ʜʦʟʚʦʣʷʻ ʷʚʥʦ ʚʽʜʜʽʣʠʪʠ ʟʤʽʩʪʦʚʽ ʢʦʤʧʦʥʝʥʪʠ ʚʽʜ 

ʩʣʫʞʙʦʚʠʭ, ʘ ʪʘʢʦʞ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʝʛʫʣʷʨʥʽ ʢʦʥʩʪʨʫʢʮʽʾ ʤʘʩʦʢ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʪʠʧʦʚʠʭ ʧʘʪʝʨʥʽʚ ʬʦʨʤʫʣʶʚʘʥʥʷ ʚʠʟʥʘʯʝʥʴ ʫ ʥʘʚʯʘʣʴʥʠʭ ʪʝʢʩʪʘʭ. ɼʦʜʘʪʢʦʚʽ ʪʝʛʠ ʥʘ 

ʢʰʪʘʣʪ [BeginSentence] ʘʙʦ ʘʥʘʣʦʛʽʯʥʠʭ ʤʘʨʢʝʨʽʚ ʤʝʞʽ ʨʝʯʝʥʥʷ ʟʘʙʝʟʧʝʯʫʶʪʴ 

ʤʦʞʣʠʚʽʩʪʴ ʢʦʥʪʨʦʣʶ ʢʦʥʪʝʢʩʪʫ: ʤʦʜʝʣʴ ʤʦʞʝ, ʥʘʧʨʠʢʣʘʜ, ʚʽʜʩʽʢʘʪʠ ʟʘʥʘʜʪʦ 

ʧʨʦʪʷʞʥʽ ʬʨʘʛʤʝʥʪʠ ʘʙʦ ʦʙʤʝʞʫʚʘʪʠ ʧʦʰʫʢ ʚʽʜʧʦʚʽʜʥʠʭ ʪʝʟ ʤʝʞʘʤʠ ʦʜʥʦʛʦ ʯʠ 

ʢʽʣʴʢʦʭ ʨʝʯʝʥʴ. 

ʅʘʩʪʫʧʥʠʤ ʤʝʪʦʜʦʣʦʛʽʯʥʠʤ ʙʣʦʢʦʤ ʻ ʧʦʙʫʜʦʚʘ ʪʝʛʽʚ, ʦʨʽʻʥʪʦʚʘʥʠʭ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ. ʗʢʱʦ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʽ ʪʝʛʠ 

ʚʽʜʧʦʚʽʜʘʶʪʴ çʱʦ ʟʥʘʡʪʠ ʚ ʥʘʚʯʘʣʴʥʦʤʫ ʪʝʢʩʪʽè, ʪʦ ʪʝʛʠ ʬʦʨʤʫʚʘʥʥʷ ʚʽʜʧʦʚʽʜʘʶʪʴ 

çʷʢ ʩʘʤʝ ʧʨʝʜʩʪʘʚʠʪʠ ʟʥʘʡʜʝʥʝ ʫ ʬʦʨʤʘʪʽ ʪʝʩʪʫè. ʅʘ ʮʴʦʤʫ ʝʪʘʧʽ ʚʨʘʭʦʚʫʶʪʴʩʷ 
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ʚʠʤʦʛʠ ʩʝʨʝʜʦʚʠʱʘ Moodle ʽ, ʟʦʢʨʝʤʘ, ʬʦʨʤʘʪʫ GIFT, ʷʢʠʡ ʟʘʜʘʻ ʩʠʥʪʘʢʩʠʩ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʦʩʥʦʚʠ ʧʠʪʘʥʥʷ, ʧʝʨʝʣʽʢʫ ʚʽʜʧʦʚʽʜʝʡ, ʤʘʨʢʝʨʽʚ ʧʨʘʚʠʣʴʥʦʩʪʽ, ʚʘʛʦʚʠʭ 

ʢʦʝʬʽʮʽʻʥʪʽʚ, ʢʦʤʝʥʪʘʨʽʚ ʪʦʱʦ. ʋ ʤʝʪʦʜʦʣʦʛʽʾ ʚʠʭʦʜʷʪʴ ʽʟ ʪʦʛʦ, ʱʦ ʢʦʞʥʘ ʤʦʜʝʣʴ 

ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʫ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʧʝʚʥʦʾ ʩʭʝʤʠ çʧʽʜʩʪʘʥʦʚʢʠè ʚʽʜʽʙʨʘʥʠʭ ʝʣʝʤʝʥʪʽʚ 

ʢʦʥʪʝʥʪʫ ʫ ʰʘʙʣʦʥ, ʜʝ ʚʽʜʧʦʚʽʜʥʽ ʧʦʟʠʮʽʾ ʪʘʢʦʞ ʧʦʟʥʘʯʘʶʪʴʩʷ ʪʝʛʘʤʠ. ʊʘʢʠʤ ʯʠʥʦʤ, 

ʜʣʷ ʢʦʞʥʦʛʦ ʪʠʧʫ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʚʠʙʫʜʦʚʫʻʪʴʩʷ ʚʽʜʧʦʚʽʜʥʠʡ ʰʘʙʣʦʥ, ʷʢʠʡ 

ʧʦʻʜʥʫʻ ʞʦʨʩʪʢʦ ʟʘʜʘʥʽ ʝʣʝʤʝʥʪʠ ʩʠʥʪʘʢʩʠʩʫ GIFT ʽ ʧʘʨʘʤʝʪʨʠʟʦʚʘʥʽ ʤʽʩʮʷ, ʥʘ ʷʢʽ 

ʧʽʜʩʪʘʚʣʷʶʪʴʩʷ ʬʨʘʛʤʝʥʪʠ ʟ [TermGroup], [ThesisGroup] ʪʘ ʽʥʰʠʭ  

ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʠʭ ʩʪʨʫʢʪʫʨ. 

ɺʘʞʣʠʚʠʤ ʧʨʠʥʮʠʧʦʤ ʫ ʧʦʙʫʜʦʚʽ ʪʘʢʦʛʦ ʥʘʙʦʨʫ ʪʝʛʽʚ ʻ ʧʨʝʜʤʝʪʥʘ 

ʥʝʟʘʣʝʞʥʽʩʪʴ. ʊʝʛʠ ʥʝ ʧʦʚʠʥʥʽ ʢʦʜʫʚʘʪʠ ʢʦʥʢʨʝʪʥʽ ʪʝʨʤʽʥʠ, ʛʘʣʫʟʴ ʟʥʘʥʴ ʘʙʦ 

ʟʤʽʩʪʦʚʽ ʥʶʘʥʩʠ ʦʢʨʝʤʦʛʦ ʢʫʨʩʫ. ʅʘʪʦʤʽʩʪʴ ʚʦʥʠ ʟʘʜʘʶʪʴ ʨʦʣʽ ʫ ʧʨʦʮʝʩʽ 

ʧʝʨʝʪʚʦʨʝʥʥʷ: çʬʨʘʛʤʝʥʪ, ʱʦ ʤʽʩʪʠʪʴ ʚʠʟʥʘʯʝʥʥʷè, çʬʨʘʛʤʝʥʪ, ʷʢʠʡ ʩʣʫʛʫʻ 

ʜʠʩʪʨʘʢʪʦʨʦʤè, çʩʣʦʚʦ-ʟʚôʷʟʢʘ ʤʽʞ ʪʝʨʤʽʥʦʤ ʽ ʪʝʟʦʶè, çʧʦʟʠʮʽʷ ʜʣʷ ʧʨʘʚʠʣʴʥʦʾ 

ʚʽʜʧʦʚʽʜʽ ʫ ʬʦʨʤʘʪʽ GIFTè ʪʦʱʦ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʨʦʙʠʪʴ ʥʘʙʽʨ ʪʝʛʽʚ ʫʥʽʚʝʨʩʘʣʴʥʠʤ ʽ 

ʧʨʠʜʘʪʥʠʤ ʜʣʷ ʙʘʛʘʪʦʨʘʟʦʚʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚ ʽʥʬʦʨʤʘʮʽʡʥʽʡ ʪʝʭʥʦʣʦʛʽʾ, 

ʦʨʽʻʥʪʦʚʘʥʽʡ ʥʘ ʨʽʟʥʽ ʥʘʚʯʘʣʴʥʽ ʜʠʩʮʠʧʣʽʥʠ, ʷʢʽ ʧʦʜʘʶʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʪʝʢʩʪʦʚʠʭ 

ʤʘʪʝʨʽʘʣʽʚ ʻʜʠʥʦʛʦ ʬʦʨʤʘʪʫ. 

ʄʝʪʦʜʦʣʦʛʽʷ ʧʦʙʫʜʦʚʠ ʥʘʙʦʨʫ ʪʝʛʽʚ ʚʢʣʶʯʘʻ ʪʘʢʦʞ ʝʪʘʧ ʬʦʨʤʘʣʽʟʘʮʽʾ ʾʭ 

ʩʠʥʪʘʢʩʠʢʠ ʪʘ ʩʝʤʘʥʪʠʢʠ. ɼʣʷ ʢʦʞʥʦʛʦ ʪʝʛʫ ʟʘʜʘʻʪʴʩʷ ʦʙʣʘʩʪʴ ʡʦʛʦ ʜʦʧʫʩʪʠʤʦʛʦ 

ʚʠʢʦʨʠʩʪʘʥʥʷ (ʥʘʧʨʠʢʣʘʜ, ʣʠʰʝ ʚ ʤʘʩʢʘʭ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʘʙʦ ʣʠʰʝ ʚ ʤʘʩʢʘʭ 

ʬʦʨʤʫʚʘʥʥʷ), ʦʯʽʢʫʚʘʥʠʡ ʪʠʧ ʜʘʥʠʭ, ʱʦ ʟ ʥʠʤ ʘʩʦʮʽʶʻʪʴʩʷ (ʬʨʘʛʤʝʥʪ ʪʝʢʩʪʫ, 

ʦʢʨʝʤʘ ʣʝʢʩʝʤʘ, ʧʦʩʠʣʘʥʥʷ ʥʘ ʝʣʝʤʝʥʪ ʽʥʰʦʾ ʤʥʦʞʠʥʠ), ʘ ʪʘʢʦʞ ʧʨʘʚʠʣʘ ʚʟʘʻʤʦʜʽʾ ʟ 

ʽʥʰʠʤʠ ʪʝʛʘʤʠ. ʉʝʤʘʥʪʠʢʘ ʪʝʛʫ ʚʠʟʥʘʯʘʻ, ʷʢʫ ʩʘʤʝ ʨʦʣʴ ʚʽʥ ʚʽʜʽʛʨʘʻ ʫ ʧʨʦʮʝʩʽ 

ʧʝʨʝʪʚʦʨʝʥʥʷ: ʯʠ ʻ ʚʽʥ ʜʞʝʨʝʣʦʤ ʜʘʥʠʭ, ʧʨʦʤʽʞʥʠʤ ʢʦʥʪʝʡʥʝʨʦʤ, ʢʝʨʫʚʘʣʴʥʠʤ 

ʤʘʨʢʝʨʦʤ ʘʙʦ ʩʣʫʞʙʦʚʠʤ ʝʣʝʤʝʥʪʦʤ, ʱʦ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʢʦʨʝʢʪʥʠʡ ʩʠʥʪʘʢʩʠʩ 

ʚʠʭʽʜʥʦʛʦ ʪʝʩʪʫ. ʏʽʪʢʘ ʩʧʝʮʠʬʽʢʘʮʽʷ ʮʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʪʨʘʢʪʫʚʘʪʠ 

ʥʘʙʽʨ ʪʝʛʽʚ ʷʢ ʣʝʛʢʦʚʘʛʫ ʧʨʝʜʤʝʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʫ ʤʦʚʫ ʦʧʠʩʫ ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ 

ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ. 

ʇʦʜʘʣʴʰʠʤ ʢʨʦʢʦʤ ʚʠʩʪʫʧʘʻ ʫʟʛʦʜʞʝʥʥʷ ʪʝʛʽʚ ʽʟ ʚʥʫʪʨʽʰʥʽʤʠ ʩʪʨʫʢʪʫʨʘʤʠ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ. ʆʩʢʽʣʴʢʠ ʨʦʟʨʦʙʣʝʥʘ ʪʝʭʥʦʣʦʛʽʷ ʫʞʝ ʤʽʩʪʠʪʴ ʤʝʭʘʥʽʟʤʠ 

ʬʦʨʤʫʚʘʥʥʷ ʚʠʭʽʜʥʠʭ ʤʥʦʞʠʥ ʪʝʨʤʽʥʽʚ, ʦʙʨʦʙʢʠ ʪʝʢʩʪʦʚʦʛʦ ʢʦʥʪʝʥʪʫ ʪʘ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʨʘʚʠʣ ʢʦʥʚʝʨʪʘʮʽʾ, ʢʦʞʝʥ ʪʝʛ ʤʘʻ ʙʫʪʠ ʚʽʜʦʙʨʘʞʝʥʠʡ ʫ ʚʽʜʧʦʚʽʜʥʽ 

ʧʨʦʛʨʘʤʥʽ ʩʫʪʥʦʩʪʽ. ʅʘ ʨʽʚʥʽ ʨʝʘʣʽʟʘʮʽʾ ʮʝ ʦʟʥʘʯʘʻ ʧʦʙʫʜʦʚʫ ʦʙôʻʢʪʥʠʭ ʩʪʨʫʢʪʫʨ, ʷʢʽ 

ʽʥʢʘʧʩʫʣʶʶʪʴ ʣʦʛʽʢʫ ʨʦʙʦʪʠ ʟ ʪʝʛʘʤʠ, ʟʘʙʝʟʧʝʯʫʶʪʴ ʧʝʨʝʚʽʨʢʫ ʢʦʨʝʢʪʥʦʩʪʽ ʾʭ 

ʚʠʢʦʨʠʩʪʘʥʥʷ, ʧʽʜʪʨʠʤʫʶʪʴ ʦʧʝʨʘʮʽʾ ʧʦʰʫʢʫ, ʧʽʜʩʪʘʥʦʚʢʠ, ʢʦʤʙʽʥʫʚʘʥʥʷ ʪʘ 

ʩʝʨʽʘʣʽʟʘʮʽʾ ʜʦ ʬʦʨʤʘʪʫ GIFT. ʆʢʨʝʤʦ ʨʦʟʚôʷʟʫʻʪʴʩʷ ʟʘʜʘʯʘ ʩʫʤʽʩʥʦʩʪʽ ʟʽ ʩʭʝʤʦʶ 

ʜʘʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʫ ʷʢʽʡ ʨʝʟʫʣʴʪʘʪʠ ʨʦʙʦʪʠ ʘʣʛʦʨʠʪʤʫ ʤʘʶʪʴ 

ʟʙʝʨʽʛʘʪʠʩʷ ʪʘ ʧʦʚʪʦʨʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʫ ʧʦʜʘʣʴʰʠʭ ʩʝʩʽʷʭ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʽʚ. 

ʂʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦ, ʱʦ ʤʝʪʦʜʦʣʦʛʽʷ ʨʦʟʨʦʙʢʠ ʥʘʙʦʨʫ ʪʝʛʽʚ ʧʝʨʝʜʙʘʯʘʻ 

ʽʪʝʨʘʮʽʡʥʠʡ ʭʘʨʘʢʪʝʨ ʡʦʛʦ ʬʦʨʤʫʚʘʥʥʷ. ʇʦʯʘʪʢʦʚʠʡ ʚʘʨʽʘʥʪ ʥʘʙʦʨʫ ʩʪʚʦʨʶʻʪʴʩʷ ʥʘ 

ʦʩʥʦʚʽ ʪʝʦʨʝʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʤʦʜʝʣʝʡ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʪʘ ʤʦʞʣʠʚʦʩʪʝʡ ʬʦʨʤʘʪʫ 
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GIFT, ʘʣʝ ʥʘʜʘʣʽ ʫʪʦʯʥʶʻʪʴʩʷ ʟʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʝʢʩʧʝʨʠʤʝʥʪʽʚ ʽʟ ʨʝʘʣʴʥʠʤʠ 

ʥʘʚʯʘʣʴʥʠʤʠ ʤʘʪʝʨʽʘʣʘʤʠ. ʋ ʧʨʦʮʝʩʽ ʘʧʨʦʙʘʮʽʾ ʚʠʷʚʣʷʶʪʴʩʷ ʪʠʧʦʚʽ ʩʠʪʫʘʮʽʾ, ʢʦʣʠ 

ʥʘʷʚʥʠʭ ʪʝʛʽʚ ʥʝʜʦʩʪʘʪʥʴʦ ʜʣʷ ʘʜʝʢʚʘʪʥʦʛʦ ʚʽʜʦʙʨʘʞʝʥʥʷ ʪʦʛʦ ʯʠ ʽʥʰʦʛʦ ʩʧʦʩʦʙʫ 

ʚʠʢʣʘʜʫ ʤʘʪʝʨʽʘʣʫ, ʢʦʣʠ ʜʝʷʢʽ ʪʝʛʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʥʘʜʪʦ ʨʽʜʢʦ ʘʙʦ, ʥʘʚʧʘʢʠ, 

ʚʠʷʚʣʷʶʪʴʩʷ ʥʘʜʤʽʨʥʦ ʫʥʽʚʝʨʩʘʣʴʥʠʤʠ ʡ ʧʦʪʨʝʙʫʶʪʴ ʧʦʜʽʣʫ ʥʘ ʙʽʣʴʰ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʽ. ʊʘʢʽ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʧʦʩʣʽʜʦʚʥʦʛʦ ʨʦʟʰʠʨʝʥʥʷ, 

ʫʟʘʛʘʣʴʥʝʥʥʷ ʘʙʦ ʨʝʩʪʨʫʢʪʫʨʠʟʘʮʽʾ ʥʘʙʦʨʫ ʪʝʛʽʚ, ʧʨʠ ʮʴʦʤʫ ʟʙʝʨʽʛʘʻʪʴʩʷ ʩʫʤʽʩʥʽʩʪʴ 

ʽʟ ʫʞʝ ʨʦʟʨʦʙʣʝʥʠʤʠ ʤʦʜʝʣʷʤʠ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ. 

ʑʝ ʦʜʥʠʤ ʢʦʤʧʦʥʝʥʪʦʤ ʤʝʪʦʜʦʣʦʛʽʾ ʻ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʨʦʟʦʨʦʩʪʽ ʪʘ 

ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʩʪʽ ʧʦʙʫʜʦʚʘʥʦʛʦ ʥʘʙʦʨʫ ʪʝʛʽʚ ʜʣʷ ʨʦʟʨʦʙʥʠʢʘ ʥʘʚʯʘʣʴʥʠʭ ʢʫʨʩʽʚ ʪʘ 

ʝʢʩʧʝʨʪʘ ʟ ʪʝʩʪʫʚʘʥʥʷ. ʍʦʯʘ ʪʝʛʠ ʩʧʦʯʘʪʢʫ ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʤʘʰʠʥʥʫ ʦʙʨʦʙʢʫ, 

ʚʘʞʣʠʚʦ, ʱʦʙ ʾʭʥʽ ʧʦʟʥʘʯʝʥʥʷ ʽ ʚʝʨʙʘʣʴʥʽ ʦʧʠʩʠ ʟʘʣʠʰʘʣʠʩʷ ʟʨʦʟʫʤʽʣʠʤʠ ʜʣʷ 

ʣʶʜʠʥʠ, ʷʢʘ ʘʥʘʣʽʟʫʻ ʘʙʦ ʤʦʜʠʬʽʢʫʻ ʤʦʜʝʣʽ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ. ʎʝ 

ʜʦʩʷʛʘʻʪʴʩʷ ʯʝʨʝʟ ʚʠʙʽʨ ʽʥʪʫʾʪʠʚʥʦ ʟʨʦʟʫʤʽʣʠʭ ʧʦʟʥʘʯʝʥʴ, ʫʟʛʦʜʞʝʥʥʷ ʪʝʨʤʽʥʦʣʦʛʽʾ ʟ 

ʧʝʜʘʛʦʛʽʯʥʦʶ ʪʘ ʪʝʩʪʦʣʦʛʽʯʥʦʶ ʣʽʪʝʨʘʪʫʨʦʶ, ʘ ʪʘʢʦʞ ʯʝʨʝʟ ʥʘʜʘʥʥʷ ʪʝʢʩʪʦʚʠʭ 

ʦʧʠʩʽʚ ʢʦʞʥʦʛʦ ʪʝʛʫ.  

ʊʘʢʘ çʣʶʜʠʥʦ-ʯʠʪʘʙʝʣʴʥʽʩʪʴè ʧʩʝʚʜʦʢʦʜʫ ʩʧʨʠʷʻ ʧʝʨʝʚʽʨʮʽ ʢʦʨʝʢʪʥʦʩʪʽ 

ʤʦʜʝʣʝʡ, ʩʧʽʣʴʥʽʡ ʨʦʙʦʪʽ ʥʘʜ ʾʭ ʫʜʦʩʢʦʥʘʣʝʥʥʷʤ ʽ ʤʦʞʣʠʚʦʩʪʽ ʘʜʘʧʪʘʮʽʾ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʫ ʥʦʚʠʭ ʢʦʥʪʝʢʩʪʘʭ. 

ʅʘʨʝʰʪʽ, ʤʝʪʦʜʦʣʦʛʽʷ ʩʪʚʦʨʝʥʥʷ ʥʘʙʦʨʫ ʪʝʛʽʚ ʪʽʩʥʦ ʧʦʚôʷʟʘʥʘ ʟ ʚʠʤʦʛʘʤʠ ʜʦ 

ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ. ʅʘʙʽʨ ʪʝʛʽʚ ʤʘʻ ʙʫʪʠ ʜʦʩʪʘʪʥʴʦ ʧʦʚʥʠʤ, 

ʱʦʙ ʦʧʠʩʘʪʠ ʚʝʩʴ ʩʧʝʢʪʨ ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ, ʧʝʨʝʜʙʘʯʝʥʠʭ ʫ 

ʩʠʩʪʝʤʽ (ʣʦʛʽʯʥʦʛʦ ʪʠʧʫ, ʦʜʠʥʠʯʥʦʛʦ ʪʘ ʤʥʦʞʠʥʥʦʛʦ ʚʠʙʦʨʫ, ʟʘʚʜʘʥʴ ʽʟ ʚʚʝʜʝʥʥʷʤ 

ʪʝʢʩʪʫ ʪʦʱʦ), ʽ ʚʦʜʥʦʯʘʩ ʜʦʩʪʘʪʥʴʦ ʢʦʤʧʘʢʪʥʠʤ, ʱʦʙ ʥʝ ʫʩʢʣʘʜʥʶʚʘʪʠ ʨʦʟʨʦʙʢʫ ʪʘ 

ʩʫʧʨʦʚʽʜ ʥʦʚʠʭ ʧʨʘʚʠʣ ʢʦʥʚʝʨʪʘʮʽʾ. ʋ ʮʴʦʤʫ ʩʝʥʩʽ ʪʝʛʠ ʚʠʩʪʫʧʘʶʪʴ ʪʦʯʢʦʶ 

ʙʘʣʘʥʩʫʚʘʥʥʷ ʤʽʞ ʬʦʨʤʘʣʴʥʦʶ ʧʦʪʫʞʥʽʩʪʶ ʤʦʚʠ ʦʧʠʩʫ ʤʦʜʝʣʝʡ ʽ ʧʨʘʢʪʠʯʥʦʶ 

ʢʝʨʦʚʘʥʽʩʪʶ ʪʝʭʥʦʣʦʛʽʾ. ɺʜʘʣʝ ʢʦʥʩʪʨʫʶʚʘʥʥʷ ʪʘʢʦʛʦ ʥʘʙʦʨʫ ʩʪʚʦʨʶʻ ʧʽʜˇʨʫʥʪʷ ʜʣʷ 

ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʩʠʩʪʝʤʠ, ʟʦʢʨʝʤʘ ʜʣʷ ʽʥʪʝʛʨʘʮʽʾ ʟ ʽʥʰʠʤʠ ʬʦʨʤʘʪʘʤʠ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʪʝʩʪʽʚ, ʨʦʟʰʠʨʝʥʥʷ ʩʧʝʢʪʨʫ ʪʠʧʽʚ ʟʘʚʜʘʥʴ ʪʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʙʽʣʴʰ 

ʩʢʣʘʜʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʩʝʤʘʥʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʥʘʚʯʘʣʴʥʠʭ ʤʘʪʝʨʽʘʣʽʚ. 

ʇʨʘʢʪʠʯʥʫ ʨʝʘʣʽʟʘʮʽʶ ʟʘʧʨʦʧʦʥʦʚʘʥʦʾ ʤʝʪʦʜʦʣʦʛʽʾ ʬʦʨʤʘʣʽʟʦʚʘʥʦʛʦ ʦʧʠʩʫ 

ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʟʜʽʡʩʥʝʥʦ ʫ ʚʠʛʣʷʜʽ ʧʨʦʛʨʘʤʥʦʛʦ ʤʦʜʫʣʷ 

TestGenerator, ʨʦʟʨʦʙʣʝʥʦʛʦ ʤʦʚʦʶ C#. ɯʥʪʝʨʬʝʡʩ ʤʦʜʫʣʷ (ʨʠʩʫʥʦʢ 1) ʚʽʜʦʙʨʘʞʘʻ 

ʢʣʶʯʦʚʽ ʝʪʘʧʠ ʪʝʭʥʦʣʦʛʽʯʥʦʛʦ ʧʨʦʮʝʩʫ, ʟʘʢʣʘʜʝʥʦʛʦ ʚ ʤʦʜʝʣʷʭ ʽ ʩʠʩʪʝʤʽ ʪʝʛʽʚ. ʃʽʚʘ 

ʯʘʩʪʠʥʘ ʛʦʣʦʚʥʦʛʦ ʚʽʢʥʘ ʦʨʽʻʥʪʦʚʘʥʘ ʥʘ ʨʦʙʦʪʫ ʟ ʧʦʥʷʪʽʡʥʦ-ʪʝʟʦʚʦʶ ʩʪʨʫʢʪʫʨʦʶ 

ʥʘʚʯʘʣʴʥʦʛʦ ʤʘʪʝʨʽʘʣʫ: ʪʘʙʣʠʮʷ ʪʝʨʤʽʥʽʚ ʤʽʩʪʠʪʴ ʧʝʨʝʣʽʢ ʚʽʜʽʙʨʘʥʠʭ 

ʪʝʨʤʽʥʦʣʦʛʽʯʥʠʭ ʦʜʠʥʠʮʴ, ʧʦʚôʷʟʘʥʠʭ ʟ ʥʠʤʠ ʪʝʟ ʪʘ ʩʣʫʞʙʦʚʠʭ ʧʘʨʘʤʝʪʨʽʚ, ʱʦ 

ʬʽʢʩʫʶʪʴ ʨʝʟʫʣʴʪʘʪʠ ʧʦʧʝʨʝʜʥʴʦʛʦ ʝʪʘʧʫ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʦʙʨʦʙʢʠ ʪʝʢʩʪʫ. 

ʂʦʨʠʩʪʫʚʘʯ ʤʘʻ ʟʤʦʛʫ ʫʪʦʯʥʠʪʠ ʤʥʦʞʠʥʫ ʙʘʟʦʚʠʭ ʪʝʨʤʽʥʽʚ ʜʣʷ ʪʝʩʪʫʚʘʥʥʷ ʰʣʷʭʦʤ 

ʽʥʪʝʨʘʢʪʠʚʥʦʛʦ ʚʽʜʙʦʨʫ ʟʘʧʠʩʽʚ ʫ ʩʪʦʚʧʮʽ çSelectè, ʱʦ ʬʘʢʪʠʯʥʦ ʟʘʜʘʻ ʧʽʜʤʥʦʞʠʥʫ 

ʝʣʝʤʝʥʪʽʚ, ʜʦ ʷʢʠʭ ʙʫʜʫʪʴ ʟʘʩʪʦʩʦʚʘʥʽ ʧʨʘʚʠʣʘ ʢʦʥʚʝʨʪʘʮʽʾ ʪʘ ʚʽʜʧʦʚʽʜʥʽ ʤʦʜʝʣʽ 

ʬʦʨʤʫʚʘʥʥʷ ʟʘʚʜʘʥʴ. 
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ʇʨʘʚʘ ʯʘʩʪʠʥʘ ʚʽʢʥʘ ʨʝʘʣʽʟʫʻ ʰʘʨ ʢʦʥʬʽʛʫʨʘʮʽʾ ʪʝʩʪʫ ʽ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʚʽʜʦʙʨʘʞʘʻ ʬʦʨʤʘʣʽʟʦʚʘʥʽ ʤʦʜʝʣʽ ʧʦʙʫʜʦʚʠ ʟʘʚʜʘʥʴ. ɼʣʷ ʢʦʞʥʦʛʦ ʧʽʜʪʨʠʤʫʚʘʥʦʛʦ 

ʪʠʧʫ ʧʠʪʘʥʥʷ (ʟʦʢʨʝʤʘ, YES/NO, Single Choice, Multiple Choice, Matching) ʟʘʜʘʶʪʴʩʷ 

ʧʘʨʘʤʝʪʨʠ ʘʢʪʠʚʥʦʩʪʽ ʪʘ ʢʽʣʴʢʦʩʪʽ ʛʝʥʝʨʦʚʘʥʠʭ ʟʘʚʜʘʥʴ. ʇʝʨʝʤʠʢʘʯʽ ʪʠʧʽʚ 

ʚʽʜʦʙʨʘʞʘʶʪʴ ʚʠʙʽʨ ʢʦʥʢʨʝʪʥʠʭ ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ, ʪʦʜʽ ʷʢ ʯʠʩʣʦʚʽ ʧʦʣʷ çCountè 

ʜʦʟʚʦʣʷʶʪʴ ʨʝʛʣʘʤʝʥʪʫʚʘʪʠ ʧʠʪʦʤʽ ʯʘʩʪʢʠ ʨʽʟʥʠʭ ʪʠʧʽʚ ʟʘʚʜʘʥʴ ʫ ʩʬʦʨʤʦʚʘʥʦʤʫ 

ʪʝʩʪʽ. ʊʘʢʘ ʦʨʛʘʥʽʟʘʮʽʷ ʽʥʪʝʨʬʝʡʩʫ ʫʟʛʦʜʞʫʻʪʴʩʷ ʟ ʨʦʟʨʦʙʣʝʥʠʤ ʥʘʙʦʨʦʤ ʪʝʛʽʚ: ʚʠʙʽʨ 

ʪʝʨʤʽʚ ʥʘ ʨʽʚʥʽ ʪʘʙʣʠʮʽ ʚʠʟʥʘʯʘʻ ʤʥʦʞʠʥʫ ʟʥʘʯʝʥʴ ʜʣʷ ʪʝʛʽʚ, ʧʦʚôʷʟʘʥʠʭ ʽʟ 

ʧʦʥʷʪʪʻʚʠʤʠ ʦʜʠʥʠʮʷʤʠ, ʪʦʜʽ ʷʢ ʢʦʥʬʽʛʫʨʘʮʽʷ ʪʠʧʽʚ ʧʠʪʘʥʴ ʘʢʪʠʚʫʻ ʚʽʜʧʦʚʽʜʥʽ 

ʰʘʙʣʦʥʠ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʢʦʥʩʪʨʫʢʮʽʡ ʫ ʬʦʨʤʘʪʽ GIFT. 

 

 
ʈʠʩʫʥʦʢ 1 ï ɺʽʢʥʦ ʧʨʦʛʨʘʤʥʦʛʦ ʤʦʜʫʣʷ TestGenerator 

 

ʇʽʩʣʷ ʫʟʛʦʜʞʝʥʥʷ ʤʥʦʞʠʥʠ ʪʝʨʤʽʥʽʚ ʽ ʧʘʨʘʤʝʪʨʽʚ ʪʝʩʪʫ ʩʠʩʪʝʤʘ ʟʘʩʪʦʩʦʚʫʻ 

ʦʧʠʩʘʥʽ ʧʨʘʚʠʣʘ ʢʦʥʚʝʨʪʘʮʽʾ, ʧʽʜʩʪʘʚʣʷʻ ʚ ʰʘʙʣʦʥʠ ʟʥʘʯʝʥʥʷ, ʧʦʚôʷʟʘʥʽ ʟ ʪʝʛʘʤʠ, ʪʘ 

ʛʝʥʝʨʫʻ ʚʠʭʽʜʥʠʡ ʬʘʡʣ ʫ ʬʦʨʤʘʪʽ GIFT, ʧʨʠʜʘʪʥʠʡ ʜʣʷ ʽʤʧʦʨʪʫ ʜʦ ʩʝʨʝʜʦʚʠʱʘ 

Moodle. ʊʘʢʠʤ ʯʠʥʦʤ, ʧʨʦʛʨʘʤʥʠʡ ʤʦʜʫʣʴ TestGenerator ʜʝʤʦʥʩʪʨʫʻ ʧʨʘʢʪʠʯʥʫ 

ʨʝʘʣʽʟʘʮʽʶ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ: ʧʦʯʠʥʘʶʯʠ ʚʽʜ ʬʦʨʤʘʣʽʟʦʚʘʥʦʛʦ ʚʠʜʽʣʝʥʥʷ 

ʪʝʨʤʽʥʽʚ ʽ ʪʝʟ ʪʘ ʟʘʢʽʥʯʫʶʯʠ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʤ ʫʪʚʦʨʝʥʥʷʤ ʩʪʨʫʢʪʫʨʦʚʘʥʦʛʦ ʪʝʩʪʫ, 

ʚʽʥ ʟʘʙʝʟʧʝʯʫʻ ʪʝʭʥʦʣʦʛʽʯʥʫ ʩʧʘʜʢʦʻʤʥʽʩʪʴ ʤʽʞ ʪʝʦʨʝʪʠʯʥʦʶ ʤʦʜʝʣʣʶ ʩʠʩʪʝʤʠ ʪʝʛʽʚ 

ʽ ʨʝʘʣʴʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʧʽʜʪʨʠʤʢʠ ʪʝʩʪʫʚʘʥʥʷ ʫ ʥʘʚʯʘʣʴʥʦʤʫ ʧʨʦʮʝʩʽ. 

ʋʟʘʛʘʣʴʥʶʶʯʠ, ʤʝʪʦʜʦʣʦʛʽʷ ʧʦʙʫʜʦʚʠ ʥʘʙʦʨʫ ʪʝʛʽʚ ʜʣʷ ʬʦʨʤʘʣʽʟʦʚʘʥʦʛʦ 

ʦʧʠʩʫ ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʩʧʠʨʘʻʪʴʩʷ ʥʘ ʪʨʠ ʢʣʶʯʦʚʽ ʽʜʝʾ. ʇʦ-

ʧʝʨʰʝ, ʪʝʩʪʦʚʝ ʟʘʚʜʘʥʥʷ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʨʝʟʫʣʴʪʘʪ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʨʘʚʠʣ 

ʢʦʥʚʝʨʪʘʮʽʾ ʜʦ ʩʝʤʘʥʪʠʯʥʦ ʩʪʨʫʢʪʫʨʦʚʘʥʦʛʦ ʪʝʢʩʪʦʚʦʛʦ ʢʦʥʪʝʥʪʫ, ʘ ʪʝʛʠ ï ʷʢ 

ʝʣʝʤʝʥʪʠ ʧʨʝʜʤʝʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʦʾ ʤʦʚʠ ʦʧʠʩʫ ʮʠʭ ʧʨʘʚʠʣ. ʇʦ-ʜʨʫʛʝ, ʚʚʦʜʠʪʴʩʷ 

ʯʽʪʢʠʡ ʧʦʜʽʣ ʪʝʛʽʚ ʥʘ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʽ ʪʘ ʬʦʨʤʫʚʘʣʴʥʽ, ʱʦ ʚʽʜʧʦʚʽʜʘʻ ʜʚʦʤ ʬʘʟʘʤ 
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ʨʦʙʦʪʠ ʘʣʛʦʨʠʪʤʫ: ʧʦʰʫʢʫ ʨʝʣʝʚʘʥʪʥʠʭ ʬʨʘʛʤʝʥʪʽʚ ʪʝʢʩʪʫ ʪʘ ʧʦʙʫʜʦʚʠ 

ʩʪʨʫʢʪʫʨʦʚʘʥʦʛʦ ʪʝʩʪʫ ʫ ʬʦʨʤʘʪʽ GIFT. ʇʦ-ʪʨʝʪʻ, ʥʘʛʦʣʦʰʫʻʪʴʩʷ ʥʘ ʧʨʝʜʤʝʪʥʽʡ 

ʥʝʟʘʣʝʞʥʦʩʪʽ, ʨʦʟʰʠʨʶʚʘʥʦʩʪʽ ʡ ʽʥʪʝʨʧʨʝʪʦʚʘʥʦʩʪʽ ʥʘʙʦʨʫ ʪʝʛʽʚ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ 

ʡʦʛʦ ʟʘʩʪʦʩʦʚʥʽʩʪʴ ʫ ʨʽʟʥʠʭ ʥʘʚʯʘʣʴʥʠʭ ʜʠʩʮʠʧʣʽʥʘʭ ʪʘ ʩʪʚʦʨʶʻ ʦʩʥʦʚʫ ʜʣʷ 

ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʬʦʨʤʫʚʘʥʥʷ 

ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ. 
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ɸʅɸʃɯɿ ɯʉʅʋʖʏʀʍ ʈɯʐɽʅʔ ɿɸʍʀʉʊʋ ʂʆʈʀʉʊʋɺɸʏɯɺ WI -FI-ʄɽʈɽɾ 

ɺɯɼ ʇɯɼʈʆɹʃɽʅʀʍ ʊʆʏʆʂ ɼʆʉʊʋʇʋ 
 
ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʧʨʦʙʣʝʤʫ ʙʝʟʧʝʢʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʙʝʟʜʨʦʪʦʚʠʭ Wi-Fi-ʤʝʨʝʞ, 

ʟʦʢʨʝʤʘ ʟʘʛʨʦʟʫ, ʧʦʚôʷʟʘʥʫ ʟ ʧʽʜʨʦʙʣʝʥʠʤʠ ʪʦʯʢʘʤʠ ʜʦʩʪʫʧʫ. ʇʨʦʚʝʜʝʥʦ ʦʛʣʷʜ ʩʫʯʘʩʥʠʭ 
ʧʽʜʭʦʜʽʚ ʜʦ ʾʭ ʚʠʷʚʣʝʥʥʷ ʪʘ ʟʘʧʦʙʽʛʘʥʥʷ ʘʪʘʢʘʤ. ɺʠʟʥʘʯʝʥʦ ʥʘʧʨʷʤʠ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ, 
ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʧʽʜʚʠʱʝʥʥʷ ʟʘʭʠʱʝʥʦʩʪʽ ʢʦʨʠʩʪʫʚʘʯʽʚ ʫ ʧʫʙʣʽʯʥʠʭ ʽ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʤʝʨʝʞʘʭ. 

 
The paper examines the security problem of users of wireless Wi-Fi networks, in 

particular the threat associated with fake access points. A review of modern approaches to their 
detection and prevention of attacks is conducted. Directions for further research aimed at 
increasing user security in public and corporate networks are identified. 

 
ʋ ʩʫʯʘʩʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʙʝʟʜʨʦʪʦʚʽ ʤʝʨʝʞʽ Wi-Fi ʩʪʘʣʠ ʥʝʚʽʜôʻʤʥʦʶ 

ʩʢʣʘʜʦʚʦʶ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʦʙʤʽʥʫ ʷʢ ʫ ʧʨʠʚʘʪʥʠʭ 
ʜʦʤʦʛʦʩʧʦʜʘʨʩʪʚʘʭ, ʪʘʢ ʽ ʚ ʦʨʛʘʥʽʟʘʮʽʷʭ ʨʽʟʥʦʛʦ ʤʘʩʰʪʘʙʫ. ɿʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ 
ʧʫʙʣʽʯʥʠʭ ʪʦʯʦʢ ʜʦʩʪʫʧʫ ʚ ʛʨʦʤʘʜʩʴʢʠʭ ʤʽʩʮʷʭ, ʪʨʘʥʩʧʦʨʪʽ ʪʘ ʥʘʚʯʘʣʴʥʠʭ ʟʘʢʣʘʜʘʭ 
ʧʨʠʟʚʝʣʦ ʜʦ ʽʩʪʦʪʥʦʛʦ ʧʽʜʚʠʱʝʥʥʷ ʨʠʟʠʢʽʚ, ʧʦʚôʷʟʘʥʠʭ ʽʟ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʤ 
ʧʝʨʝʭʦʧʣʝʥʥʷʤ ʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʆʜʥʽʻʶ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʽ ʚʦʜʥʦʯʘʩ ʥʘʡʙʽʣʴʰ 
ʥʝʙʝʟʧʝʯʥʠʭ ʬʦʨʤ ʢʽʙʝʨʟʘʛʨʦʟ ʫ Wi-Fi-ʤʝʨʝʞʘʭ ʻ ʧʽʜʨʦʙʣʝʥʽ ʪʦʯʢʠ ʜʦʩʪʫʧʫ, 
ʩʪʚʦʨʝʥʽ ʟʣʦʚʤʠʩʥʠʢʘʤʠ ʟ ʤʝʪʦʶ ʧʝʨʝʭʦʧʣʝʥʥʷ ʪʨʘʬʽʢʫ, ʦʪʨʠʤʘʥʥʷ ʦʙʣʽʢʦʚʠʭ ʜʘʥʠʭ 
ʘʙʦ ʟʜʽʡʩʥʝʥʥʷ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ. 

ʇʨʦʙʣʝʤʘ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʢʦʨʠʩʪʫʚʘʯ, ʧʽʜʢʣʶʯʘʶʯʠʩʴ ʜʦ ʟʥʘʡʦʤʦʾ ʘʙʦ 
ʥʽʙʠʪʦ ʣʝʛʽʪʠʤʥʦʾ ʤʝʨʝʞʽ, ʥʝ ʤʘʻ ʪʝʭʥʽʯʥʦʾ ʤʦʞʣʠʚʦʩʪʽ ʰʚʠʜʢʦ ʧʝʨʝʚʽʨʠʪʠ 
ʘʚʪʝʥʪʠʯʥʽʩʪʴ ʪʦʯʢʠ ʜʦʩʪʫʧʫ. ʊʘʢʽ ʘʪʘʢʠ ʫʩʢʣʘʜʥʶʶʪʴʩʷ ʪʠʤ, ʱʦ ʧʽʜʨʦʙʣʝʥʽ ʪʦʯʢʠ 
ʤʦʞʫʪʴ ʤʘʪʠ ʪʽ ʩʘʤʽ SSID, MAC-ʘʜʨʝʩʠ ʪʘ ʧʘʨʘʤʝʪʨʠ ʰʠʬʨʫʚʘʥʥʷ, ʱʦ ʡ ʩʧʨʘʚʞʥʽ 
ʤʝʨʝʞʽ. ɿ ʦʛʣʷʜʫ ʥʘ ʮʝ, ʧʠʪʘʥʥʷ ʚʠʷʚʣʝʥʥʷ ʪʘ ʥʝʡʪʨʘʣʽʟʘʮʽʾ ʬʘʣʴʰʠʚʠʭ ʪʦʯʦʢ 
ʜʦʩʪʫʧʫ ʻ ʦʜʥʠʤ ʽʟ ʥʘʧʨʷʤʽʚ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʙʝʟʜʨʦʪʦʚʠʭ ʪʝʭʥʦʣʦʛʽʡ. 
ʇʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʧʨʦʙʣʝʤʠ ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʝʦʙʭʽʜʥʽʩʪʶ ʟʘʙʝʟʧʝʯʝʥʥʷ 
ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ, ʮʽʣʽʩʥʦʩʪʽ ʪʘ ʜʦʩʪʫʧʥʦʩʪʽ ʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

ɿʘ ʦʩʪʘʥʥʽ ʨʦʢʠ ʙʫʣʦ ʦʧʫʙʣʽʢʦʚʘʥʦ ʟʥʘʯʥʫ ʢʽʣʴʢʽʩʪʴ ʨʦʙʽʪ, ʧʨʠʩʚʷʯʝʥʠʭ 
ʧʨʦʙʣʝʤʘʪʠʮʽ ʚʠʷʚʣʝʥʥʷ ʧʽʜʨʦʙʣʝʥʠʭ ʪʦʯʦʢ ʜʦʩʪʫʧʫ. ʋ ʧʨʘʮʷʭ ʤʽʞʥʘʨʦʜʥʠʭ 
ʜʦʩʣʽʜʥʠʢʽʚ ʨʦʟʛʣʷʥʫʪʦ ʤʝʪʦʜʠ ʘʥʘʣʽʟʫ ʧʦʚʝʜʽʥʢʦʚʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʪʦʯʦʢ ʜʦʩʪʫʧʫ, 
ʟʦʢʨʝʤʘ ʯʘʩʦʚʠʭ ʟʘʪʨʠʤʦʢ, ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʧʘʢʝʪʽʚ ʽ ʚʽʜʤʽʥʥʦʩʪʝʡ ʫ ʨʽʚʥʷʭ ʩʠʛʥʘʣʫ. 
ʋʢʨʘʾʥʩʴʢʽ ʥʘʫʢʦʚʮʽ ʜʦʩʣʽʜʞʫʚʘʣʠ ʧʠʪʘʥʥʷ ʧʦʙʫʜʦʚʠ ʩʠʩʪʝʤ ʤʦʥʽʪʦʨʠʥʛʫ Wi-Fi-
ʧʨʦʩʪʦʨʫ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʪʘ ʨʦʟʨʦʙʢʠ ʟʘʩʦʙʽʚ ʘʢʪʠʚʥʦʛʦ ʟʘʭʠʩʪʫ ʥʘ ʦʩʥʦʚʽ 
ʘʥʘʣʽʟʫ ʨʘʜʽʦʯʘʩʪʦʪʥʠʭ ʧʘʨʘʤʝʪʨʽʚ. 
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ɯʩʥʫʶʯʽ ʨʽʰʝʥʥʷ ʤʦʞʥʘ ʫʤʦʚʥʦ ʧʦʜʽʣʠʪʠ ʥʘ ʪʨʠ ʛʨʫʧʠ: ʧʨʦʛʨʘʤʥʽ ʤʝʪʦʜʠ, 
ʘʧʘʨʘʪʥʽ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʪʘ ʛʽʙʨʠʜʥʽ ʧʽʜʭʦʜʠ. ʇʨʦʛʨʘʤʥʽ ʤʝʪʦʜʠ ʧʝʨʝʜʙʘʯʘʶʪʴ 
ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʣʽʻʥʪʩʴʢʠʭ ʘʙʦ ʩʝʨʚʝʨʥʠʭ ʜʦʜʘʪʢʽʚ, ʷʢʽ ʟʜʽʡʩʥʶʶʪʴ ʧʝʨʝʚʽʨʢʫ 
ʧʘʨʘʤʝʪʨʽʚ ʟôʻʜʥʘʥʥʷ, ʩʝʨʪʠʬʽʢʘʪʽʚ ʘʙʦ ʚʽʜʙʠʪʢʽʚ ʪʦʯʦʢ ʜʦʩʪʫʧʫ. ɸʧʘʨʘʪʥʽ ʩʠʩʪʝʤʠ 
ʙʘʟʫʶʪʴʩʷ ʥʘ ʘʥʘʣʽʟʽ ʨʘʜʽʦʯʘʩʪʦʪʥʠʭ ʩʠʛʥʘʣʽʚ ʽ ʤʦʞʫʪʴ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʜʞʝʨʝʣʘ 
ʧʝʨʝʜʘʚʘʥʥʷ ʟʘ ʫʥʽʢʘʣʴʥʠʤʠ ʬʽʟʠʯʥʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ, ʱʦ ʜʦʟʚʦʣʷʻ ʪʦʯʥʽʰʝ 
ʚʠʟʥʘʯʘʪʠ ʧʽʜʨʦʙʣʝʥʽ ʧʨʠʩʪʨʦʾ. ɻʽʙʨʠʜʥʽ ʨʽʰʝʥʥʷ ʧʦʻʜʥʫʶʪʴ ʧʝʨʝʚʘʛʠ ʦʙʦʭ 
ʧʽʜʭʦʜʽʚ, ʽʥʪʝʛʨʫʶʯʠ ʘʥʘʣʽʟ ʥʘ ʨʽʚʥʽ ʩʠʛʥʘʣʫ ʟ ʧʨʦʛʨʘʤʥʠʤʠ ʧʝʨʝʚʽʨʢʘʤʠ 
ʘʚʪʝʥʪʠʯʥʦʩʪʽ. 

ʇʦʧʨʠ ʟʥʘʯʥʠʡ ʧʨʦʛʨʝʩ ʫ ʮʽʡ ʩʬʝʨʽ, ʙʽʣʴʰʽʩʪʴ ʨʽʰʝʥʴ ʤʘʶʪʴ ʦʙʤʝʞʝʥʥʷ 
ʱʦʜʦ ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ, ʚʘʨʪʦʩʪʽ ʨʝʘʣʽʟʘʮʽʾ ʘʙʦ ʨʽʚʥʷ ʘʚʪʦʤʘʪʠʟʘʮʽʾ. ɿʦʢʨʝʤʘ, 
ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ Wi-Fi ʩʝʨʝʜʦʚʠʱʘ ʫ ʚʝʣʠʢʠʭ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʤʝʨʝʞʘʭ 
ʧʦʪʨʝʙʫʶʪʴ ʟʥʘʯʥʠʭ ʨʝʩʫʨʩʽʚ ʜʣʷ ʦʙʨʦʙʣʝʥʥʷ ʜʘʥʠʭ, ʪʦʜʽ ʷʢ ʢʦʨʠʩʪʫʚʘʮʴʢʽ ʜʦʜʘʪʢʠ 
ʯʘʩʪʦ ʥʝ ʤʘʶʪʴ ʜʦʩʪʫʧʫ ʜʦ ʥʠʟʴʢʦʨʽʚʥʝʚʠʭ ʧʘʨʘʤʝʪʨʽʚ ʘʜʘʧʪʝʨʽʚ ʽ ʥʝ ʟʘʙʝʟʧʝʯʫʶʪʴ 
ʧʦʚʥʦʮʽʥʥʠʡ ʟʘʭʠʩʪ. ʊʘʢʠʤ ʯʠʥʦʤ, ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʚʠʨʽʰʝʥʠʤʠ ʧʠʪʘʥʥʷ ʦʧʪʠʤʽʟʘʮʽʾ 
ʪʦʯʥʦʩʪʽ ʚʠʷʚʣʝʥʥʷ ʧʨʠ ʟʙʝʨʝʞʝʥʥʽ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʩʠʩʪʝʤʠ, ʘ ʪʘʢʦʞ ʧʽʜʚʠʱʝʥʥʷ 
ʨʽʚʥʷ ʘʜʘʧʪʠʚʥʦʩʪʽ ʘʣʛʦʨʠʪʤʽʚ ʜʦ ʥʦʚʠʭ ʪʠʧʽʚ ʘʪʘʢ. 

ʄʝʪʦʶ ʜʘʥʦʾ ʨʦʙʦʪʠ ʻ ʧʨʦʚʝʜʝʥʥʷ ʩʠʩʪʝʤʥʦʛʦ ʘʥʘʣʽʟʫ ʩʫʯʘʩʥʠʭ ʤʝʪʦʜʽʚ 
ʚʠʷʚʣʝʥʥʷ ʪʘ ʟʘʧʦʙʽʛʘʥʥʷ ʧʽʜʨʦʙʣʝʥʠʤ ʪʦʯʢʘʤ ʜʦʩʪʫʧʫ ʫ Wi-Fi-ʤʝʨʝʞʘʭ, ʚʠʟʥʘʯʝʥʥʷ 
ʾʭʥʽʭ ʧʝʨʝʚʘʛ ʽ ʥʝʜʦʣʽʢʽʚ, ʘ ʪʘʢʦʞ ʦʙˇʨʫʥʪʫʚʘʥʥʷ ʥʘʧʨʷʤʽʚ ʧʦʜʘʣʴʰʦʛʦ 
ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʤʝʭʘʥʽʟʤʽʚ ʟʘʭʠʩʪʫ ʢʦʨʠʩʪʫʚʘʯʽʚ. ɿʘʚʜʘʥʥʷ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʣʷʛʘʻ ʚ 
ʫʟʘʛʘʣʴʥʝʥʥʽ ʽʩʥʫʶʯʠʭ ʧʽʜʭʦʜʽʚ, ʦʮʽʥʮʽ ʝʬʝʢʪʠʚʥʦʩʪʽ ʥʘʷʚʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʽ 
ʚʠʟʥʘʯʝʥʥʽ ʚʠʤʦʛ ʜʦ ʧʝʨʩʧʝʢʪʠʚʥʠʭ ʩʠʩʪʝʤ ʟʘʭʠʩʪʫ, ʟʜʘʪʥʠʭ ʬʫʥʢʮʽʦʥʫʚʘʪʠ ʚ 
ʫʤʦʚʘʭ ʜʠʥʘʤʽʯʥʦʛʦ ʨʘʜʽʦʯʘʩʪʦʪʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. 

ʋ ʧʨʦʮʝʩʽ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʚʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʦʩʥʦʚʥʽ ʤʝʪʦʜʠ ʚʠʷʚʣʝʥʥʷ 
ʧʽʜʨʦʙʣʝʥʠʭ ʪʦʯʦʢ ʜʦʩʪʫʧʫ ʧʦʜʽʣʷʶʪʴʩʷ ʟʘ ʧʨʠʥʮʠʧʦʤ ʜʽʾ ʥʘ ʪʨʠ ʛʨʫʧʠ: ʩʠʛʥʘʪʫʨʥʽ, 
ʧʦʚʝʜʽʥʢʦʚʽ ʪʘ ʢʦʥʪʝʢʩʪʥʦ-ʘʥʘʣʽʪʠʯʥʽ. ʉʠʛʥʘʪʫʨʥʽ ʤʝʪʦʜʠ ʙʘʟʫʶʪʴʩʷ ʥʘ ʧʦʨʽʚʥʷʥʥʽ 
ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʪʦʯʢʠ ʜʦʩʪʫʧʫ ʟ ʙʘʟʦʶ ʜʘʥʠʭ ʚʽʜʦʤʠʭ ʣʝʛʽʪʠʤʥʠʭ ʧʨʠʩʪʨʦʾʚ. ʎʝʡ 
ʧʽʜʭʽʜ ʝʬʝʢʪʠʚʥʠʡ ʫ ʩʪʘʙʽʣʴʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ, ʧʨʦʪʝ ʚʨʘʟʣʠʚʠʡ ʜʦ ʥʦʚʠʭ ʘʙʦ 
ʟʤʽʥʝʥʠʭ ʬʘʣʴʰʠʚʠʭ ʪʦʯʦʢ. ʇʦʚʝʜʽʥʢʦʚʽ ʤʝʪʦʜʠ ʘʥʘʣʽʟʫʶʪʴ ʦʩʦʙʣʠʚʦʩʪʽ ʦʙʤʽʥʫ 
ʧʘʢʝʪʘʤʠ, ʨʽʚʝʥʴ ʩʠʛʥʘʣʫ, ʰʚʠʜʢʽʩʪʴ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʽʥʰʽ ʜʠʥʘʤʽʯʥʽ ʧʘʨʘʤʝʪʨʠ, 
ʱʦ ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ, ʘʣʝ ʚʠʤʘʛʘʻ ʟʥʘʯʥʠʭ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ. 
ʂʦʥʪʝʢʩʪʥʦ-ʘʥʘʣʽʪʠʯʥʽ ʩʠʩʪʝʤʠ ʧʦʻʜʥʫʶʪʴ ʜʘʥʽ ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ ð ʟʦʢʨʝʤʘ GPS-
ʢʦʦʨʜʠʥʘʪʠ, ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʜʦʚʽʨʝʥʽ ʤʝʨʝʞʽ ʪʘ ʯʘʩʦʚʽ ʰʘʙʣʦʥʠ ʧʽʜʢʣʶʯʝʥʥʷ ð 
ʩʪʚʦʨʶʶʯʠ ʧʨʦʬʽʣʴ ʢʦʨʠʩʪʫʚʘʮʴʢʦʾ ʧʦʚʝʜʽʥʢʠ. 

ʉʫʯʘʩʥʽ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʢʘʟʫʶʪʴ, ʱʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ 
ʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʻ ʧʽʜʚʠʱʠʪʠ ʪʦʯʥʽʩʪʴ ʽ ʘʜʘʧʪʠʚʥʽʩʪʴ ʪʘʢʠʭ ʩʠʩʪʝʤ. ʅʘʧʨʠʢʣʘʜ, 
ʤʦʜʝʣʽ ʥʘ ʦʩʥʦʚʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʜʝʨʝʚ ʨʽʰʝʥʴ ʘʙʦ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ ʤʦʞʫʪʴ 
ʘʚʪʦʤʘʪʠʯʥʦ ʚʠʟʥʘʯʘʪʠ ʬʘʣʴʰʠʚʽ ʪʦʯʢʠ ʟʘ ʩʪʘʪʠʩʪʠʯʥʠʤʠ ʦʟʥʘʢʘʤʠ, ʥʘʚʽʪʴ ʷʢʱʦ ʪʽ 
ʟʤʽʥʶʶʪʴ ʩʚʦʾ ʧʘʨʘʤʝʪʨʠ. ɺʦʜʥʦʯʘʩ ʥʝʦʙʭʽʜʥʽʩʪʴ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʥʘʚʯʘʣʴʥʠʭ 
ʜʘʥʠʭ ʽ ʦʙʤʝʞʝʥʥʷ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ ʟʥʠʞʫʶʪʴ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʨʘʢʪʠʯʥʦʾ 
ʨʝʘʣʽʟʘʮʽʾ ʮʠʭ ʧʽʜʭʦʜʽʚ. 

ʆʩʦʙʣʠʚʫ ʫʚʘʛʫ ʧʨʠʚʝʨʪʘʻ ʢʦʥʮʝʧʮʽʷ ʧʦʙʫʜʦʚʠ ʜʦʚʽʨʝʥʠʭ ʤʝʨʝʞ (Trusted 
Wi-Fi Frameworks), ʫ ʷʢʠʭ ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ ʟʜʽʡʩʥʶʻʪʴʩʷ ʥʝ ʣʠʰʝ ʟʘ SSID ʽ ʧʘʨʦʣʝʤ, 
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ʘ ʡ ʟʘ ʮʠʬʨʦʚʠʤʠ ʩʝʨʪʠʬʽʢʘʪʘʤʠ ʘʙʦ ʢʨʠʧʪʦʛʨʘʬʽʯʥʠʤʠ ʢʣʶʯʘʤʠ, ʧʦʚôʷʟʘʥʠʤʠ ʟ 
ʢʦʥʢʨʝʪʥʠʤ ʧʨʠʩʪʨʦʻʤ. ʊʘʢʘ ʤʦʜʝʣʴ ʜʦʟʚʦʣʷʻ ʟʥʘʯʥʦ ʟʤʝʥʰʠʪʠ ʨʠʟʠʢ ʧʝʨʝʭʦʧʣʝʥʥʷ 
ʩʝʩʽʾ, ʦʜʥʘʢ ʾʾ ʚʧʨʦʚʘʜʞʝʥʥʷ ʧʦʪʨʝʙʫʻ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʡ ʧʽʜʪʨʠʤʢʠ 
ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʧʫʙʣʽʯʥʠʭ ʢʣʶʯʽʚ. 

ɺʦʜʥʦʯʘʩ ʫ ʢʦʥʪʝʢʩʪʽ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ ʧʝʨʩʧʝʢʪʠʚʥʠʤʠ ʻ ʤʝʪʦʜʠ 
ʢʦʣʝʢʪʠʚʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ, ʢʦʣʠ ʧʨʠʩʪʨʦʾ ʢʦʨʠʩʪʫʚʘʯʽʚ ʩʧʽʣʴʥʦ ʬʦʨʤʫʶʪʴ ʙʘʟʫ 
ʜʦʚʽʨʝʥʠʭ ʪʦʯʦʢ ʜʦʩʪʫʧʫ, ʦʙʤʽʥʶʶʯʠʩʴ ʜʘʥʠʤʠ ʧʨʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʽ ʘʥʦʤʘʣʽʾ. ʎʝ 
ʜʦʟʚʦʣʷʻ ʩʪʚʦʨʶʚʘʪʠ ʜʝʮʝʥʪʨʘʣʽʟʦʚʘʥʽ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ, ʷʢʽ ʥʝ ʟʘʣʝʞʘʪʴ ʚʽʜ 
ʦʜʥʦʛʦ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ. 

ʈʝʟʫʣʴʪʘʪʠ ʧʨʦʚʝʜʝʥʦʛʦ ʘʥʘʣʽʟʫ ʩʚʽʜʯʘʪʴ, ʱʦ ʞʦʜʥʝ ʟ ʽʩʥʫʶʯʠʭ ʨʽʰʝʥʴ ʥʝ 
ʟʘʙʝʟʧʝʯʫʻ ʫʥʽʚʝʨʩʘʣʴʥʦʛʦ ʟʘʭʠʩʪʫ ʚ ʫʩʽʭ ʩʮʝʥʘʨʽʷʭ ʚʠʢʦʨʠʩʪʘʥʥʷ Wi-Fi. ʊʦʤʫ 
ʜʦʮʽʣʴʥʠʤ ʻ ʧʦʻʜʥʘʥʥʷ ʜʝʢʽʣʴʢʦʭ ʤʝʪʦʜʽʚ ð ʥʘʧʨʠʢʣʘʜ, ʩʠʛʥʘʪʫʨʥʦʛʦ ʘʥʘʣʽʟʫ ʜʣʷ 
ʧʦʧʝʨʝʜʥʴʦʛʦ ʬʽʣʴʪʨʫʚʘʥʥʷ ʽ ʧʦʚʝʜʽʥʢʦʚʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʜʣʷ ʛʣʠʙʦʢʦʾ ʧʝʨʝʚʽʨʢʠ. 
ʇʝʨʩʧʝʢʪʠʚʥʠʤ ʥʘʧʨʷʤʦʤ ʻ ʚʧʨʦʚʘʜʞʝʥʥʷ ʽʥʪʝʛʨʦʚʘʥʠʭ ʩʠʩʪʝʤ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 
ʤʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʚ ʧʦʻʜʥʘʥʥʽ ʟ ʘʧʘʨʘʪʥʠʤʠ ʟʘʩʦʙʘʤʠ ʚʠʤʽʨʶʚʘʥʥʷ ʧʘʨʘʤʝʪʨʽʚ 
ʩʠʛʥʘʣʫ. 

ʇʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ ʧʦʢʘʟʘʚ, ʱʦ ʧʨʦʙʣʝʤʘ ʟʘʭʠʩʪʫ ʢʦʨʠʩʪʫʚʘʯʽʚ Wi-Fi-ʤʝʨʝʞ 
ʚʽʜ ʧʽʜʨʦʙʣʝʥʠʭ ʪʦʯʦʢ ʜʦʩʪʫʧʫ ʟʘʣʠʰʘʻʪʴʩʷ ʥʘʜʟʚʠʯʘʡʥʦ ʘʢʪʫʘʣʴʥʦʶ ʯʝʨʝʟ 
ʩʪʨʽʤʢʠʡ ʨʦʟʚʠʪʦʢ ʪʝʭʥʦʣʦʛʽʡ ʙʝʟʜʨʦʪʦʚʦʛʦ ʟʚôʷʟʢʫ ʪʘ ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ 
ʤʦʙʽʣʴʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. ɯʩʥʫʶʯʽ ʨʽʰʝʥʥʷ ʟʘʙʝʟʧʝʯʫʶʪʴ ʯʘʩʪʢʦʚʠʡ ʨʽʚʝʥʴ ʟʘʭʠʩʪʫ, 
ʘʣʝ ʧʦʪʨʝʙʫʶʪʴ ʧʦʜʘʣʴʰʦʾ ʘʜʘʧʪʘʮʽʾ ʜʦ ʫʤʦʚ ʨʝʘʣʴʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. ʆʩʥʦʚʥʠʤʠ 
ʥʘʧʨʷʤʘʤʠ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʻ ʽʥʪʝʛʨʘʮʽʷ ʤʝʪʦʜʽʚ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʜʣʷ 
ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʩʪʚʦʨʝʥʥʷ ʛʽʙʨʠʜʥʠʭ ʘʨʭʽʪʝʢʪʫʨ ʙʝʟʧʝʢʠ, ʱʦ 
ʧʦʻʜʥʫʶʪʴ ʧʨʦʛʨʘʤʥʽ ʪʘ ʘʧʘʨʘʪʥʽ ʧʽʜʭʦʜʠ, ʘ ʪʘʢʦʞ ʨʦʟʨʦʙʢʘ ʩʪʘʥʜʘʨʪʽʚ ʦʙʤʽʥʫ 
ʜʘʥʠʤʠ ʤʽʞ ʩʠʩʪʝʤʘʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʨʽʟʥʠʭ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ. 

ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʤʘʶʪʴ ʙʫʪʠ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʩʪʚʦʨʝʥʥʷ ʫʥʽʬʽʢʦʚʘʥʦʾ 
ʩʠʩʪʝʤʠ ʦʮʽʥʶʚʘʥʥʷ ʜʦʚʽʨʠ ʜʦ ʪʦʯʦʢ ʜʦʩʪʫʧʫ, ʷʢʘ ʤʦʛʣʘ ʙ ʬʫʥʢʮʽʦʥʫʚʘʪʠ ʷʢ ʫ 
ʢʦʨʧʦʨʘʪʠʚʥʦʤʫ, ʪʘʢ ʽ ʫ ʚʽʜʢʨʠʪʦʤʫ ʩʝʨʝʜʦʚʠʱʽ. ɺʘʞʣʠʚʠʤ ʟʘʚʜʘʥʥʷʤ ʻ ʧʽʜʚʠʱʝʥʥʷ 
ʨʽʚʥʷ ʦʙʽʟʥʘʥʦʩʪʽ ʢʦʨʠʩʪʫʚʘʯʽʚ ʱʦʜʦ ʨʠʟʠʢʽʚ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʥʝʚʽʜʦʤʠʭ ʤʝʨʝʞ ʪʘ 
ʚʧʨʦʚʘʜʞʝʥʥʷ ʦʩʚʽʪʥʽʭ ʧʨʦʛʨʘʤ ʽʟ ʢʽʙʝʨʛʽʛʽʻʥʠ. ʆʪʞʝ, ʨʦʟʚʠʪʦʢ ʪʝʭʥʦʣʦʛʽʡ ʟʘʭʠʩʪʫ 
Wi-Fi ʥʝ ʤʦʞʝ ʨʦʟʛʣʷʜʘʪʠʩʷ ʣʠʰʝ ʟ ʪʝʭʥʽʯʥʦʛʦ ʙʦʢʫ ð ʚʽʥ ʤʘʻ ʩʫʧʨʦʚʦʜʞʫʚʘʪʠʩʷ 
ʩʦʮʽʘʣʴʥʦ-ʦʩʚʽʪʥʽʤʠ ʟʘʭʦʜʘʤʠ, ʩʧʨʷʤʦʚʘʥʠʤʠ ʥʘ ʬʦʨʤʫʚʘʥʥʷ ʢʫʣʴʪʫʨʠ ʙʝʟʧʝʯʥʦʛʦ 
ʢʦʨʠʩʪʫʚʘʥʥʷ ʮʠʬʨʦʚʠʤʠ ʨʝʩʫʨʩʘʤʠ. 
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ʍʘʨʢʽʚʩʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ ʨʘʜʽʦʝʣʝʢʪʨʦʥʽʢʠ 

 

ʐʋʄʆʏʋʊʃʀɺʀʁ ADAM ɼʃʗ ɻɯɹʈʀɼʅʀʍ ʂɺɸʅʊʆɺʀʍ ʄʆɼɽʃɽʁ 
 
ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʰʫʤʦ-ʦʙʽʟʥʘʥʠʡ ʤʝʪʦʜ ʦʧʪʠʤʽʟʘʮʽʾ ʜʣʷ ʥʘʚʯʘʥʥʷ ʛʽʙʨʠʜʥʠʭ 

ʢʚʘʥʪʦʚʦ-ʢʣʘʩʠʯʥʠʭ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ. ʂʨʦʢ ʥʘʚʯʘʥʥʷ ʘʜʘʧʪʫʻʪʴʩʷ ʜʦ ʜʠʩʧʝʨʩʽʾ ʦʮʽʥʝʥʠʭ 

ʛʨʘʜʽʻʥʪʽʚ ʽʟ ʧʦʚʪʦʨʥʠʤ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʪʠʭ ʩʘʤʠʭ ʚʠʤʽʨʶʚʘʥʴ ʜʣʷ ʛʨʘʜʽʻʥʪʘ ʪʘ ʰʫʤʫ. 

ʇʦʢʘʟʘʥʦ ʧʽʜʚʠʱʝʥʥʷ ʩʪʘʙʽʣʴʥʦʩʪʽ ʡ ʟʤʝʥʰʝʥʥʷ ʯʫʪʣʠʚʦʩʪʽ ʜʦ ʚʠʤʽʨʶʚʘʣʴʥʦʛʦ ʰʫʤʫ ʚ 

ʨʝʞʠʤʘʭ ʽʟ ʤʘʣʦʶ ʢʽʣʴʢʽʩʪʶ ʚʠʤʽʨʶʚʘʥʴ ʧʦʨʽʚʥʷʥʦ ʟ ʛʨʘʜʽʻʥʪʥʠʤ ʩʧʫʩʢʦʤ ʽ Adam. ʄʝʪʦʜ 

ʩʫʤʽʩʥʠʡ ʽʟ ʧʨʘʚʠʣʦʤ ʧʘʨʘʤʝʪʨ-ʟʩʫʚʫ ʪʘ ʥʝ ʧʦʪʨʝʙʫʻ ʜʦʜʘʪʢʦʚʠʭ ʢʚʘʥʪʦʚʠʭ ʨʝʩʫʨʩʽʚ. 

 

A noise-aware optimization method for training hybrid quantum-classical neural networks 

is proposed. The learning rate adapts to the variance of gradient estimates while reusing the same 

measurements for both gradient and noise. Improved training stability and reduced sensitivity to 

measurement noise are demonstrated in low-shot regimes versus gradient descent and Adam. The 

method is compatible with the parameter-shift rule and requires no additional quantum resources. 

 

ʆʩʥʦʚʥʫ ʩʢʣʘʜʥʽʩʪʴ ʥʘʚʯʘʥʥʷ ʛʽʙʨʠʜʥʠʭ ʢʚʘʥʪʦʚʦ-ʢʣʘʩʠʯʥʠʭ ʤʦʜʝʣʝʡ 

ʩʪʘʥʦʚʠʪʴ ʚʠʤʽʨʶʚʘʣʴʥʠʡ ʰʫʤ, ʟʫʤʦʚʣʝʥʠʡ ʩʢʽʥʯʝʥʥʦʶ ʢʽʣʴʢʽʩʪʶ ʚʠʤʽʨʶʚʘʥʴ 

(shots ð ʢʽʣʴʢʽʩʪʶ ʧʦʚʪʦʨʽʚ), ʷʢʠʡ ʧʽʜʚʠʱʫʻ ʜʠʩʧʝʨʩʽʶ ʦʮʽʥʦʢ ʛʨʘʜʽʻʥʪʽʚ ʽ 

ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʝʩʪʘʙʽʣʴʥʠʭ ʦʥʦʚʣʝʥʴ ʧʘʨʘʤʝʪʨʽʚ [1ï3]. ʊʠʧʦʚʽ ʦʧʪʠʤʽʟʘʪʦʨʠ ʟ 

ʬʢ̔ʩʦʚʘʥʠʤʠ ʘʙʦ ʝʤʧʽʨʠʯʥʦ ʧʽʜʽʙʨʘʥʠʤʠ ʛʽʧʝʨʧʘʨʘʤʝʪʨʘʤʠ ʥʝ ʚʨʘʭʦʚʫʶʪʴ ʧʦʪʦʯʥʠʡ 

ʨʽʚʝʥʴ ʰʫʤʫ, ʱʦ ʟʥʠʞʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʦʧʪʠʤʽʟʘʮʽʾ ʚ ʥʠʟʴʢʦʰʦʪʦʚʠʭ ʨʝʞʠʤʘʭ. ʅʘ ʪʣʽ 

ʘʢʪʠʚʥʠʭ ʜʦʩʣʽʜʞʝʥʴ ʚʘʨʽʘʮʽʡʥʠʭ ʢʚʘʥʪʦʚʠʭ ʘʣʛʦʨʠʪʤʘʭ (VQA, Variational Quantum 

Algorithms ð ʧʘʨʘʤʝʪʨʠʟʦʚʘʥʽ ʢʚʘʥʪʦʚʽ ʣʘʥʮʶʛʠ, ʷʢʽ ʥʘʚʯʘʶʪʴʩʷ ʢʣʘʩʠʯʥʠʤ 

ʦʧʪʠʤʽʟʘʪʦʨʦʤ) ʽ ʢʚʘʥʪʦʚʦʤʫ ʤʘʰʠʥʥʦʤʫ ʥʘʚʯʘʥʥʽ ʩʬʦʨʤʦʚʘʥʦ ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ 

ʦʙʯʠʩʣʝʥʥʷ ʘʥʘʣʽʪʠʯʥʠʭ ʛʨʘʜʽʻʥʪʽʚ ʥʘ ʢʚʘʥʪʦʚʦʤʫ ʦʙʣʘʜʥʘʥʥʽ [1ï4], ʘ ʛʝʦʤʝʪʨʠʯʥʽ 

ʧʽʜʭʦʜʠ ʥʘ ʢʰʪʘʣʪ ʢʚʘʥʪʦʚʦʛʦ ʥʘʪʫʨʘʣʴʥʦʛʦ ʛʨʘʜʽʻʥʪʘ ʧʨʦʧʦʥʫʶʪʴ ʘʣʴʪʝʨʥʘʪʠʚʥʽ 

ʩʭʝʤʠ ʢʝʨʫʚʘʥʥʷ ʢʨʦʢʦʤ ʫ ʧʨʦʩʪʦʨʽ ʧʘʨʘʤʝʪʨʽʚ [5]. 

ɺʦʜʥʦʯʘʩ ʣʠʰʘʻʪʴʩʷ ʚʽʜʢʨʠʪʝ ʧʨʘʢʪʠʯʥʝ ʟʘʚʜʘʥʥʷ ʙʝʟʨʝʩʫʨʩʥʦʾ (ʪʦʙʪʦ 

ʪʘʢʦ,ʾ ʱʦ ʦʙʽʡʜʝʪʴʩʷ ʙʝʟ ʜʦʜʘʪʢʦʚʠʭ ʚʠʤʽʨʶʚʘʥʴ) ʘʜʘʧʪʘʮʽʾ ʢʨʦʢʫ ʥʘʚʯʘʥʥʷ ʜʦ ʨʽʚʥʷ 

ʢʚʘʥʪʦʚʦʛʦ ʰʫʤʫ, ʢʦʣʠ ʩʪʘʪʠʩʪʠʢʠ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʛʨʘʜʽʻʥʪʘ ʪʘ ʡʦʛʦ ʜʠʩʧʝʨʩʽʾ 

ʦʪʨʠʤʫʶʪʴʩʷ ʟ ʦʜʥʠʭ ʽ ʪʠʭ ʩʘʤʠʭ ʚʠʤʽʨʶʚʘʥʴ ʫ ʤʝʞʘʭ ʩʪʘʥʜʘʨʪʥʦʾ ʧʨʦʮʝʜʫʨʠ 

parameter-shift [4]. 
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ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʤʘʩʰʪʘʙʫʚʘʪʠ ʢʨʦʢ ʟʘ ʦʮʽʥʝʥʦʶ ʜʠʩʧʝʨʩʽʻʶ ʛʨʘʜʽʻʥʪʘ. 

ʅʝʭʘʡ ‌ð ʙʘʟʦʚʘ ʰʚʠʜʢʽʩʪʴ ʥʘʚʯʘʥʥʷ, ‗ πð ʢʦʝʬʽʮʽʻʥʪ ʯʫʪʣʠʚʦʩʪʽ, 6ÁÒὫ ð 

ʦʮʽʥʢʘ ʜʠʩʧʝʨʩʽʾ ʛʨʘʜʽʻʥʪʘ ʥʘ ʢʨʦʮʽ ὸ, ʦʪʨʠʤʘʥʘ ʟ ʪʠʭ ʩʘʤʠʭ ʰʦʪʽʚ, ʱʦ ʡ Ὣ. 

ɺʠʟʥʘʯʘʻʤʦ: 

 

‌
‌

ρ ‗6ÁÒὫ
ȟ    — — ‌ὫȢ             (1) 

 

ʌʦʨʤʘ (1) ʟʤʝʥʰʫʻ ʢʨʦʢ ʟʘ ʧʽʜʚʠʱʝʥʦʛʦ ʰʫʤʫ ʪʘ ʚʽʜʥʦʚʣʶʻ ʡʦʛʦ ʟʘ 

ʥʠʟʴʢʦʛʦ. 

ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʘ ʩʭʝʤʘ ʫʟʛʦʜʞʝʥʘ ʟʽ ʩʪʘʥʜʘʨʪʥʦʶ ʧʨʘʢʪʠʢʦʶ VQA [1ï3]. 

ɺʠʭʽʜʥʽ ʜʘʥʽ MNIST ʧʦʧʝʨʝʜʥʴʦ ʟʤʝʥʰʫʶʪʴʩʷ ʤʝʪʦʜʦʤ ʛʦʣʦʚʥʠʭ ʢʦʤʧʦʥʝʥʪ ʜʦ 

ʨʦʟʤʽʨʥʦʩʪʽ, ʱʦ ʜʦʨʽʚʥʶʻ ʢʽʣʴʢʦʩʪʽ ʢʫʙʽʪʽʚ, ʽ ʩʪʘʥʜʘʨʪʠʟʫʶʪʴʩʷ. ʂʦʜʫʚʘʥʥʷ ʦʟʥʘʢ 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʦʙʝʨʪʘʥʥʷʤʠ Ὑ  ʟ ʧʦʚʪʦʨʥʠʤ ʟʘʚʘʥʪʘʞʝʥʥʷʤ (reuploading; ʧʘʨʘʤʝʪʨ Ὧ 

ʚʠʟʥʘʯʘʻ ʢʽʣʴʢʽʩʪʴ ʧʦʚʪʦʨʽʚ ʢʦʜʫʚʘʥʥʷ ʫ ʚʘʨʽʘʮʽʡʥʦʤʫ ʣʘʥʮʶʛʫ). ɸʥʟʘʮ ð ʘʧʘʨʘʪʥʦ-

ʝʬʝʢʪʠʚʥʠʡ (HEA) ʽʟ ʜʚʦʤʘ ʰʘʨʘʤʠ (ὒ ς) ʪʘ ʢʽʣʴʮʝʚʦʶ ʪʦʧʦʣʦʛʽʻʶ 

ʧʝʨʝʧʣʫʪʫʚʘʥʥʷ (ring) ʫ ʧʦʻʜʥʘʥʥʽ ʟ ʣʦʢʘʣʴʥʠʤʠ ʦʙʝʨʪʘʥʥʷʤʠ. ʄʘʪʝʤʘʪʠʯʥʽ 

ʩʧʦʜʽʚʘʥʥʷ (expectation values) ʚʠʤʽʨʶʶʪʴʩʷ ʚ ʙʘʟʠʩʘʭ ὤ ʪʘ ὢ ʽ ʧʦʜʘʶʪʴʩʷ ʥʘ 

ʣʽʥʽʡʥʠʡ ʢʣʘʩʠʬʽʢʘʪʦʨ ʟ ʙʘʛʘʪʦʢʣʘʩʦʚʦʶ ʢʨʦʩ-ʝʥʪʨʦʧʽʻʶ ʷʢ ʬʫʥʢʮʽʻʶ ʚʪʨʘʪ ὒ—; 

ʷʢʽʩʪʴ ʤʦʜʝʣʽ ʦʮʽʥʶʻʪʴʩʷ ʪʦʯʥʽʩʪʶ ʥʘ ʚʘʣʽʜʘʮʽʾ. ʄʠ ʤʽʥʽʤʽʟʫʻʤʦ ʬʫʥʢʮʽʶ ʚʪʨʘʪ ὒ— 

(ʙʘʛʘʪʦʢʣʘʩʦʚʘ ʢʨʦʩ-ʝʥʪʨʦʧʽʷ) ʥʘ ʪʨʝʥʫʚʘʣʴʥʽʡ ʚʠʙʽʨʮʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʙʘʟʦʚʦʛʦ Adam 

ʪʘ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʰʫʤʦ-ʦʙʽʟʥʘʥʦʛʦ Adam (ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʢʨʦʢʫ ʟʘ (1)); ʷʢʽʩʪʴ 

ʤʦʜʝʣʽ ʦʮʽʥʶʻʤʦ ʟʘ ʪʦʯʥʽʩʪʶ (accuracy) ʥʘ ʚʘʣʽʜʘʮʽʡʥʽʡ ʚʠʙʽʨʮʽ. ɻʨʘʜʽʻʥʪʠ ʪʘ ʾʭ 

ʜʠʩʧʝʨʩʽʷ ʦʙʯʠʩʣʶʶʪʴʩʷ ʧʨʘʚʠʣʦʤ parameter-shift ʥʘ ʪʠʭ ʩʘʤʠʭ shots, ʱʦ 

ʫʥʝʤʦʞʣʠʚʣʶʻ çʚʠʪʽʢè ʜʦʜʘʪʢʦʚʦʛʦ ʙʶʜʞʝʪʫ ʚʠʤʽʨʶʚʘʥʴ. ɼʣʷ ʙʘʟʦʚʦʛʦ ʧʦʨʽʚʥʷʥʥʷ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ Adam ʽʟ ʬʽʢʩʦʚʘʥʠʤʠ ʛʽʧʝʨʧʘʨʘʤʝʪʨʘʤʠ; ʰʫʤʦ-ʦʙʽʟʥʘʥʠʡ ʚʘʨʽʘʥʪ 

ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʚ ʽʜʝʥʪʠʯʥʽʡ ʢʦʥʬʽʛʫʨʘʮʽʾ ʚʠʤʽʨʶʚʘʥʴ. ɿʘ ʧʦʪʨʝʙʠ ʜʦʟʚʦʣʝʥʦ ʣʽʥʽʡʥʦ 

ʟʤʽʥʶʚʘʪʠ ʢʽʣʴʢʽʩʪʴ shots ʫʧʨʦʜʦʚʞ ʝʧʦʭ (shot-annealing) ʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʢʨʝʤʠʡ 

ʙʶʜʞʝʪ shots ʥʘ ʚʘʣʽʜʘʮʽʾ ʜʣʷ ʘʥʘʣʽʟʫ. ʋ ʥʠʟʴʢʦʰʦʪʦʚʠʭ ʨʝʞʠʤʘʭ ʦʯʽʢʫʻʪʴʩʷ 

ʟʤʝʥʰʝʥʥʷ ʢʦʣʠʚʘʥʴ ʚʪʨʘʪ ʽ ʧʽʜʚʠʱʝʥʥʷ ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ; ʟʽ ʟʨʦʩʪʘʥʥʷʤ shots ð 

ʟʙʣʠʞʝʥʥʷ ʟ ʧʦʚʝʜʽʥʢʦʶ ʙʘʟʦʚʠʭ ʦʧʪʠʤʽʟʘʪʦʨʽʚ. ɿʘʧʨʦʧʦʥʦʚʘʥʝ ʰʫʤʦ-ʦʙʽʟʥʘʥʝ 

ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʢʨʦʢʫ ʧʦʚʥʽʩʪʶ ʩʫʤʽʩʥʝ ʟ parameter-shift ʽ ʪʠʧʦʚʠʤʠ VQA, ʥʝ 

ʧʦʪʨʝʙʫʻ ʜʦʜʘʪʢʦʚʠʭ ʢʚʘʥʪʦʚʠʭ ʨʝʩʫʨʩʽʚ ʽ ʦʨʽʻʥʪʦʚʘʥʝ ʥʘ ʩʪʘʙʽʣʽʟʘʮʽʶ ʥʘʚʯʘʥʥʷ ʟʘ 

ʤʘʣʠʭ shots; ʧʦʜʘʣʴʰʽ ʨʦʙʦʪʠ ʧʝʨʝʜʙʘʯʘʶʪʴ ʰʠʨʰʠʡ ʜʽʘʧʘʟʦʥ shots, ʽʥʰʽ ʘʥʟʘʮʠ ʪʘ 

ʟʘʜʘʯʽ, ʘ ʪʘʢʦʞ ʧʦʨʽʚʥʷʥʥʷ ʟ ʛʝʦʤʝʪʨʠʯʥʠʤʠ ʤʝʪʦʜʘʤʠ ʦʧʪʠʤʽʟʘʮʽʾ. 

ɼʣʷ ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ ʬʽʢʩʫʶʪʴʩʷ ʩʽʜʠ ʛʝʥʝʨʘʪʦʨʽʚ, ʻʜʠʥʽ ʛʽʧʝʨʧʘʨʘʤʝʪʨʠ 

ʘʥʟʘʮʫ/ʢʦʜʫʚʘʥʥʷ ʜʣʷ ʚʩʽʭ ʦʧʪʠʤʽʟʘʪʦʨʽʚ ʪʘ ʣʦʛʫʚʘʥʥʷ ʤʝʪʨʠʢ (ʚʪʨʘʪʠ, ʪʦʯʥʽʩʪʴ, 
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ʥʦʨʤʠ ʛʨʘʜʽʻʥʪʘ, ʦʮʽʥʝʥʘ ʜʠʩʧʝʨʩʽʷ, ʤʘʩʰʪʘʙʫʚʘʣʴʥʠʡ ʢʦʝʬʽʮʽʻʥʪ) ʫ CSV; 

ʧʦʨʽʚʥʷʥʥʷ ʧʨʦʚʦʜʠʪʴʩʷ ʚ ʦʜʥʘʢʦʚʠʭ ʫʤʦʚʘʭ ʚʠʤʽʨʶʚʘʥʴ. 

ʆʪʞʝ, ʟʘʧʨʦʧʦʥʦʚʘʥʝ ʰʫʤʦ-ʦʙʽʟʥʘʥʝ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʢʨʦʢʫ ʻ ʩʫʤʽʩʥʠʤ ʽʟ 

parameter-shift ʽ ʪʠʧʦʚʠʤʠ VQA, ʥʝ ʧʦʪʨʝʙʫʻ ʜʦʜʘʪʢʦʚʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʦʨʽʻʥʪʦʚʘʥʝ ʥʘ 

ʩʪʘʙʽʣʽʟʘʮʽʶ ʥʘʚʯʘʥʥʷ ʟʘ ʤʘʣʠʭ ʰʦʪʽʚ. ʇʝʨʩʧʝʢʪʠʚʠ ʧʦʜʘʣʴʰʠʭ ʨʦʙʽʪ ʚʢʣʶʯʘʶʪʴ 

ʨʦʟʰʠʨʝʥʽ ʝʢʩʧʝʨʠʤʝʥʪʠ ʥʘ ʜʽʘʧʘʟʦʥʽ ʰʦʪʽʚ, ʜʦʩʣʽʜʞʝʥʥʷ ʽʥʰʠʭ ʘʥʟʘʮʽʚ ʽ ʟʘʜʘʯ, ʘ 

ʪʘʢʦʞ ʧʦʨʽʚʥʷʥʥʷ ʟ ʛʝʦʤʝʪʨʠʯʥʠʤʠ ʤʝʪʦʜʘʤʠ ʦʧʪʠʤʽʟʘʮʽʾ. 
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1
 ʂʦʤʫʥʘʣʴʥʠʡ ʟʘʢʣʘʜ ʟʘʛʘʣʴʥʦʾ ʩʝʨʝʜʥʴʦʾ ʦʩʚʽʪʠ  

çʃʽʮʝʡ ˉ17 ʍʤʝʣʴʥʠʮʴʢʦʾ ʤʽʩʴʢʦʾ ʨʘʜʠè 
2
 ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʈʆɿʈʆɹʂɸ ʏɸʊɹʆʊʋ ɼʃʗ ʉɸʄʆʆʎɯʅʂʀ ʉʆʎɯɸʃʔʅʆɰ ʊʈʀɺʆɾʅʆʉʊɯ 

ɿ ɺʀʂʆʈʀʉʊɸʅʅʗʄ ɿɸʉʆɹɯɺ ʄɸʐʀʅʅʆɻʆ ʅɸɺʏɸʅʅʗ 
 
ʈʦʙʦʪʘ ʧʨʠʩʚʷʯʝʥʘ ʨʦʟʨʦʙʣʝʥʥʶ ʯʘʪʙʦʪʘ ʜʣʷ ʩʘʤʦʦʮʽʥʢʠ ʩʦʮʽʘʣʴʥʦʾ ʪʨʠʚʦʞʥʦʩʪʽ 

ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. ʅʘ ʦʩʥʦʚʽ ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʾ ʤʦʜʝʣʽ, ʩʪʚʦʨʝʥʦ 

ʧʨʦʪʦʪʠʧ, ʱʦ ʘʥʘʣʽʟʫʻ ʧʦʚʝʜʽʥʢʦʚʽ ʪʘ ʩʘʤʦʦʮʽʥʥʽ ʧʘʨʘʤʝʪʨʠ ʢʦʨʠʩʪʫʚʘʯʘ ʡ ʬʦʨʤʫʻ 

ʦʨʽʻʥʪʦʚʥʫ ʦʮʽʥʢʫ ʨʽʚʥʷ ʩʦʮʽʘʣʴʥʦʾ ʪʨʠʚʦʞʥʦʩʪʽ. ɯʥʪʝʛʨʘʮʽʷ ʫ Telegram ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ 

ʜʦʩʪʫʧʥʽʩʪʴ, ʤʦʙʽʣʴʥʽʩʪʴ ʪʘ ʰʚʠʜʢʽʩʪʴ ʚʟʘʻʤʦʜʽʾ, ʱʦ ʧʽʜʚʠʱʫʻ ʧʨʘʢʪʠʯʥʫ ʮʽʥʥʽʩʪʴ 

ʽʥʩʪʨʫʤʝʥʪʘ. ʋ ʨʦʙʦʪʽ ʚʨʘʭʦʚʘʥʦ ʝʪʠʯʥʽ ʚʠʤʦʛʠ ʱʦʜʦ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ, ʜʦʙʨʦʚʽʣʴʥʦʾ 

ʫʯʘʩʪʽ ʪʘ ʥʝʜʽʘʛʥʦʩʪʠʯʥʦʛʦ ʭʘʨʘʢʪʝʨʫ ʩʝʨʚʽʩʫ, ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʨʝʢʦʤʝʥʜʘʮʽʡ ɺʆʆɿ ʪʘ 

ʖʅɽʉʂʆ. ɿʘʧʨʦʧʦʥʦʚʘʥʝ ʨʽʰʝʥʥʷ ʤʘʻ ʧʦʪʝʥʮʽʘʣ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʷʢ ʜʦʧʦʤʽʞʥʠʡ ʟʘʩʽʙ 

ʩʘʤʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʡ ʧʝʨʚʠʥʥʦʾ ʦʨʽʻʥʪʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ ʫ ʚʣʘʩʥʦʤʫ ʧʩʠʭʦʣʦʛʽʯʥʦʤʫ ʩʪʘʥʽ. 

 

The work is devoted to the development of a chatbot for self-assessment of social anxiety 

using machine learning methods. Based on the classification model, a prototype was created that 

analyzes the behavioral and self-assessment parameters of the user and forms an approximate 

assessment of the level of social anxiety. Integration into Telegram provides high accessibility, 

mobility and speed of interaction, which increases the practical value of the tool. The work takes 

into account ethical requirements for confidentiality, voluntary participation and non-diagnostic 

nature of the service, in accordance with the recommendations of WHO and UNESCO. The 

proposed solution has the potential to be used as an auxiliary tool for self-monitoring and primary 

orientation of users in their own psychological state. 

 

ʇʦʰʠʨʝʥʽʩʪʴ ʪʨʠʚʦʞʥʠʭ ʨʦʟʣʘʜʽʚ ʫ ʩʚʽʪʽ ʪʘ ʚ ʋʢʨʘʾʥʽ ʩʪʘʙʽʣʴʥʦ ʟʨʦʩʪʘʻ, ʱʦ 

ʧʦʚôʷʟʘʥʦ ʟ ʚʧʣʠʚʦʤ ʧʘʥʜʝʤʽʾ COVID-19, ʚʦʻʥʥʠʭ ʧʦʜʽʡ, ʝʢʦʥʦʤʽʯʥʦʾ ʥʝʩʪʘʙʽʣʴʥʦʩʪʽ 

ʪʘ ʟʨʦʩʪʘʶʯʦʾ ʩʦʮʽʘʣʴʥʦʾ ʥʘʧʨʫʛʠ [1]. ɿʘ ʜʘʥʠʤʠ ɺʆʆɿ, ʪʨʠʚʦʞʥʽ ʨʦʟʣʘʜʠ ʚʭʦʜʷʪʴ 

ʜʦ ʧʨʦʚʽʜʥʠʭ ʧʨʠʯʠʥ ʧʦʛʽʨʰʝʥʥʷ ʧʩʠʭʽʯʥʦʛʦ ʟʜʦʨʦʚôʷ ʥʘʩʝʣʝʥʥʷ, ʘ ʚ ʋʢʨʘʾʥʽ ʾʭ 

ʨʽʚʝʥʴ ʽʩʪʦʪʥʦ ʧʽʜʚʠʱʠʚʩʷ ʫ 2022ï2024 ʨʦʢʘʭ [2]. ɿʨʦʩʪʘʥʥʷ ʧʦʪʨʝʙʠ ʚ 

ʽʥʜʠʚʽʜʫʘʣʴʥʽʡ ʧʩʠʭʦʣʦʛʽʯʥʽʡ ʧʽʜʪʨʠʤʮʽ ʪʘ ʙʨʘʢ ʜʦʩʪʫʧʥʠʭ ʬʘʭʽʚʮʽʚ ʟʫʤʦʚʣʶʶʪʴ 

ʘʢʪʫʘʣʴʥʽʩʪʴ ʮʠʬʨʦʚʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʧʦʧʝʨʝʜʥʴʦʾ ʩʘʤʦʦʮʽʥʢʠ ʝʤʦʮʽʡʥʦʛʦ ʩʪʘʥʫ. 

ɿʨʦʩʪʘʥʥʷ ʨʽʚʥʷ ʩʦʮʽʘʣʴʥʦʾ ʪʨʠʚʦʞʥʦʩʪʽ ʩʝʨʝʜ ʨʽʟʥʠʭ ʚʽʢʦʚʠʭ ʛʨʫʧ [3], ʘ 

ʪʘʢʦʞ ʦʙʤʝʞʝʥʠʡ ʜʦʩʪʫʧ ʯʘʩʪʠʥʠ ʥʘʩʝʣʝʥʥʷ ʜʦ ʧʩʠʭʦʣʦʛʽʯʥʦʾ ʧʽʜʪʨʠʤʢʠ 
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ʧʽʜʩʠʣʶʶʪʴ ʧʦʪʨʝʙʫ ʫ ʩʪʚʦʨʝʥʥʽ ʽʥʩʪʨʫʤʝʥʪʽʚ ʨʘʥʥʴʦʾ ʩʘʤʦʦʮʽʥʢʠ ʧʩʠʭʦʝʤʦʮʽʡʥʦʛʦ 

ʩʪʘʥʫ. ʋ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʯʘʪʙʦʪʠ, ʟʜʘʪʥʽ ʘʥʘʣʽʟʫʚʘʪʠ ʤʦʚʣʝʥʥʷ ʢʦʨʠʩʪʫʚʘʯʘ, 

ʥʘʙʫʚʘʶʪʴ ʦʩʦʙʣʠʚʦʾ ʘʢʪʫʘʣʴʥʦʩʪʽ [4, 5]. ɺʦʥʠ ʤʦʞʫʪʴ ʟʘʙʝʟʧʝʯʠʪʠ ʘʥʦʥʽʤʥʽʩʪʴ, 

ʜʦʩʪʫʧʥʽʩʪʴ ʽ ʤʠʪʪʻʚʠʡ ʟʚʦʨʦʪʥʠʡ ʟʚôʷʟʦʢ, ʱʦ ʨʦʙʠʪʴ ʾʭ ʝʬʝʢʪʠʚʥʠʤ ʜʦʧʦʚʥʝʥʥʷʤ 

ʜʦ ʪʨʘʜʠʮʽʡʥʠʭ ʤʝʪʦʜʽʚ ʧʩʠʭʦʣʦʛʽʯʥʦʾ ʜʽʘʛʥʦʩʪʠʢʠ. ɿʘʩʪʦʩʫʚʘʥʥʷ ʩʫʯʘʩʥʠʭ ʤʝʪʦʜʽʚ 

ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ [6] ʜʘʻ ʟʤʦʛʫ ʚʠʷʚʣʷʪʠ ʦʟʥʘʢʠ ʩʦʮʽʘʣʴʥʦʾ ʪʨʠʚʦʞʥʦʩʪʽ ʥʘ 

ʦʩʥʦʚʽ ʪʝʢʩʪʦʚʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʰʣʷʭʦʤ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʣʽʥʛʚʽʩʪʠʯʥʠʭ, 

ʩʝʤʘʥʪʠʯʥʠʭ ʪʘ ʧʨʘʛʤʘʪʠʯʥʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʚʠʩʣʦʚʣʶʚʘʥʴ [7, 8]. 

ʄʦʞʣʠʚʦʩʪʽ NLP ʫ ʮʴʦʤʫ ʥʘʧʨʷʤʢʫ ʟʥʘʯʥʦ ʨʦʟʰʠʨʠʣʠʩʷ ʟʘʚʜʷʢʠ ʧʦʷʚʽ 

ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʘʨʭʽʪʝʢʪʫʨ [9], ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʢʦʥʪʝʢʩʪʥʝ ʤʦʜʝʣʶʚʘʥʥʷ 

ʚʠʩʣʦʚʣʶʚʘʥʴ ʪʘ ʟʜʘʪʥʽ ʚʠʷʚʣʷʪʠ ʧʨʠʭʦʚʘʥʽ ʧʩʠʭʦʝʤʦʮʽʡʥʽ ʤʘʨʢʝʨʠ [10], ʱʦ ʥʝ 

ʧʽʜʜʘʶʪʴʩʷ ʧʨʦʩʪʦʤʫ ʯʘʩʪʦʪʥʦʤʫ ʯʠ ʣʝʢʩʠʯʥʦʤʫ ʘʥʘʣʽʟʫ. ʅʝʡʨʦʤʝʨʝʞʝʚʽ ʤʦʜʝʣʽ 

ʤʦʞʫʪʴ ʨʦʟʧʽʟʥʘʚʘʪʠ ʣʝʢʩʝʤʠ, ʧʦʚôʷʟʘʥʽ ʟ ʫʥʠʢʘʥʥʷʤ, ʥʝʚʧʝʚʥʝʥʽʩʪʶ ʯʠ ʩʪʨʘʭʦʤ 

ʩʦʮʽʘʣʴʥʠʭ ʚʟʘʻʤʦʜʽʡ [11], ʘ ʪʘʢʦʞ ʘʥʘʣʽʟʫʚʘʪʠ ʩʪʠʣʽʩʪʠʯʥʽ ʦʩʦʙʣʠʚʦʩʪʽ ʤʦʚʣʝʥʥʷ, 

ʪʘʢʽ ʷʢ ʩʪʫʧʽʥʴ ʢʦʥʢʨʝʪʥʦʩʪʽ, ʚʘʨʽʘʪʠʚʥʽʩʪʴ ʩʣʦʚʥʠʢʘ ʪʘ ʥʘʷʚʥʽʩʪʴ ʝʤʦʮʽʡʥʦ 

ʟʘʙʘʨʚʣʝʥʠʭ ʢʦʥʩʪʨʫʢʮʽʡ [12]. ʂʨʽʤ ʪʦʛʦ, ʽʥʪʝʛʨʘʮʽʷ ʤʦʜʝʣʝʡ ʩʝʥʪʠʤʝʥʪ-ʘʥʘʣʽʟʫ, 

ʜʝʪʝʢʪʦʨʽʚ ʢʦʛʥʽʪʠʚʥʠʭ ʚʠʢʨʠʚʣʝʥʴ ʪʘ ʢʣʘʩʠʬʽʢʘʪʦʨʽʚ ʧʩʠʭʦʝʤʦʮʽʡʥʠʭ ʩʪʘʥʽʚ 

ʟʘʙʝʟʧʝʯʫʻ ʢʦʤʧʣʝʢʩʥʠʡ ʧʽʜʭʽʜ ʜʦ ʦʮʽʥʶʚʘʥʥʷ ʩʦʮʽʘʣʴʥʦʾ ʪʨʠʚʦʞʥʦʩʪʽ [13, 14]. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʪʘ ʘʧʨʦʙʘʮʽʷ ʯʘʪʙʦʪʘ ʜʣʷ ʩʘʤʦʦʮʽʥʢʠ 

ʩʦʮʽʘʣʴʥʦʾ ʪʨʠʚʦʞʥʦʩʪʽ ʥʘ ʦʩʥʦʚʽ ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʾ ʤʦʜʝʣʽ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, 

ʽʥʪʝʛʨʦʚʘʥʦʾ ʫ ʩʝʨʝʜʦʚʠʱʝ Telegram, ʟ ʦʨʽʻʥʪʘʮʽʻʶ ʥʘ ʜʦʩʪʫʧʥʽʩʪʴ, ʰʚʠʜʢʽʩʪʴ 

ʦʪʨʠʤʘʥʥʷ ʟʚʦʨʦʪʥʦʛʦ ʟʚôʷʟʢʫ ʪʘ ʢʦʨʝʢʪʥʽʩʪʴ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʨʝʟʫʣʴʪʘʪʽʚ. 

ʋ ʤʝʞʘʭ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʨʝʘʣʽʟʦʚʘʥʦ ʧʨʦʪʦʪʠʧ ʯʘʪʙʦʪʘ, ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʘʨʘʤʝʪʨʠ ʩʧʦʩʦʙʫ ʞʠʪʪʷ ʪʘ ʩʘʤʦʦʮʽʥʥʽ ʧʦʢʘʟʥʠʢʠ, ʦʙʨʦʙʣʝʥʽ 

ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʶ ʤʦʜʝʣʣʶ. ɸʣʛʦʨʠʪʤ ʧʝʨʝʜʙʘʯʘʻ ʧʦʧʝʨʝʜʥʶ ʦʙʨʦʙʢʫ ʚʽʜʧʦʚʽʜʝʡ 

ʢʦʨʠʩʪʫʚʘʯʘ, ʧʦʜʘʣʴʰʫ ʦʮʽʥʢʫ ʡʤʦʚʽʨʥʦʩʪʽ ʧʨʦʷʚʽʚ ʩʦʮʽʘʣʴʥʦʾ ʪʨʠʚʦʞʥʦʩʪʽ ʪʘ 

ʬʦʨʤʫʚʘʥʥʷ ʫʟʘʛʘʣʴʥʝʥʦʾ ʨʝʢʦʤʝʥʜʘʮʽʾ. ɯʥʪʝʛʨʘʮʽʷ ʚ Telegram ʜʘʻ ʟʤʦʛʫ ʟʘʙʝʟʧʝʯʠʪʠ 

ʤʠʪʪʻʚʫ ʚʟʘʻʤʦʜʽʶ, ʤʦʙʽʣʴʥʽʩʪʴ, ʘʩʠʥʭʨʦʥʥʽʩʪʴ ʢʦʤʫʥʽʢʘʮʽʾ ʪʘ ʥʠʟʴʢʠʡ ʧʦʨʽʛ 

ʚʭʦʜʞʝʥʥʷ ʜʣʷ ʢʦʨʠʩʪʫʚʘʯʘ.  

ʇʝʨʝʚʘʛʘʤʠ ʨʦʟʨʦʙʣʝʥʦʛʦ ʨʽʰʝʥʥʷ ʻ ʚʠʩʦʢʘ ʜʦʩʪʫʧʥʽʩʪʴ ʩʝʨʚʽʩʫ, 

ʤʦʞʣʠʚʽʩʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʝʟ ʩʧʝʮʽʘʣʴʥʦʾ ʧʽʜʛʦʪʦʚʢʠ, ʰʚʠʜʢʝ ʦʪʨʠʤʘʥʥʷ ʧʝʨʚʠʥʥʦʾ 

ʦʮʽʥʢʠ ʪʘ ʧʦʪʝʥʮʽʘʣ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ. ʄʦʜʝʣʴ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ 

ʜʦʟʚʦʣʷʻ ʽʥʜʠʚʽʜʫʘʣʽʟʫʚʘʪʠ ʨʝʟʫʣʴʪʘʪʠ ʥʘ ʦʩʥʦʚʽ ʧʦʚʝʜʽʥʢʦʚʠʭ ʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʘ, ʘ 

ʽʥʪʝʛʨʘʮʽʷ ʚ ʤʝʩʝʥʜʞʝʨ ʧʽʜʚʠʱʫʻ ʟʨʫʯʥʽʩʪʴ ʪʘ ʤʦʪʠʚʘʮʽʶ ʜʦ ʨʝʛʫʣʷʨʥʦʛʦ 

ʩʘʤʦʩʧʦʩʪʝʨʝʞʝʥʥʷ. 

ɽʪʠʯʥʽ ʘʩʧʝʢʪʠ ʧʨʦʻʢʪʫ ʦʭʦʧʣʶʶʪʴ ʜʦʙʨʦʚʽʣʴʥʽʩʪʴ ʫʯʘʩʪʽ ʢʦʨʠʩʪʫʚʘʯʘ, 

ʧʨʦʟʦʨʝ ʧʦʷʩʥʝʥʥʷ ʤʝʪʠ ʪʘ ʦʙʤʝʞʝʥʴ ʨʦʙʦʪʠ ʤʦʜʝʣʽ, ʜʦʪʨʠʤʘʥʥʷ ʧʨʠʥʮʠʧʽʚ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʪʘ ʤʽʥʽʤʽʟʘʮʽʾ ʟʙʦʨʫ ʜʘʥʠʭ. ʏʘʪʙʦʪ ʥʝ ʚʠʢʦʥʫʻ ʜʽʘʛʥʦʩʪʠʢʠ ʡ ʥʝ 
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ʟʘʤʽʥʶʻ ʬʘʭʽʚʮʷ, ʘ ʩʣʫʛʫʻ ʣʠʰʝ ʜʦʧʦʤʽʞʥʠʤ ʟʘʩʦʙʦʤ ʧʦʧʝʨʝʜʥʴʦʾ ʩʘʤʦʦʮʽʥʢʠ. 

ʉʠʩʪʝʤʘ ʧʝʨʝʜʙʘʯʘʻ ʥʝʡʪʨʘʣʴʥʫ, ʥʝʜʠʩʢʨʠʤʽʥʘʮʽʡʥʫ ʢʦʤʫʥʽʢʘʮʽʶ, ʘ ʪʘʢʦʞ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʷ ʜʦ ʧʨʦʬʝʩʽʡʥʦʾ ʜʦʧʦʤʦʛʠ ʫ ʨʘʟʽ ʚʠʷʚʣʝʥʥʷ ʦʟʥʘʢ ʚʠʨʘʞʝʥʦʛʦ 

ʝʤʦʮʽʡʥʦʛʦ ʜʠʩʪʨʝʩʫ. ʊʘʢʽ ʧʽʜʭʦʜʠ ʫʟʛʦʜʞʫʶʪʴʩʷ ʟ ʨʝʢʦʤʝʥʜʘʮʽʷʤʠ ɺʆʆɿ, 

ʖʅɽʉʂʆ ʪʘ OECD ʱʦʜʦ ʝʪʠʯʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʐɯ ʫ ʩʬʝʨʽ ʟʜʦʨʦʚôʷ. 

ʋʟʘʛʘʣʴʥʶʶʯʠ, ʟʘʧʨʦʧʦʥʦʚʘʥʝ ʨʽʰʝʥʥʷ ʜʝʤʦʥʩʪʨʫʻ ʥʘʫʢʦʚʫ ʥʦʚʠʟʥʫ ʫ 

ʧʦʻʜʥʘʥʥʽ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʟ ʽʥʪʝʨʘʢʪʠʚʥʠʤʠ ʪʝʭʥʦʣʦʛʽʷʤʠ 

ʤʝʩʝʥʜʞʝʨʽʚ ʜʣʷ ʧʽʜʪʨʠʤʢʠ ʧʩʠʭʽʯʥʦʛʦ ʟʜʦʨʦʚôʷ. ʇʨʘʢʪʠʯʥʘ ʟʥʘʯʫʱʽʩʪʴ ʧʦʣʷʛʘʻ ʫ 

ʤʦʞʣʠʚʦʩʪʽ ʟʘʩʪʦʩʫʚʘʥʥʷ ʯʘʪʙʦʪʘ ʷʢ ʜʦʩʪʫʧʥʦʛʦ ʽʥʩʪʨʫʤʝʥʪʫ ʩʘʤʦʦʮʽʥʢʠ, ʱʦ ʤʦʞʝ 

ʩʣʫʛʫʚʘʪʠ ʧʝʨʰʠʤ ʢʨʦʢʦʤ ʜʦ ʩʚʦʻʯʘʩʥʦʛʦ ʟʚʝʨʥʝʥʥʷ ʧʦ ʬʘʭʦʚʫ ʜʦʧʦʤʦʛʫ ʪʘ 

ʧʽʜʚʠʱʝʥʥʷ ʮʠʬʨʦʚʦʾ ʧʩʠʭʦʣʦʛʽʯʥʦʾ ʛʨʘʤʦʪʥʦʩʪʽ ʥʘʩʝʣʝʥʥʷ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɸʅɸʃɯɿ ʉʋʏɸʉʅʀʍ ʅɸʇʈʗʄʂɯɺ ɼʆʉʃɯɼɾɽʅʔ ʋ ʉʌɽʈɯ 

ʇɽʈʀʌɽʈɯʁʅʀʍ ʆɹʏʀʉʃɽʅʔ 
 

ʈʦʟʛʣʷʥʫʪʦ ʢʣʶʯʦʚʽ ʥʘʧʨʷʤʢʠ ʩʫʯʘʩʥʠʭ ʥʘʫʢʦʚʠʭ ʜʦʩʣʽʜʞʝʥʴ ʫ ʛʘʣʫʟʽ ʧʝʨʠʬʝʨʽʡʥʠʭ 

ʦʙʯʠʩʣʝʥʴ ʟʘ ʧʝʨʽʦʜ 2022ï2024 ʨʦʢʽʚ. ʇʨʦʘʥʘʣʽʟʦʚʘʥʦ ʧʫʙʣʽʢʘʮʽʾ, ʧʨʠʩʚʷʯʝʥʽ ʘʨʭʽʪʝʢʪʫʨʽ 

ʙʝʟʧʝʢʠ, ʟʘʩʪʦʩʫʚʘʥʥʶ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʥʘ ʢʨʘʶ ʤʝʨʝʞʽ, ʤʝʪʦʜʘʤ ʦʧʪʠʤʽʟʘʮʽʾ ʨʦʟʧʦʜʽʣʫ 

ʨʝʩʫʨʩʽʚ ʪʘ ʚʽʜʚʘʥʪʘʞʝʥʥʷ ʟʘʚʜʘʥʴ. ʉʠʩʪʝʤʘʪʠʟʦʚʘʥʦ ʦʩʥʦʚʥʽ ʚʠʢʣʠʢʠ ʪʘ ʚʠʟʥʘʯʝʥʦ 

ʧʝʨʩʧʝʢʪʠʚʥʽ çʧʨʦʛʘʣʠʥʠè ʜʣʷ ʧʦʜʘʣʴʰʠʭ ʥʘʫʢʦʚʠʭ ʨʦʟʚʽʜʦʢ, ʟʦʢʨʝʤʘ ʫ ʩʬʝʨʘʭ ʥʘʜʽʡʥʦʩʪʽ, 

ʧʨʦʟʦʨʦʩʪʽ ʪʘ ʩʪʽʡʢʦʩʪʽ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʧʝʨʠʬʝʨʽʡʥʠʭ ʩʠʩʪʝʤ 

 

The key directions of modern scientific research in the field of edge computing for the 

period 2022ï2024 are considered. Publications on security architectures, the application of 

artificial intelligence at the edge of the network, methods for optimizing resource allocation, and 

task offloading are analyzed. The main challenges are systematized, and promising "gaps" for 

further scientific exploration are identified, particularly in the areas of trustworthiness, 

transparency, and sustainability of intelligent edge systems. 

 

ɿʽ ʩʪʨʽʤʢʠʤ ʨʦʟʚʠʪʢʦʤ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʪʘ ʚʠʤʦʛ ʜʦ ʦʙʨʦʙʢʠ ʜʘʥʠʭ ʫ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʪʨʘʜʠʮʽʡʥʽ ʭʤʘʨʥʽ ʘʨʭʽʪʝʢʪʫʨʠ ʩʪʠʢʘʶʪʴʩʷ ʟ ʧʨʦʙʣʝʤʘʤʠ ʟʘʪʨʠʤʦʢ, 

ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ ʪʘ ʧʨʠʚʘʪʥʦʩʪʽ. ʊʝʭʥʦʣʦʛʽʷ ʧʝʨʠʬʝʨʽʡʥʠʭ ʦʙʯʠʩʣʝʥʴ, ʱʦ 

ʧʝʨʝʜʙʘʯʘʻ ʧʝʨʝʥʝʩʝʥʥʷ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ ʙʣʠʞʯʝ ʜʦ ʜʞʝʨʝʣʘ ʜʘʥʠʭ, ʩʪʘʣʘ 

ʢʣʶʯʦʚʠʤ ʨʽʰʝʥʥʷʤ ʮʠʭ ʧʨʦʙʣʝʤ. ʆʜʥʘʢ ʝʬʝʢʪʠʚʥʝ ʚʧʨʦʚʘʜʞʝʥʥʷ edge-ʩʠʩʪʝʤ 

ʚʠʤʘʛʘʻ ʨʦʟʚ'ʷʟʘʥʥʷ ʥʠʟʢʠ ʥʘʫʢʦʚʠʭ ʽ ʧʨʘʢʪʠʯʥʠʭ ʟʘʚʜʘʥʴ, ʧʦʚ'ʷʟʘʥʠʭ ʽʟ ʙʝʟʧʝʢʦʶ, 

ʫʧʨʘʚʣʽʥʥʷʤ ʨʝʩʫʨʩʘʤʠ ʪʘ ʽʥʪʝʛʨʘʮʽʻʶ ʟʽ ʰʪʫʯʥʠʤ ʽʥʪʝʣʝʢʪʦʤ. 

ʄʝʪʦʶ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʨʦʟʨʦʙʢʘ ʘʣʛʦʨʠʪʤʫ ʨʦʟʧʦʜʽʣʫ ʨʝʩʫʨʩʽʚ ʚ 

ʧʝʨʠʬʝʨʽʡʥʠʭ ʩʠʩʪʝʤʘʭ, ʷʢʘ ʙ ʚʨʘʭʦʚʫʚʘʣʘ ʥʝ ʣʠʰʝ ʢʨʠʪʝʨʽʾ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ, ʘʣʝ ʡ 

ʧʦʢʘʟʥʠʢʠ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʩʪʽ ʪʘ ʥʘʜʽʡʥʦʩʪʽ ʜʣʷ ʟʘʚʜʘʥʴ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. 

ɸʥʘʣʽʟ ʥʘʫʢʦʚʠʭ ʧʨʘʮʴ ʜʦʟʚʦʣʷʻ ʚʠʜʽʣʠʪʠ ʢʽʣʴʢʘ ʜʦʤʽʥʘʥʪʥʠʭ ʥʘʧʨʷʤʢʽʚ 

ʜʦʩʣʽʜʞʝʥʴ ʫ ʩʬʝʨʽ ʧʝʨʠʬʝʨʽʡʥʠʭ ʦʙʯʠʩʣʝʥʴ. 

ʇʝʨʰʠʤ ʽ ʦʜʥʠʤ ʽʟ ʥʘʡʙʽʣʴʰ ʢʨʠʪʠʯʥʠʭ ʻ ʧʠʪʘʥʥʷ ʙʝʟʧʝʢʠ. ʈʦʟʧʦʜʽʣʝʥʘ 

ʧʨʠʨʦʜʘ ʧʝʨʠʬʝʨʽʡʥʠʭ ʩʠʩʪʝʤ ʩʪʚʦʨʶʻ ʥʦʚʽ ʚʝʢʪʦʨʠ ʘʪʘʢ. ʋ ʨʦʙʦʪʽ ʧʨʝʜʩʪʘʚʣʝʥʦ 

ʜʝʪʘʣʴʥʠʡ ʦʛʣʷʜ ʘʨʭʽʪʝʢʪʫʨʠ ʙʝʟʧʝʢʠ ʩʧʝʮʽʘʣʴʥʦ ʜʣʷ ʩʠʩʪʝʤ Edge-IoT. ɹʽʣʴʰ 

ʰʠʨʦʢʠʡ ʢʦʥʪʝʢʩʪ ʥʘʜʘʻʪʴʩʷ ʫ ʜʦʩʣʽʜʞʝʥʥʽ, ʜʝ ʘʚʪʦʨʠ ʧʨʦʚʦʜʷʪʴ ʩʠʩʪʝʤʘʪʠʯʥʠʡ 

ʘʥʘʣʽʟ ʙʝʟʧʝʢʠ ʚ ʪʨʴʦʭ ʧʘʨʘʜʠʛʤʘʭ: ʭʤʘʨʥʠʭ, ʪʫʤʘʥʥʠʭ ʪʘ ʧʝʨʠʬʝʨʽʡʥʠʭ 

ʦʙʯʠʩʣʝʥʥʷʭ. 
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ʈʠʩʫʥʦʢ 1 ï  ɿʘʭʠʱʝʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʧʝʨʠʬʝʨʽʡʥʠʭ ʦʙʯʠʩʣʝʥʴ ʥʘ ʙʘʟʽ IoT[1] 

 

ɼʨʫʛʠʡ ʚʘʞʣʠʚʠʡ ʥʘʧʨʷʤʦʢ ï ʮʝ ʟʘʛʘʣʴʥʽ ʦʛʣʷʜʠ ʪʘ ʧʨʘʢʪʠʯʥʽ ʘʩʧʝʢʪʠ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʪʝʭʥʦʣʦʛʽʾ. ʗʢʽʩʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʜʦʧʦʤʘʛʘʻ ʟʨʦʟʫʤʽʪʠ ʨʝʘʣʴʥʽ 

ʧʨʦʙʣʝʤʠ ʪʘ ʧʝʨʝʚʘʛʠ ʧʝʨʠʬʝʨʽʡʥʠʭ ʦʙʯʠʩʣʝʥʴ. ʋ ʩʚʦʶ ʯʝʨʛʫ, ʨʦʙʦʪʘ ʧʨʦʧʦʥʫʻ 

ʰʠʨʦʢʠʡ ʦʛʣʷʜ ʜʦʩʣʽʜʥʠʮʴʢʠʭ ʪʝʥʜʝʥʮʽʡ ʪʘ ʢʦʥʢʨʝʪʥʠʭ ʚʠʧʘʜʢʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ. 

ʊʨʝʪʽʡ, ʽ ʥʘʨʘʟʽ ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʡ, ʥʘʧʨʷʤʦʢ ï ʽʥʪʝʛʨʘʮʽʷ ʧʝʨʠʬʝʨʽʡʥʠʭ 

ʦʙʯʠʩʣʝʥʴ ʟʽ ʰʪʫʯʥʠʤ ʽʥʪʝʣʝʢʪʦʤ, ʱʦ ʦʪʨʠʤʘʣʦ ʥʘʟʚʫ Edge AI. ɯʥʞʝʥʝʨʥʠʡ ʘʩʧʝʢʪ 

ʮʴʦʛʦ ʥʘʧʨʷʤʢʫ ʨʦʟʢʨʠʪʦ ʚ ʨʦʙʦʪʽ, ʜʝ ʘʥʘʣʽʟʫʶʪʴʩʷ ʘʧʘʨʘʪʥʽ ʤʦʞʣʠʚʦʩʪʽ ʪʘ 

ʦʙʤʝʞʝʥʥʷ ʩʫʯʘʩʥʠʭ ʧʨʠʩʪʨʦʾʚ ʜʣʷ ʨʦʟʛʦʨʪʘʥʥʷ ʚʙʫʜʦʚʘʥʦʛʦ ʐɯ. 

ʏʝʪʚʝʨʪʠʡ ʙʣʦʢ ʜʦʩʣʽʜʞʝʥʴ ʧʨʠʩʚʷʯʝʥʠʡ ʪʝʭʥʽʯʥʠʤ ʧʠʪʘʥʥʷʤ ʦʧʪʠʤʽʟʘʮʽʾ 

ʪʘ ʫʧʨʘʚʣʽʥʥʷ ʨʝʩʫʨʩʘʤzʠ. ɽʬʝʢʪʠʚʥʝ ʚʽʜʚʘʥʪʘʞʝʥʥʷ ʟʘʚʜʘʥʴ  ʪʘ ʨʦʟʧʦʜʽʣ ʨʝʩʫʨʩʽʚ ʻ 

ʢʣʶʯʦʚʠʤʠ ʜʣʷ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ edge-ʩʠʩʪʝʤ. 

ʉʫʪʴ ʧʨʦʙʣʝʤʠ ʚʽʜʚʘʥʪʘʞʝʥʥʷ ʧʦʣʷʛʘʻ ʫ ʧʨʠʡʥʷʪʪʽ ʨʽʰʝʥʥʷ: ʚʠʢʦʥʫʚʘʪʠ 

ʟʘʚʜʘʥʥʷ ʣʦʢʘʣʴʥʦ ʥʘ ʧʨʠʩʪʨʦʾ ʯʠ ʧʝʨʝʜʘʪʠ ʡʦʛʦ ʥʘ ʧʦʪʫʞʥʽʰʠʡ ʧʝʨʠʬʝʨʽʡʥʠʭ 

ʚʫʟʦʣ. 
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ʈʠʩʫʥʦʢ 2 ï  ʄʦʜʝʣʴ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʥʷ ʱʦʜʦ ʚʽʜʚʘʥʪʘʞʝʥʥʷ ʟʘʚʜʘʥʥʷ 

 

ʎʝ ʨʽʰʝʥʥʷ ʯʘʩʪʦ ʬʦʨʤʘʣʽʟʫʻʪʴʩʷ ʷʢ ʦʧʪʠʤʽʟʘʮʽʡʥʘ ʟʘʜʘʯʘ. ʅʘʧʨʠʢʣʘʜ, ʜʣʷ 

ʤʽʥʽʤʽʟʘʮʽʾ ʟʘʛʘʣʴʥʦʾ ʟʘʪʨʠʤʢʠ ʚʠʢʦʥʘʥʥʷ ʟʘʚʜʘʥʥʷ ὭὝ , ʥʝʦʙʭʽʜʥʦ ʟʨʦʙʠʪʠ 

ʚʠʙʽʨ, ʱʦ ʦʧʠʩʫʻʪʴʩʷ ʙʽʥʘʨʥʦʾ ʟʤʽʥʥʦʶ ai  ɴ{0,1} , ʜʝ 1 ʦʟʥʘʯʘʻ ʚʽʜʚʘʥʪʘʞʝʥʥʷ ʥʘ 

ʢʨʘʡ, ʘ 0 ð ʣʦʢʘʣʴʥʝ ʚʠʢʦʥʘʥʥʷ: 

 

ÍÉÎ В ὥ Ὕz ρ ὥ Ὕz    (1) 

 

ʜʝ, Ὕ  ï ʯʘʩ ʣʦʢʘʣʴʥʦʛʦ ʚʠʢʦʥʘʥʥʷ, Ὕ  ï ʩʫʤʘʨʥʠʡ ʯʘʩ ʜʣʷ ʚʽʜʚʘʥʪʘʞʝʥʥʷ, ʷʢʠʡ 

ʚʢʣʶʯʘʻ ʧʝʨʝʜʘʯʫ ʜʘʥʠʭ ʪʘ ʦʙʯʠʩʣʝʥʥʷ ʥʘ ʧʝʨʠʬʝʨʽʡʥʦʤʫ ʩʝʨʚʝʨʽ: 
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Ὕ  Ὕ Ὕ    (2) 

 

ʜʝ Ὀ ï ʦʙʩʷʛ ʜʘʥʠʭ ʟʘʚʜʘʥʥʷ, ὄ ï ʧʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ ʢʘʥʘʣʫ, ὅ ï ʦʙʯʠʩʣʶʚʘʣʴʥʘ 

ʩʢʣʘʜʥʽʩʪʴ ʟʘʚʜʘʥʥʷ, Ὂ  ï ʦʙʯʠʩʣʶʚʘʣʴʥʘ ʟʜʘʪʥʽʩʪʴ ʧʝʨʠʬʝʨʽʡʥʦʛʦ ʚʫʟʣʘ. 

ʊʘʢʘ ʦʧʪʠʤʽʟʘʮʽʷ ʧʦʚʠʥʥʘ ʚʠʢʦʥʫʚʘʪʠʩʴ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʦʙʤʝʞʝʥʴ ʨʝʩʫʨʩʽʚ 

ʧʝʨʠʬʝʨʽʡʥʦʛʦ ʚʫʟʣʘ, ʥʘʧʨʠʢʣʘʜ, ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʧʨʦʮʝʩʦʨ: 

 

В ὥᶻ˞ ὅ    (3) 

 

ɸʥʘʣʽʟ ʦʩʪʘʥʥʽʭ ʜʦʩʣʽʜʞʝʥʴ ʧʦʢʘʟʫʻ, ʱʦ ʭʦʯʘ ʦʢʨʝʤʽ ʘʩʧʝʢʪʠ ʧʝʨʠʬʝʨʽʡʥʠʭ 

ʦʙʯʠʩʣʝʥʴ, ʪʘʢʽ ʷʢ ʦʧʪʠʤʽʟʘʮʽʷ ʟʘʪʨʠʤʢʠ ʪʘ ʙʘʟʦʚʘ ʙʝʟʧʝʢʘ, ʜʦʙʨʝ ʚʠʚʯʝʥʽ, ʙʨʘʢʫʻ 

ʢʦʤʧʣʝʢʩʥʠʭ ʧʽʜʭʦʜʽʚ.  

ɯʩʥʫʻ çʧʨʦʛʘʣʠʥʘè ʫ ʩʪʚʦʨʝʥʥʽ ʘʜʘʧʪʠʚʥʠʭ ʬʨʝʡʤʚʦʨʢʽʚ, ʷʢʽ ʙ ʜʠʥʘʤʽʯʥʦ 

ʢʝʨʫʚʘʣʠ ʨʝʩʫʨʩʘʤʠ, ʚʨʘʭʦʚʫʶʯʠ ʦʜʥʦʯʘʩʥʦ ʜʝʢʽʣʴʢʘ ʢʨʠʪʝʨʽʾʚ: ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ, 

ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʽʩʪʴ ʪʘ ʙʝʟʧʝʢʦʚʽ ʚʠʤʦʛʠ.  

ɹʽʣʴʰʽʩʪʴ ʤʦʜʝʣʝʡ ʦʧʪʠʤʽʟʘʮʽʾ ʻ ʩʪʘʪʠʯʥʠʤʠ ʽ ʥʝ ʨʝʘʛʫʶʪʴ ʥʘ ʟʤʽʥʠ ʚ 

ʤʝʨʝʞʝʚʦʤʫ ʦʪʦʯʝʥʥʽ ʯʠ ʧʦʷʚʫ ʥʦʚʠʭ ʟʘʛʨʦʟ.  

ʅʘʨʝʰʪʽ, ʟʘʣʠʰʘʶʪʴʩʷ ʚʽʜʢʨʠʪʠʤʠ ʧʠʪʘʥʥʷ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ ʤʦʜʝʣʝʡ ʐɯ ʥʘ 

ʢʨʘʶ: ʘʚʪʦʤʘʪʠʟʦʚʘʥʝ ʨʦʟʛʦʨʪʘʥʥʷ, ʤʦʥʽʪʦʨʠʥʛ ʜʝʛʨʘʜʘʮʽʾ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʪʘ 

ʙʝʟʧʝʯʥʝ ʦʥʦʚʣʝʥʥʷ ʤʦʜʝʣʝʡ ʥʘ ʪʠʩʷʯʘʭ ʛʝʪʝʨʦʛʝʥʥʠʭ ʧʨʠʩʪʨʦʾʚ ʙʝʟ ʚʪʨʫʯʘʥʥʷ 

ʣʶʜʠʥʠ. 

ʆʪʞʝ, ʧʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ ʩʫʯʘʩʥʦʾ ʥʘʫʢʦʚʦʾ ʣʽʪʝʨʘʪʫʨʠ ʟʘʩʚʽʜʯʠʚ, ʱʦ ʧʦʧʨʠ 

ʟʥʘʯʥʫ ʫʚʘʛʫ ʜʦ ʧʨʦʙʣʝʤ ʦʧʪʠʤʽʟʘʮʽʾ ʪʘ ʙʝʟʧʝʢʠ ʚ ʧʝʨʠʬʝʨʽʡʥʠʭ ʦʙʯʠʩʣʝʥʥʷʭ, 

ʽʩʥʫʶʯʽ ʨʽʰʝʥʥʷ ʯʘʩʪʦ ʻ ʚʫʟʴʢʦʩʧʝʮʽʘʣʽʟʦʚʘʥʠʤʠ ʪʘ ʩʪʘʪʠʯʥʠʤʠ. ʉʬʦʨʤʫʣʴʦʚʘʥʘ 

ʤʝʪʘ ʜʦʩʣʽʜʞʝʥʥʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʩʧʨʷʤʦʚʘʥʘ ʥʘ ʧʦʜʦʣʘʥʥʷ ʮʽʻʾ ʧʨʦʛʘʣʠʥʠ ʰʣʷʭʦʤ 

ʩʪʚʦʨʝʥʥʷ ʘʜʘʧʪʠʚʥʦʛʦ ʘʣʛʦʨʠʪʤʫ, ʱʦ ʜʠʥʘʤʽʯʥʦ ʙʘʣʘʥʩʫʻ ʤʽʞ ʢʨʠʪʝʨʽʷʤʠ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ, ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʩʪʽ ʪʘ ʥʘʜʽʡʥʦʩʪʽ. ʈʦʟʨʦʙʢʘ ʪʘʢʦʛʦ ʧʽʜʭʦʜʫ 

ʜʦʟʚʦʣʠʪʴ ʩʪʚʦʨʶʚʘʪʠ ʙʽʣʴʰ ʽʥʪʝʣʝʢʪʫʘʣʴʥʽ, ʩʪʽʡʢʽ ʪʘ ʝʬʝʢʪʠʚʥʽ ʧʝʨʠʬʝʨʽʡʥʽ 

ʩʠʩʪʝʤʠ ʜʣʷ ʚʠʢʦʥʘʥʥʷ ʟʘʚʜʘʥʴ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ.  
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 ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ʌʆʈʄʋɺɸʅʅʗ GIFT -ʌɸʁʃɯɺ ɼʃʗ ʉɽʈɽɼʆɺʀʑɸ MOODLE ɼʃʗ 

ɸɺʊʆʄɸʊʀɿʆɺɸʅʆɻʆ ʌʆʈʄʋɺɸʅʅʗ ʊɽʉʊʆɺʀʍ ɿɸɺɼɸʅʔ 
 
ʇʦʜʘʥʦ ʤʝʪʦʜ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʫ ʩʢʣʘʜʽ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʩʪʚʦʨʝʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʜʣʷ ʩʝʨʝʜʦʚʠʱʘ Moodle. ʊʝʩʪʦʚʝ ʟʘʚʜʘʥʥʷ 

ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʦʙôʻʢʪ ʽʟ ʚʥʫʪʨʽʰʥʴʦʶ ʦʙôʻʢʪʥʦʶ ʤʦʜʝʣʣʶ ʪʘ ʟʦʚʥʽʰʥʽʤ ʪʝʢʩʪʦʚʠʤ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷʤ ʫ ʬʦʨʤʘʪʽ GIFT, ʤʽʞ ʷʢʠʤʠ ʧʦʙʫʜʦʚʘʥʦ ʫʥʽʬʽʢʦʚʘʥʝ ʚʽʜʦʙʨʘʞʝʥʥʷ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʽʻʨʘʨʭʽʶ ʚʠʢʣʠʢʽʚ, ʫ ʷʢʽʡ ʛʝʥʝʨʘʮʽʷ ʟʤʽʩʪʫ ʟʘʚʜʘʥʥʷ ʟʜʽʡʩʥʶʻʪʴʩʷ ʤʦʜʝʣʷʤʠ 

ʪʠʧʫ BaseModel, ʘ ʩʝʨʽʘʣʽʟʘʮʽʷ ʜʦ GIFT-ʬʘʡʣʫ ï ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʤ ʤʝʪʦʜʦʤ WriteTestCase. 

ʇʦʢʘʟʘʥʦ ʽʥʪʝʛʨʘʮʽʶ ʤʝʪʦʜʫ ʟ ʧʦʥʷʪʽʡʥʦ-ʪʝʟʦʚʦʶ ʤʦʜʝʣʣʶ ʥʘʚʯʘʣʴʥʦʛʦ ʤʘʪʝʨʽʘʣʫ, 

ʧʽʜʪʨʠʤʢʫ ʨʽʟʥʠʭ ʪʠʧʽʚ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʽ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʠʧʘʜʢʦʚʦʛʦ ʚʠʙʦʨʫ ʜʣʷ 

ʬʦʨʤʫʚʘʥʥʷ ʚʘʨʽʘʪʠʚʥʠʭ ʪʝʩʪʽʚ. ɿʘʟʥʘʯʝʥʦ ʧʝʨʝʚʘʛʠ ʤʝʪʦʜʫ ʱʦʜʦ ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ, 

ʩʫʤʽʩʥʦʩʪʽ ʟ Moodle ʪʘ ʟʨʫʯʥʦʩʪʽ ʝʢʩʧʣʫʘʪʘʮʽʾ ʩʬʦʨʤʦʚʘʥʠʭ GIFT-ʬʘʡʣʽʚ ʫ  

ʥʘʚʯʘʣʴʥʦʤʫ ʧʨʦʮʝʩʽ. 

 

The paper presents a method for generating GIFT files within an information technology 

for automated test item creation in the Moodle environment. A test item is treated as an object with 

an internal model and an external text representation in GIFT format, and a unified mapping 

between these two levels is defined. The proposed call hierarchy separates content generation, 

implemented by BaseModel-derived item models, from serialization to a GIFT file performed by the 

WriteTestCase method. The method is integrated with the conceptïthesis model of instructional 

texts, supports multiple item types and employs random selection to produce variable test versions. 

Its advantages in terms of scalability, compatibility with Moodle and practical usability of the 

resulting GIFT files in educational practice are outlined. 

 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʜʦʩʣʽʜʞʝʥʥʷ ʟʫʤʦʚʣʝʥʘ ʟʨʦʩʪʘʶʯʦʶ ʧʦʪʨʝʙʦʶ ʫ 

ʚʠʩʦʢʦʝʬʝʢʪʠʚʥʠʭ ʽʥʩʪʨʫʤʝʥʪʘʭ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʬʦʨʤʫʚʘʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ, 

ʷʢʽ ʤʦʞʫʪʴ ʧʽʜʪʨʠʤʫʚʘʪʠ ʽʥʜʠʚʽʜʫʘʣʴʥʽ ʦʩʚʽʪʥʽ ʪʨʘʻʢʪʦʨʽʾ ʪʘ ʘʜʘʧʪʠʚʥʽ ʩʮʝʥʘʨʽʾ 

ʢʦʥʪʨʦʣʶ ʟʥʘʥʴ [1, 2]. ʊʨʘʜʠʮʽʡʥʽ ʧʽʜʭʦʜʠ ʜʦ ʩʪʚʦʨʝʥʥʷ ʪʝʩʪʽʚ ʫ Moodle ʚʠʤʘʛʘʶʪʴ 

ʟʥʘʯʥʠʭ ʯʘʩʦʚʠʭ ʽ ʢʘʜʨʦʚʠʭ ʨʝʩʫʨʩʽʚ [3], ʦʩʦʙʣʠʚʦ ʢʦʣʠ ʡʜʝʪʴʩʷ ʧʨʦ ʤʘʩʰʪʘʙʥʽ 

ʢʫʨʩʠ ʘʙʦ ʩʠʩʪʝʤʠ, ʱʦ ʧʦʚʠʥʥʽ ʜʠʥʘʤʽʯʥʦ ʟʤʽʥʶʚʘʪʠ ʩʢʣʘʜʥʽʩʪʴ ʽ ʟʤʽʩʪ ʟʘʚʜʘʥʴ 

ʟʘʣʝʞʥʦ ʚʽʜ ʨʽʚʥʷ ʧʽʜʛʦʪʦʚʢʠ ʩʪʫʜʝʥʪʘ [4, 5]. ʋ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʬʦʨʤʘʪʠ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʛʝʥʝʨʘʮʽʾ, ʟʦʢʨʝʤʘ GIFT, ʚʠʩʪʫʧʘʶʪʴ ʢʣʶʯʦʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʛʥʫʯʢʦʛʦ ʪʘ ʰʚʠʜʢʦʛʦ ʦʥʦʚʣʝʥʥʷ ʙʘʥʢʫ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ [6, 7]. 
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ɿʘʚʜʷʢʠ ʤʦʞʣʠʚʦʩʪʽ ʘʣʛʦʨʠʪʤʽʯʥʦʛʦ ʬʦʨʤʫʚʘʥʥʷ ʟʤʽʩʪʫ ʧʠʪʘʥʥʷ [8], ʘ 

ʪʘʢʦʞ ʧʨʦʛʨʘʤʥʦʾ ʚʘʨʽʘʮʽʾ ʧʘʨʘʤʝʪʨʽʚ ʽ ʩʪʨʫʢʪʫʨ [9], ʘʚʪʦʤʘʪʠʟʘʮʽʷ ʜʦʟʚʦʣʷʻ 

ʩʪʚʦʨʶʚʘʪʠ ʚʝʣʠʢʽ ʥʘʙʦʨʠ ʪʝʩʪʽʚ ʟʽ ʟʙʝʨʝʞʝʥʥʷʤ ʧʝʜʘʛʦʛʽʯʥʦʾ ʚʘʣʽʜʥʦʩʪʽ [10, 11]. 

ɼʣʷ ʘʜʘʧʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ ʮʝ ʤʘʻ ʦʩʦʙʣʠʚʝ ʟʥʘʯʝʥʥʷ, ʦʩʢʽʣʴʢʠ ʩʠʩʪʝʤʘ ʧʦʪʨʝʙʫʻ 

ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʝʢʚʽʚʘʣʝʥʪʥʠʭ ʟʘ ʟʤʽʩʪʦʤ [12], ʘʣʝ ʨʽʟʥʠʭ ʟʘ ʬʦʨʤʦʶ ʟʘʚʜʘʥʴ [13], 

ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʢʦʨʝʢʪʥʝ ʚʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ ʟʥʘʥʴ ʩʪʫʜʝʥʪʘ ʪʘ ʤʽʥʽʤʽʟʫʚʘʪʠ ʝʬʝʢʪ 

ʟʘʧʘʤôʷʪʦʚʫʚʘʥʥʷ [14, 15, 16]. ɺʠʢʦʨʠʩʪʘʥʥʷ ʫʥʽʬʽʢʦʚʘʥʠʭ ʤʦʜʝʣʝʡ ʧʨʝʜʩʪʘʚʣʝʥʥʷ 

ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ ʡ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʩʝʨʽʘʣʽʟʘʮʽʾ ʫ ʬʦʨʤʘʪ GIFT ʟʘʙʝʟʧʝʯʫʻ 

ʤʦʞʣʠʚʽʩʪʴ ʰʚʠʜʢʦʛʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ, ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʦʥʦʚʣʝʥʥʷ ʪʘ 

ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʬʦʨʤʫʚʘʥʥʷ ʨʽʟʥʦʨʽʚʥʝʚʠʭ ʪʝʩʪʦʚʠʭ ʥʘʙʦʨʽʚ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʨʦʟʨʦʙʢʘ ʤʝʪʦʜʫ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʜʣʷ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʩʪʚʦʨʝʥʥʷ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʥʝ ʣʠʰʝ ʧʽʜʚʠʱʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ 

ʨʦʟʨʦʙʢʠ ʩʠʩʪʝʤ ʪʝʩʪʦʚʦʛʦ ʢʦʥʪʨʦʣʶ, ʘʣʝ ʡ ʩʪʚʦʨʶʻ ʦʩʥʦʚʫ ʜʣʷ ʧʦʙʫʜʦʚʠ 

ʘʜʘʧʪʠʚʥʠʭ ʦʩʚʽʪʥʽʭ ʩʠʩʪʝʤ, ʟʜʘʪʥʠʭ ʛʥʫʯʢʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʽʥʜʠʚʽʜʫʘʣʴʥʽ ʦʩʦʙʣʠʚʦʩʪʽ 

ʢʦʨʠʩʪʫʚʘʯʘ ʪʘ ʚʠʤʦʛʠ ʩʫʯʘʩʥʦʛʦ ʮʠʬʨʦʚʦʛʦ ʥʘʚʯʘʣʴʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. 

ʄʝʪʦʜ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʜʣʷ ʩʝʨʝʜʦʚʠʱʘ Moodle ʫ ʨʦʟʨʦʙʣʝʥʽʡ 

ʽʥʬʦʨʤʘʮʽʡʥʽʡ ʪʝʭʥʦʣʦʛʽʾ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʧʦʜʘʥʥʽ ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ ʷʢ ʦʙôʻʢʪʘ, ʱʦ 

ʤʘʻ ʯʽʪʢʦ ʚʠʟʥʘʯʝʥʫ ʚʥʫʪʨʽʰʥʶ ʩʪʨʫʢʪʫʨʫ [17] ʪʘ ʦʜʥʦʟʥʘʯʥʝ ʪʝʢʩʪʦʚʝ 

ʚʽʜʦʙʨʘʞʝʥʥʷ ʫ ʬʦʨʤʘʪʽ ʨʦʟʤʽʪʢʠ GIFT. ʌʦʨʤʘʪ GIFT ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʮʽʣʴʦʚʘ ʤʦʚʘ 

ʧʦʜʘʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʩʫʤʽʩʥʽʩʪʴ ʽʟ ʤʝʭʘʥʽʟʤʘʤʠ 

ʽʤʧʦʨʪʫ ʪʝʩʪʽʚ ʫ Moodle (ʨʠʩʫʥʦʢ 1) ʪʘ ʥʝ ʚʠʤʘʛʘʻ ʚʽʜ ʢʦʨʠʩʪʫʚʘʯʘ ʜʦʜʘʪʢʦʚʠʭ ʟʥʘʥʴ 

ʤʦʚ ʨʦʟʤʽʪʢʠ ʘʙʦ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʨʝʜʘʛʫʚʘʥʥʷ [18].  

 

 
ʈʠʩʫʥʦʢ 1 ï ɽʢʩʧʦʨʪ ʧʠʪʘʥʴ ʫ ʬʘʡʣ 
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ʋ ʚʠʭʽʜʥʦʤʫ ʪʝʢʩʪʽ ʧʽʜʢʨʝʩʣʝʥʦ, ʱʦ GIFT ʻ ʧʨʦʩʪʠʤ ʪʝʢʩʪʦʚʠʤ ʬʦʨʤʘʪʦʤ, 

ʟʜʘʪʥʠʤ ʫ ʤʝʞʘʭ ʦʜʥʦʛʦ ʬʘʡʣʫ ʘʢʫʤʫʣʶʚʘʪʠ ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ 

ʨʽʟʥʠʭ ʪʠʧʽʚ [19], ʧʽʜʪʨʠʤʫʻ ʟʘʧʠʪʘʥʥʷ ʟʘʢʨʠʪʦʾ ʪʘ ʚʽʜʢʨʠʪʦʾ ʬʦʨʤʠ ʽ ʜʦʧʫʩʢʘʻ ʦʧʠʩ 

ʥʘʟʚʠ ʟʘʚʜʘʥʥʷ, ʢʦʤʝʥʪʘʨʽʚ, ʚʘʛʦʚʠʭ ʢʦʝʬʽʮʽʻʥʪʽʚ ʪʘ ʽʥʰʠʭ ʧʘʨʘʤʝʪʨʽʚ, ʥʝʦʙʭʽʜʥʠʭ 

ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʪʝʩʪʫʚʘʥʥʷ ʫ Moodle.  

ʅʘ ʢʦʥʮʝʧʪʫʘʣʴʥʦʤʫ ʨʽʚʥʽ ʤʝʪʦʜ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʩʧʠʨʘʻʪʴʩʷ ʥʘ 

ʫʷʚʣʝʥʥʷ ʧʨʦ ʜʚʽ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʽ ʧʣʦʱʠʥʠ ʧʦʜʘʥʥʷ ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ ï 

ʚʥʫʪʨʽʰʥʶ ʦʙôʻʢʪʥʫ ʤʦʜʝʣʴ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʤʦʜʫʣʽ 

TestGenerator, ʪʘ ʟʦʚʥʽʰʥʻ ʪʝʢʩʪʦʚʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ, ʱʦ ʚʽʜʧʦʚʽʜʘʻ ʬʦʨʤʘʪʫ GIFT. 

ɺʥʫʪʨʽʰʥʷ ʤʦʜʝʣʴ ʨʝʧʨʝʟʝʥʪʫʻ ʟʘʚʜʘʥʥʷ ʫ ʚʠʛʣʷʜʽ ʝʢʟʝʤʧʣʷʨʘ ʘʙʩʪʨʘʢʪʥʦʛʦ ʢʣʘʩʫ 

BaseModel ʽʟ ʟʘʜʘʥʠʤʠ ʧʦʣʷʤʠ ʟʘʛʦʣʦʚʢʘ ʧʠʪʘʥʥʷ, ʤʥʦʞʠʥʠ ʚʘʨʽʘʥʪʽʚ ʚʽʜʧʦʚʽʜʝʡ, 

ʦʟʥʘʢ ʧʨʘʚʠʣʴʥʦʩʪʽ ʪʘ, ʟʘ ʧʦʪʨʝʙʠ, ʜʦʜʘʪʢʦʚʠʭ ʧʘʨʘʤʝʪʨʽʚ [20]. ɿʦʚʥʽʰʥʷ ʬʦʨʤʘ 

ʟʘʜʘʻʪʴʩʷ ʯʝʨʝʟ ʨʷʜʢʠ ʪʝʢʩʪʦʚʦʛʦ ʬʘʡʣʫ, ʜʝ ʧʠʪʘʥʥʷ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʟʘʛʦʣʦʚʢʘ, ʜʘʣʽ ʚ 

ʜʫʞʢʘʭ ʬʽʢʩʫʻʪʴʩʷ ʧʝʨʝʣʽʢ ʚʘʨʽʘʥʪʽʚ, ʢʦʞʝʥ ʟ ʷʢʠʭ ʤʘʨʢʫʻʪʴʩʷ ʩʠʤʚʦʣʦʤ ç=è ʜʣʷ 

ʧʨʘʚʠʣʴʥʦʾ ʚʽʜʧʦʚʽʜʽ ʘʙʦ ç~è ʜʣʷ ʜʠʩʪʨʘʢʪʦʨʽʚ, ʘ ʩʪʨʫʢʪʫʨʘ ʬʘʡʣʫ ʜʦʧʫʩʢʘʻ ʪʘʢʦʞ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʣʫʞʙʦʚʠʭ ʢʦʤʝʥʪʘʨʽʚ, ʷʢʽ ʫ ʨʦʟʨʦʙʣʝʥʽʡ ʩʠʩʪʝʤʽ ʧʦʟʥʘʯʘʶʪʴ ʧʦʯʘʪʦʢ 

ʥʦʚʦʛʦ ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ.  

ʂʣʶʯʦʚʠʤ ʟʘʚʜʘʥʥʷʤ ʤʝʪʦʜʫ ʻ ʧʦʙʫʜʦʚʘ ʚʽʜʦʙʨʘʞʝʥʥʷ ʤʽʞ ʮʠʤʠ ʜʚʦʤʘ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷʤʠ, ʷʢʝ ʟʘʙʝʟʧʝʯʫʻ ʢʦʨʝʢʪʥʫ ʽ ʧʦʚʥʫ ʧʝʨʝʜʘʯʫ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʬʦʨʤʫ ʽ 

ʟʤʽʩʪ ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ. ɼʣʷ ʮʴʦʛʦ ʚ ʙʘʟʦʚʦʤʫ ʢʣʘʩʽ ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ ʟʘʚʜʘʥʴ 

ʨʝʘʣʽʟʦʚʘʥʦ ʫʥʽʬʽʢʦʚʘʥʠʡ ʤʝʪʦʜ ʟʘʧʠʩʫ ʧʠʪʘʥʥʷ ʫ ʬʘʡʣ WriteTestCase. ʉʘʤʝ ʚʽʥ 

ʽʥʢʘʧʩʫʣʶʻ ʢʦʥʢʨʝʪʥʠʡ ʩʠʥʪʘʢʩʠʩ GIFT ʪʘ ʧʨʠʭʦʚʫʻ ʡʦʛʦ ʚʽʜ ʽʥʰʠʭ ʢʦʤʧʦʥʝʥʪʽʚ 

ʩʠʩʪʝʤʠ. ʇʽʜ ʯʘʩ ʚʠʢʣʠʢʫ ʮʴʦʛʦ ʤʝʪʦʜʫ ʤʦʜʫʣʴ ʧʦʩʣʽʜʦʚʥʦ ʜʦʜʘʻ ʜʦ ʚʠʭʽʜʥʦʛʦ 

ʧʦʪʦʢʫ ʩʣʫʞʙʦʚʠʡ ʢʦʤʝʥʪʘʨ, ʱʦ ʬʽʢʩʫʻ ʧʦʯʘʪʦʢ ʧʠʪʘʥʥʷ, ʪʝʢʩʪ ʟʘʛʦʣʦʚʢʘ ʟ 

ʚʽʜʧʦʚʽʜʥʠʤ ʬʦʨʤʘʪʦʤ, ʘ ʧʦʪʽʤ ʫ ʮʠʢʣʽ ʦʙʨʦʙʣʷʻ ʚʩʽ ʝʣʝʤʝʥʪʠ ʢʦʣʝʢʮʽʾ ʚʽʜʧʦʚʽʜʝʡ, 

ʢʦʞʝʥ ʟ ʷʢʠʭ ʧʨʝʜʩʪʘʚʣʝʥʦ ʦʙôʻʢʪʦʤ ʽʟ ʧʦʣʷʤʠ çʪʝʢʩʪ ʚʽʜʧʦʚʽʜʽè ʪʘ çʦʟʥʘʢʘ 

ʧʨʘʚʠʣʴʥʦʩʪʽè. ɼʣʷ ʢʦʞʥʦʛʦ ʚʘʨʽʘʥʪʘ ʟʘ ʦʟʥʘʢʦʶ ʧʨʘʚʠʣʴʥʦʩʪʽ ʦʙʠʨʘʻʪʴʩʷ ʤʘʨʢʝʨ 

ç=è ʘʙʦ ç~è, ʷʢʠʡ ʫ GIFT ʚʠʟʥʘʯʘʻ, ʯʠ ʻ ʚʽʜʧʦʚʽʜʴ ʧʨʘʚʠʣʴʥʦʶ, ʧʽʩʣʷ ʯʦʛʦ 

ʬʦʨʤʫʻʪʴʩʷ ʪʝʢʩʪʦʚʠʡ ʨʷʜʦʢ, ʱʦ ʤʽʩʪʠʪʴ ʮʝʡ ʤʘʨʢʝʨ ʽ ʚʣʘʩʥʝ ʪʝʢʩʪ ʚʽʜʧʦʚʽʜʽ. 

ɿʘʚʝʨʰʘʣʴʥʠʤ ʢʨʦʢʦʤ ʻ ʟʘʧʠʩ ʟʘʢʨʠʚʘʶʯʦʾ ʜʫʞʢʠ ʽ ʧʦʨʦʞʥʴʦʛʦ ʨʷʜʢʘ, ʱʦ 

ʚʽʜʦʢʨʝʤʣʶʻ ʧʦʪʦʯʥʝ ʧʠʪʘʥʥʷ ʚʽʜ ʥʘʩʪʫʧʥʦʛʦ.  

ʊʘʢʠʡ ʧʽʜʭʽʜ ʤʘʻ ʢʽʣʴʢʘ ʤʝʪʦʜʦʣʦʛʽʯʥʠʭ ʥʘʩʣʽʜʢʽʚ. ʇʦ-ʧʝʨʰʝ, ʟʘʜʘʻʪʴʩʷ 

ʯʽʪʢʘ ʤʝʞʘ ʤʽʞ ʣʦʛʽʢʦʶ ʧʦʙʫʜʦʚʠ ʟʤʽʩʪʫ ʟʘʚʜʘʥʥʷ ʪʘ ʤʝʭʘʥʽʟʤʦʤ ʡʦʛʦ ʪʝʢʩʪʦʚʦʛʦ 

ʧʦʜʘʥʥʷ. ʄʦʜʝʣʽ ʬʦʨʤʫʚʘʥʥʷ ʟʘʚʜʘʥʴ ʢʦʥʮʝʥʪʨʫʶʪʴʩʷ ʥʘ ʚʠʙʦʨʽ ʪʝʨʤʽʥʽʚ, ʪʝʟ, 

ʜʠʩʪʨʘʢʪʦʨʽʚ, ʧʦʙʫʜʦʚʽ ʬʦʨʤʫʣʶʚʘʥʥʷ ʧʠʪʘʥʥʷ ʪʘ ʢʦʤʙʽʥʫʚʘʥʥʽ ʚʽʜʧʦʚʽʜʝʡ, ʪʦʜʽ ʷʢ 

ʤʝʪʦʜ WriteTestCase ʚʽʜʧʦʚʽʜʘʻ ʚʠʢʣʶʯʥʦ ʟʘ ʢʦʨʝʢʪʥʫ ʫʧʘʢʦʚʢʫ ʦʪʨʠʤʘʥʦʛʦ ʟʤʽʩʪʫ ʫ 

ʬʦʨʤʘʪ GIFT. ʎʝ ʩʫʪʪʻʚʦ ʩʧʨʦʱʫʻ ʨʦʟʰʠʨʝʥʥʷ ʩʠʩʪʝʤʠ: ʜʦʜʘʚʘʥʥʷ ʥʦʚʦʛʦ ʪʠʧʫ 

ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ ʧʦʪʨʝʙʫʻ ʨʦʟʨʦʙʣʝʥʥʷ ʣʠʰʝ ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʛʦ ʧʽʜʢʣʘʩʫ 
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BaseModel ʽʟ ʚʣʘʩʥʦʶ ʨʝʘʣʽʟʘʮʽʻʶ ʧʦʙʫʜʦʚʠ ʧʠʪʘʥʥʷ, ʘʣʝ ʥʝ ʚʠʤʘʛʘʻ ʟʤʽʥ ʫ 

ʤʝʭʘʥʽʟʤʽ ʟʘʧʠʩʫ ʫ ʬʘʡʣ [21]. ʇʦ-ʜʨʫʛʝ, ʫʥʽʬʽʢʦʚʘʥʘ ʧʨʦʮʝʜʫʨʘ ʟʘʧʠʩʫ ʛʘʨʘʥʪʫʻ 

ʦʜʥʦʨʽʜʥʽʩʪʴ ʚʠʭʽʜʥʠʭ GIFT-ʬʘʡʣʽʚ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʢʦʥʢʨʝʪʥʦʾ ʤʦʜʝʣʽ, ʱʦ ʧʽʜʚʠʱʫʻ 

ʥʘʜʽʡʥʽʩʪʴ ʽʤʧʦʨʪʫ ʜʦ Moodle ʪʘ ʤʽʥʽʤʽʟʫʻ ʨʠʟʠʢʠ ʩʠʥʪʘʢʩʠʯʥʠʭ ʧʦʤʠʣʦʢ. 

ʎʝʥʪʨʘʣʴʥʫ ʨʦʣʴ ʫ ʨʝʘʣʽʟʘʮʽʾ ʤʝʪʦʜʫ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʚʽʜʽʛʨʘʻ 

ʤʝʪʦʜ GenerateTests ʢʣʘʩʫ TestGenerator, ʷʢʠʡ ʦʨʛʘʥʽʟʦʚʫʻ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʚʠʢʣʠʢʽʚ 

ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ ʟʘʚʜʘʥʴ. ʋ ʚʠʭʽʜʥʦʤʫ ʢʦʜʽ ʮʝʡ ʤʝʪʦʜ ʧʨʠʡʤʘʻ ʥʘ ʚʭʽʜ ʪʠʧ 

ʪʝʩʪʦʚʦʛʦ ʟʘʚʜʘʥʥʷ, ʢʽʣʴʢʽʩʪʴ ʧʠʪʘʥʴ, ʱʦ ʤʘʶʪʴ ʙʫʪʠ ʩʬʦʨʤʦʚʘʥʽ, ʪʘ ʟʘʩʽʙ ʟʘʧʠʩʫ ʫ 

ʬʘʡʣ. ʇʝʨʝʜ ʛʝʥʝʨʘʮʽʻʶ ʩʠʩʪʝʤʘ ʢʦʨʠʛʫʻ ʙʘʞʘʥʫ ʢʽʣʴʢʽʩʪʴ ʧʠʪʘʥʴ ʟ ʫʨʘʭʫʚʘʥʥʷʤ 

ʨʦʟʤʽʨʫ ʜʦʩʪʫʧʥʦʾ ʤʥʦʞʠʥʠ ʪʝʨʤʽʥʽʚ, ʱʦʙ ʫʥʠʢʥʫʪʠ ʩʠʪʫʘʮʽʡ, ʢʦʣʠ ʟʘʧʠʪʫʻʪʴʩʷ 

ʙʽʣʴʰʝ ʟʘʚʜʘʥʴ, ʥʽʞ ʜʦʟʚʦʣʷʻ ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʨʝʩʫʨʩ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʩʧʠʩʦʢ ʫʞʝ 

ʚʠʢʦʨʠʩʪʘʥʠʭ ʽʥʜʝʢʩʽʚ, ʤʝʪʦʜ ʟʘʙʝʟʧʝʯʫʻ ʥʝʚʽʜʪʚʦʨʝʥʥʷ ʦʜʥʘʢʦʚʠʭ ʪʝʨʤʽʥʽʚ ʫ ʤʝʞʘʭ 

ʦʜʥʽʻʾ ʩʝʩʽʾ ʛʝʥʝʨʘʮʽʾ, ʱʦ ʧʽʜʚʠʱʫʻ ʨʽʟʥʦʤʘʥʽʪʥʽʩʪʴ ʩʬʦʨʤʦʚʘʥʦʛʦ ʪʝʩʪʫ. ɼʣʷ 

ʢʦʞʥʦʛʦ ʥʦʚʦʛʦ ʟʘʚʜʘʥʥʷ ʚʠʧʘʜʢʦʚʦ ʦʙʠʨʘʻʪʴʩʷ ʪʝʨʤʽʥ, ʥʘ ʦʩʥʦʚʽ ʷʢʦʛʦ, ʯʝʨʝʟ 

ʬʘʙʨʠʯʥʠʡ ʤʝʪʦʜ ModelFactory, ʩʪʚʦʨʶʻʪʴʩʷ ʚʽʜʧʦʚʽʜʥʘ ʤʦʜʝʣʴ BaseModel. ɼʘʣʽ 

ʧʦʩʣʽʜʦʚʥʦ ʚʠʢʣʠʢʘʶʪʴʩʷ ʤʝʪʦʜʠ BuildTestCase, ʷʢʠʡ ʬʦʨʤʫʻ ʧʠʪʘʥʥʷ ʽ ʥʘʙʽʨ 

ʚʽʜʧʦʚʽʜʝʡ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʦʙʨʘʥʦʾ ʤʦʜʝʣʽ, ʪʘ WriteTestCase, ʷʢʠʡ ʟʘʧʠʩʫʻ  

ʨʝʟʫʣʴʪʘʪ ʫ GIFT-ʬʘʡʣ.  

ʊʘʢʠʤ ʯʠʥʦʤ ʬʦʨʤʫʻʪʴʩʷ ʽʻʨʘʨʭʽʷ ʚʠʢʣʠʢʽʚ, ʜʝ GenerateTests ʚʽʜʧʦʚʽʜʘʻ ʟʘ 

ʩʪʨʘʪʝʛʽʯʥʫ ʦʨʛʘʥʽʟʘʮʽʶ ʧʨʦʮʝʩʫ (ʚʠʙʽʨ ʪʝʨʤʽʥʫ, ʪʠʧʫ ʟʘʚʜʘʥʥʷ, ʢʽʣʴʢʦʩʪʽ ʧʠʪʘʥʴ), 

ʤʦʜʝʣʽ ʪʠʧʫ BaseModel ï ʟʘ ʧʦʙʫʜʦʚʫ ʟʤʽʩʪʫ ʢʦʥʢʨʝʪʥʦʛʦ ʟʘʚʜʘʥʥʷ, ʘ ʤʝʪʦʜ 

WriteTestCase ï ʟʘ ʪʝʢʩʪʦʚʫ ʨʝʘʣʽʟʘʮʽʶ ʩʬʦʨʤʦʚʘʥʦʛʦ ʟʘʚʜʘʥʥʷ ʫ ʬʦʨʤʘʪʽ GIFT. 

ɺʘʞʣʠʚʦ, ʱʦ ʚʩʽ ʮʽ ʨʽʚʥʽ ʚʟʘʻʤʦʜʽʶʪʴ ʯʝʨʝʟ ʯʽʪʢʦ ʚʠʟʥʘʯʝʥʽ ʽʥʪʝʨʬʝʡʩʠ, ʱʦ ʜʘʻ 

ʟʤʦʛʫ ʨʦʟʛʣʷʜʘʪʠ ʤʝʪʦʜ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʷʢ ʦʢʨʝʤʠʡ ʢʦʤʧʦʥʝʥʪ ʚ 

ʘʨʭʽʪʝʢʪʫʨʽ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ, ʷʢʠʡ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʧʦʚʪʦʨʥʦ ʚ 

ʽʥʰʠʭ ʩʠʩʪʝʤʘʭ, ʦʨʽʻʥʪʦʚʘʥʠʭ ʥʘ Moodle. 

ʄʝʪʦʜ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʽʥʪʝʛʨʦʚʘʥʦ ʟ ʧʦʧʝʨʝʜʥʽʤʠ ʝʪʘʧʘʤʠ 

ʦʙʨʦʙʢʠ ʥʘʚʯʘʣʴʥʠʭ ʪʝʢʩʪʽʚ ʪʘ ʧʦʙʫʜʦʚʠ ʤʦʜʝʣʝʡ ʬʦʨʤʫʚʘʥʥʷ ʟʘʚʜʘʥʴ. ʅʘ ʚʭʦʜʽ 

ʤʝʪʦʜʫ ʧʝʨʝʙʫʚʘʻ ʤʥʦʞʠʥʘ ʪʝʨʤʽʥʽʚ ʽ ʪʝʟ, ʩʪʨʫʢʪʫʨʦʚʘʥʘ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʧʦʥʷʪʽʡʥʦ-

ʪʝʟʦʚʦʾ ʤʦʜʝʣʽ ʥʘʚʯʘʣʴʥʦʛʦ ʤʘʪʝʨʽʘʣʫ ʪʘ ʦʧʠʩʘʥʘ ʥʘʙʦʨʦʤ ʪʝʛʽʚ, ʱʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʚ ʧʨʘʚʠʣʘʭ ʢʦʥʚʝʨʪʘʮʽʾ.  

ɼʣʷ ʢʦʞʥʦʛʦ ʦʙʨʘʥʦʛʦ ʪʝʨʤʽʥʘ ʤʦʜʝʣʽ ʬʦʨʤʫʚʘʥʥʷ ʟʘʚʜʘʥʴ, ʩʧʠʨʘʶʯʠʩʴ ʥʘ 

ʮʽ ʪʝʛʠ, ʛʝʥʝʨʫʶʪʴ ʦʩʥʦʚʫ ʧʠʪʘʥʥʷ, ʢʦʨʝʢʪʥʫ ʚʽʜʧʦʚʽʜʴ ʽ ʦʜʠʥ ʘʙʦ ʜʝʢʽʣʴʢʘ 

ʜʠʩʪʨʘʢʪʦʨʽʚ. ʄʝʪʦʜ GenerateTests ʟʘʙʝʟʧʝʯʫʻ ʧʦʩʣʽʜʦʚʥʝ ʟʘʩʪʦʩʫʚʘʥʥʷ ʮʠʭ ʤʦʜʝʣʝʡ 

ʜʦ ʝʣʝʤʝʥʪʽʚ ʚʭʽʜʥʦʾ ʤʥʦʞʠʥʠ, ʪʦʜʽ ʷʢ ʟʘʧʠʩ ʫ ʬʘʡʣ ʨʝʘʣʽʟʫʻ ʧʝʨʝʭʽʜ ʚʽʜ 

ʚʥʫʪʨʽʰʥʴʦʛʦ ʧʦʜʘʥʥʷ ʟʘʚʜʘʥʥʷ ʜʦ ʟʦʚʥʽʰʥʴʦʛʦ ʪʝʢʩʪʦʚʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ. ʎʝ 

ʜʦʟʚʦʣʷʻ ʨʦʟʛʣʷʜʘʪʠ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʫ ʷʢ ʟʘʚʝʨʰʘʣʴʥʠʡ ʝʪʘʧ ʢʦʥʚʝʻʨʘ, ʱʦ 

ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʘʥʘʣʽʟʫ ʣʝʢʮʽʡʥʦʛʦ ʪʝʢʩʪʫ, ʚʠʜʽʣʝʥʥʷ ʪʝʨʤʽʥʽʚ, ʧʦʙʫʜʦʚʠ ʪʝʛʦʚʘʥʦʾ 
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ʩʪʨʫʢʪʫʨʠ ʽ ʟʘʚʝʨʰʫʻʪʴʩʷ ʛʦʪʦʚʠʤ ʥʘʙʦʨʦʤ ʟʘʚʜʘʥʴ, ʜʦʩʪʫʧʥʠʤ ʜʣʷ  

ʽʤʧʦʨʪʫ ʫ Moodle. 

ʆʩʦʙʣʠʚʝ ʟʥʘʯʝʥʥʷ ʜʣʷ ʧʨʘʢʪʠʯʥʦʾ ʧʨʠʜʘʪʥʦʩʪʽ ʤʝʪʦʜʫ ʤʘʻ ʧʽʜʪʨʠʤʢʘ 

ʨʽʟʥʠʭ ʪʠʧʽʚ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ, ʧʝʨʝʜʙʘʯʝʥʠʭ ʬʦʨʤʘʪʦʤ GIFT. ʋ ʚʠʭʽʜʥʦʤʫ ʪʝʢʩʪʽ 

ʚʽʜʟʥʘʯʝʥʦ, ʱʦ GIFT ʜʦʟʚʦʣʷʻ ʦʧʠʩʫʚʘʪʠ ʟʘʚʜʘʥʥʷ ʪʠʧʫ ʚʠʙʽʨ ʟ ʤʥʦʞʠʥʠ, ʚʽʨʥʦï

ʥʝʚʽʨʥʦ, ʢʦʨʦʪʢʘ ʚʽʜʧʦʚʽʜʴ, ʚʠʙʽʨ ʚʽʜʧʦʚʽʜʥʦʩʪʽ, ʯʠʩʣʦʚʘ ʚʽʜʧʦʚʽʜʴ, ʜʦʧʦʚʥʶʚʘʪʠ ʾʭ 

ʢʦʤʝʥʪʘʨʷʤʠ ʪʘ ʚʘʛʦʚʠʤʠ ʢʦʝʬʽʮʽʻʥʪʘʤʠ, ʘ ʪʘʢʦʞ ʘʢʫʤʫʣʶʚʘʪʠ ʚ ʦʜʥʦʤʫ ʬʘʡʣʽ ʚʩʽ 

ʟʘʚʜʘʥʥʷ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʠʧʫ.  

ʋ ʨʦʟʨʦʙʣʝʥʽʡ ʽʥʬʦʨʤʘʮʽʡʥʽʡ ʪʝʭʥʦʣʦʛʽʾ ʮʝ ʨʝʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ ʦʢʨʝʤʽ 

ʤʦʜʝʣʽ ʜʣʷ ʢʦʞʥʦʛʦ ʪʠʧʫ ʟʘʚʜʘʥʥʷ, ʷʢʽ ʫʩʧʘʜʢʦʚʫʶʪʴʩʷ ʚʽʜ BaseModel ʽ 

ʧʝʨʝʚʠʟʥʘʯʘʶʪʴ ʣʦʛʽʢʫ ʧʦʙʫʜʦʚʠ ʢʦʣʝʢʮʽʾ ʚʽʜʧʦʚʽʜʝʡ. ʄʝʪʦʜ WriteTestCase ʧʨʠ 

ʮʴʦʤʫ ʟʘʣʠʰʘʻʪʴʩʷ ʩʧʽʣʴʥʠʤ, ʦʩʢʽʣʴʢʠ ʬʦʨʤʘʪ ʧʦʜʘʥʥʷ ʚʘʨʽʘʥʪʽʚ ʚʽʜʧʦʚʽʜʝʡ ʫ GIFT 

ʫʥʽʬʽʢʦʚʘʥʦ ʯʝʨʝʟ ʤʘʨʢʝʨʠ ç=è ʽ ç~è ʪʘ ʬʽʛʫʨʥʽ ʜʫʞʢʠ, ʱʦ ʦʙʨʘʤʣʷʶʪʴ ʧʝʨʝʣʽʢ 

ʚʽʜʧʦʚʽʜʝʡ. ʊʘʢʘ ʦʨʛʘʥʽʟʘʮʽʷ ʢʦʜʫ ʜʦʟʚʦʣʷʻ ʥʘʜʘʣʽ ʨʦʟʰʠʨʶʚʘʪʠ ʩʧʝʢʪʨ 

ʧʽʜʪʨʠʤʫʚʘʥʠʭ ʪʠʧʽʚ ʟʘʚʜʘʥʴ, ʟʙʝʨʽʛʘʶʯʠ ʟʘʛʘʣʴʥʠʡ ʤʝʭʘʥʽʟʤ ʬʦʨʤʫʚʘʥʥʷ  

GIFT-ʬʘʡʣʫ ʥʝʟʤʽʥʥʠʤ. 

ʄʝʪʦʜ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʤʘʻ ʪʘʢʦʞ ʝʢʩʧʣʫʘʪʘʮʽʡʥʽ ʧʝʨʝʚʘʛʠ, 

ʧʦʚôʷʟʘʥʽ ʟ ʧʨʦʩʪʦʪʦʶ ʟʙʝʨʽʛʘʥʥʷ ʽ ʧʝʨʝʥʝʩʝʥʥʷ ʩʬʦʨʤʦʚʘʥʠʭ ʪʝʩʪʽʚ. ʆʩʢʽʣʴʢʠ 

ʨʝʟʫʣʴʪʘʪʠ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ ʧʦʜʘʶʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʟʚʠʯʘʡʥʦʛʦ ʪʝʢʩʪʦʚʦʛʦ ʬʘʡʣʫ ʟ 

ʨʦʟʰʠʨʝʥʥʷʤ, ʱʦ ʽʥʪʝʨʧʨʝʪʫʻʪʴʩʷ Moodle ʷʢ GIFT, ʢʦʨʠʩʪʫʚʘʯ ʤʦʞʝ ʘʨʭʽʚʫʚʘʪʠ, 

ʢʦʧʽʶʚʘʪʠ, ʚʝʨʩʽʡʥʦ ʢʦʥʪʨʦʣʶʚʘʪʠ ʪʘ ʨʝʜʘʛʫʚʘʪʠ ʮʝʡ ʬʘʡʣ ʙʝʟ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ 

ʟʘʩʦʙʽʚ. ʇʨʠ ʥʝʦʙʭʽʜʥʦʩʪʽ ʚʨʫʯʥʫ ʚʠʧʨʘʚʠʪʠ ʦʢʨʝʤʽ ʬʦʨʤʫʣʶʚʘʥʥʷ ʘʙʦ ʜʦʜʘʪʠ 

ʢʦʤʝʥʪʘʨʽ ʜʦʩʪʘʪʥʴʦ ʚʽʜʢʨʠʪʠ GIFT-ʬʘʡʣ ʫ ʪʝʢʩʪʦʚʦʤʫ ʨʝʜʘʢʪʦʨʽ, ʱʦ ʟʥʠʞʫʻ 

ʚʭʽʜʥʠʡ ʧʦʨʽʛ ʜʣʷ ʚʠʢʣʘʜʘʯʘ ʡ ʨʦʙʠʪʴ ʩʠʩʪʝʤʫ ʙʽʣʴʰ ʧʨʦʟʦʨʦʶ. ʋ ʪʦʡ ʞʝ ʯʘʩ 

ʟʘʚʜʷʢʠ ʩʫʚʦʨʦʤʫ ʜʦʪʨʠʤʘʥʥʶ ʩʠʥʪʘʢʩʠʩʫ GIFT, ʷʢʝ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʤʝʪʦʜʦʤ 

WriteTestCase, ʟʙʝʨʽʛʘʻʪʴʩʷ ʛʘʨʘʥʪʽʷ ʢʦʨʝʢʪʥʦʛʦ ʽʤʧʦʨʪʫ ʪʝʩʪʽʚ ʫ Moodle ʙʝʟ 

ʜʦʜʘʪʢʦʚʦʾ ʨʫʯʥʦʾ ʘʜʘʧʪʘʮʽʾ (ʨʠʩʫʥʦʢ 2). 

ɿ ʪʦʯʢʠ ʟʦʨʫ ʘʨʭʽʪʝʢʪʫʨʠ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʦʧʠʩʘʥʠʡ ʤʝʪʦʜ 

ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʬʫʥʢʮʽʦʥʫʻ ʷʢ ʤʦʜʫʣʴ ʚʠʭʽʜʥʦʾ ʩʝʨʽʘʣʽʟʘʮʽʾ, ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʘʙʩʪʨʘʢʮʽʾ ʚʠʱʠʭ ʨʽʚʥʽʚ, ʥʝ ʚʧʣʠʚʘʶʯʠ ʥʘ ʥʠʭ. ʈʦʟʨʦʙʥʠʢ ʤʦʞʝ 

ʤʦʜʠʬʽʢʫʚʘʪʠ ʘʙʦ ʨʦʟʰʠʨʶʚʘʪʠ ʤʦʜʝʣʽ ʬʦʨʤʫʚʘʥʥʷ ʟʘʚʜʘʥʴ, ʟʤʽʥʶʚʘʪʠ ʧʨʘʚʠʣʘ 

ʢʦʥʚʝʨʪʘʮʽʾ, ʚʚʦʜʠʪʠ ʥʦʚʽ ʪʝʛʠ, ʥʝ ʟʤʽʥʶʶʯʠ ʙʘʟʦʚʠʡ ʤʝʭʘʥʽʟʤ ʟʘʧʠʩʫ ʫ ʬʦʨʤʘʪ 

GIFT. ʋ ʛʨʘʥʠʯʥʦʤʫ ʚʠʧʘʜʢʫ ʤʦʞʣʠʚʦ ʥʘʚʽʪʴ ʨʝʘʣʽʟʫʚʘʪʠ ʘʣʴʪʝʨʥʘʪʠʚʥʽ ʤʦʜʫʣʽ 

ʩʝʨʽʘʣʽʟʘʮʽʾ ʜʣʷ ʽʥʰʠʭ ʬʦʨʤʘʪʽʚ, ʥʘʧʨʠʢʣʘʜ, Moodle XML ʘʙʦ QTI, ʟʘʣʠʰʠʚʰʠ 

ʥʝʟʤʽʥʥʠʤʠ ʘʣʛʦʨʠʪʤʠ ʬʦʨʤʫʚʘʥʥʷ ʟʤʽʩʪʫ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ. ʊʘʢʘ ʤʦʜʫʣʴʥʽʩʪʴ ʻ 

ʚʘʞʣʠʚʦʶ ʧʝʨʝʜʫʤʦʚʦʶ ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ ʪʘ ʜʦʚʛʦʪʨʠʚʘʣʦʾ ʧʽʜʪʨʠʤʢʠ ʩʠʩʪʝʤʠ. 

ʆʢʨʝʤʠʤ ʘʩʧʝʢʪʦʤ ʤʝʪʦʜʫ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʭʘʥʽʟʤʽʚ ʚʠʧʘʜʢʦʚʦʛʦ ʚʠʙʦʨʫ 

ʧʨʠ ʬʦʨʤʫʚʘʥʥʽ ʥʘʙʦʨʫ ʟʘʚʜʘʥʴ. ʋ ʬʨʘʛʤʝʥʪʘʭ ʢʦʜʫ, ʥʘʚʝʜʝʥʠʭ ʫ ʨʦʙʦʪʽ, ʧʦʢʘʟʘʥʦ 
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ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʝʥʝʨʘʪʦʨʘ ʧʩʝʚʜʦʚʠʧʘʜʢʦʚʠʭ ʯʠʩʝʣ ʪʘ ʩʪʨʫʢʪʫʨ ʩʧʠʩʢʦʚʦʛʦ 

ʢʦʥʪʨʦʣʶ ʚʞʝ ʚʠʢʦʨʠʩʪʘʥʠʭ ʽʥʜʝʢʩʽʚ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʥʝʨʽʚʥʦʤʽʨʥʽʩʪʴ ʨʦʟʧʦʜʽʣʫ 

ʪʝʨʤʽʥʽʚ ʽ ʟʘʧʦʙʽʛʘʻ ʧʦʚʪʦʨʝʥʥʶ ʦʜʥʘʢʦʚʠʭ ʟʘʚʜʘʥʴ ʫ ʤʝʞʘʭ ʦʜʥʦʛʦ ʪʝʩʪʫ.  

 

 
ʈʠʩʫʥʦʢ 2 ï ʉʬʦʨʤʦʚʘʥʽ ʪʝʩʪʦʚʽ ʟʘʚʜʘʥʥʽ ʧʽʩʣʷ ʽʤʧʦʨʪʫ ʜʦ ʩʝʨʝʜʦʚʠʱʘ Moodle 

 

ʎʝ ʜʦʟʚʦʣʷʻ ʥʘ ʦʩʥʦʚʽ ʦʜʥʽʻʾ ʡ ʪʽʻʾ ʩʘʤʦʾ ʤʥʦʞʠʥʠ ʪʝʨʤʽʥʽʚ ʩʪʚʦʨʶʚʘʪʠ ʨʽʟʥʽ 

ʚʘʨʽʘʥʪʠ ʪʝʩʪʽʚ, ʱʦ ʻ ʚʘʞʣʠʚʠʤ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʧʦʪʦʯʥʦʛʦ ʪʘ ʧʽʜʩʫʤʢʦʚʦʛʦ ʢʦʥʪʨʦʣʶ 

ʟʥʘʥʴ. ʋ ʧʦʻʜʥʘʥʥʽ ʟ ʤʦʞʣʠʚʦʩʪʷʤʠ GIFT ʱʦʜʦ ʚʘʛʦʚʠʭ ʢʦʝʬʽʮʽʻʥʪʽʚ ʪʘ ʢʦʤʝʥʪʘʨʽʚ 

ʮʝ ʩʪʚʦʨʶʻ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʘʜʘʧʪʠʚʥʠʭ ʩʮʝʥʘʨʽʾʚ ʪʝʩʪʫʚʘʥʥʷ, ʜʝ ʩʢʣʘʜʥʽʩʪʴ ʽ 

ʩʪʨʫʢʪʫʨʘ ʪʝʩʪʫ ʤʦʞʫʪʴ ʟʤʽʥʶʚʘʪʠʩʷ ʟʘʣʝʞʥʦ ʚʽʜ ʧʝʜʘʛʦʛʽʯʥʠʭ ʮʽʣʝʡ. 

ʋʟʘʛʘʣʴʥʶʶʯʠ, ʤʝʪʦʜ ʬʦʨʤʫʚʘʥʥʷ GIFT-ʬʘʡʣʽʚ ʜʣʷ ʩʝʨʝʜʦʚʠʱʘ Moodle ʫ 

ʨʘʤʢʘʭ ʨʦʟʨʦʙʣʝʥʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʷʚʣʷʻ ʩʦʙʦʶ ʬʦʨʤʘʣʽʟʦʚʘʥʠʡ ʧʨʦʮʝʩ 

ʧʝʨʝʭʦʜʫ ʚʽʜ ʚʥʫʪʨʽʰʥʽʭ ʤʦʜʝʣʝʡ ʪʝʩʪʦʚʠʭ ʟʘʚʜʘʥʴ ʜʦ ʪʝʢʩʪʦʚʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ, 

ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʦʛʦ ʫ ʬʦʨʤʘʪʽ GIFT. ɺʽʥ ʙʘʟʫʻʪʴʩʷ ʥʘ ʯʽʪʢʽʡ ʦʙôʻʢʪʥʽʡ ʤʦʜʝʣʽ 

ʟʘʚʜʘʥʥʷ, ʫʥʽʬʽʢʦʚʘʥʦʤʫ ʤʝʭʘʥʽʟʤʽ ʩʝʨʽʘʣʽʟʘʮʽʾ, ʚʠʢʦʨʠʩʪʘʥʥʽ ʬʘʙʨʠʯʥʠʭ ʤʝʪʦʜʽʚ 

ʜʣʷ ʧʦʙʫʜʦʚʠ ʟʘʚʜʘʥʴ ʨʽʟʥʠʭ ʪʠʧʽʚ, ʤʝʭʘʥʽʟʤʘʭ ʚʠʧʘʜʢʦʚʦʛʦ ʚʠʙʦʨʫ ʪʝʨʤʽʥʽʚ ʽ 

ʥʘʜʽʡʥʽʡ ʽʥʪʝʛʨʘʮʽʾ ʟ ʪʝʛʦʚʘʥʠʤ ʧʦʜʘʥʥʷʤ ʥʘʚʯʘʣʴʥʦʛʦ ʤʘʪʝʨʽʘʣʫ. ʊʘʢʘ ʦʨʛʘʥʽʟʘʮʽʷ 

ʟʘʙʝʟʧʝʯʫʻ ʩʫʤʽʩʥʽʩʪʴ ʽʟ Moodle, ʧʽʜʪʨʠʤʢʫ ʰʠʨʦʢʦʛʦ ʩʧʝʢʪʨʘ ʪʠʧʽʚ ʟʘʚʜʘʥʴ, 
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ʤʦʞʣʠʚʽʩʪʴ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʪʘ ʨʦʟʰʠʨʝʥʥʷ ʩʠʩʪʝʤʠ, ʘ ʪʘʢʦʞ ʧʨʘʢʪʠʯʥʫ ʟʨʫʯʥʽʩʪʴ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʬʦʨʤʦʚʘʥʠʭ GIFT-ʬʘʡʣʽʚ ʫ ʥʘʚʯʘʣʴʥʦʤʫ ʧʨʦʮʝʩʽ. 
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ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʩʪʚʦʨʝʥʥʷ ʪʝʩʪʽʚ ʫ 

ʩʬʝʨʽ ʙʝʟʧʝʢʠ ʪʘ ʤʝʜʠʮʠʥʠ. ʄʘʪʝʨʽʘʣʠ X ʄʽʞʥʘʨʦʜʥʦʾ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʦʾ ʢʦʥʬʝʨʝʥʮʽʾ 

çɯʥʬʦʨʤʘʮʽʡʥʽ ʫʧʨʘʚʣʷʶʯʽ ʩʠʩʪʝʤʠ ʪʘ ʪʝʭʥʦʣʦʛʽʾ ICST-ODESSA-2021è. ʆʜʝʩʘ ï 2021. ï 

ʉ.105-107.   
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ʃʠʩʝʥʢʦ ʉ.ʄ., ʂʘʯʫʨ ɸ.ɺ. 

 

ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ʉʀʅʊɽɿʋ ʈɽɿʀʃʔɭʅʊʅʀʍ ɸʈʍɯʊɽʂʊʋʈ ʉʀʉʊɽʄ 

ɺɯʈʊʋɸʃʔʅʆɰ ʊɸ ɼʆɼɸʅʆɰ ʈɽɸʃʔʅʆʉʊɯ 
 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʧʽʜʭʽʜ, ʱʦ ʧʦʻʜʥʫʻ ʬʦʨʤʘʣʴʥʽ ʢʨʠʪʝʨʽʾ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʟ ʢʽʣʴʢʽʩʥʦʶ 

ʦʧʪʠʤʽʟʘʮʽʻʶ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤ ʥʘ ʨʽʚʥʷʭ ʘʧʘʨʘʪʥʦʛʦ ʪʘ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʜʘʥʠʭ ʽ ʢʦʨʠʩʪʫʚʘʯʘ. ɺʠʟʥʘʯʝʥʦ ʢʣʶʯʦʚʽ ʧʦʢʘʟʥʠʢʠ ï ʥʘʜʽʡʥʽʩʪʴ, ʜʦʩʪʫʧʥʽʩʪʴ, 

ʮʽʣʽʩʥʽʩʪʴ, ʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ, ʯʘʩ ʚʽʜʥʦʚʣʝʥʥʷ, ʩʪʘʙʽʣʴʥʽʩʪʴ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʫ 

ʢʦʨʠʩʪʫʚʘʯʘ ï ʽ ʧʦʢʘʟʘʥʦ, ʷʢ ʚʦʥʠ ʬʦʨʤʫʶʪʴ ʻʜʠʥʫ ʩʠʩʪʝʤʫ ʦʮʽʥʢʠ ʟʜʘʪʥʦʩʪʽ AR/VR-

ʩʝʨʝʜʦʚʠʱ ʧʽʜʪʨʠʤʫʚʘʪʠ ʨʦʙʦʪʫ ʟʘ ʟʤʽʥʥʠʭ ʫʤʦʚ. ʄʝʪʦʜ ʧʝʨʝʜʙʘʯʘʻ ʧʝʨʝʚʽʨʢʫ ʚʭʽʜʥʠʭ 

ʧʘʨʘʤʝʪʨʽʚ, ʧʦʙʫʜʦʚʫ ʤʦʜʝʣʝʡ ʥʘʜʽʡʥʦʩʪʽ ʪʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʪʨʘʪʝʛʽʡ ʤʽʥʽʤʽʟʘʮʽʾ ʚʧʣʠʚʫ 

ʤʝʨʝʞʝʚʠʭ, ʩʝʨʝʜʦʚʠʱʥʠʭ, ʧʦʚʝʜʽʥʢʦʚʠʭ, ʩʠʩʪʝʤʥʠʭ ʽ ʘʧʘʨʘʪʥʠʭ ʬʘʢʪʦʨʽʚ. ʈʝʟʫʣʴʪʘʪʦʤ ʻ 

ʫʟʛʦʜʞʝʥʘ ʤʦʜʝʣʴ ʟʘʙʝʟʧʝʯʝʥʥʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʱʦ ʜʦʟʚʦʣʷʻ ʦʧʪʠʤʽʟʫʚʘʪʠ ʘʨʭʽʪʝʢʪʫʨʠ 

AR/VR ʟʘ ʚʠʤʽʨʶʚʘʥʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʡ ʙʝʟʧʝʢʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ 

ʩʪʚʦʨʶʻ ʦʩʥʦʚʫ ʜʣʷ ʯʠʩʣʦʚʦʾ ʦʧʪʠʤʽʟʘʮʽʾ ʪʘ ʧʨʘʢʪʠʯʥʦʛʦ ʧʨʦʻʢʪʫʚʘʥʥʷ ʨʝʟʠʣʴʻʥʪʥʠʭ 

ʩʠʩʪʝʤ ʟʘʥʫʨʝʥʥʷ, ʟʜʘʪʥʠʭ ʩʪʘʙʽʣʴʥʦ ʬʫʥʢʮʽʦʥʫʚʘʪʠ ʥʘʚʽʪʴ ʟʘ ʜʽʾ ʟʦʚʥʽʰʥʽʭ ʬʘʢʪʦʨʽʚ. 

 

A method is proposed that combines formal resilience criteria with quantitative 

optimisation to enhance system stability across hardware, software, data, and user levels. Key 

indicators ï reliability, availability, integrity, fault tolerance, recovery time, performance stability, 

and user safety ï are defined and shown to form a unified framework for assessing the capability of 

AR/VR environments to maintain operation under variable conditions. The method includes 

verification of input parameters, construction of reliability models, and application of strategies to 

minimise the impact of network, environmental, behavioural, system, and hardware factors. The 

result is a coherent resilience assurance model that enables optimisation of AR/VR architectures 

according to measurable performance and safety criteria.The proposed approach provides a 

foundation for numerical optimisation and practical design of resilient immersive systems capable 

of stable functioning even under external disturbances. 

 

ʈʝʟʠʣʴʻʥʪʥʽʩʪʴ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʧʽʜʪʨʠʤʫʚʘʪʠ 

ʧʨʠʡʥʷʪʥʠʡ ʨʽʚʝʥʴ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ, ʧʦʧʨʠ ʟʙʦʾ, ʜʝʛʨʘʜʘʮʽʶ ʯʠ ʟʦʚʥʽʰʥʽ ʚʧʣʠʚʠ. ɼʣʷ 

ʾʾ ʦʮʽʥʶʚʘʥʥʷ ʚʠʟʥʘʯʝʥʦ ʩʫʢʫʧʥʽʩʪʴ ʢʽʣʴʢʽʩʥʠʭ ʢʨʠʪʝʨʽʾʚ: ʥʘʜʽʡʥʽʩʪʴ, ʜʦʩʪʫʧʥʽʩʪʴ, 

ʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ, ʮʽʣʽʩʥʽʩʪʴ, ʯʘʩ ʚʽʜʥʦʚʣʝʥʥʷ, ʩʪʘʙʽʣʴʥʽʩʪʴ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʪʘ 

ʙʝʟʧʝʢʘ ʢʦʨʠʩʪʫʚʘʯʘ [1]. ʅʘʜʽʡʥʽʩʪʴ ʩʠʩʪʝʤʠ: 

 ,( )
t

R t e
l-

=     (1) 

ʜʝ ɚ ï ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʚʽʜʤʦʚ. 

ɼʦʩʪʫʧʥʽʩʪʴ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ: 
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 ,
MTTF

A
MTTF MTTR
=

+
    (2) 

ʜʝ MTTF ï ʩʝʨʝʜʥʽʡ ʯʘʩ ʜʦ ʚʽʜʤʦʚʠ, MTTR ï ʩʝʨʝʜʥʽʡ ʯʘʩ ʚʽʜʥʦʚʣʝʥʥʷ. 

ɺʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ ʜʣʷ k-ʽʟ-n ʩʠʩʪʝʤ: 

 ( , , ) ( ) [1 ( )]
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i n i

i k
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FT k n t R t R t
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=

å õ
= -æ ö
ç ÷
ä   (3) 

ʎʽʣʽʩʥʽʩʪʴ ʚʽʜʦʙʨʘʞʘʻ ʩʪʽʡʢʽʩʪʴ ʜʦ ʧʦʰʢʦʜʞʝʥʥʷ ʜʘʥʠʭ ʧʽʜ ʯʘʩ ʧʝʨʝʜʘʯʽ ʪʘ 

ʟʙʝʨʽʛʘʥʥʷ. ɿ ʫʨʘʭʫʚʘʥʥʷʤ ʟʥʘʡʜʝʥʠʭ ʪʘ ʚʠʧʨʘʚʣʝʥʥʠʭ ʧʦʤʠʣʦʢ: 

 1 d c

d

E E
I

E

-
= -      (4) 

ʏʘʩ ʚʽʜʥʦʚʣʝʥʥʷ ï ʟʘʪʨʘʯʝʥʠʡ ʯʘʩ ʚʽʜ ʚʠʥʠʢʥʝʥʥʷ ʟʙʦʶ ʜʦ ʧʦʚʥʦʛʦ 

ʚʽʜʥʦʚʣʝʥʥʷ, ʧʨʠʚôʷʟʘʥʠʡ ʜʦ ʩʝʨʝʜʥʴʦʛʦ ʯʘʩʫ ʚʽʜʥʦʚʣʝʥʥʷ: 
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1

1
( )

N

restore i fail i
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ʉʪʘʙʽʣʴʥʽʩʪʴ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʧʦʢʘʟʫʻ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʥʦʤʽʥʘʣʴʥʠʭ 

ʧʦʢʘʟʥʠʢʽʚ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ: 

0

0

| ( ) |
1

P t P
PS

P

-
= -     (6) 

ʇʘʨʘʤʝʪʨ ʙʝʟʧʝʢʠ ʢʦʨʠʩʪʫʚʘʯʘ ï ʮʝ ʡʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʥʝʙʝʟʧʝʯʥʘ 

ʩʠʪʫʘʮʽʷ ʥʝ ʩʪʘʥʝʪʴʩʷ: 

 1 1 (1 )hazard sysUS P Rr= - = - -   (7) 

ʂʦʞʝʥ ʧʦʢʘʟʥʠʢ ʚʽʜʦʙʨʘʞʘʻ ʦʢʨʝʤʠʡ ʘʩʧʝʢʪ ʧʦʚʝʜʽʥʢʠ ʩʠʩʪʝʤʠ ʡ ʚʠʤʘʛʘʻ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʩʪʨʘʪʝʛʽʡ ʧʦʢʨʘʱʝʥʥʷ. ɸʧʘʨʘʪʥʘ ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ ʧʽʜʚʠʱʫʻʪʴʩʷ ʟʘ 

ʨʘʭʫʥʦʢ ʥʘʜʣʠʰʢʦʚʦʩʪʽ, ʪʝʧʣʦʚʦʛʦ ʢʦʥʪʨʦʣʶ ʪʘ ʘʜʘʧʪʠʚʥʦʛʦ ʝʥʝʨʛʦʢʝʨʫʚʘʥʥʷ; 

ʧʨʦʛʨʘʤʥʘ ï ʟʘʚʜʷʢʠ ʤʝʭʘʥʽʟʤʘʤ ʩʘʤʦʚʽʜʥʦʚʣʝʥʥʷ ʪʘ ʢʦʥʪʨʦʣʴʥʠʤ ʪʦʯʢʘʤ; 

ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ ʜʘʥʠʭ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʥʘʜʤʽʨʥʽʩʪʶ ʢʘʥʘʣʽʚ ʟʚôʷʟʢʫ ʪʘ ʢʦʨʝʢʮʽʻʶ 

ʧʦʤʠʣʦʢ; ʢʦʨʠʩʪʫʚʘʮʴʢʘ ï ʝʨʛʦʥʦʤʽʯʥʠʤ ʜʠʟʘʡʥʦʤ ʽ ʙʝʟʧʝʢʦʚʠʤʠ ʦʙʤʝʞʝʥʥʷʤʠ, ʱʦ 

ʤʽʥʽʤʽʟʫʶʪʴ ʚʧʣʠʚ ʟʙʦʾʚ ʥʘ ʩʧʨʠʡʥʷʪʪʷ. 

ʄʝʪʦʜʦʣʦʛʽʯʥʘ ʩʭʝʤʘ ʨʦʟʛʣʷʜʘʻ ʮʽ ʢʨʠʪʝʨʽʾ ʷʢ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʽ ʮʽʣʽ 

ʦʧʪʠʤʽʟʘʮʽʾ. ʇʦʣʽʧʰʝʥʥʷ ʦʜʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʯʘʩʪʦ ʧʦʢʨʘʱʫʻ ʽʥʰʽ ï ʥʘʧʨʠʢʣʘʜ, 

ʩʢʦʨʦʯʝʥʥʷ ʯʘʩʫ ʚʽʜʥʦʚʣʝʥʥʷ ʧʽʜʚʠʱʫʻ ʜʦʩʪʫʧʥʽʩʪʴ, ʘ ʟʥʠʞʝʥʥʷ ʯʘʩʪʦʪʠ ʧʦʤʠʣʦʢ 

ʟʤʽʮʥʶʻ ʮʽʣʽʩʥʽʩʪʴ ʽ ʩʪʘʙʽʣʴʥʽʩʪʴ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ. ʆʪʞʝ, ʩʠʥʪʝʟ ʩʧʨʷʤʦʚʘʥʠʡ ʥʘ 

ʧʦʰʫʢ ʙʘʛʘʪʦʚʠʤʽʨʥʦʛʦ ʦʧʪʠʤʫʤʫ, ʜʝ ʧʦʻʜʥʘʥʥʷ ʘʨʭʽʪʝʢʪʫʨʥʠʭ ʨʽʰʝʥʴ ʜʣʷ 

ʘʧʘʨʘʪʥʠʭ, ʧʨʦʛʨʘʤʥʠʭ, ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʽ ʢʦʨʠʩʪʫʚʘʮʴʢʠʭ ʧʽʜʩʠʩʪʝʤ ʟʘʙʝʟʧʝʯʫʻ 

ʥʘʡʚʠʱʫ ʩʪʽʡʢʽʩʪʴ ʩʠʩʪʝʤʠ ʟʘ ʟʘʜʘʥʠʭ ʫʤʦʚ ʝʢʩʧʣʫʘʪʘʮʽʾ. 

ʄʝʪʦʜ ʧʝʨʝʜʙʘʯʘʻ ʤʘʢʩʠʤʽʟʘʮʽʶ ʢʦʞʥʦʛʦ ʢʨʠʪʝʨʽʶ ʦʢʨʝʤʦ ʧʨʠ ʦʜʥʦʯʘʩʥʽʡ 

ʤ̔ ʥʽʤʽʟʘʮʽʾ ʯʘʩʫ ʚʽʜʥʦʚʣʝʥʥʷ. ʂʦʥʬʽʛʫʨʘʮʽʡʥʽ ʧʘʨʘʤʝʪʨʠ (ʨʽʚʝʥʴ ʨʝʟʝʨʚʫʚʘʥʥʷ, 
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ʧʦʣʽʪʠʢʘ DVFS, ʯʘʩʪʦʪʘ ʢʦʥʪʨʦʣʴʥʠʭ ʪʦʯʦʢ, ʨʽʚʝʥʴ FEC, ʨʝʞʠʤ ʙʝʟʧʝʢʠ [2]-[5]) 

ʦʮʽʥʶʶʪʴʩʷ ʚʽʜʥʦʩʥʦ ʚʠʤʽʨʶʚʘʥʠʭ ʤʝʪʨʠʢ. 

ɽʪʘʧ 1 ï ʚʝʨʠʬʽʢʘʮʽʷ ʪʘ ʙʘʟʦʚʘ ʦʮʽʥʢʘ. 

ʇʝʨʝʜ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʤʝʪʦʜʽʚ ʧʦʤôʷʢʰʝʥʥʷ ʩʠʩʪʝʤʘ ʧʨʦʭʦʜʠʪʴ ʩʪʨʫʢʪʫʨʥʫ 

ʧʝʨʝʚʽʨʢʫ: ʫʪʦʯʥʶʶʪʴʩʷ ʧʘʨʘʤʝʪʨʠ, ʤʦʜʝʣʽ ʪʘ ʚʠʤʽʨʶʚʘʥʥʷ. ɺʠʟʥʘʯʘʻʪʴʩʷ ʯʘʩ ʤʽʩʽʾ 

ʡ ʨʦʙʦʯʽ ʨʝʞʠʤʠ (idle/normal/peak), ʩʪʚʦʨʶʻʪʴʩʷ Reliability Block Diagram (RBD) ʜʣʷ 

ʦʩʥʦʚʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ, ʘ ʜʣʷ ʙʣʦʢʽʚ ʽʟ ʚʽʜʥʦʚʣʝʥʥʷʤ ï ʤʽʥʽʤʘʣʴʥʘ CTMC-ʤʦʜʝʣʴ, ʱʦ 

ʦʧʠʩʫʻ ʯʘʩʦʚʫ ʜʠʥʘʤʽʢʫ. ʈʦʟʨʘʭʦʚʫʶʪʴʩʷ ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʚʽʜʤʦʚ ɚ ʽ ʚʽʜʥʦʚʣʝʥʥʷ ɛ 

ʧʝʨʝʚʽʨʷʶʪʴʩʷ ʟʘʪʨʠʤʢʠ ʽ ʛʨʘʥʠʯʥʽ ʤʝʭʘʥʽʟʤʠ ʙʝʟʧʝʢʠ (guardian boundaries, freeze-

on-fault). ɼʣʷ ʢʦʞʥʦʛʦ ʢʨʠʪʝʨʽʶ ʟʘʜʘʶʪʴʩʷ ʤʽʥʽʤʘʣʴʥʽ ʧʨʠʡʥʷʪʥʽ ʟʥʘʯʝʥʥʷ, ʥʠʞʯʽ 

ʢʦʥʬʽʛʫʨʘʮʽʾ ʚʽʜʩʽʶʶʪʴʩʷ ʜʦ ʝʪʘʧʫ ʩʠʥʪʝʟʫ. 

ɽʪʘʧ 2 ï ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʪʨʘʪʝʛʽʡ ʧʦʤôʷʢʰʝʥʥʷ ʚʧʣʠʚʫ. 

ɼʣʷ ʧʽʜʚʠʱʝʥʥʷ ʟʘʛʘʣʴʥʦʾ ʩʪʽʡʢʦʩʪʽ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʮʽʣʴʦʚʽ ʟʘʭʦʜʠ ʧʨʦʪʠ 

ʦʩʥʦʚʥʠʭ ʟʙʫʨʶʚʘʣʴʥʠʭ ʬʘʢʪʦʨʽʚ: ʤʝʨʝʞʝʚʠʭ ʫʤʦʚ, ʧʘʨʘʤʝʪʨʽʚ ʩʝʨʝʜʦʚʠʱʘ, 

ʧʦʚʝʜʽʥʢʠ ʢʦʨʠʩʪʫʚʘʯʘ, ʩʠʩʪʝʤʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ ʪʘ ʘʧʘʨʘʪʥʠʭ ʦʙʤʝʞʝʥʴ. ʎʽ 

ʬʘʢʪʦʨʠ ʧʦ-ʨʽʟʥʦʤʫ ʚʧʣʠʚʘʶʪʴ ʥʘ ʘʧʘʨʘʪʥʽ (H), ʧʨʦʛʨʘʤʥʽ (S), ʢʦʤʫʥʽʢʘʮʽʡʥʽ (D) ʡ 

ʢʦʨʠʩʪʫʚʘʮʴʢʽ (U) ʧʽʜʩʠʩʪʝʤʠ. ɼʣʷ ʢʦʞʥʦʛʦ ʨʽʚʥʷ ʧʝʨʝʜʙʘʯʝʥʦ ʢʦʥʢʨʝʪʥʽ ʤʝʪʦʜʠ ï 

ʘʜʘʧʪʠʚʥʝ ʧʦʪʦʢʦʚʝ ʧʝʨʝʜʘʚʘʥʥʷ, ʧʨʦʛʥʦʟʥʝ ʢʝʨʫʚʘʥʥʷ ʪʝʤʧʝʨʘʪʫʨʦʶ, 

ʩʘʤʦʚʽʜʥʦʚʣʝʥʥʷ ʧʨʦʮʝʩʽʚ, ʙʘʛʘʪʦʢʘʥʘʣʴʥʝ ʟôʻʜʥʘʥʥʷ, ʜʠʥʘʤʽʯʥʫ ʟʤʽʥʫ ʨʽʚʥʷ 

ʜʝʪʘʣʽʟʘʮʽʾ, ʘ ʪʘʢʦʞ ʤʝʭʘʥʽʟʤʠ, ʱʦ ʧʽʜʚʠʱʫʶʪʴ ʢʦʤʬʦʨʪ ʽ ʙʝʟʧʝʢʫ ʢʦʨʠʩʪʫʚʘʯʘ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʤʝʪʦʜʫ ʤʦʞʝ ʙʫʪʠ ʧʨʦʤʦʜʝʣʴʦʚʘʥʝ ʚ Simulink (ʨʠʩʫʥʦʢ 1) 

 

 
ʈʠʩʫʥʦʢ 1 ï ɺ̔ ʜʥʦʚʣʝʥʥʷ ʩʠʩʪʝʤʠ ʧʽʩʣʷ ʟʙʦʶ 
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ʋ ʨʝʟʫʣʴʪʘʪʽ ʬʦʨʤʫʻʪʴʩʷ ʫʥʽʬʽʢʦʚʘʥʘ ʤʦʜʝʣʴ ʩʠʥʪʝʟʫ, ʷʢʘ ʧʝʨʝʪʚʦʨʶʻ ʮʽ 

ʩʪʨʘʪʝʛʽʾ ʥʘ ʧʘʨʘʤʝʪʨʠʟʦʚʘʥʽ ʟʤʽʥʥʽ, ʱʦ ʤʦʞʫʪʴ ʙʫʪʠ ʦʧʪʠʤʽʟʦʚʘʥʽ ʘʥʘʣʽʪʠʯʥʦ ʘʙʦ 

ʰʣʷʭʦʤ ʯʠʩʝʣʴʥʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʤʘʢʩʠʤʘʣʴʥʦʾ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ 

AR/VR-ʩʠʩʪʝʤ. 

 

ʇʝʨʝʣʽʢ ʧʦʩʠʣʘʥʴ 
1. S. Lysenko and A. Kachur, ñA Resilience Assurance Process Model for Enhancing Virtual 
Reality Architectural Design,ò 2024 14th International Conference on Dependable Systems, 

Services and Technologies (DESSERT), Athens, Greece, 2024, pp. 1ï9, doi: 

10.1109/DESSERT65323.2024.11122129. 

2. Y. Sun, Z. Jiang, C. Xu, S. Zhou, and Z. Niu, ñCommunication, Computing and Caching for 
Mobile VR Delivery: Modeling and Trade-off,ò arXiv preprint arXiv:1804.10335, 2018. [Online]. 

Available: https://arxiv.org/abs/1804.10335 

3. X. Zhang, Y. Xia, and M. Ali, ñA Smartphone Thermal Temperature Analysis for Virtual and 
Augmented Reality,ò National Science Foundation Technical Report, 2020. [Online]. Available: 

https://par.nsf.gov/servlets/purl/10219090 

4. J. Gomez, S. Raghunathan, and K. Chowdhury, ñDistributed On-Sensor Compute System for 

AR/VR Devices: A Semi-Analytical Simulation Framework for Power Estimation,ò arXiv preprint 

arXiv:2203.07474, 2022. [Online]. Available: https://arxiv.org/abs/2203.07474 

5. J. Xiong, Y. Li, K. Liu, X. Liu, and Z. Liu, ñAugmented Reality and Virtual Reality Displays: 
Emerging Technologies and Future Perspectives,ò Light: Science & Applications, vol. 10, no. 1, 

2021. [Online]. Available: https://www.nature.com/articles/s41377-021-00658-8 

  



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025 267 

#Paper_2025_116_ 

ʋɼʂ 004.738.5 

 

ʃʽʩʦʚʠʡ ɺ.ɺ., ʄʽʰʘʥ ɺ.ɺ. 

 

ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʈɽɾɽɺɸ ɸʈʍɯʊɽʂʊʋʈɸ ʈʆɿʋʄʅʆɻʆ ʄɯʉʊɸ ɿ ɺʀʂʆʈʀʉʊɸʅʅʗʄ 

ɯʆʊ-ʈɯʐɽʅʔ 
 
ʈʦʟʛʣʷʥʫʪʦ ʧʨʠʥʮʠʧʠ ʧʦʙʫʜʦʚʠ ʤʝʨʝʞʝʚʦʾ ʘʨʭʽʪʝʢʪʫʨʠ ʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘ ʽʟ 

ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʪʝʭʥʦʣʦʛʽʡ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT). ʇʨʦʘʥʘʣʽʟʦʚʘʥʦ ʩʫʯʘʩʥʽ ʧʽʜʭʦʜʠ ʜʦ 

ʽʥʪʝʛʨʘʮʽʾ ʩʝʥʩʦʨʥʠʭ ʩʠʩʪʝʤ, ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʪʘ ʫʧʨʘʚʣʽʥʥʷ ʤʽʩʴʢʦʶ ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʤʦʜʝʣʴ ʘʨʭʽʪʝʢʪʫʨʠ, ʷʢʘ ʟʘʙʝʟʧʝʯʫʻ ʝʬʝʢʪʠʚʥʫ ʚʟʘʻʤʦʜʽʶ ʧʽʜʩʠʩʪʝʤ, 

ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʽ ʧʽʜʚʠʱʝʥʫ ʙʝʟʧʝʢʫ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʦʙʤʽʥʫ. 

 

The principles of building a smart city network architecture using Internet of Things (IoT) 

technologies are considered. Modern approaches to the integration of sensor systems, data 

transmission, and urban infrastructure management are analyzed. A model of architecture that 

ensures efficient subsystem interaction, scalability, and increased data security is proposed. 

 

ɿʛʽʜʥʦ ʟʽ ʟʚʽʪʘʤʠ ITU-T (2024) ʪʘ Cisco Smart Cities Report (2023), ʧʦʥʘʜ 

60% ʤʽʩʪ ʩʚʽʪʫ ʚʞʝ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʝʣʝʤʝʥʪʠ IoT ʜʣʷ ʫʧʨʘʚʣʽʥʥʷ ʪʨʘʥʩʧʦʨʪʦʤ, 

ʝʥʝʨʛʝʪʠʢʦʶ ʪʘ ʢʦʤʫʥʘʣʴʥʠʤʠ ʧʦʩʣʫʛʘʤʠ. ɿʽ ʟʨʦʩʪʘʥʥʷʤ ʢʽʣʴʢʦʩʪʽ ʧʽʜʢʣʶʯʝʥʠʭ 

ʧʨʠʩʪʨʦʾʚ ʚʠʥʠʢʘʻ ʧʦʪʨʝʙʘ ʫ ʧʦʙʫʜʦʚʽ ʥʘʜʽʡʥʦʾ ʪʘ ʫʥʽʬʽʢʦʚʘʥʦʾ ʤʝʨʝʞʝʚʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʟʜʘʪʥʦʾ ʦʙʨʦʙʣʷʪʠ ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʘʥʘʣʽʟ ʽ ʧʨʦʻʢʪʫʚʘʥʥʷ ʤʝʨʝʞʝʚʦʾ ʘʨʭʽʪʝʢʪʫʨʠ ʨʦʟʫʤʥʦʛʦ 

ʤʽʩʪʘ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ɯʦʊ-ʨʽʰʝʥʴ, ʱʦ ʟʘʙʝʟʧʝʯʫʶʪʴ ʙʝʟʧʝʯʥʠʡ ʦʙʤʽʥ ʜʘʥʠʤʠ, 

ʛʥʫʯʢʝ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʪʘ ʤʦʞʣʠʚʽʩʪʴ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ 

ʤʽʩʴʢʠʤʠ ʨʝʩʫʨʩʘʤʠ. 

ʇʨʦʙʣʝʤʘ ʝʬʝʢʪʠʚʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘ ʧʦʚôʷʟʘʥʘ ʽʟ 

ʩʫʤʽʩʥʽʩʪʶ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʩʝʥʩʦʨʽʚ ʽ ʧʨʦʪʦʢʦʣʽʚ, ʦʧʪʠʤʽʟʘʮʽʻʶ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʪʘ 

ʟʘʙʝʟʧʝʯʝʥʥʷʤ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʊʨʘʜʠʮʽʡʥʽ ʮʝʥʪʨʘʣʽʟʦʚʘʥʽ ʤʦʜʝʣʽ ʥʝ ʟʘʚʞʜʠ ʟʜʘʪʥʽ 

ʦʙʨʦʙʣʷʪʠ ʽʥʬʦʨʤʘʮʽʡʥʽ ʧʦʪʦʢʠ ʚʽʜ ʪʠʩʷʯ ʧʨʠʩʪʨʦʾʚ, ʪʦʤʫ ʘʢʪʫʘʣʴʥʠʤ ʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʽʙʨʠʜʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ ï Edge-Fog-Cloud. 

ʅʘ ʧʝʨʠʬʝʨʽʡʥʦʤʫ ʨʽʚʥʽ (Edge) ʨʦʟʪʘʰʦʚʫʶʪʴʩʷ ʩʝʥʩʦʨʠ, ʢʦʥʪʨʦʣʝʨʠ ʪʘ 

ʤʽʢʨʦʧʨʠʩʪʨʦʾ, ʷʢʽ ʟʙʠʨʘʶʪʴ ʜʘʥʽ ʧʨʦ ʜʦʚʢʽʣʣʷ, ʪʨʘʥʩʧʦʨʪ, ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʪʦʱʦ. 

ʇʨʦʤʽʞʥʠʡ ʨʽʚʝʥʴ (Fog) ʚʠʢʦʥʫʻ ʧʦʧʝʨʝʜʥʶ ʦʙʨʦʙʢʫ ʜʘʥʠʭ, ʬʽʣʴʪʨʘʮʽʶ ʪʘ 

ʤʘʨʰʨʫʪʠʟʘʮʽʶ, ʟʤʝʥʰʫʶʯʠ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʭʤʘʨʫ. ʍʤʘʨʥʠʡ ʨʽʚʝʥʴ (Cloud) 
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ʟʘʙʝʟʧʝʯʫʻ ʘʥʘʣʽʪʠʢʫ, ʟʙʝʨʽʛʘʥʥʷ ʚʝʣʠʢʠʭ ʜʘʥʠʭ (Big Data) ʪʘ ʫʧʨʘʚʣʽʥʥʷ ʤʽʩʴʢʠʤʠ 

ʩʝʨʚʽʩʘʤʠ ʯʝʨʝʟ API. 

ʇʝʨʝʜʘʯʘ ʜʘʥʠʭ ʟʜʽʡʩʥʶʻʪʴʩʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʧʨʦʪʦʢʦʣʽʚ MQTT, CoAP ʪʘ 

LoRaWAN, ʷʢʽ ʦʧʪʠʤʽʟʦʚʘʥʽ ʜʣʷ ʧʨʠʩʪʨʦʾʚ ʟ ʦʙʤʝʞʝʥʠʤʠ ʨʝʩʫʨʩʘʤʠ. ɼʣʷ ʧʦʙʫʜʦʚʠ 

ʪʨʘʥʩʧʦʨʪʥʦʾ ʤʝʨʝʞʽ ʧʨʦʧʦʥʫʻʪʴʩʷ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʨʠʥʮʠʧʽʚ SDN (Software-Defined 

Networking), ʱʦ ʜʘʻ ʟʤʦʛʫ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦ ʢʝʨʫʚʘʪʠ ʧʦʪʦʢʘʤʠ ʪʨʘʬʽʢʫ ʪʘ 

ʧʽʜʚʠʱʫʚʘʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʤʘʨʰʨʫʪʠʟʘʮʽʾ. 

ɹʝʟʧʝʢʘ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʦʙʤʽʥʫ ʨʝʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ TLS-ʰʠʬʨʫʚʘʥʥʷ, 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʶ ʧʨʠʩʪʨʦʾʚ ʥʘ ʦʩʥʦʚʽ ʩʝʨʪʠʬʽʢʘʪʽʚ X.509 ʪʘ ʩʝʛʤʝʥʪʘʮʽʶ ʤʝʨʝʞʽ ʟʘ 

ʨʽʚʥʷʤʠ ʜʦʩʪʫʧʫ. ʂʣʶʯʦʚʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ ʝʬʝʢʪʠʚʥʦʩʪʽ ʩʠʩʪʝʤʠ ʻ ʟʘʪʨʠʤʢʘ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ (latency), ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʚʫʟʣʽʚ, ʨʽʚʝʥʴ ʜʦʩʪʫʧʥʦʩʪʽ (uptime) ʪʘ 

ʩʪʽʡʢʽʩʪʴ ʜʦ ʚʽʜʤʦʚ. 

ʇʨʠ ʨʦʟʨʦʙʣʝʥʥʽ ʤʦʜʝʣʽ ʚʨʘʭʦʚʘʥʦ ʧʝʨʩʧʝʢʪʠʚʫ ʚʧʨʦʚʘʜʞʝʥʥʷ ʰʪʫʯʥʦʛʦ 

ʽʥʪʝʣʝʢʪʫ ʜʣʷ ʘʜʘʧʪʠʚʥʦʛʦ ʢʝʨʫʚʘʥʥʷ ʤʽʩʴʢʠʤʠ ʨʝʩʫʨʩʘʤʠ. ʊʘʢʘ ʩʠʩʪʝʤʘ ʜʦʟʚʦʣʠʪʴ 

ʘʚʪʦʤʘʪʠʯʥʦ ʟʤʽʥʶʚʘʪʠ ʨʝʞʠʤʠ ʨʦʙʦʪʠ ʦʩʚʽʪʣʝʥʥʷ, ʪʨʘʥʩʧʦʨʪʫ ʪʘ ʝʥʝʨʛʦʧʦʩʪʘʯʘʥʥʷ 

ʟʘʣʝʞʥʦ ʚʽʜ ʧʦʪʦʯʥʠʭ ʜʘʥʠʭ ʩʝʥʩʦʨʽʚ. 

ʆʪʞʝ, ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʤʝʨʝʞʝʚʘ ʘʨʭʽʪʝʢʪʫʨʘ ʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ɯʦʊ-ʨʽʰʝʥʴ ʟʘʙʝʟʧʝʯʫʻ ʛʥʫʯʢʫ ʽʥʪʝʛʨʘʮʽʶ ʧʽʜʩʠʩʪʝʤ, ʧʽʜʚʠʱʝʥʥʷ 

ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʩʪʽ ʪʘ ʟʥʠʞʝʥʥʷ ʝʢʩʧʣʫʘʪʘʮʽʡʥʠʭ ʚʠʪʨʘʪ. ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ 

ʜʦʮʽʣʴʥʦ ʩʧʨʷʤʫʚʘʪʠ ʥʘ ʤʦʜʝʣʶʚʘʥʥʷ ʥʘʚʘʥʪʘʞʝʥʴ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʨʦʟʨʦʙʣʝʥʥʷ 

ʩʠʩʪʝʤʠ ʧʨʽʦʨʠʪʝʟʘʮʽʾ ʪʨʘʬʽʢʫ ʪʘ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʤʝʪʦʜʽʚ ʢʽʙʝʨʟʘʭʠʩʪʫ.  
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɸʃɻʆʈʀʊʄ ʉɽɻʄɽʅʊɸʎɯɰ ʇʈʀʅʊɯɺ ɿɸʉʆɹɸʄʀ ʐʊʋʏʅʆɻʆ 

ɯʅʊɽʃɽʂʊʋ ɼʃʗ ʐʆɺʂʆɻʈɸʌɯɰ 
 

ʆʧʠʩʘʥʦ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʘʣʛʦʨʠʪʤ ʩʝʛʤʝʥʪʘʮʽʾ ʧʨʠʥʪʽʚ ʜʣʷ ʰʦʚʢʦʛʨʘʬʩʴʢʦʛʦ 

ʜʨʫʢʫ, ʩʧʨʷʤʦʚʘʥʠʡ ʥʘ ʘʚʪʦʤʘʪʠʯʥʝ ʚʽʜʦʢʨʝʤʣʝʥʥʷ ʟʦʙʨʘʞʝʥʥʷ ʧʨʠʥʪʘ ʚʽʜ ʬʦʥʫ ʪʢʘʥʠʥʠ, 

ʩʢʣʘʜʦʢ, ʪʽʥʝʡ ʪʘ ʩʪʦʨʦʥʥʽʭ ʘʨʪʝʬʘʢʪʽʚ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʢʘʩʢʘʜʥʠʡ ʧʽʜʭʽʜ ʧʦʻʜʥʫʻ 

ʧʦʧʝʨʝʜʥʻ ʛʨʫʙʝ ʚʠʜʽʣʝʥʥʷ ʦʙʣʘʩʪʽ çʧʨʠʥʪ/ʬʦʥè ʥʘ ʦʩʥʦʚʽ ʤʦʜʝʣʝʡ SAM-ʧʦʜʽʙʥʦʛʦ ʢʣʘʩʫ ʟ 

ʧʦʜʘʣʴʰʦʶ ʜʝʪʘʣʽʟʦʚʘʥʦʶ ʙʘʛʘʪʦʢʣʘʩʦʚʦʶ ʩʝʛʤʝʥʪʘʮʽʻʶ ʝʣʝʤʝʥʪʽʚ ʧʨʠʥʪʘ ʟ ʦʨʽʻʥʪʘʮʽʻʶ 

ʥʘ ʮʽʣʽʩʥʽʩʪʴ ʢʦʥʪʫʨʽʚ. ʅʘʚʯʘʥʥʷ ʟʜʽʡʩʥʶʻʪʴʩʷ ʥʘ ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ ʜʘʪʘʩʝʪʽ ʟ 

ʧʦʣʽʛʦʥʘʣʴʥʦʶ ʨʦʟʤʽʪʢʦʶ ʢʣʶʯʦʚʠʭ ʝʣʝʤʝʥʪʽʚ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʘʫʛʤʝʥʪʘʮʽʡ ʪʘ ʬʫʥʢʮʽʾ 

ʚʪʨʘʪ, ʯʫʪʣʠʚʦʾ ʜʦ ʨʦʟʨʠʚʽʚ ʢʦʥʪʫʨʽʚ. ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʽ ʨʝʟʫʣʴʪʘʪʠ ʧʦʢʘʟʘʣʠ ʟʤʝʥʰʝʥʥʷ 

ʦʙʩʷʛʫ ʨʫʯʥʦʾ ʜʦʨʠʩʦʚʢʠ ʤʘʩʦʢ ʪʘ ʧʽʜʚʠʱʝʥʥʷ ʩʪʘʙʽʣʴʥʦʩʪʽ ʚʠʜʽʣʝʥʥʷ ʜʨʽʙʥʠʭ ʜʝʪʘʣʝʡ ʽ 

ʷʢʦʩʪʽ ʧʦʜʘʣʴʰʦʛʦ ʢʦʣʴʦʨʦʧʦʜʽʣʫ ʡ ʤʘʩʰʪʘʙʫʚʘʥʥʷ, ʱʦ ʩʪʚʦʨʶʻ ʦʩʥʦʚʫ ʜʣʷ ʧʦʙʫʜʦʚʠ 

ʧʦʚʥʽʩʪʶ ʮʠʬʨʦʚʦʛʦ ʧʨʝʧʨʝʩ-ʢʦʥʚʝʻʨʘ çʬʦʪʦ ʧʨʠʥʪʘ ï ʥʘʙʽʨ ʪʨʘʬʘʨʝʪʽʚè. 

 

This paper presents a neural network-based segmentation algorithm for screen-print  

artwork, aimed at automatically separating the print from the fabric background, folds, shadows 

and other artefacts. The proposed cascaded approach combines an initial coarse 

çprint/backgroundè separation using SAM-like segmentation models with a subsequent detailed 

multi-class segmentation of print elements focused on contour integrity. Training is performed on a 

specialised dataset of print photographs with polygonal annotations of key elements, employing 

extensive data augmentation and a loss function penalising contour fragmentation. Experimental 

results demonstrate reduced manual mask editing, more stable extraction of fine details and 

improved quality of downstream colour separation and scaling, thus forming a foundation for a 

fully digital prepress pipeline from print photo to a set of screen-printing stencils. 

 

ʎʠʬʨʦʚʘ ʧʽʜʛʦʪʦʚʢʘ ʤʘʢʝʪʽʚ ʜʦ ʰʦʚʢʦʛʨʘʬʩʴʢʦʛʦ ʜʨʫʢʫ ʧʦʪʨʝʙʫʻ ʥʝ ʣʠʰʝ 

ʚʠʩʦʢʦʾ ʨʦʟʜʽʣʴʥʦʾ ʟʜʘʪʥʦʩʪʽ ʟʦʙʨʘʞʝʥʥʷ, ʘ ʡ ʢʦʨʝʢʪʥʦʛʦ ʚʽʜʦʢʨʝʤʣʝʥʥʷ ʧʨʠʥʪʘ ʚʽʜ 

ʬʦʥʫ ʪʢʘʥʠʥʠ, ʩʢʣʘʜʦʢ, ʪʽʥʝʡ ʪʘ ʩʪʦʨʦʥʥʽʭ ʦʙôʻʢʪʽʚ [1]. ʈʫʯʥʘ ʚʝʢʪʦʨʠʟʘʮʽʷ ʘʙʦ 

ʤʘʩʢʫʚʘʥʥʷ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʟʥʘʯʥʠʭ ʪʨʫʜʦʚʠʪʨʘʪ ʽ ʩʫʙôʻʢʪʠʚʥʠʭ ʧʦʭʠʙʦʢ, ʦʩʦʙʣʠʚʦ 

ʜʣʷ ʩʢʣʘʜʥʠʭ ʙʘʛʘʪʦʢʦʣʴʦʨʦʚʠʭ ʧʨʠʥʪʽʚ ʽʟ ʜʨʽʙʥʠʤʠ ʜʝʪʘʣʷʤʠ [2]. ʂʣʘʩʠʯʥʽ 

ʧʦʨʦʛʦʚʽ ʪʘ ʢʦʥʪʫʨʥʽ ʤʝʪʦʜʠ ʩʝʛʤʝʥʪʘʮʽʾ ʚʠʷʚʣʷʶʪʴʩʷ ʥʝʩʪʽʡʢʠʤʠ ʜʦ ʚʘʨʽʘʮʽʡ 

ʦʩʚʽʪʣʝʥʥʷ, ʪʝʢʩʪʫʨʠ ʪʢʘʥʠʥʠ, ʩʧʦʪʚʦʨʝʥʴ ʧʨʠ ʬʦʪʦʛʨʘʬʫʚʘʥʥʽ ʪʘ ʰʫʤʽʚ. ʎʝ 

ʟʫʤʦʚʣʶʻ ʧʦʪʨʝʙʫ ʚ ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ ʘʣʛʦʨʠʪʤʽ ʩʝʛʤʝʥʪʘʮʽʾ ʧʨʠʥʪʽʚ, ʧʦʙʫʜʦʚʘʥʦʤʫ 

ʥʘ ʤʦʜʝʣʷʭ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʪʘ ʦʨʽʻʥʪʦʚʘʥʦʤʫ ʥʘ ʚʠʤʦʛʠ ʰʦʚʢʦʛʨʘʬʽʾ: ʯʽʪʢʽ 

ʢʦʥʪʫʨʥʦ-ʩʪʘʙʽʣʴʥʽ ʤʘʩʢʠ, ʫʟʛʦʜʞʝʥʽ ʟ ʧʦʜʘʣʴʰʠʤ ʢʦʣʴʦʨʦʧʦʜʽʣʦʤ ʽ ʬʦʨʤʫʚʘʥʥʷʤ 

ʜʨʫʢʘʨʩʴʢʠʭ ʰʘʨʽʚ [3]. 
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ɸʢʪʫʘʣʴʥʽʩʪʴ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʩʝʛʤʝʥʪʘʮʽʾ ʧʨʠʥʪʽʚ ʜʣʷ ʰʦʚʢʦʛʨʘʬʽʯʥʦʛʦ 

ʜʨʫʢʫ ʟʫʤʦʚʣʝʥʘ ʩʪʨʽʤʢʠʤ ʧʝʨʝʭʦʜʦʤ ʪʝʢʩʪʠʣʴʥʦʛʦ ʚʠʨʦʙʥʠʮʪʚʘ ʜʦ ʮʠʬʨʦʚʠʭ 

ʨʦʙʦʯʠʭ ʧʨʦʮʝʩʽʚ [4], ʜʝ ʢʣʶʯʦʚʠʤʠ ʚʠʤʦʛʘʤʠ ʻ ʰʚʠʜʢʽʩʪʴ, ʚʠʩʦʢʘ ʪʦʯʥʽʩʪʴ ʪʘ 

ʤʽʥʽʤʽʟʘʮʽʷ ʨʫʯʥʦʾ ʧʨʘʮʽ. ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʧʽʜʛʦʪʦʚʢʠ ʧʨʠʥʪʽʚ ʧʝʨʝʜʙʘʯʘʶʪʴ 

ʟʥʘʯʥʠʡ ʦʙʩʷʛ ʨʫʯʥʦʾ ʜʦʨʠʩʦʚʢʠ ʢʦʥʪʫʨʽʚ, ʨʝʪʫʰʫʚʘʥʥʷ ʬʦʥʫ ʪʘ ʚʽʜʦʢʨʝʤʣʝʥʥʷ 

ʜʨʽʙʥʠʭ ʛʨʘʬʽʯʥʠʭ ʝʣʝʤʝʥʪʽʚ, ʱʦ ʽʩʪʦʪʥʦ ʩʧʦʚʽʣʴʥʶʻ ʧʨʝʧʨʝʩ-ʝʪʘʧ ʽ ʩʪʚʦʨʶʻ ʚʠʩʦʢʫ 

ʟʘʣʝʞʥʽʩʪʴ ʚʽʜ ʢʚʘʣʽʬʽʢʘʮʽʾ ʦʧʝʨʘʪʦʨʘ. ʆʩʢʽʣʴʢʠ ʮʠʬʨʦʚʽ ʧʨʠʥʪʠ ʯʘʩʪʦ ʟʥʽʤʘʶʪʴʩʷ 

ʙʝʟ ʢʦʥʪʨʦʣʴʦʚʘʥʠʭ ʫʤʦʚ ʦʩʚʽʪʣʝʥʥʷ, ʤʽʩʪʷʪʴ ʩʢʣʘʜʢʠ ʪʢʘʥʠʥʠ, ʪʽʥʽ, ʟʤʽʥʠ ʬʘʢʪʫʨʠ 

ʪʘ ʩʪʦʨʦʥʥʽ ʘʨʪʝʬʘʢʪʠ, ʢʣʘʩʠʯʥʽ ʘʣʛʦʨʠʪʤʠ ʩʝʛʤʝʥʪʘʮʽʾ ʜʝʤʦʥʩʪʨʫʶʪʴ 

ʥʝʩʪʘʙʽʣʴʥʽʩʪʴ ʽ ʥʝ ʟʘʙʝʟʧʝʯʫʶʪʴ ʧʦʪʨʽʙʥʦʛʦ ʩʪʫʧʝʥʷ ʪʦʯʥʦʩʪʽ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ 

ʢʦʣʴʦʨʦʧʦʜʽʣʫ ʡ ʩʪʚʦʨʝʥʥʷ ʪʨʘʬʘʨʝʪʽʚ. ʎʝ ʬʦʨʤʫʻ ʟʘʧʠʪ ʥʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʫʯʘʩʥʠʭ 

ʽʥʩʪʨʫʤʝʥʪʽʚ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ [5], ʷʢʽ ʟʜʘʪʥʽ ʧʨʘʮʶʚʘʪʠ ʟ ʨʝʘʣʴʥʠʤʠ 

ʥʝʢʦʥʪʨʦʣʴʦʚʘʥʠʤʠ ʜʘʥʠʤʠ ʪʘ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʚʘʨʽʘʪʠʚʥʦʩʪʽ ʤʘʪʝʨʽʘʣʽʚ ʽ 

ʩʪʠʣʽʩʪʠʢʠ ʛʨʘʬʽʯʥʠʭ ʢʦʤʧʦʟʠʮʽʡ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʟʛʦʨʪʢʦʚʠʭ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ [6] ʪʘ ʧʦʭʽʜʥʠʭ ʘʨʭʽʪʝʢʪʫʨ [7] ʫ 

ʩʬʝʨʽ ʪʝʢʩʪʠʣʴʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʚʽʜʢʨʠʚʘʻ ʧʨʠʥʮʠʧʦʚʦ ʥʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ ʧʦʙʫʜʦʚʠ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʚʠʨʦʙʥʠʯʠʭ ʢʦʥʚʝʻʨʽʚ. CNN-ʤʦʜʝʣʽ [8] ʪʘ ʪʨʘʥʩʬʦʨʤʝʨʥʽ 

ʩʝʛʤʝʥʪʘʪʦʨʠ [9] ʜʝʤʦʥʩʪʨʫʶʪʴ ʚʠʩʦʢʫ ʟʜʘʪʥʽʩʪʴ ʜʦ ʫʟʘʛʘʣʴʥʝʥʥʷ ʩʢʣʘʜʥʠʭ 

ʚʽʟʫʘʣʴʥʠʭ ʧʘʪʝʨʥʽʚ, ʱʦ ʨʦʙʠʪʴ ʾʭ ʝʬʝʢʪʠʚʥʠʤʠ ʜʣʷ ʟʘʚʜʘʥʴ, ʜʝ ʤʝʞʘ ʤʽʞ ʧʨʠʥʪʦʤ ʽ 

ʬʦʥʦʤ ʤʦʞʝ ʙʫʪʠ ʥʝʯʽʪʢʦʶ, ʘ ʢʦʥʪʫʨʠ ʝʣʝʤʝʥʪʽʚ ï ʪʦʥʢʠʤʠ ʘʙʦ ʯʘʩʪʢʦʚʦ 

ʧʝʨʝʢʨʠʪʠʤʠ [10, 11]. ɿʘʚʜʷʢʠ ʚʙʫʜʦʚʘʥʽʡ ʽʥʚʘʨʽʘʥʪʥʦʩʪʽ ʜʦ ʘʬʽʥʥʠʭ ʧʝʨʝʪʚʦʨʝʥʴ ʪʘ 

ʟʜʘʪʥʦʩʪʽ ʚʣʦʚʣʶʚʘʪʠ ʧʨʦʩʪʦʨʦʚʽ ʟʘʣʝʞʥʦʩʪʽ ʤʽʞ ʧʽʢʩʝʣʷʤʠ, ʪʘʢʽ ʤʦʜʝʣʽ ʜʦʟʚʦʣʷʶʪʴ 

ʜʦʣʘʪʠ ʧʨʦʙʣʝʤʠ ʥʝʨʽʚʥʦʤʽʨʥʦʛʦ ʦʩʚʽʪʣʝʥʥʷ, ʟʤʽʥʠ ʬʘʢʪʫʨʠ ʪʢʘʥʠʥʠ ʡ ʣʦʢʘʣʴʥʠʭ 

ʜʝʬʦʨʤʘʮʽʡ [12], ʷʢʽ ʪʨʘʜʠʮʽʡʥʦ ʻ ʢʨʠʪʠʯʥʠʤʠ ʜʣʷ ʰʦʚʢʦʛʨʘʬʽʯʥʦʾ ʧʽʜʛʦʪʦʚʢʠ. 

ʋʩʧʽʰʥʽ ʨʝʟʫʣʴʪʘʪʠ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʦʜʝʣʝʡ ʩʝʛʤʝʥʪʘʮʽʾ ʫ ʩʫʤʽʞʥʠʭ ʩʬʝʨʘʭ ï 

ʤʝʜʠʯʥʽʡ ʚʽʟʫʘʣʽʟʘʮʽʾ, ʘʥʘʣʽʟʽ ʩʮʝʥ, ʦʙôʻʢʪʥʦʤʫ ʪʨʝʢʽʥʛʫ [13, 14] ï ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʾʭ 

ʧʦʪʝʥʮʽʘʣ ʜʣʷ ʦʧʨʘʮʶʚʘʥʥʷ ʪʝʢʩʪʠʣʴʥʠʭ ʟʦʙʨʘʞʝʥʴ, ʜʝ ʚʘʞʣʠʚʠʤʠ ʻ ʷʢ ʪʦʯʥʽʩʪʴ 

ʢʦʥʪʫʨʽʚ, ʪʘʢ ʽ ʩʪʨʫʢʪʫʨʥʘ ʮʽʣʽʩʥʽʩʪʴ. 

ʋ ʢʦʥʪʝʢʩʪʽ ʩʝʛʤʝʥʪʘʮʽʾ ʧʨʠʥʪʽʚ ʜʣʷ ʰʦʚʢʦʛʨʘʬʽʾ ʦʩʦʙʣʠʚʦʾ ʟʥʘʯʫʱʦʩʪʽ 

ʥʘʙʫʚʘʶʪʴ ʤʦʜʝʣʽ, ʟʜʘʪʥʽ ʧʨʘʮʶʚʘʪʠ ʚ ʢʘʩʢʘʜʥʦʤʫ ʨʝʞʠʤʽ: ʚʽʜ ʧʦʯʘʪʢʦʚʦʛʦ ʛʨʫʙʦʛʦ 

ʚʽʜʦʢʨʝʤʣʝʥʥʷ ʧʨʠʥʪʘ ʚʽʜ ʬʦʥʫ ʜʦ ʚʠʩʦʢʦʪʦʯʥʠʭ ʧʨʦʮʝʜʫʨ ʙʘʛʘʪʦʢʣʘʩʦʚʦʛʦ 

ʨʦʟʙʠʪʪʷ ʥʘ ʩʪʨʫʢʪʫʨʥʽ ʢʦʤʧʦʥʝʥʪʠ [15]. ɺʠʢʦʨʠʩʪʘʥʥʷ ʘʣʛʦʨʠʪʤʽʚ SAM-ʧʦʜʽʙʥʦʛʦ 

ʢʣʘʩʫ ʥʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʟʘʙʝʟʧʝʯʫʻ ʩʪʽʡʢʝ ʚʠʜʽʣʝʥʥʷ ʦʙʣʘʩʪʽ ʽʥʪʝʨʝʩʫ ʥʘʚʽʪʴ ʟʘ 

ʥʘʷʚʥʦʩʪʽ ʰʫʤʽʚ ʪʘ ʥʝʦʜʥʦʨʽʜʥʦʛʦ ʬʦʥʫ, ʱʦ ʩʪʚʦʨʶʻ ʥʘʜʽʡʥʫ ʦʩʥʦʚʫ ʜʣʷ ʧʦʜʘʣʴʰʦʾ 

ʜʝʪʘʣʽʟʘʮʽʾ. ɼʨʫʛʠʡ ʝʪʘʧ, ʟʘʩʥʦʚʘʥʠʡ ʥʘ CNN ʘʙʦ ʛʽʙʨʠʜʥʠʭ ʘʨʭʽʪʝʢʪʫʨʘʭ ʽʟ 

ʪʨʘʥʩʬʦʨʤʝʨʘʤʠ, ʜʦʟʚʦʣʷʻ ʛʣʠʙʦʢʦ ʘʥʘʣʽʟʫʚʘʪʠ ʚʟʘʻʤʥʝ ʨʦʟʪʘʰʫʚʘʥʥʷ ʝʣʝʤʝʥʪʽʚ 

ʧʨʠʥʪʘ, ʚʠʷʚʣʷʪʠ ʾʭʥʽ ʤʝʞʽ ʪʘ ʚʽʜʥʦʚʣʶʚʘʪʠ ʪʦʥʢʽ ʣʽʥʽʾ, ʷʢʽ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤʠ 

ʜʣʷ ʢʦʨʝʢʪʥʦʾ ʧʦʙʫʜʦʚʠ ʪʨʘʬʘʨʝʪʽʚ [16]. ʊʘʢʠʡ ʧʽʜʭʽʜ ʥʝ ʣʠʰʝ ʩʢʦʨʦʯʫʻ ʧʦʪʨʝʙʫ ʚ 

ʨʫʯʥʦʤʫ ʢʦʨʠʛʫʚʘʥʥʽ ʤʘʩʦʢ, ʘ ʡ ʧʽʜʚʠʱʫʻ ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʨʝʟʫʣʴʪʘʪʽʚ, ʱʦ ʤʘʻ 

ʢʣʶʯʦʚʝ ʟʥʘʯʝʥʥʷ ʜʣʷ ʤʘʩʰʪʘʙʥʦʛʦ ʚʠʨʦʙʥʠʮʪʚʘ ʪʘ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʠʭ ʨʦʙʦʯʠʭ 

ʧʨʦʮʝʩʽʚ [17]. 
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ɿʘʧʨʦʚʘʜʞʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʤʝʪʦʜʽʚ ʫ ʧʨʝʧʨʝʩ-ʧʨʦʮʝʩʠ ʪʝʢʩʪʠʣʴʥʦʛʦ 

ʜʠʟʘʡʥʫ ʜʦʟʚʦʣʷʻ ʧʝʨʝʦʩʤʠʩʣʠʪʠ ʪʨʘʜʠʮʽʡʥʽ ʧʨʘʢʪʠʢʠ ʪʘ ʧʝʨʝʡʪʠ ʚʽʜ ʥʘʧʽʚʨʫʯʥʠʭ 

ʩʧʦʩʦʙʽʚ ʧʽʜʛʦʪʦʚʢʠ ʜʦ ʧʦʚʥʽʩʪʶ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ. ɸʣʛʦʨʠʪʤʠ ʛʣʠʙʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʩʪʚʦʨʶʶʪʴ ʧʝʨʝʜʫʤʦʚʠ ʜʣʷ ʧʦʙʫʜʦʚʠ ʮʠʬʨʦʚʦʛʦ ʮʠʢʣʫ çʬʦʪʦ ʧʨʠʥʪʘ ï 

ʩʝʛʤʝʥʪʘʮʽʷ ï ʢʦʣʴʦʨʦʧʦʜʽʣ ï ʥʘʙʽʨ ʪʨʘʬʘʨʝʪʽʚè ʙʝʟ ʚʪʨʫʯʘʥʥʷ ʦʧʝʨʘʪʦʨʘ, ʱʦ 

ʨʘʜʠʢʘʣʴʥʦ ʟʤʝʥʰʫʻ ʯʘʩʦʚʽ ʪʘ ʨʝʩʫʨʩʥʽ ʚʠʪʨʘʪʠ [18]. ɹʽʣʴʰʝ ʪʦʛʦ, ʘʜʘʧʪʠʚʥʽʩʪʴ 

ʩʫʯʘʩʥʠʭ ʤʦʜʝʣʝʡ ʫʤʦʞʣʠʚʣʶʻ ʧʝʨʝʥʘʚʯʘʥʥʷ ʥʘ ʢʦʥʢʨʝʪʥʽ ʩʪʠʣʽ, ʪʠʧʠ ʪʢʘʥʠʥ ʘʙʦ 

ʭʫʜʦʞʥʽ ʪʝʭʥʽʢʠ, ʱʦ ʨʦʟʰʠʨʶʻ ʩʬʝʨʫ ʟʘʩʪʦʩʫʚʘʥʥʷ ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ 

ʫʥʽʚʝʨʩʘʣʴʥʽʩʪʴ. ʊʘʢʠʤ ʯʠʥʦʤ, ʢʦʤʧôʶʪʝʨʥʠʡ ʟʽʨ ʪʘ ʤʝʪʦʜʠ ʛʣʠʙʠʥʥʦʾ ʩʝʛʤʝʥʪʘʮʽʾ 

ʩʪʘʥʦʚʣʷʪʴ ʬʫʥʜʘʤʝʥʪ ʜʣʷ ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ ʽʥʩʪʨʫʤʝʥʪʽʚ ʮʠʬʨʦʚʦʾ ʰʦʚʢʦʛʨʘʬʽʾ, ʜʝ 

ʪʦʯʥʽʩʪʴ, ʘʚʪʦʤʘʪʠʟʘʮʽʷ ʪʘ ʩʪʘʙʽʣʴʥʽʩʪʴ ʦʙʨʦʙʢʠ ʻ ʚʠʟʥʘʯʘʣʴʥʠʤʠ ʬʘʢʪʦʨʘʤʠ 

ʪʝʭʥʦʣʦʛʽʯʥʦʛʦ ʧʨʦʛʨʝʩʫ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʦʛʦ ʘʣʛʦʨʠʪʤʫ ʩʝʛʤʝʥʪʘʮʽʾ 

ʧʨʠʥʪʽʚ ʜʣʷ ʰʦʚʢʦʛʨʘʬʩʴʢʦʛʦ ʜʨʫʢʫ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʘʚʪʦʤʘʪʠʯʥʝ ʬʦʨʤʫʚʘʥʥʷ 

ʢʦʥʪʫʨʥʦ-ʩʪʘʙʽʣʴʥʠʭ ʤʘʩʦʢ ʧʨʠʥʪʘ, ʩʪʽʡʢʠʭ ʜʦ ʟʤʽʥ ʫʤʦʚ ʟʡʦʤʢʠ ʪʘ ʚʣʘʩʪʠʚʦʩʪʝʡ 

ʪʢʘʥʠʥʠ-ʥʦʩʽʷ. ɸʣʛʦʨʠʪʤ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʙʘʟʦʚʠʡ ʝʣʝʤʝʥʪ ʧʨʝʧʨʝʩ-ʢʦʥʚʝʻʨʘ, ʱʦ 

ʧʝʨʝʜʫʻ ʤʘʩʰʪʘʙʫʚʘʥʥʶ, ʢʦʣʴʦʨʦʧʦʜʽʣʫ ʪʘ ʛʝʥʝʨʘʮʽʾ ʪʨʘʬʘʨʝʪʽʚ, ʽ ʧʦʚʠʥʝʥ 

ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʪʝʭʥʦʣʦʛʽʯʥʦ ʢʦʨʝʢʪʥʽ ʛʨʘʥʠʮʽ, ʧʨʠʜʘʪʥʽ ʜʣʷ ʧʦʙʫʜʦʚʠ ʦʢʨʝʤʠʭ 

ʜʨʫʢʘʨʩʴʢʠʭ ʰʘʨʽʚ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʧʦʻʜʥʫʻ ʢʘʩʢʘʜʥʫ ʩʭʝʤʫ ʩʝʛʤʝʥʪʘʮʽʾ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʛʣʠʙʠʥʥʠʭ ʥʝʡʨʦʤʝʨʝʞ. ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʚʠʢʦʥʫʻʪʴʩʷ ʛʨʫʙʝ 

ʚʽʜʜʽʣʝʥʥʷ ʦʙʣʘʩʪʽ ʧʨʠʥʪʘ ʚʽʜ ʬʦʥʫ ʪʢʘʥʠʥʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʦʧʝʨʝʜʥʴʦ 

ʥʘʪʨʝʥʦʚʘʥʠʭ ʤʦʜʝʣʝʡ ʩʝʛʤʝʥʪʘʮʽʾ, ʪʠʧʫ SAM-ʧʦʜʽʙʥʠʭ ʘʨʭʽʪʝʢʪʫʨ, ʷʢʽ ʧʨʘʮʶʶʪʴ ʽʟ 

ʟʦʙʨʘʞʝʥʥʷʤʠ, ʦʪʨʠʤʘʥʠʤʠ ʚ ʨʝʘʣʽʩʪʠʯʥʠʭ ʫʤʦʚʘʭ (ʟʤʽʥʥʝ ʦʩʚʽʪʣʝʥʥʷ, ʩʢʣʘʜʢʠ, 

ʰʫʤ). ʈʝʟʫʣʴʪʘʪʦʤ ʻ ʤʘʩʢʘ çʧʨʠʥʪ/ʬʦʥè, ʱʦ ʦʯʠʱʫʻ ʩʮʝʥʫ ʚʽʜ ʟʘʡʚʠʭ ʝʣʝʤʝʥʪʽʚ ʪʘ 

ʦʙʤʝʞʫʻ ʧʦʜʘʣʴʰʫ ʦʙʨʦʙʢʫ ʨʦʙʦʯʦʶ ʦʙʣʘʩʪʶ. ʅʘ ʜʨʫʛʦʤʫ ʝʪʘʧʽ ʚ ʤʝʞʘʭ ʮʽʻʾ 

ʦʙʣʘʩʪʽ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʜʝʪʘʣʽʟʦʚʘʥʘ ʩʝʛʤʝʥʪʘʮʽʷ ʝʣʝʤʝʥʪʽʚ ʧʨʠʥʪʘ ʟ ʦʨʽʻʥʪʘʮʽʻʶ ʥʘ 

ʢʦʥʪʫʨʠ: ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʙʘʛʘʪʦʢʣʘʩʦʚʘ ʘʙʦ ʙʘʛʘʪʦʤʘʩʢʦʚʘ ʤʦʜʝʣʴ, ʷʢʘ ʚʠʜʽʣʷʻ 

ʦʩʥʦʚʥʽ ʢʦʣʴʦʨʦʚʽ ʦʙʣʘʩʪʽ ʪʘ ʩʪʨʫʢʪʫʨʥʽ ʬʨʘʛʤʝʥʪʠ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʮʽʣʽʩʥʽʩʪʴ 

ʟʘʤʢʥʝʥʠʭ ʢʦʥʪʫʨʽʚ ʽ ʢʦʨʝʢʪʥʝ ʚʽʜʦʢʨʝʤʣʝʥʥʷ ʜʨʽʙʥʦʛʦ ʰʪʨʠʭʘ. 

ʅʘʚʯʘʥʥʷ ʘʣʛʦʨʠʪʤʫ ʙʘʟʫʻʪʴʩʷ ʥʘ ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ ʥʘʙʦʨʽ ʜʘʥʠʭ, ʱʦ 

ʤʽʩʪʠʪʴ ʦʨʠʛʽʥʘʣʴʥʽ ʬʦʪʦʛʨʘʬʽʾ ʧʨʠʥʪʽʚ ʥʘ ʪʢʘʥʠʥʽ ʟ ʨʦʟʤʽʪʢʦʶ çʧʨʠʥʪ/ʬʦʥè ʪʘ 

ʜʝʪʘʣʴʥʠʤʠ ʧʦʣʽʛʦʥʘʣʴʥʠʤʠ ʤʘʩʢʘʤʠ ʢʣʶʯʦʚʠʭ ʝʣʝʤʝʥʪʽʚ. ɼʣʷ ʧʽʜʚʠʱʝʥʥʷ 

ʩʪʽʡʢʦʩʪʽ ʜʦ ʚʘʨʽʘʮʽʡ ʫʤʦʚ ʟʡʦʤʢʠ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʘʫʛʤʝʥʪʘʮʽʾ (ʟʤʽʥʠ ʷʩʢʨʘʚʦʩʪʽ, 

ʢʦʥʪʨʘʩʪʫ, ʢʦʣʽʨʥʠʭ ʚʽʜʪʽʥʢʽʚ, ʧʝʨʩʧʝʢʪʠʚʥʽ ʩʧʦʪʚʦʨʝʥʥʷ, ʜʦʜʘʚʘʥʥʷ ʰʫʤʫ). 

ʌʫʥʢʮʽʷ ʚʪʨʘʪ ʧʦʻʜʥʫʻ ʧʽʢʩʝʣʴʥʦ-ʦʨʽʻʥʪʦʚʘʥʽ ʤʝʪʨʠʢʠ ʟ ʜʦʜʘʪʢʦʚʠʤʠ ʰʪʨʘʬʘʤʠ ʟʘ 

ʬʨʘʛʤʝʥʪʘʮʽʶ ʢʦʥʪʫʨʽʚ ʘʙʦ ʨʦʟʨʠʚʠ ʟʘʤʢʥʝʥʠʭ ʦʙʣʘʩʪʝʡ, ʱʦ ʚʽʜʧʦʚʽʜʘʻ ʚʠʤʦʛʘʤ 

ʪʨʘʬʘʨʝʪʥʦʛʦ ʜʨʫʢʫ ʜʦ ʙʝʟʧʝʨʝʨʚʥʦʩʪʽ ʜʨʫʢʘʨʩʴʢʠʭ ʝʣʝʤʝʥʪʽʚ. 

ʅʘ ʝʪʘʧʽ ʽʥʬʝʨʝʥʩʫ ʨʝʘʣʽʟʦʚʘʥʦ ʪʘʡʣʫʚʘʥʥʷ ʟ ʧʝʨʝʢʨʠʪʪʷʤ, ʱʦ ʜʘʻ ʟʤʦʛʫ 

ʦʙʨʦʙʣʷʪʠ ʚʝʣʠʢʽ ʟʦʙʨʘʞʝʥʥʷ ʧʨʠʥʪʽʚ ʙʝʟ ʚʪʨʘʪʠ ʣʦʢʘʣʴʥʦʾ ʜʝʪʘʣʽʟʘʮʽʾ. ʄʘʩʢʠ, 

ʦʪʨʠʤʘʥʽ ʜʣʷ ʦʢʨʝʤʠʭ ʪʘʡʣʽʚ, ʘʛʨʝʛʫʶʪʴʩʷ ʽʟ ʟʛʣʘʜʞʫʚʘʥʥʷʤ ʫ ʟʦʥʘʭ ʧʝʨʝʢʨʠʪʪʷ; 

ʜʦʜʘʪʢʦʚʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʢʦʥʪʫʨʥʦ-ʦʨʽʻʥʪʦʚʘʥʘ ʤʦʨʬʦʣʦʛʽʯʥʘ ʧʦʩʪʦʙʨʦʙʢʘ ʜʣʷ 
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ʫʩʫʥʝʥʥʷ ʜʨʽʙʥʠʭ çʜʽʨè ʪʘ ʰʫʤʦʚʠʭ ʘʨʪʝʬʘʢʪʽʚ. ɿʘ ʧʦʪʨʝʙʠ ʬʦʨʤʫʻʪʴʩʷ ʩʢʦʨʦʯʝʥʠʡ 

ʥʘʙʽʨ ʤʘʩʦʢ: ʛʣʦʙʘʣʴʥʘ ʤʘʩʢʘ ʧʨʠʥʪʘ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʪʘ 

ʚʽʜʦʢʨʝʤʣʝʥʽ ʤʘʩʢʠ ʦʩʥʦʚʥʠʭ ʢʦʣʴʦʨʦʚʠʭ ʰʘʨʽʚ, ʧʨʠʜʘʪʥʽ ʜʦ ʧʨʷʤʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʚ ʤʦʜʫʣʽ ʢʦʣʴʦʨʦʧʦʜʽʣʫ. 

ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʘ ʧʝʨʝʚʽʨʢʘ ʘʣʛʦʨʠʪʤʫ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʦʤʫ ʥʘʙʦʨʽ ʧʨʠʥʪʽʚ 

ʟʘʩʚʽʜʯʠʣʘ, ʱʦ ʥʝʡʨʦʤʝʨʝʞʝʚʘ ʩʝʛʤʝʥʪʘʮʽʷ ʟʘʙʝʟʧʝʯʫʻ ʩʪʘʙʽʣʴʥʽʰʝ ʚʠʜʽʣʝʥʥʷ 

ʢʦʥʪʫʨʽʚ ʪʘ ʜʨʽʙʥʠʭ ʝʣʝʤʝʥʪʽʚ ʧʦʨʽʚʥʷʥʦ ʟ ʪʨʘʜʠʮʽʡʥʠʤʠ ʧʦʨʦʛʦʚʠʤʠ ʧʽʜʭʦʜʘʤʠ, 

ʟʥʠʞʫʻ ʯʘʩʪʢʫ ʨʫʯʥʦʾ ʜʦʨʠʩʦʚʢʠ ʪʘ ʚʠʧʨʘʚʣʝʥʥʷ ʤʘʩʦʢ, ʘ ʪʘʢʦʞ ʧʦʢʨʘʱʫʻ ʷʢʽʩʪʴ 

ʧʦʜʘʣʴʰʦʛʦ ʢʦʣʴʦʨʦʧʦʜʽʣʫ ʡ ʤʘʩʰʪʘʙʫʚʘʥʥʷ. ʈʦʟʨʦʙʣʝʥʠʡ ʘʣʛʦʨʠʪʤ ʩʝʛʤʝʥʪʘʮʽʾ 

ʬʦʨʤʫʻ ʦʩʥʦʚʫ ʜʣʷ ʧʦʙʫʜʦʚʠ ʧʦʚʥʽʩʪʶ ʮʠʬʨʦʚʦʛʦ ʢʦʥʚʝʻʨʘ ʧʽʜʛʦʪʦʚʢʠ ʜʘʥʠʭ ʜʦ 

ʰʦʚʢʦʛʨʘʬʽʾ, ʟʤʝʥʰʫʻ ʣʶʜʩʴʢʠʡ ʬʘʢʪʦʨ ʽ ʪʨʫʜʦʤʽʩʪʢʽʩʪʴ ʧʨʝʧʨʝʩ-ʧʨʦʮʝʩʽʚ ʪʘ 

ʩʪʚʦʨʶʻ ʧʝʨʝʜʫʤʦʚʠ ʜʣʷ ʧʦʜʘʣʴʰʦʾ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʣʘʥʮʶʞʢʘ çʬʦʪʦ ʧʨʠʥʪʘ ï ʥʘʙʽʨ 

ʪʨʘʬʘʨʝʪʽʚè. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄʆɼɽʃʔ ɺʀʗɺʃɽʅʅʗ ʎʀʌʈʆɺʆɰ ɺʊʆʄʀ ʋ ʊɽʂʉʊʆɺʆʄʋ ʂʆʅʊɽʅʊɯ 

ɿɸʉʆɹɸʄʀ ʐʊʋʏʅʆɻʆ ɯʅʊɽʃɽʂʊʋ 
 
ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʧʨʦʙʣʝʤʫ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ, ʱʦ ʚʠʥʠʢʘʻ ʚʥʘʩʣʽʜʦʢ ʪʨʠʚʘʣʦʛʦ 

ʧʝʨʝʙʫʚʘʥʥʷ ʢʦʨʠʩʪʫʚʘʯʽʚ ʫ ʮʠʬʨʦʚʠʭ ʩʝʨʝʜʦʚʠʱʘʭ, ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʪʘ 
ʝʤʦʮʽʡʥʦʛʦ ʚʠʩʥʘʞʝʥʥʷ. ʄʝʪʦʶ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʤʦʜʝʣʽ ʚʠʷʚʣʝʥʥʷ ʮʠʬʨʦʚʦʾ 
ʚʪʦʤʠ ʫ ʪʝʢʩʪʦʚʦʤʫ ʢʦʥʪʝʥʪʽ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʟʜʘʪʥʦʾ ʘʚʪʦʤʘʪʠʯʥʦ ʦʮʽʥʶʚʘʪʠ ʨʽʚʝʥʴ ʚʪʦʤʠ 
ʜʣʷ ʦʢʨʝʤʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʽ ʬʦʨʤʫʚʘʪʠ ʽʥʪʝʛʨʘʣʴʥʽ ʧʦʢʘʟʥʠʢʠ ʜʣʷ ʢʦʨʠʩʪʫʚʘʯʘ ʟʘ ʧʝʚʥʠʡ 
ʧʝʨʽʦʜ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʢʦʥʚʝʻʨ, ʫ ʷʢʦʤʫ ʢʦʥʪʝʢʩʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʘ ʪʨʘʥʩʬʦʨʤʝʨʥʘ ʤʦʜʝʣʴ 
ʪʠʧʫ BERT ʬʦʨʤʫʻ ʚʝʢʪʦʨʥʽ ʧʦʜʘʥʥʷ ʪʝʢʩʪʽʚ, ʥʘ ʦʩʥʦʚʽ ʷʢʠʭ ʥʘʚʯʘʻʪʴʩʷ ʙʽʥʘʨʥʠʡ 
ʢʣʘʩʠʬʽʢʘʪʦʨ çʚʪʦʤʘ / ʚʽʜʩʫʪʥʽʩʪʴ ʚʪʦʤʠè. ɼʦʜʘʪʢʦʚʦ ʚʠʢʦʨʠʩʪʘʥʦ ʪʝʤʘʪʠʯʥʝ 
ʤʦʜʝʣʶʚʘʥʥʷ ʪʘ ʚʠʜʽʣʝʥʥʷ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʜʝʪʘʣʽʟʫʚʘʪʠ 
ʮʠʬʨʦʚʫ ʚʪʦʤʫ ʟʘ ʪʝʤʘʤʠ ʡ ʢʣʶʯʦʚʠʤʠ ʧʦʥʷʪʪʷʤʠ ʪʘ ʙʫʜʫʚʘʪʠ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʡ  
ʧʨʦʬʽʣʴ ʢʦʨʠʩʪʫʚʘʯʘ. 

 
The paper addresses the problem of digital fatigue that emerges from prolonged exposure 

to online environments, information overload and emotional exhaustion. The aim is to develop a 
neural networkïbased model for detecting digital fatigue in user text content, capable of 
automatically assessing fatigue levels for individual messages and deriving integral indicators for a 
user over a given time period. The proposed pipeline employs a context-aware transformer model of 
the BERT family to obtain vector representations of texts, on top of which a binary ñfatigue / no 
fatigueò classifier is trained. Additionally, topic modelling and extraction of domain-specific target 
objects are used to break down digital fatigue by themes and key concepts, forming an  
interpretable user profile. 

 

ɯʥʪʝʥʩʠʚʥʝ ʟʨʦʩʪʘʥʥʷ ʯʘʩʫ, ʷʢʠʡ ʢʦʨʠʩʪʫʚʘʯʽ ʧʨʦʚʦʜʷʪʴ ʫ ʮʠʬʨʦʚʠʭ 
ʩʝʨʝʜʦʚʠʱʘʭ, ʧʦʻʜʥʘʥʥʷ ʜʠʩʪʘʥʮʽʡʥʦʾ ʨʦʙʦʪʠ, ʦʥʣʘʡʥ-ʥʘʚʯʘʥʥʷ, ʥʦʚʠʥʥʠʭ ʩʪʨʽʯʦʢ ʽ 
ʧʦʩʪʽʡʥʦʾ ʧʨʠʩʫʪʥʦʩʪʽ ʚ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞʘʭ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʥʘʢʦʧʠʯʝʥʥʷ ʷʚʠʱ 
ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ [1, 2]. ɺʦʥʘ ʧʨʦʷʚʣʷʻʪʴʩʷ ʫ ʧʝʨʝʚʘʥʪʘʞʝʥʥʽ ʽʥʬʦʨʤʘʮʽʻʶ, ʟʥʠʞʝʥʥʽ 
ʢʦʥʮʝʥʪʨʘʮʽʾ, ʝʤʦʮʽʡʥʦʤʫ ʚʠʩʥʘʞʝʥʥʽ ʪʘ ʬʦʨʤʘʣʴʥʦʤʫ, çʤʝʭʘʥʽʯʥʦʤʫè ʩʪʠʣʽ 
ʚʟʘʻʤʦʜʽʾ ʟ ʮʠʬʨʦʚʠʤ ʢʦʥʪʝʥʪʦʤ [3]. ʊʨʘʜʠʮʽʡʥʽ ʧʽʜʭʦʜʠ ʜʦ ʜʽʘʛʥʦʩʪʠʢʠ 
ˇʨʫʥʪʫʶʪʴʩʷ ʥʘ ʘʥʢʝʪʫʚʘʥʥʽ ʪʘ ʩʘʤʦʦʮʽʥʮʽ, ʧʦʪʨʝʙʫʶʪʴ ʘʢʪʠʚʥʦʾ ʫʯʘʩʪʽ ʢʦʨʠʩʪʫʚʘʯʘ 
ʡ ʥʝ ʤʘʩʰʪʘʙʫʶʪʴʩʷ ʜʦ ʚʝʣʠʢʠʭ ʧʦʪʦʢʽʚ ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ [4]. ɺ ʫʤʦʚʘʭ ʟʨʦʩʪʘʥʥʷ 
ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʪʠʩʢʫ ʪʘ ʧʦʪʨʝʙʠ ʚ ʨʘʥʥʴʦʤʫ ʚʠʷʚʣʝʥʥʽ ʥʝʛʘʪʠʚʥʠʭ ʪʝʥʜʝʥʮʽʡ ʩʪʘʻ 
ʘʢʪʫʘʣʴʥʠʤ ʧʝʨʝʭʽʜ ʜʦ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʪʝʢʩʪʦʚʦʛʦ ʢʦʥʪʝʥʪʫ ʽʟ 
ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʩʫʯʘʩʥʠʭ ʤʦʜʝʣʝʡ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ [5]. 

ʄʝʪʘ ʨʦʙʦʪʠ ʧʦʣʷʛʘʻ ʚ ʨʦʟʨʦʙʣʝʥʥʽ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʤʦʜʝʣʽ ʚʠʷʚʣʝʥʥʷ 
ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ ʫ ʪʝʢʩʪʦʚʦʤʫ ʢʦʥʪʝʥʪʽ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʘ ʟʘʙʝʟʧʝʯʫʻ ʘʚʪʦʤʘʪʠʯʥʫ 
ʦʮʽʥʢʫ ʨʽʚʥʷ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ ʜʣʷ ʦʢʨʝʤʠʭ ʪʝʢʩʪʽʚ ʽ ʽʥʪʝʛʨʘʣʴʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʜʣʷ 
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ʢʦʨʠʩʪʫʚʘʯʘ ʟʘ ʚʠʟʥʘʯʝʥʠʡ ʧʝʨʽʦʜ, ʘ ʪʘʢʦʞ ʜʦʟʚʦʣʷʻ ʜʝʪʘʣʽʟʫʚʘʪʠ ʩʪʨʫʢʪʫʨʫ ʮʽʻʾ 
ʚʪʦʤʠ ʟʘ ʪʝʤʘʪʠʯʥʠʤʠ ʩʝʛʤʝʥʪʘʤʠ ʪʘ ʢʣʶʯʦʚʠʤʠ ʦʙôʻʢʪʘʤʠ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʤʦʜʝʣʴ ʙʫʜʫʻʪʴʩʷ ʷʢ ʢʦʥʚʝʻʨ, ʱʦ ʧʦʻʜʥʫʻ ʛʣʠʙʠʥʥʽ 
ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʧʦʜʘʥʥʷ ʪʝʢʩʪʫ [6], ʪʝʤʘʪʠʯʥʝ ʤʦʜʝʣʶʚʘʥʥʷ [7] ʡ ʘʥʘʣʽʟ ʮʽʣʴʦʚʠʭ 
ʦʙôʻʢʪʽʚ [8, 9]. ɺʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʻ ʪʝʢʩʪʠ ʧʦʚʽʜʦʤʣʝʥʴ ʢʦʨʠʩʪʫʚʘʯʘ x (ʧʦʩʪʠ, 
ʢʦʤʝʥʪʘʨʽ, ʯʘʪ-ʨʝʧʣʽʢʠ), ʚʠʭʦʜʦʤ ï ʦʮʽʥʢʘ ʨʽʚʥʷ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ d(x) ʫ ʜʽʘʧʘʟʦʥʽ ʚʽʜ 
0 ʜʦ 1 ʪʘ ʾʾ ʨʦʟʢʣʘʜ ʟʘ ʦʩʥʦʚʥʠʤʠ ʪʝʤʘʤʠ. ʆʙʯʠʩʣʶʚʘʣʴʥʝ ʷʜʨʦ ʩʪʘʥʦʚʠʪʴ 
ʢʦʥʪʝʢʩʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʘ ʪʨʘʥʩʬʦʨʤʝʨʥʘ ʤʦʜʝʣʴ ʪʠʧʫ BERT [10], ʷʢʘ ʧʝʨʝʪʚʦʨʶʻ 
ʢʦʞʝʥ ʪʝʢʩʪ x ʥʘ ʚʝʢʪʦʨʥʫ ʨʝʧʨʝʟʝʥʪʘʮʽʶ h(x), ʯʫʪʣʠʚʫ ʜʦ ʩʝʤʘʥʪʠʢʠ, ʝʤʦʮʽʡʥʦʛʦ 
ʟʘʙʘʨʚʣʝʥʥʷ ʪʘ ʢʦʛʥʽʪʠʚʥʦʾ ʩʢʣʘʜʥʦʩʪʽ ʤʦʚʣʝʥʥʷ. ɺʝʢʪʦʨ h(x) ʽʥʪʝʨʧʨʝʪʫʻʪʴʩʷ ʷʢ 
ʢʦʤʧʘʢʪʥʠʡ ʯʠʩʣʦʚʠʡ ʦʧʠʩ ʩʪʘʥʫ ʢʦʨʠʩʪʫʚʘʯʘ, ʚʽʜʦʙʨʘʞʘʶʯʠ ʣʝʢʩʠʯʥʽ, ʩʠʥʪʘʢʩʠʯʥʽ 
ʡ ʩʪʠʣʽʩʪʠʯʥʽ ʦʩʦʙʣʠʚʦʩʪʽ ʪʝʢʩʪʫ. 

ʅʘ ʦʩʥʦʚʽ ʚʝʢʪʦʨʘ h(x) ʙʫʜʫʻʪʴʩʷ ʙʽʥʘʨʥʠʡ ʜʝʪʝʢʪʦʨ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ. ɼʣʷ 
ʢʦʞʥʦʛʦ ʪʝʢʩʪʫ x ʤʦʜʝʣʴ ʧʦʚʝʨʪʘʻ ʡʤʦʚʽʨʥʽʩʥʫ ʦʮʽʥʢʫ d(x) = P(çʮʠʬʨʦʚʘ ʚʪʦʤʘè | x) 
ʫ ʤʝʞʘʭ [0;1]. ʗʢʱʦ d(x) Ó Ű, ʜʝ Ű ï ʦʙʨʘʥʠʡ ʧʦʨʽʛ ʯʫʪʣʠʚʦʩʪʽ, ʪʝʢʩʪ ʽʥʪʝʨʧʨʝʪʫʻʪʴʩʷ 
ʷʢ ʪʘʢʠʡ, ʱʦ ʤʽʩʪʠʪʴ ʦʟʥʘʢʠ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ; ʷʢʱʦ d(x)  < Ű, ʦʟʥʘʢʠ ʚʪʦʤʠ 
ʚʚʘʞʘʶʪʴʩʷ ʚʽʜʩʫʪʥʽʤʠ ʘʙʦ ʥʝʜʦʩʪʘʪʥʴʦ ʚʠʨʘʞʝʥʠʤʠ. ʅʘʚʯʘʥʥʷ ʤʦʜʝʣʽ 
ʟʜʽʡʩʥʶʻʪʴʩʷ ʥʘ ʨʦʟʤʽʯʝʥʦʤʫ ʢʦʨʧʫʩʽ ʪʝʢʩʪʽʚ ʟ ʝʢʩʧʝʨʪʥʠʤʠ ʤʽʪʢʘʤʠ çʚʪʦʤʘ / ʥʝʤʘʻ 
ʚʪʦʤʠè ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʣʦʛʽʩʪʠʯʥʦʾ (ʢʨʦʩ-ʝʥʪʨʦʧʽʡʥʦʾ) ʬʫʥʢʮʽʾ ʚʪʨʘʪ, ʱʦ ʤʽʥʽʤʽʟʫʻ 
ʨʦʟʙʽʞʥʽʩʪʴ ʤʽʞ d(x) ʪʘ ʝʪʘʣʦʥʥʦʶ ʤʽʪʢʦʶ. 

ɼʣʷ ʩʝʤʘʥʪʠʯʥʦʾ ʜʝʪʘʣʽʟʘʮʽʾ ʩʪʘʥʫ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ ʪʝʢʩʪ x ʜʦʜʘʪʢʦʚʦ 
ʧʦʜʘʻʪʴʩʷ ʜʦ ʤʦʜʫʣʷ ʪʝʤʘʪʠʯʥʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ, ʷʢʠʡ ʨʦʟʢʣʘʜʘʻ ʡʦʛʦ ʥʘ ʩʫʤʽʰ ʪʝʤ 
T = {t, é, tm} ʟ ʚʘʛʘʤʠ wj(x) ʫ ʜʽʘʧʘʟʦʥʽ [0;1], ʜʝ ʩʫʤʘ ʚʩʽʭ wj(x) ʜʦʨʽʚʥʶʻ 1. 
ʇʘʨʘʣʝʣʴʥʦ ʬʦʨʤʫʻʪʴʩʷ ʤʥʦʞʠʥʘ ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ O(x) ï ʭʘʨʘʢʪʝʨʥʠʭ ʩʣʽʚ, ʩʪʽʡʢʠʭ 
ʩʣʦʚʦʩʧʦʣʫʯʝʥʴ ʪʘ ʽʤʝʥʦʚʘʥʠʭ ʩʫʪʥʦʩʪʝʡ, ʚʠʜʽʣʝʥʠʭ ʟʘ ʧʦʻʜʥʘʥʥʷʤ TF-IDF, 
ʚʠʷʚʣʝʥʥʷ ʽʤʝʥʦʚʘʥʠʭ ʩʫʪʥʦʩʪʝʡ ʪʘ ʩʪʘʪʠʩʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ. ʊʘʢʠʤ ʯʠʥʦʤ, ʢʦʞʝʥ 
ʪʝʢʩʪ ʦʧʠʩʫʻʪʴʩʷ ʪʨʽʡʢʦʶ (h(x), T, O(x)), ʱʦ ʜʘʻ ʟʤʦʛʫ ʧʦʚôʷʟʘʪʠ ʬʘʢʪ ʮʠʬʨʦʚʦʾ 
ʚʪʦʤʠ ʥʝ ʣʠʰʝ ʟ ʟʘʛʘʣʴʥʠʤ ʩʪʠʣʝʤ, ʘ ʡ ʟ ʢʦʥʢʨʝʪʥʠʤʠ ʪʝʤʘʤʠ ʪʘ ʧʦʥʷʪʪʷʤʠ, ʫ 
ʤʝʞʘʭ ʷʢʠʭ ʚʠʥʠʢʘʻ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ. 

ɯʥʜʝʢʩ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ ʜʝʪʘʣʽʟʫʻʪʴʩʷ ʟʘ ʪʝʤʘʤʠ ʫ ʚʠʛʣʷʜʽ ʥʘʙʦʨʫ dj(x) = d(x) 
wj(x), j = 1ém, ʜʝ dj(x) ʧʦʢʘʟʫʻ, ʷʢʫ ʯʘʩʪʢʫ ʟʘʛʘʣʴʥʦʾ ʚʪʦʤʠ ʧʦʚôʷʟʘʥʦ ʟ ʢʦʞʥʦʶ 
ʪʝʤʦʶ tj. ʎʝ ʜʦʟʚʦʣʷʻ ʧʦʙʫʜʫʚʘʪʠ ʪʝʤʘʪʠʯʥʠʡ ʧʨʦʬʽʣʴ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ ʜʣʷ ʦʜʥʦʛʦ 
ʪʝʢʩʪʫ ʡ ʚʽʟʫʘʣʽʟʫʚʘʪʠ çʟʦʥʠ ʥʘʧʨʫʞʝʥʥʷè ʫ ʚʠʛʣʷʜʽ ʢʘʨʪʠ, ʥʘ ʷʢʽʡ ʜʣʷ ʦʢʨʝʤʠʭ 
ʨʝʯʝʥʴ ʘʙʦ ʬʨʘʛʤʝʥʪʽʚ ʚʽʜʦʙʨʘʞʘʶʪʴʩʷ ʣʦʢʘʣʴʥʽ ʟʥʘʯʝʥʥʷ dj(x) ʪʘ ʧʦʚôʷʟʘʥʽ ʟ ʥʠʤʠ 
ʮʽʣʴʦʚʽ ʦʙôʻʢʪʠ ʟ O(x). ʋ ʪʘʢʠʡ ʩʧʦʩʽʙ ʤʦʜʝʣʴ ʟʘʙʝʟʧʝʯʫʻ ʥʝ ʣʠʰʝ ʯʠʩʣʦʚʫ ʦʮʽʥʢʫ 
d(x), ʘ ʡ ʽʥʪʝʨʧʨʝʪʘʮʽʶ ʪʦʛʦ, çʜʝè ʽ çʚʥʘʩʣʽʜʦʢ ʯʦʛʦè ʬʦʨʤʫʻʪʴʩʷ ʩʪʘʥ 
ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ. 

ɼʣʷ ʦʮʽʥʶʚʘʥʥʷ ʩʪʘʥʫ ʢʦʥʢʨʝʪʥʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ u ʫ ʜʠʥʘʤʽʮʽ ʨʦʟʛʣʷʜʘʻʪʴʩʷ 
ʤʥʦʞʠʥʘ ʡʦʛʦ ʧʦʚʽʜʦʤʣʝʥʴ M(u, T) ʟʘ ʧʝʨʽʦʜ T. ɯʥʪʝʛʨʘʣʴʥʠʡ ʨʽʚʝʥʴ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ 
ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ D(u, T) = ʩʝʨʝʜʥʻ ʟʥʘʯʝʥʥʷ d(x) ʜʣʷ ʚʩʽʭ x  ɴM(u, T). ɸʥʘʣʦʛʽʯʥʦ, ʜʣʷ 
ʢʦʞʥʦʾ ʪʝʤʠ tj ʦʙʯʠʩʣʶʻʪʴʩʷ ʪʝʤʘʪʠʯʥʠʡ ʽʥʜʝʢʩ Dj(u, T) = ʩʝʨʝʜʥʻ ʟʥʘʯʝʥʥʷ dj(x) ʟʘ 
ʧʝʨʽʦʜ T. ʉʫʢʫʧʥʽʩʪʴ ʧʦʢʘʟʥʠʢʽʚ Ɋ(u, T) = {D(u, T), D(u, T), é, Dm(u, T)} ʦʧʠʩʫʻ ʷʢ 
ʟʘʛʘʣʴʥʫ ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ, ʪʘʢ ʽ ʾʾ ʨʦʟʧʦʜʽʣ ʟʘ ʪʝʤʘʤʠ, ʬʦʨʤʫʶʯʠ 
ʧʨʠʜʘʪʥʠʡ ʜʦ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʧʨʦʬʽʣʴ ʢʦʨʠʩʪʫʚʘʯʘ. 
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ɿ ʤʘʪʝʤʘʪʠʯʥʦʾ ʪʦʯʢʠ ʟʦʨʫ, ʧʦʚʥʠʡ ʢʦʥʚʝʻʨ ʤʦʞʥʘ ʦʧʠʩʘʪʠ ʷʢ ʚʽʜʦʙʨʘʞʝʥʥʷ 
ʚʽʜ ʤʥʦʞʠʥʠ ʪʝʢʩʪʽʚ ʜʦ ʤʥʦʞʠʥʠ ʧʦʢʘʟʥʠʢʽʚ ʩʪʘʥʫ: ʧʦʪʽʢ ʧʦʚʽʜʦʤʣʝʥʴ M(u, T) 
ʩʧʝʨʰʫ ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʥʝʡʨʦʤʝʨʝʞʝʶ ʥʘ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʚʝʢʪʦʨʽʚ h(x), ʜʘʣʽ ʯʝʨʝʟ 
ʤʦʜʫʣʴ ʢʣʘʩʠʬʽʢʘʮʽʾ ï ʥʘ ʟʥʘʯʝʥʥʷ d(x), ʧʦʪʽʤ ʯʝʨʝʟ ʪʝʤʘʪʠʯʥʠʡ ʤʦʜʫʣʴ ʽ ʘʥʘʣʽʟ 
ʮʽʣʴʦʚʠʭ ʦʙôʻʢʪʽʚ ï ʥʘ dj(x) ʽ ʥʘʙʦʨʠ O(x), ʧʽʩʣʷ ʯʦʛʦ ʚʩʽ ʮʽ ʚʝʣʠʯʠʥʠ ʘʛʨʝʛʫʶʪʴʩʷ ʫ 
ʚʝʢʪʦʨ Ɋ(u, T). ʊʘʢʘ ʤʦʜʝʣʴ ʧʦʻʜʥʫʻ ʛʥʫʯʢʽʩʪʴ ʩʫʯʘʩʥʠʭ ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʘʨʭʽʪʝʢʪʫʨ 
ʽʟ ʧʨʦʟʦʨʠʤʠ ʮʠʬʨʦʚʠʤʠ ʽʥʜʠʢʘʪʦʨʘʤʠ, ʧʨʠʜʘʪʥʠʤʠ ʜʣʷ ʽʥʪʝʛʨʘʮʽʾ ʚ ʩʠʩʪʝʤʠ 
ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʥʪʘʣʴʥʦʛʦ ʩʪʘʥʫ, ʘʜʘʧʪʠʚʥʽ ʽʥʪʝʨʬʝʡʩʠ ʪʘ ʩʝʨʚʽʩʠ ʧʽʜʪʨʠʤʢʠ 
ʢʦʨʠʩʪʫʚʘʯʽʚ, ʥʝ ʟʘʤʽʥʶʶʯʠ ʧʨʦʬʝʩʽʡʥʦʾ ʦʮʽʥʢʠ ʬʘʭʽʚʮʽʚ, ʘʣʝ ʧʽʜʩʠʣʶʶʯʠ 
ʤʦʞʣʠʚʦʩʪʽ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʮʠʬʨʦʚʦʾ ʚʪʦʤʠ. 
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1
 ʂʦʤʫʥʘʣʴʥʠʡ ʟʘʢʣʘʜ ʟʘʛʘʣʴʥʦʾ ʩʝʨʝʜʥʴʦʾ ʦʩʚʽʪʠ  

çʃʽʮʝʡ ˉ17 ʍʤʝʣʴʥʠʮʴʢʦʾ ʤʽʩʴʢʦʾ ʨʘʜʠè 
2
 ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʇɯɼʍɯɼ ɼʆ ʅɽʁʈʆʄɽʈɽɾɽɺʆɻʆ ɺʀʗɺʃɽʅʅʗ ʆɿʅɸʂ ʅɸʉʀʃʔʉʊɺɸ 

ɻɽʅɼɽʈʅʆɻʆ ʉʇʈʗʄʋɺɸʅʅʗ ɿɸ ʇʆɺɯɼʆʄʃɽʅʅʗʄʀ ʉʆʎɯɸʃʔʅʆ-

ʆʈɯɭʅʊʆɺɸʅʀʍ ʉɽʈɺɯʉɯɺ 
 

ʈʦʙʦʪʘ ʧʨʠʩʚʷʯʝʥʘ ʥʝʡʨʦʤʝʨʝʞʝʚʦʤʫ ʚʠʷʚʣʝʥʥʶ ʦʟʥʘʢ ʥʘʩʠʣʴʩʪʚʘ ʛʝʥʜʝʨʥʦʛʦ 

ʩʧʨʷʤʫʚʘʥʥʷ ʟʘ ʪʝʢʩʪʘʤʠ ʧʦʚʽʜʦʤʣʝʥʴ ʩʦʮʽʘʣʴʥʦ-ʦʨʽʻʥʪʦʚʘʥʠʭ ʩʝʨʚʽʩʽʚ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ 

ʧʽʜʭʽʜ, ʫ ʷʢʦʤʫ ʪʨʘʥʩʬʦʨʤʝʨʥʽ ʤʦʜʝʣʽ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʘʥʘʣʽʟʫʶʪʴ ʣʽʥʛʚʽʩʪʠʯʥʽ ʪʘ 

ʢʦʥʪʝʢʩʪʫʘʣʴʥʽ ʧʘʪʝʨʥʠ, ʱʦ ʚʽʜʦʙʨʘʞʘʶʪʴ ʚʝʨʙʘʣʴʥʫ ʘʛʨʝʩʽʶ, ʧʨʠʥʠʞʝʥʥʷ, ʧʦʛʨʦʟʠ ʪʘ 

ʢʦʥʪʨʦʣʴ, ʧʦʚôʷʟʘʥʽ ʟ ʛʝʥʜʝʨʥʦʶ ʥʝʨʽʚʥʽʩʪʶ, ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʙʘʛʘʪʦʟʥʘʯʥʦʩʪʽ ʚʠʩʣʦʚʣʶʚʘʥʴ ʽ 

ʚʧʣʠʚʫ ʢʦʥʪʝʢʩʪʫ ʜʽʘʣʦʛʫ. ɿʘʙʝʟʧʝʯʫʻʪʴʩʷ ʤʦʞʣʠʚʽʩʪʴ ʧʦʜʘʣʴʰʦʾ ʽʥʪʝʛʨʘʮʽʾ ʤʦʜʫʣʷ ʚ 

ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʧʽʜʪʨʠʤʢʠ ʧʦʩʪʨʘʞʜʘʣʠʭ, ʱʦ ʩʧʨʠʷʻ ʙʽʣʴʰ ʨʘʥʥʴʦʤʫ ʚʠʷʚʣʝʥʥʶ 

ʨʠʟʠʢʦʚʘʥʠʭ ʩʠʪʫʘʮʽʡ ʽ ʧʽʜʚʠʱʝʥʥʶ ʝʬʝʢʪʠʚʥʦʩʪʽ ʮʠʬʨʦʚʠʭ ʩʝʨʚʽʩʽʚ ʩʦʮʽʘʣʴʥʦʾ ʜʦʧʦʤʦʛʠ. 

 

The paper focuses on a neural networkïbased approach to detecting signs of gender-

based violence in messages from social-oriented online services. The proposed method employs 

transformer-based deep learning models to capture linguistic and contextual patterns that reflect 

verbal aggression, humiliation, threats, and controlling behaviour linked to gender inequality, while 

accounting for ambiguity and dialogue context. The resulting module can be integrated into 

monitoring and support systems for victims, enabling earlier detection of high-risk situations and 

improving the effectiveness of digital social assistance services. 

 

ʊʝʢʩʪʦʚʽ ʟʚʝʨʥʝʥʥʷ ʜʦ ʩʦʮʽʘʣʴʥʦ-ʦʨʽʻʥʪʦʚʘʥʠʭ ʩʝʨʚʽʩʽʚ, ʯʘʪ-ʙʦʪʽʚ ʽ ʦʥʣʘʡʥ-

ʢʦʥʩʫʣʴʪʘʮʽʡ ʜʝʜʘʣʽ ʯʘʩʪʽʰʝ ʤʽʩʪʷʪʴ ʦʧʠʩ ʩʠʪʫʘʮʽʡ, ʧʦʚôʷʟʘʥʠʭ ʟ ʥʘʩʠʣʴʩʪʚʦʤ 

ʛʝʥʜʝʨʥʦʛʦ ʩʧʨʷʤʫʚʘʥʥʷ, ʦʜʥʘʢ ʧʦʜʘʶʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʢʦʨʦʪʢʠʭ, ʬʨʘʛʤʝʥʪʘʨʥʠʭ 

ʧʦʚʽʜʦʤʣʝʥʴ [1]. ʋ ʪʘʢʠʭ ʧʦʚʽʜʦʤʣʝʥʥʷʭ ʧʦʩʪʨʘʞʜʘʣʽ ʥʝʨʽʜʢʦ ʫʥʠʢʘʶʪʴ ʧʨʷʤʦʾ 

ʢʚʘʣʽʬʽʢʘʮʽʾ ʧʝʨʝʞʠʪʦʛʦ ʷʢ ʥʘʩʠʣʴʩʪʚʘ, ʥʘʪʦʤʽʩʪʴ ʦʧʠʩʫʶʪʴ ʦʢʨʝʤʽ ʝʧʽʟʦʜʠ, 

ʝʤʦʮʽʡʥʽ ʩʪʘʥʠ, ʚʠʩʣʦʚʣʶʚʘʥʥʷ ʧʘʨʪʥʝʨʘ ʯʠ ʙʣʠʟʴʢʦʛʦ ʦʪʦʯʝʥʥʷ [2]. ʄʝʪʦʜʠ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ ʪʝʢʩʪʫ, ʱʦ ʩʧʠʨʘʶʪʴʩʷ ʥʘ ʢʣʶʯʦʚʽ ʩʣʦʚʘ ʘʙʦ ʧʨʦʩʪʽ 

ʩʪʘʪʠʩʪʠʯʥʽ ʤʦʜʝʣʽ, ʚʠʷʚʣʷʶʪʴʩʷ ʥʝʜʦʩʪʘʪʥʴʦ ʯʫʪʣʠʚʠʤʠ ʜʦ ʟʘʚʫʘʣʴʦʚʘʥʠʭ, 

ʢʦʥʪʝʢʩʪʥʦ ʥʘʩʠʯʝʥʠʭ ʬʦʨʤ ʚʝʨʙʘʣʴʥʦʛʦ ʥʘʩʠʣʴʩʪʚʘ, ʧʨʠʥʠʞʝʥʥʷ, ʢʦʥʪʨʦʣʶ ʡ 

ʧʦʛʨʦʟ [3]. ʎʝ ʟʫʤʦʚʣʶʻ ʧʦʪʨʝʙʫ ʫ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʧʽʜʭʦʜʘʭ, ʟʜʘʪʥʠʭ ʚʠʷʚʣʷʪʠ 

ʦʟʥʘʢʠ ʛʝʥʜʝʨʥʦ ʦʙʫʤʦʚʣʝʥʦʛʦ ʥʘʩʠʣʴʩʪʚʘ ʥʘ ʨʽʚʥʽ ʦʜʥʦʛʦ ʦʢʨʝʤʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ, 

ʙʝʟ ʟʘʣʫʯʝʥʥʷ ʧʦʚʥʦʾ ʽʩʪʦʨʽʾ ʜʽʘʣʦʛʫ. 

ʇʦʰʠʨʝʥʥʷ ʦʥʣʘʡʥ-ʢʦʤʫʥʽʢʘʮʽʡ ʪʘ ʩʦʮʽʘʣʴʥʦ-ʦʨʽʻʥʪʦʚʘʥʠʭ ʩʝʨʚʽʩʽʚ ʟʥʘʯʥʦ 

ʟʙʽʣʴʰʠʣʦ ʦʙʩʷʛ ʪʝʢʩʪʦʚʦʛʦ ʢʦʥʪʝʥʪʫ, ʫ ʷʢʦʤʫ ʤʦʞʫʪʴ ʧʨʦʷʚʣʷʪʠʩʷ ʦʟʥʘʢʠ 
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ʥʘʩʠʣʴʩʪʚʘ ʛʝʥʜʝʨʥʦʛʦ ʩʧʨʷʤʫʚʘʥʥʷ. ɺʠʷʚʣʝʥʥʷ ʪʘʢʠʭ ʧʨʦʷʚʽʚ ʻ ʚʘʞʣʠʚʠʤ ʜʣʷ 

ʩʪʚʦʨʝʥʥʷ ʙʝʟʧʝʯʥʦʛʦ ʮʠʬʨʦʚʦʛʦ ʩʝʨʝʜʦʚʠʱʘ, ʟʘʭʠʩʪʫ ʧʨʘʚ ʢʦʨʠʩʪʫʚʘʯʽʚ ʪʘ 

ʟʘʧʦʙʽʛʘʥʥʷ ʧʩʠʭʦʣʦʛʽʯʥʽʡ ʰʢʦʜʽ [4]. ʊʨʘʜʠʮʽʡʥʽ ʧʽʜʭʦʜʠ ʜʦ ʤʦʜʝʨʘʮʽʾ ʢʦʥʪʝʥʪʫ, ʱʦ 

ʧʦʢʣʘʜʘʶʪʴʩʷ ʥʘ ʣʶʜʩʴʢʫ ʝʢʩʧʝʨʪʠʟʫ, ʯʘʩʪʦ ʻ ʥʝʝʬʝʢʪʠʚʥʠʤʠ ʯʝʨʝʟ ʰʚʠʜʢʽʩʪʴ 

ʧʦʰʠʨʝʥʥʷ ʧʦʚʽʜʦʤʣʝʥʴ, ʱʦ ʨʦʙʠʪʴ ʘʢʪʫʘʣʴʥʠʤ ʟʘʩʪʦʩʫʚʘʥʥʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ 

ʤʝʪʦʜʽʚ ʘʥʘʣʽʟʫ ʪʝʢʩʪʫ [5]. 

ʉʫʯʘʩʥʽ ʪʝʭʥʦʣʦʛʽʾ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ ʜʦʟʚʦʣʷʶʪʴ ʝʬʝʢʪʠʚʥʦ 

ʨʦʟʧʽʟʥʘʚʘʪʠ ʣʝʢʩʠʯʥʽ [6], ʩʠʥʪʘʢʩʠʯʥʽ [7] ʪʘ ʩʝʤʘʥʪʠʯʥʽ [8] ʤʘʨʢʝʨʠ ʥʘʩʠʣʴʥʠʮʴʢʠʭ 

ʘʙʦ ʜʠʩʢʨʠʤʽʥʘʮʽʡʥʠʭ ʚʠʩʣʦʚʣʶʚʘʥʴ ʱʦʜʦ ʧʝʚʥʦʾ ʛʝʥʜʝʨʥʦʾ ʛʨʫʧʠ. ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʤʦʜʝʣʝʡ, ʟʦʢʨʝʤʘ ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʘʨʭʽʪʝʢʪʫʨ [9], ʟʘʙʝʟʧʝʯʫʻ 

ʢʦʥʪʝʢʩʪʥʝ ʨʦʟʫʤʽʥʥʷ ʧʦʚʽʜʦʤʣʝʥʴ [10], ʚʠʷʚʣʝʥʥʷ ʧʨʠʭʦʚʘʥʠʭ ʬʦʨʤ ʦʙʨʘʟ, ʧʦʛʨʦʟ 

ʯʠ ʧʩʠʭʦʣʦʛʽʯʥʦʛʦ ʪʠʩʢʫ [11], ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʟʘʤʘʩʢʦʚʘʥʽ ʘʙʦ ʚʠʨʘʞʝʥʽ ʥʝʧʨʷʤʠʤʠ 

ʢʦʥʩʪʨʫʢʮʽʷʤʠ. ʊʘʢʽ ʤʦʜʝʣʽ ʜʦʟʚʦʣʷʶʪʴ ʘʥʘʣʽʟʫʚʘʪʠ ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭ ʫ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʪʘ ʟʘʙʝʟʧʝʯʫʶʪʴ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʧʨʠ ʨʦʙʦʪʽ ʟ ʩʦʮʽʘʣʴʥʠʤʠ 

ʧʣʘʪʬʦʨʤʘʤʠ [12]. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʦʛʦ ʧʽʜʭʦʜʫ ʜʦ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʦʟʥʘʢ ʥʘʩʠʣʴʩʪʚʘ ʛʝʥʜʝʨʥʦʛʦ ʩʧʨʷʤʫʚʘʥʥʷ ʟʘ ʦʜʥʠʤ 

ʪʝʢʩʪʦʚʠʤ ʧʦʚʽʜʦʤʣʝʥʥʷʤ ʢʦʨʠʩʪʫʚʘʯʘ ʩʦʮʽʘʣʴʥʦ-ʦʨʽʻʥʪʦʚʘʥʠʭ ʮʠʬʨʦʚʠʭ ʩʝʨʚʽʩʽʚ. 

ʆʙôʻʢʪʦʤ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʧʨʦʮʝʩ ʦʙʨʦʙʢʠ ʽʥʜʠʚʽʜʫʘʣʴʥʠʭ ʪʝʢʩʪʦʚʠʭ ʟʚʝʨʥʝʥʴ ʫ 

ʩʠʩʪʝʤʘʭ ʦʥʣʘʡʥ-ʧʽʜʪʨʠʤʢʠ, ʢʦʥʩʫʣʴʪʘʮʽʡ ʪʘ ʩʝʨʚʽʩʘʭ ʩʦʮʽʘʣʴʥʦʾ ʜʦʧʦʤʦʛʠ. 

ʇʨʝʜʤʝʪʦʤ ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʩʪʫʧʘʶʪʴ ʤʦʜʝʣʽ ʪʘ ʤʝʪʦʜʠ ʥʝʡʨʦʤʝʨʝʞʝʚʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʪʝʢʩʪʫ, ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʣʽʥʛʚʽʩʪʠʯʥʠʭ ʤʘʨʢʝʨʽʚ ʛʝʥʜʝʨʥʦ ʦʙʫʤʦʚʣʝʥʦʛʦ 

ʥʘʩʠʣʴʩʪʚʘ ʫ ʬʦʨʤʘʪʽ ʦʜʠʥʠʯʥʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʜʦʥʘʚʯʘʥʥʽ ʧʦʧʝʨʝʜʥʴʦ ʥʘʪʨʝʥʦʚʘʥʦʾ 

ʪʨʘʥʩʬʦʨʤʝʨʥʦʾ ʤʦʚʥʦʾ ʤʦʜʝʣʽ ʥʘ ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ ʢʦʨʧʫʩʽ ʪʝʢʩʪʽʚ, ʫ ʷʢʦʤʫ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʦʟʥʘʯʝʥʽ ʟʘ ʥʘʷʚʥʽʩʪʶ ʘʙʦ ʚʽʜʩʫʪʥʽʩʪʶ ʦʟʥʘʢ ʥʘʩʠʣʴʩʪʚʘ ʛʝʥʜʝʨʥʦʛʦ 

ʩʧʨʷʤʫʚʘʥʥʷ, ʘ ʟʘ ʧʦʪʨʝʙʠ ï ʟʘ ʧʽʜʪʠʧʘʤʠ ʧʨʦʷʚʽʚ (ʚʝʨʙʘʣʴʥʽ ʦʙʨʘʟʠ, ʧʨʠʥʠʞʝʥʥʷ, 

ʧʦʛʨʦʟʠ, ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʜʦ ʨʝʩʫʨʩʽʚ ʪʦʱʦ). ʊʝʢʩʪʦʚʝ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦʭʦʜʠʪʴ 

ʝʪʘʧʠ ʥʦʨʤʘʣʽʟʘʮʽʾ ʪʘ ʪʦʢʝʥʽʟʘʮʽʾ, ʧʽʩʣʷ ʯʦʛʦ ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʥʘ ʢʦʥʪʝʢʩʪʥʦ-ʟʘʣʝʞʥʝ 

ʚʝʢʪʦʨʥʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ, ʱʦ ʧʦʜʘʻʪʴʩʷ ʥʘ ʚʭʽʜ ʢʣʘʩʠʬʽʢʘʮʽʡʥʦʤʫ ʰʘʨʫ 

ʥʝʡʨʦʤʝʨʝʞʽ. ʄʦʜʝʣʴ ʥʘʚʯʘʻʪʴʩʷ ʚʽʜʥʦʩʠʪʠ ʢʦʞʥʝ ʦʢʨʝʤʝ ʧʦʚʽʜʦʤʣʝʥʥʷ ʜʦ ʢʣʘʩʫ 

çʤʽʩʪʠʪʴ ʦʟʥʘʢʠ ʛʝʥʜʝʨʥʦ ʦʙʫʤʦʚʣʝʥʦʛʦ ʥʘʩʠʣʴʩʪʚʘè ʯʠ çʥʝ ʤʽʩʪʠʪʴè, ʩʧʠʨʘʶʯʠʩʴ 

ʥʘ ʩʫʢʫʧʥʽʩʪʴ ʣʝʢʩʠʯʥʠʭ, ʩʠʥʪʘʢʩʠʯʥʠʭ ʽ ʩʝʤʘʥʪʠʯʥʠʭ ʧʘʪʝʨʥʽʚ, ʧʨʠʪʘʤʘʥʥʠʭ 

ʦʧʠʩʘʤ ʪʦʢʩʠʯʥʠʭ ʽ ʥʝʙʝʟʧʝʯʥʠʭ ʚʟʘʻʤʦʜʽʡ. 

ɼʣʷ ʧʽʜʚʠʱʝʥʥʷ ʧʨʘʢʪʠʯʥʦʾ ʧʨʠʜʘʪʥʦʩʪʽ ʨʦʟʨʦʙʣʶʚʘʥʦʛʦ ʨʽʰʝʥʥʷ 

ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʽʥʪʝʨʧʨʝʪʦʚʘʥʠʭ ʚʠʭʦʜʽʚ ʤʦʜʝʣʽ ʥʘ ʨʽʚʥʽ ʚʘʞʣʠʚʦʩʪʽ 

ʦʢʨʝʤʠʭ ʩʣʽʚ ʪʘ ʩʣʦʚʦʩʧʦʣʫʯʝʥʴ, ʱʦ ʬʦʨʤʫʶʪʴ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʝʢʩʧʝʨʪʥʦʾ ʚʝʨʠʬʽʢʘʮʽʾ 

ʩʧʨʘʮʴʦʚʫʚʘʥʴ. ʎʝ ʜʦʟʚʦʣʷʻ ʬʘʭʽʚʮʷʤ ʩʦʮʽʘʣʴʥʦʾ ʪʘ ʧʩʠʭʦʣʦʛʽʯʥʦʾ ʜʦʧʦʤʦʛʠ 

ʦʮʽʥʶʚʘʪʠ ʥʝ ʣʠʰʝ ʬʘʢʪ ʩʧʨʘʮʶʚʘʥʥʷ ʢʣʘʩʠʬʽʢʘʪʦʨʘ, ʘ ʡ ʪʽ ʪʝʢʩʪʦʚʽ ʬʨʘʛʤʝʥʪʠ, ʷʢʽ 

ʩʪʘʣʠ ʚʠʨʽʰʘʣʴʥʠʤʠ ʜʣʷ ʚʽʜʥʝʩʝʥʥʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʜʦ ʢʘʪʝʛʦʨʽʾ ʨʠʟʠʢʫ. ʆʯʽʢʫʻʪʴʩʷ, 

ʱʦ ʽʥʪʝʛʨʘʮʽʷ ʪʘʢʦʛʦ ʥʝʡʨʦʤʝʨʝʞʝʚʦʛʦ ʤʦʜʫʣʷ ʫ ʮʠʬʨʦʚʽ ʩʝʨʚʽʩʠ ʩʦʮʽʘʣʴʥʦʾ 

ʧʽʜʪʨʠʤʢʠ ʩʧʨʠʷʪʠʤʝ ʨʘʥʥʴʦʤʫ ʚʠʷʚʣʝʥʥʶ ʧʦʪʝʥʮʽʡʥʦ ʥʝʙʝʟʧʝʯʥʠʭ ʩʠʪʫʘʮʽʡ, 
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ʦʧʝʨʘʪʠʚʥʦʤʫ ʩʢʝʨʫʚʘʥʥʶ ʧʦʩʪʨʘʞʜʘʣʠʭ ʜʦ ʚʽʜʧʦʚʽʜʥʠʭ ʩʣʫʞʙ ʪʘ ʧʽʜʚʠʱʝʥʥʶ 

ʝʬʝʢʪʠʚʥʦʩʪʽ ʤʦʥʽʪʦʨʠʥʛʫ ʧʨʦʷʚʽʚ ʥʘʩʠʣʴʩʪʚʘ ʛʝʥʜʝʨʥʦʛʦ ʩʧʨʷʤʫʚʘʥʥʷ ʫ 

ʮʠʬʨʦʚʦʤʫ ʩʝʨʝʜʦʚʠʱʽ.  
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɸʃɻʆʈʀʊʄ ɺʀʗɺʃɽʅʅʗ ɸʊɸʂ ɺ ɹɽɿɼʈʆʊʆɺʀʍ ʄɽʈɽɾɸʍ ʇɽʈɽɼɸʏɯ 

ɼɸʅʀʍ 
 

ʐʠʨʦʢʝ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʙʝʟʜʨʦʪʦʚʠʭ ʣʦʢʘʣʴʥʠʭ ʤʝʨʝʞ ʪʘ ʾʭ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ 

ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʝʦʙʭʽʜʥʦʩʪʽ ʧʨʠʜʽʣʷʪʠ ʘʢʪʠʚʥʫ 

ʫʚʘʛʫ ʚʠʨʽʰʝʥʥʶ ʧʨʠʪʘʤʘʥʥʠʭ ʾʤ ʧʨʦʙʣʝʤ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ. ʇʨʠ ʮʴʦʤʫ ʽʩʥʫʶʯʽ ʟʘʩʦʙʠ 

ʟʘʭʠʩʪʫ, ʚ ʪʦʤʫ ʯʠʩʣʽ ʢʦʤʝʨʮʽʡʥʽ ʙʝʟʜʨʦʪʦʚʽ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ, ʥʝ ʟʘʙʝʟʧʝʯʫʶʪʴ 

ʧʦʚʥʦʮʽʥʥʦʛʦ ʟʘʭʠʩʪʫ ʚʽʜ ʟʣʦʚʤʠʩʥʦʾ ʘʢʪʠʚʥʦʩʪʽ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʽ ʘʣʛʦʨʠʪʤʠ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʚ ʙʝʟʜʨʦʪʦʚʦʾ ʤʝʨʝʞʽ ʥʘ ʦʩʥʦʚʽ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʢʣʘʩʠʬʽʢʦʚʘʥʦʾ ʤʦʜʝʣʽ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʪʝʭʥʦʣʦʛʽʡ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ 

ʜʘʥʠʭ. ɸʥʘʣʽʟ ʘʣʛʦʨʠʪʤʽʚ ʜʦʟʚʦʣʷʻ ʟʨʦʙʠʪʠ ʚʠʩʥʦʚʦʢ ʧʨʦ ʾʭ ʟʘʩʪʦʩʦʚʥʦʩʪʽ ʚ ʩʢʣʘʜʽ  

ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ.  

 

The widespread use of wireless local area networks and their application in corporate 

information systems leads to the need to pay active attention to solving their inherent information 

security problems. At the same time, existing means of protection, including commercial wireless 

attack detection systems, do not provide full protection against malicious activity. 

Algorithms for detecting attacks in a wireless network based on the application of a 

classified model using data mining technologies are proposed. Analysis of the algorithms allows us 

to conclude about their applicability as part of an attack detection system. 

 

ɹʝʟʜʨʦʪʦʚʽ ʤʝʨʝʞʽ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʩʭʠʣʴʥʽ, ʚ ʪʦʤʫ ʯʠʩʣʽ ʟ ʧʨʠʯʠʥʠ 

ʥʝʜʦʩʢʦʥʘʣʦʩʪʽ ʧʨʦʪʦʢʦʣʽʚ, ʜʦ ʨʽʟʥʠʭ ʪʠʧʽʚ ʘʪʘʢ. ʈʷʜʦʚʽ ʢʦʨʠʩʪʫʚʘʯʽ ʽ ʥʝʚʝʣʠʢʽ 

ʦʨʛʘʥʽʟʘʮʽʾ, ʷʢ ʧʨʘʚʠʣʦ, ʦʙʤʝʞʫʶʪʴʩʷ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʘʥʪʠʚʽʨʫʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ ʥʘ ʩʫʯʘʩʥʦʤʫ ʝʪʘʧʽ ʨʦʟʚʠʪʢʫ ʤʘʻ ʨʷʜ ʜʦʜʘʪʢʦʚʠʭ ʤʦʜʫʣʽʚ ʟʘʭʠʩʪʫ. 

ɺʝʣʠʢʽ ʧʽʜʧʨʠʻʤʩʪʚʘ ʟʤʫʰʝʥʽ ʢʫʧʫʚʘʪʠ ʜʦʨʦʛʽ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʪʘ ʟʘʧʦʙʽʛʘʥʥʷ 

ʘʪʘʢʘʤ [1,2].  

ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʟʘʟʥʘʯʝʥʠʭ ʧʨʦʙʣʝʤ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʽʥʬʦʨʤʘʮʽʾ ʚ 

ʙʝʟʜʨʦʪʦʚʠʭ ʤʝʨʝʞʘʭ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʷʢ ʪʝʭʥʽʯʥʽ ʟʘʩʦʙʠ ʟʘʭʠʩʪʫ, ʪʘʢ ʽ 

ʦʨʛʘʥʽʟʘʮʽʡʥʽ ʟʘʭʦʜʠ.  

ʗʢ ʙʫʣʦ ʚʽʜʟʥʘʯʝʥʦ, ʚ ʜʦʩʪʫʧʥʽʡ ʣʽʪʝʨʘʪʫʨʽ ʚʽʜʩʫʪʥʽ ʨʦʙʦʪʠ ʧʦ ʟʘʩʪʦʩʫʚʘʥʥʶ 

ʤʝʪʦʜʽʚ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʚ ʟʘʜʘʯʘʭ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʥʘ ʣʦʢʘʣʴʥʽ 

ʙʝʟʜʨʦʪʦʚʽ ʤʝʨʝʞʽ. ʋ ʟʚ'ʷʟʢʫ ʟ ʮʠʤ ʚʠʥʠʢʘʻ ʧʨʦʙʣʝʤʘ ʚʠʙʦʨʫ ʦʧʪʠʤʘʣʴʥʦʛʦ ʚʝʢʪʦʨʘ 

ʦʟʥʘʢ, ʩʧʝʮʠʬʽʯʥʠʭ ʜʣʷ ʧʦʜʽʡ ʙʝʟʧʝʢʠ ʚ ʙʝʟʜʨʦʪʦʚʠʭ ʤʝʨʝʞʘʭ, ʷʢʽ ʙʫʜʫʪʴ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʚ ʭʦʜʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʜʘʥʠʭ ʧʦʜʽʡ [3,4]. ɿʘʜʘʯʘ ʨʦʟʨʦʙʢʠ 

ʘʣʛʦʨʠʪʤʽʯʥʦʛʦ ʪʘ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʠʩʪʝʤʠ, ʱʦ ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ 
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ʧʨʦʮʝʩ ʚʠʷʚʣʝʥʥʷ ʙʝʟʜʨʦʪʦʚʠʭ ʘʪʘʢ ʥʘ ʦʩʥʦʚʽ ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʫʯʘʩʥʠʭ ʤʝʪʦʜʽʚ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ ʧʘʨʘʤʝʪʨʽʚ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ, ʻ ʘʢʪʫʘʣʴʥʦʶ. 

ɼʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʙʝʟʧʝʯʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʢʦʨʧʦʨʘʪʠʚʥʦʾ ʙʝʟʜʨʦʪʦʚʦʾ 

ʤʝʨʝʞʽ ʥʝʦʙʭʽʜʥʦ ʚʠʙʫʜʫʚʘʪʠ ʩʠʩʪʝʤʫ ʙʘʛʘʪʦʨʽʚʥʝʚʦʛʦ ʟʘʭʠʩʪʫ. ɼʘʥʘ ʩʠʩʪʝʤʘ 

ʚʢʣʶʯʘʻ ʚ ʩʝʙʝ ʥʘʩʪʫʧʥʽ ʨʫʙʝʞʽ (ʟʘʭʦʜʠ): ʟʘʭʠʩʪ ʧʝʨʠʤʝʪʨʘ ʙʝʟʜʨʦʪʦʚʦʾ ʤʝʨʝʞʽ: 

ʪʦʯʦʢ ʜʦʩʪʫʧʫ ʽ ʧʨʠʩʪʨʦʾʚ ʢʦʨʠʩʪʫʚʘʯʽʚ; ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʩʝʘʥʩʽʚ ʟʚ'ʷʟʢʫ: 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʥʘʜʽʡʥʠʭ ʤʝʪʦʜʽʚ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ, ʩʪʽʡʢʠʭ ʘʣʛʦʨʠʪʤʽʚ ʰʠʬʨʫʚʘʥʥʷ ʽ ʪ. 

ʜ.; ʧʦʩʪʽʡʥʠʡ ʤʦʥʽʪʦʨʠʥʛ ʨʘʜʽʦʝʬʽʨʫ, ʚʢʣʶʯʘʶʯʠ ʬʽʟʠʯʥʠʡ ʨʽʚʝʥʴ, ʚʠʷʚʣʝʥʥʷ ʽ 

ʘʥʘʣʽʟ ʧʽʜʦʟʨʽʣʦʾ ʘʢʪʠʚʥʦʩʪʽ. 

ʋʤʦʚʦʶ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʤʦʞʣʠʚʽʩʪʴ ʨʝʘʣʽʟʘʮʽʾ ʥʘʚʝʜʝʥʠʭ ʟʘʛʨʦʟ ʙʝʟʧʝʢʠ 

ʦʙʨʦʙʣʶʚʘʥʦʾ ʚ ʩʠʩʪʝʤʽ ʽʥʬʦʨʤʘʮʽʾ, ʤʦʞʫʪʴ ʙʫʪʠ ʥʝʜʦʣʽʢʠ ʘʙʦ ʩʣʘʙʢʽ ʤʽʩʮʷ ʚ 

ʢʦʤʧʦʥʝʥʪʘʭ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʤʝʨʝʞʝʚʠʭ ʧʨʦʪʦʢʦʣʘʭ ʽ ʧʨʦʛʨʘʤʥʦʤʫ 

ʟʘʙʝʟʧʝʯʝʥʥʽ. ʆʩʥʦʚʦʶ ʘʪʘʢ ʚ ʙʝʟʜʨʦʪʦʚʠʭ ʤʝʨʝʞʘʭ ʩʣʫʞʠʪʴ ʧʝʨʝʭʦʧʣʝʥʥʷ 

ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʚʽʜ/ʜʦ ʪʦʯʢʠ ʜʦʩʪʫʧʫ ʘʙʦ ʪʨʘʬʽʢʫ ʤʽʞ ʜʚʦʤʘ ʧʽʜʢʣʶʯʝʥʠʤʠ 

ʩʪʘʥʮʽʷʤʠ, ʘ ʪʘʢʦʞ ʚʧʨʦʚʘʜʞʝʥʥʷ ʜʦʜʘʪʢʦʚʠʭ (ʧʽʜʨʦʙʣʝʥʠʭ) ʜʘʥʠʭ ʚ ʩʝʘʥʩ 

ʙʝʟʜʨʦʪʦʚʦʾ ʟʚ'ʷʟʢʫ. ɸʪʘʢʠ ʤʦʞʫʪʴ ʙʫʪʠ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʨʽʟʥʽ ʦʙ'ʻʢʪʠ ʤʝʨʝʞʝʚʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ [2,3,4].  

ɼʣʷ ʚʠʷʚʣʝʥʥʷ ʙʝʟʜʨʦʪʦʚʠʭ ʘʪʘʢ, ʨʦʟʨʦʙʣʝʥʽ ʚʽʜʧʦʚʽʜʥʽ ʘʣʛʦʨʠʪʤʠ ʧʦʙʫʜʦʚʠ 

ʢʣʘʩʠʬʽʢʫʻʤʦʾ ʤʦʜʝʣʽ, ʱʦ ʩʪʘʥʦʚʠʪʴ ʷʜʨʦ ʙʘʟʠ ʟʥʘʥʴ ʙʝʟʜʨʦʪʦʚʦʾ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ 

ʘʪʘʢ, ʥʘ ʦʩʥʦʚʽ: ʤʝʪʦʜʫ ʦʧʦʨʥʠʭ ʚʝʢʪʦʨʽʚ, ʤʝʪʦʜʫ k-ʥʘʡʙʣʠʞʯʠʭ ʩʫʩʽʜʽʚ, ʜʝʨʝʚ 

ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ, ʘ ʪʘʢʦʞ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ.  

ʅʘ ʨʠʩʫʥʢʫ 1 ʥʘʚʝʜʝʥʘ ʫʟʘʛʘʣʴʥʝʥʘ ʙʣʦʢ-ʩʭʝʤʘ ʘʣʛʦʨʠʪʤʫ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʚ 

ʣʦʢʘʣʴʥʽʡ ʙʝʟʜʨʦʪʦʚʽʡ ʤʝʨʝʞʽ. 

ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʬʦʨʤʫʶʪʴʩʷ ʤʘʩʠʚʠ ʜʣʷ ʟʘʧʠʩʫ ʧʨʦʩʣʫʭʘʥʠʭ ʚ ʝʬʽʨʽ 

ʢʘʜʨʽʚ F ʽ ʚʠʜʽʣʝʥʠʭ ʟ ʥʠʭ ʧʘʨʘʤʝʪʨʽʚ P, ʘ ʪʘʢʦʞ ʤʘʩʠʚ Pem, ʚ ʷʢʠʡ ʟʙʝʨʽʛʘʶʪʴʩʷ 

ʝʪʘʣʦʥʥʽ ʟʥʘʯʝʥʥʷ ʧʘʨʘʤʝʪʨʽʚ, ʚʠʤʽʨʷʥʽ ʚ ʨʝʞʠʤʽ ʥʘʚʯʘʥʥʷ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ. 

ʊʘʢʦʞ ʬʦʨʤʫʶʪʴʩʷ ʤʘʩʠʚ T, ʚ ʷʢʠʡ ʥʘʙʠʨʘʻʪʴʩʷ ʩʪʘʪʠʩʪʠʢʘ ʤʝʨʝʞʝʚʦʾ ʘʢʪʠʚʥʦʩʪʽ ʥʘ 

ʟʘʜʘʥʦʤʫ ʽʥʪʝʨʚʘʣʽ ʯʘʩʫ ȹt, ʤʘʩʠʚ ʜʘʥʠʭ ʧʨʦ ʚʽʱʘʶʯʠʭ ʙʝʟʜʨʦʪʦʚʠʭ ʪʦʯʢʘʭ ʜʦʩʪʫʧʫ 

M ʽ ʟʘʧʦʚʥʶʻʪʴʩʷ ʧʝʨʝʣʽʢ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʜʦʚʽʨʝʥʠʭ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʪʦʯʢʘʭ ʜʦʩʪʫʧʫ 

Mem: MAC-ʘʜʨʝʩ, ʥʦʤʝʨ ʟʘʡʤʘʥʦʛʦ ʨʘʜʽʦʢʘʥʘʣʫ, ʜʦʟʚʦʣʝʥʽ ʜʦ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʧʨʦʪʦʢʦʣʠ ʰʠʬʨʫʚʘʥʥʷ ʽ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ ʽ ʽʥ. 

ɼʘʣʽ ʧʨʦʚʦʜʠʪʴʩʷ ʟʙʽʨ ʜʘʥʠʭ ʟ ʩʝʥʩʦʨʽʚ, ʾʭ ʧʝʨʚʠʥʥʠʡ ʘʥʘʣʽʟ ʟ ʤʝʪʦʶ 

ʚʠʜʽʣʝʥʥʷ ʪʨʘʬʽʢʫ ʚ ʦʢʨʝʤʽ ʢʘʜʨʠ ʬʦʨʤʘʪʫ 802.11 ʽ ʟʙʝʨʝʞʝʥʥʷ ʾʭ ʚ ʤʘʩʠʚ F. ʇʦʪʽʤ 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʬʦʨʤʫʚʘʥʥʷ ʚʝʢʪʦʨʽʚ ʦʟʥʘʢ ʧʦʜʽʡ ʽ ʟʘʧʠʩ ʾʭ ʚ ʤʘʩʠʚ P, ʥʦʨʤʘʣʽʟʘʮʽʷ 

ʟʥʘʯʝʥʴ ʦʟʥʘʢ ʽ ʧʦʜʘʯʘ P ʥʘ ʚʭʽʜ ʢʣʘʩʠʬʽʢʘʪʦʨʘ ʤʦʜʫʣʷ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ. ɺʽʜʧʦʚʽʜʥʠʡ 

ʙʣʦʢ ʚʠʨʦʙʣʷʻ ʢʣʘʩʠʬʽʢʘʮʽʶ ʧʦʜʽʡ ʙʝʟʧʝʢʠ ʥʘ ʙʘʟʽ ʢʣʘʩʠʬʽʢʫʻʤʦʾ ʤʦʜʝʣʽ, ʱʦ 

ʧʨʝʜʩʪʘʚʣʷʻ ʩʦʙʦʶ ʥʘʙʽʨ ʚʠʨʽʰʘʣʴʥʠʭ ʧʨʘʚʠʣ, ʥʝʷʚʥʦ ʧʦʨʽʚʥʶʶʯʠ ʟʥʘʯʝʥʥʷ ʦʟʥʘʢ ʟ 

ʚʽʜʧʦʚʽʜʥʠʤʠ ʟʥʘʯʝʥʥʷʤʠ ʚ ʤʘʩʠʚʽ Pem . ʇʨʠ ʚʠʷʚʣʝʥʥʽ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ʚʝʢʪʦʨʘ ʦʟʥʘʢ 

ʷʢʦʛʦ-ʥʝʙʫʜʴ ʪʠʧʫ ʰʢʽʜʣʠʚʦʾ ʘʢʪʠʚʥʦʩʪʽ ʧʨʦʚʦʜʠʪʴʩʷ ʘʥʘʣʽʟ ʨʽʚʥʷ ʚʠʭʽʜʥʦʛʦ 

ʩʠʛʥʘʣʫ ʢʣʘʩʠʬʽʢʘʪʦʨʘ L. ʋ ʨʘʟʽ ʜʦʩʷʛʥʝʥʥʷ ʘʙʦ ʧʝʨʝʚʠʱʝʥʥʷ ʧʦʨʦʛʦʚʦʛʦ ʨʽʚʥʷ 

ʩʠʛʥʘʣʫ Lʧʦʨ ʽʥʬʦʨʤʘʮʽʷ ʧʨʦ ʧʦʜʽʶ ʧʝʨʝʜʘʻʪʴʩʷ ʚ ʤʦʜʫʣʴ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ, ʷʢʠʡ 

ʛʝʥʝʨʫʻ ʦʧʦʚʽʱʝʥʥʷ ʥʘ ʢʦʥʩʦʣʴ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ, ʘ ʪʘʢʦʞ ʥʘ ʧʽʜʩʪʘʚʽ ʚʩʪʘʥʦʚʣʝʥʠʭ 
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ʥʘʣʘʰʪʫʚʘʥʴ ʨʦʟʨʦʙʣʶʻ ʟʘʭʦʜʠ ʟʘʭʠʩʪʫ ʘʙʦ ʚʧʣʠʚʫ ʥʘ ʧʨʠʩʪʨʽʡ ʟʣʦʚʤʠʩʥʠʢʘ. ɺ 

ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ, ʷʢʱʦ LoÒL<Lnop , ʜʝ Lo - ʤʽʥʽʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʠʡ ʨʽʚʝʥʴ ʩʠʛʥʘʣʫ, ʱʦ 

ʩʚʽʜʯʠʪʴ ʧʨʦ ʧʽʜʦʟʨʽʣʫ ʤʝʨʝʞʝʚʫ ʘʢʪʠʚʥʽʩʪʴ, ʪʦ ʘʥʘʣʽʟʦʚʘʥʠʡ ʚʝʢʪʦʨ ʦʟʥʘʢ ʧʦʜʽʾ 

ʟʙʝʨʽʛʘʻʪʴʩʷ ʚ ʙʘʟʽ ʧʽʜʦʟʨʽʣʦʾ ʘʢʪʠʚʥʦʩʪʽ A ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʘʥʘʣʽʟʫ.  

 

 
ʈʠʩʫʥʦʢ 1 ï ɸʣʛʦʨʠʪʤ ʚʠʷʚʣʝʥʥʷ ʙʝʟʜʨʦʪʦʚʠʭ ʤʝʨʝʞʝʚʠʭ ʘʪʘʢ 
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ʇʽʩʣʷ ʜʦʩʷʛʥʝʥʥʷ ʧʦʪʨʽʙʥʦʾ ʢʽʣʴʢʦʩʪʽ ʦʜʥʦʪʠʧʥʠʭ ʧʦʜʽʡ ʛʝʥʝʨʫʻʪʴʩʷ ʟʘʧʠʪ 

ʥʘ ʢʦʥʩʦʣʴ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ, ʷʢʠʡ ʚʠʟʥʘʯʘʻ ʥʘʷʚʥʽʩʪʴ ʘʙʦ ʚʽʜʩʫʪʥʽʩʪʴ ʰʢʽʜʣʠʚʦʾ 

ʘʢʪʠʚʥʦʩʪʽ ʚ ʜʘʥʠʭ ʧʦʜʽʷʭ. ʅʘ ʧʽʜʩʪʘʚʽ ʡʦʛʦ ʨʽʰʝʥʥʷ ʧʨʦʚʦʜʠʪʴʩʷ ʤʦʜʠʬʽʢʘʮʽʷ 

ʢʣʘʩʠʬʽʢʫʻʤʦʾ ʤʦʜʝʣʽ (ʜʦ ʥʘʚʯʘʥʥʷ) ʽ ʜʦʜʘʚʘʥʥʷ ʟʘʧʠʩʽʚ ʧʨʦ ʧʦʜʽʾ ʚ ʙʘʟʫ ʩʠʛʥʘʪʫʨ S. 

ʂʨʽʤ ʪʦʛʦ, ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʦʢʨʝʤʠʭ ʪʠʧʽʚ ʘʪʘʢ ʚ ʤʘʩʠʚ T ʥʘʙʠʨʘʻʪʴʩʷ ʩʪʘʪʠʩʪʠʢʘ 

ʢʽʣʴʢʦʩʪʽ ʢʘʜʨʽʚ ʧʝʚʥʦʛʦ ʪʠʧʫ ʥʘ ʟʘʜʘʥʦʤʫ ʽʥʪʝʨʚʘʣʽ ʯʘʩʫ æt ʟ ʦʜʥʘʢʦʚʠʤʠ 

ʟʥʘʯʝʥʥʷʤʠ ʧʘʨʘʤʝʪʨʽʚ çʊʠʧ ʢʘʜʨʫè, çɸʜʨʝʩʘ ʜʞʝʨʝʣʘè, çɸʜʨʝʩʘ ʦʜʝʨʞʫʚʘʯʘè ʽ ʽʥ., 

ʘ ʪʘʢʦʞ ʪʠʧʘʤʠ ʧʨʦʪʦʢʦʣʽʚ ʚʝʨʭʥʴʦʛʦ ʨʽʚʥʷ ʟ ʯʠʩʣʘ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʩʪʘʥʜʘʨʪʥʽ. 

ɼʦʜʘʪʢʦʚʦ ʚ ʧʨʦʮʝʩʽ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʧʨʦʚʦʜʠʪʴʩʷ 

ʧʦʧʦʚʥʝʥʥʷ ʤʘʩʠʚʫ ʜʘʥʠʭ ʧʨʦ ʚʽʱʘʶʯʠʭ ʙʝʟʜʨʦʪʦʚʠʭ ʪʦʯʢʘʭ ʜʦʩʪʫʧʫ M. ʇʨʠ 

ʧʝʨʝʚʠʱʝʥʥʽ ʧʦʨʦʛʦʚʦʛʦ ʟʥʘʯʝʥʥʷ Kʧʦʨ ʢʽʣʴʢʦʩʪʽ ʢʘʜʨʽʚ K ʦʜʥʘʢʦʚʦʛʦ ʪʠʧʫ 

ʛʝʥʝʨʫʻʪʴʩʷ ʦʧʦʚʽʱʝʥʥʷ ʥʘ ʢʦʥʩʦʣʴ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ ʧʨʦ ʤʦʞʣʠʚʫ DoS-ʘʪʘʢʫ ʜʣʷ 

ʧʦʜʘʣʴʰʦʛʦ ʚʠʷʚʣʝʥʥʷ ʽ ʬʽʟʠʯʥʦʛʦ ʫʩʫʥʝʥʥʷ ʾʾ ʜʞʝʨʝʣʘ. ʇʨʠ ʨʦʟʙʽʞʥʦʩʪʽ ʜʘʥʠʭ 

ʤʘʩʠʚʫ M ʟ ʟʘʜʘʥʠʤʠ ʟʥʘʯʝʥʥʷʤʠ Mʝʪ ʛʝʥʝʨʫʻʪʴʩʷ ʦʧʦʚʽʱʝʥʥʷ ʧʨʦ  

ʧʽʜʦʟʨʽʣʠʡ ʧʨʠʩʪʨʽʡ ʚ ʨʘʜʽʦʝʬʽʨʽ. 

ʐʠʨʦʢʝ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʙʝʟʜʨʦʪʦʚʠʭ ʣʦʢʘʣʴʥʠʭ ʤʝʨʝʞ ʪʘ ʾʭ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʚ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʝʦʙʭʽʜʥʦʩʪʽ ʧʨʠʜʽʣʷʪʠ 

ʘʢʪʠʚʥʫ ʫʚʘʛʫ ʚʠʨʽʰʝʥʥʶ ʧʨʠʪʘʤʘʥʥʠʭ ʾʤ ʧʨʦʙʣʝʤ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ. 

ʇʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ ʟʘʛʨʦʟ ʽ ʾʭ ʜʞʝʨʝʣ ʪʘ ʧʦʙʫʜʦʚʘ ʾʭ ʤʦʜʝʣʝʡ, ʜʦʟʚʦʣʷʶʪʴ ʙʽʣʴʰ 

ʪʦʯʥʦ ʦʮʽʥʶʚʘʪʠ ʙʝʟʧʝʢʫ ʤʝʨʝʞʝʚʦʾ ʘʢʪʠʚʥʦʩʪʽ ʽ ʨʽʚʝʥʴ ʜʦʚʽʨʠ ʜʦ ʾʾ ʜʞʝʨʝʣʘ.  

ɿʘʧʨʦʧʦʥʦʚʘʥʽ ʘʣʛʦʨʠʪʤʠ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʚ ʙʝʟʜʨʦʪʦʚʦʾ ʤʝʨʝʞʽ ʥʘ ʦʩʥʦʚʽ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʢʣʘʩʠʬʽʢʦʚʘʥʦʾ ʤʦʜʝʣʽ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʪʝʭʥʦʣʦʛʽʡ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʛʦ 

ʘʥʘʣʽʟʫ ʜʘʥʠʭ. ɸʥʘʣʽʟ ʘʣʛʦʨʠʪʤʽʚ ʜʦʟʚʦʣʷʻ ʟʨʦʙʠʪʠ ʚʠʩʥʦʚʦʢ ʧʨʦ ʾʭ ʟʘʩʪʦʩʦʚʥʦʩʪʽ ʚ 

ʩʢʣʘʜʽ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʆʉʆɹʃʀɺʆʉʊɯ ʈʆɿʈʆɹʂʀ ʊɸ ʊɽʉʊʋɺɸʅʅʗ ɯʅʊɽʃɽʂʊʋɸʃʔʅʆɰ 

ʉʀʉʊɽʄʀ ɺʀɿʅɸʏɽʅʅʗ ʊʆʅɸʃʔʅʆʉʊɯ ɺ ʋʂʈɸɰʅʆʄʆɺʅʀʍ 

ʇʆɺɯɼʆʄʃɽʅʅʗʍ 
 

ʋ ʨʦʙʦʪʽ ʚʠʩʚʽʪʣʝʥʦ ʦʩʦʙʣʠʚʦʩʪʽ ʨʦʟʨʦʙʢʠ ʪʘ ʪʝʩʪʫʚʘʥʥʷ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ 

ʩʠʩʪʝʤʠ ʚʠʟʥʘʯʝʥʥʷ ʪʦʥʘʣʴʥʦʩʪʽ ʚ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʧʦʚʽʜʦʤʣʝʥʥʷʭ. ʇʦʢʘʟʘʥʦ ʚʠʙʽʨ 

ʘʨʭʽʪʝʢʪʫʨʠ ʥʘ ʦʩʥʦʚʽ ʧʦʻʜʥʘʥʥʷ ʥʦʨʤʘʣʽʟʘʮʽʾ ʪʝʢʩʪʫ, ʙʝʟʚʯʠʪʝʣʴʥʦʛʦ ʚʠʦʢʨʝʤʣʝʥʥʷ 

ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ ʪʘ ʣʝʢʩʠʢʦʥʥʦʾ ʚʘʣʝʥʪʥʦʩʪʽ ʟ ʯʠʩʣʦʚʦʶ ʰʢʘʣʦʶ. ʆʙˇʨʫʥʪʦʚʘʥʦ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʝʨʝʜʦʚʠʱʘ .NET ʽ MS SQL Server ʜʣʷ ʟʙʝʨʝʞʝʥʥʷ ʧʨʦʤʽʞʥʠʭ ʘʨʪʝʬʘʢʪʽʚ ʽ 

ʞʫʨʥʘʣʽʚ ʧʘʨʘʤʝʪʨʽʚ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʽ ʘʫʜʠʪ. ʆʧʠʩʘʥʦ ʧʨʦʪʦʢʦʣʠ 

ʚʠʧʨʦʙʫʚʘʥʴ ʽʟ ʤʦʜʫʣʴʥʠʤʠ ʧʝʨʝʚʽʨʢʘʤʠ, ʧʝʨʝʭʨʝʩʥʦʶ ʚʘʣʽʜʘʮʽʻʶ ʪʘ ʘʥʘʣʽʟʦʤ ʭʠʙʥʠʭ ʨʽʰʝʥʴ, 

ʘ ʪʘʢʦʞ ʨʝʛʨʝʩʽʡʥʽ ʩʝʨʽʾ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʯʫʪʣʠʚʦʩʪʽ ʧʦʨʦʛʽʚ. ɿʘʬʽʢʩʦʚʘʥʦ ʩʪʘʙʽʣʽʟʘʮʽʶ 

ʤʝʪʨʠʢ ʟʘ ʨʘʭʫʥʦʢ ʨʦʟʰʠʨʝʥʦʾ ʥʝʡʪʨʘʣʴʥʦʾ ʟʦʥʠ ʪʘ ʢʦʥʪʨʦʣʴʦʚʘʥʠʡ ʚʧʣʠʚ ʟʘʧʝʨʝʯʝʥʥʷ ʽ 

ʽʥʪʝʥʩʠʬʽʢʘʪʦʨʽʚ.  

 

The study presents the design and testing specifics of an intelligent system for sentiment 

detection in Ukrainian short messages. The architecture integrates text normalization, unsupervised 

key unit extraction, and a lexicon based valence model with a numeric scale. The system is 

implemented in .NET with MS SQL Server to persist intermediate artifacts and parameter logs, 

which supports reproducibility and audit. The testing protocol covers module level checks, cross 

validation, analysis of erroneous outcomes, and regression series to assess threshold sensitivity. The 

results indicate steadier metrics due to an expanded neutrality zone and a controlled treatment of 

negation and intensifiers. 

 

ʆʩʪʘʥʥʽʤ ʯʘʩʦʤ ʘʚʪʦʤʘʪʠʟʦʚʘʥʝ ʚʠʟʥʘʯʝʥʥʷ ʪʦʥʘʣʴʥʦʩʪʽ ʫʢʨʘʾʥʦʤʦʚʥʠʭ 

ʢʦʨʦʪʢʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʚʠʭʦʜʠʪʴ ʟʘ ʤʝʞʽ ʣʘʙʦʨʘʪʦʨʥʠʭ ʧʨʦʪʦʪʠʧʽʚ ʽ ʧʝʨʝʭʦʜʠʪʴ ʜʦ 

ʚʠʨʦʙʥʠʯʠʭ ʩʮʝʥʘʨʽʾʚ, ʜʝ ʥʘ ʧʝʨʰʠʡ ʧʣʘʥ ʚʠʭʦʜʷʪʴ ʧʨʦʟʦʨʽʩʪʴ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ, 

ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʦʙʯʠʩʣʝʥʴ ʽ ʢʝʨʦʚʘʥʽʩʪʴ ʧʘʨʘʤʝʪʨʘʤʠ [1]. ʂʦʨʦʪʢʠʡ ʬʦʨʤʘʪ 

ʧʦʚʽʜʦʤʣʝʥʴ, ʚʠʩʦʢʘ ʩʪʠʣʽʩʪʠʯʥʘ ʤʽʥʣʠʚʽʩʪʴ, ʧʝʨʝʤʝʞʫʚʘʥʥʷ ʨʦʟʤʦʚʥʠʭ 

ʢʦʥʩʪʨʫʢʮʽʡ ʽʟ ʢʥʠʞʥʠʤʠ, ʜʦʤʽʰʢʠ ʝʤʦʜʟʽ, ʥʘʚʤʠʩʥʽ ʦʨʬʦʛʨʘʬʽʯʥʽ ʚʘʨʽʘʮʽʾ ʪʘ 

ʬʨʘʛʤʝʥʪʘʨʥʠʡ ʩʠʥʪʘʢʩʠʩ ʫʩʢʣʘʜʥʶʶʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʦʜʝʣʝʡ, ʧʦʙʫʜʦʚʘʥʠʭ ʥʘ 

ʛʣʠʙʦʢʠʭ ʢʦʥʪʝʢʩʪʥʠʭ ʨʝʧʨʝʟʝʥʪʘʮʽʷʭ ʙʝʟ ʥʘʣʝʞʥʦʾ ʜʦʤʝʥʥʦʾ ʘʜʘʧʪʘʮʽʾ [2, 3]. ɿʘ 

ʪʘʢʠʭ ʫʤʦʚ ʧʨʘʢʪʠʯʥʦ ʜʦʮʽʣʴʥʠʤ ʻ ʧʽʜʭʽʜ, ʱʦ ʪʨʠʤʘʻ ʙʘʣʘʥʩ ʤʽʞ ʽʥʞʝʥʝʨʥʦʶ 

ʜʠʩʮʠʧʣʽʥʦʶ ʪʘ ʽʥʪʝʨʧʨʝʪʦʚʘʥʽʩʪʶ [4]: ʧʦʧʝʨʝʜʥʽʡ ʢʦʥʪʨʦʣʴ ʷʢʦʩʪʽ ʢʦʨʧʫʩʫ, 

ʙʝʟʚʯʠʪʝʣʴʥʝ ʚʠʜʽʣʝʥʥʷ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ ʽ ʣʝʢʩʠʢʦʥʥʘ ʚʘʣʝʥʪʥʽʩʪʴ ʽʟ ʯʠʩʣʦʚʦʶ 

ʰʢʘʣʦʶ, ʷʢʘ ʜʦʟʚʦʣʷʻ ʧʦʷʩʥʠʪʠ ʚʥʝʩʦʢ ʢʦʞʥʦʛʦ ʩʣʦʚʘ ʫ ʧʽʜʩʫʤʢʦʚʫ ʧʦʣʷʨʥʽʩʪʴ [5]. 
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ʄʝʪʦʜʠ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ ʻ ʢʣʶʯʦʚʠʤʠ ʪʝʭʥʦʣʦʛʽʷʤʠ ʩʫʯʘʩʥʠʭ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʩʠʩʪʝʤ, ʱʦ ʧʨʘʮʶʶʪʴ ʽʟ ʪʝʢʩʪʦʚʠʤʠ ʜʘʥʠʤʠ [6, 7]. ɿʘʚʜʷʢʠ 

ʧʝʨʝʭʦʜʫ ʚʽʜ ʪʨʘʜʠʮʽʡʥʠʭ ʩʪʘʪʠʩʪʠʯʥʠʭ ʤʝʪʦʜʽʚ [8] ʜʦ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ  

ʤʦʜʝʣʝʡ [9, 10], ʟʦʢʨʝʤʘ ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʘʨʭʽʪʝʢʪʫʨ [11], NLP ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʠʡ 

ʨʽʚʝʥʴ ʪʦʯʥʦʩʪʽ ʚ ʟʘʜʘʯʘʭ ʢʣʘʩʠʬʽʢʘʮʽʾ [12], ʪʦʥʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ [13] ʪʘ ʩʝʤʘʥʪʠʯʥʦʾ 

ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʪʝʢʩʪʽʚ [14]. ʎʝ ʨʦʙʠʪʴ ʪʘʢʽ ʤʝʪʦʜʠ ʦʩʦʙʣʠʚʦ ʮʽʥʥʠʤʠ ʜʣʷ ʨʦʟʨʦʙʣʝʥʥʷ 

ʩʠʩʪʝʤ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʝʤʦʮʽʡʥʦʾ ʟʘʙʘʨʚʣʝʥʦʩʪʽ ʧʦʚʽʜʦʤʣʝʥʴ, ʱʦ ʻ 

ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦʶ ʩʢʣʘʜʦʚʦʶ ʩʫʯʘʩʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʝʨʚʽʩʽʚ, ʯʘʪ-ʙʦʪʽʚ, ʩʠʩʪʝʤ 

ʤʦʜʝʨʘʮʽʾ ʢʦʥʪʝʥʪʫ, ʤʦʥʽʪʦʨʠʥʛʫ ʩʦʮʤʝʨʝʞ ʪʘ ʽʥʩʪʨʫʤʝʥʪʽʚ ʘʥʘʣʽʪʠʢʠ  

ʛʨʦʤʘʜʩʴʢʦʾ ʜʫʤʢʠ [15, 16, 17]. 

ʋ ʢʦʥʪʝʢʩʪʽ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʪʝʢʩʪʽʚ ʟʘʩʪʦʩʫʚʘʥʥʷ NLP ʩʪʠʢʘʻʪʴʩʷ ʟ ʥʠʟʢʦʶ 

ʩʧʝʮʠʬʽʯʥʠʭ ʚʠʢʣʠʢʽʚ, ʧʦʚôʷʟʘʥʠʭ ʽʟ ʥʝʜʦʩʪʘʪʥʽʤ ʦʙʩʷʛʦʤ ʷʢʽʩʥʠʭ ʨʦʟʤʽʯʝʥʠʭ 

ʜʘʪʘʩʝʪʽʚ, ʚʘʨʽʘʪʠʚʥʽʩʪʶ ʫʢʨʘʾʥʩʴʢʦʾ ʤʦʨʬʦʣʦʛʽʾ ʪʘ ʦʙʤʝʞʝʥʦʶ ʢʽʣʴʢʽʩʪʶ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʤʦʚʥʠʭ ʤʦʜʝʣʝʡ [18]. ʇʦʧʨʠ ʮʝ, ʦʩʪʘʥʥʽ ʨʦʢʠ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ 

ʟʨʦʩʪʘʥʥʷʤ ʯʠʩʣʘ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʢʦʨʧʫʩʽʚ, ʧʦʷʚʦʶ BERT-ʧʦʜʽʙʥʠʭ ʤʦʜʝʣʝʡ 

ʫʢʨʘʾʥʩʴʢʦʾ ʤʦʚʠ ʪʘ ʘʢʪʠʚʥʠʤ ʨʦʟʚʠʪʢʦʤ ʽʥʩʪʨʫʤʝʥʪʽʚ ʣʝʤʘʪʠʟʘʮʽʾ, ʪʦʢʝʥʽʟʘʮʽʾ ʪʘ 

ʯʘʩʪʠʥʦʤʦʚʥʦʛʦ ʘʥʘʣʽʟʫ. ʎʝ ʩʪʚʦʨʶʻ ʩʧʨʠʷʪʣʠʚʽ ʫʤʦʚʠ ʜʣʷ ʧʦʙʫʜʦʚʠ ʚʠʩʦʢʦʪʦʯʥʠʭ 

ʩʠʩʪʝʤ ʚʠʟʥʘʯʝʥʥʷ ʪʦʥʘʣʴʥʦʩʪʽ [19]. 

ʉʪʚʦʨʝʥʥʷ ʩʠʩʪʝʤʠ ʨʦʟʧʦʯʠʥʘʣʦʩʷ ʟ ʬʦʨʤʫʣʶʚʘʥʥʷ ʚʠʤʦʛ ʜʦ ʚʭʽʜʥʠʭ 

ʜʘʥʠʭ. ɹʫʣʦ ʧʨʠʡʥʷʪʦ, ʱʦ ʦʙôʻʢʪʦʤ ʦʙʨʦʙʢʠ ʻ ʢʦʨʦʪʢʽ ʫʢʨʘʾʥʦʤʦʚʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷ, 

ʥʝʨʽʜʢʦ ʟ ʤʽʥʽʤʘʣʴʥʠʤ ʢʦʥʪʝʢʩʪʦʤ ʽ ʣʦʢʘʣʴʥʠʤʠ ʪʨʠʛʝʨʘʤʠ, ʜʝ ʝʤʦʮʽʡʥʠʡ ʟʥʘʢ ʯʘʩʪʦ 

ʟʘʜʘʻʪʴʩʷ ʦʜʥʠʤ-ʜʚʦʤʘ ʩʣʦʚʘʤʠ ʘʙʦ ʩʪʽʡʢʠʤ ʩʣʦʚʦʩʧʦʣʫʯʝʥʥʷʤ. ʅʦʨʤʘʣʽʟʘʮʽʷ ʙʫʣʘ 

ʩʧʨʦʻʢʪʦʚʘʥʘ ʷʢ ʦʙʦʚôʷʟʢʦʚʠʡ ʧʦʯʘʪʢʦʚʠʡ ʢʨʦʢ, ʘʣʝ ʟ ʯʽʪʢʦʶ ʤʝʞʦʶ ʾʾ ʧʦʚʥʦʚʘʞʝʥʴ: 

ʫʥʽʬʽʢʘʮʽʷ ʣʘʧʦʢ ʽ ʪʠʨʝ, ʩʪʘʙʽʣʽʟʘʮʽʷ ʘʧʦʩʪʨʦʬʽʚ, ʫʩʫʥʝʥʥʷ ʥʝʚʠʜʠʤʠʭ ʩʣʫʞʙʦʚʠʭ 

ʩʠʤʚʦʣʽʚ, ʫʧʦʨʷʜʢʫʚʘʥʥʷ ʧʨʦʙʽʣʽʚ ʽ ʧʝʨʝʪʚʦʨʝʥʥʷ ʝʤʦʜʟʽ ʫ ʥʝʡʪʨʘʣʴʥʽ ʤʘʨʢʝʨʠ, 

ʩʫʤʽʩʥʽ ʟ ʧʦʜʘʣʴʰʦʶ ʪʦʢʝʥʽʟʘʮʽʻʶ, ʙʝʟ ʩʧʨʦʙʠ ʧʦʚʥʦʛʦ ʣʝʤʘʪʠʟʫʚʘʥʥʷ, ʷʢʝ ʤʦʛʣʦ ʙ 

ʧʨʠʚʥʝʩʪʠ ʥʝʚʠʧʨʘʚʜʘʥʫ ʥʝʦʜʥʦʟʥʘʯʥʽʩʪʴ. ʊʘʢʠʡ ʜʠʟʘʡʥ ʥʦʨʤʘʣʽʟʘʮʽʾ ʥʝ 

ʥʘʤʘʛʘʻʪʴʩʷ çʟʨʦʙʠʪʠ ʚʩʝ ʦʜʨʘʟʫè, ʘʣʝ ʟʘʙʝʟʧʝʯʫʻ ʩʪʘʙʽʣʴʥʽ ʫʤʦʚʠ ʜʣʷ ʯʘʩʪʦʪʥʦʛʦ 

ʘʥʘʣʽʟʫ ʡ ʧʦʙʫʜʦʚʠ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ. ʉʭʝʤʫ ʧʽʜʩʠʩʪʝʤ ʥʘʚʝʜʝʥʦ ʥʘ ʨʠʩʫʥʢʫ 1. 

ʅʘʩʪʫʧʥʠʤ ʩʪʨʫʢʪʫʨʦ-ʫʪʚʦʨʶʚʘʣʴʥʠʤ ʝʪʘʧʦʤ ʙʫʚ ʢʦʥʪʨʦʣʴ ʷʢʦʩʪʽ ʢʦʨʧʫʩʫ 

ʜʦ ʧʦʯʘʪʢʫ ʪʦʥʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ. ʇʦʢʘʟʥʠʢ çʥʫʜʦʪʠè ʪʨʘʢʪʫʚʘʚʩʷ ʷʢ ʽʥʜʠʢʘʪʦʨ 

ʥʝʧʨʠʨʦʜʥʦʾ ʧʦʚʪʦʨʶʚʘʥʦʩʪʽ, ʱʦ ʚ ʢʦʨʦʪʢʠʭ ʪʝʢʩʪʘʭ ʟʜʘʪʥʘ ʰʪʫʯʥʦ ʟʨʫʰʫʚʘʪʠ 

ʧʦʣʷʨʥʽʩʪʴ ʜʦ ʢʨʘʡʥʽʭ ʟʥʘʯʝʥʴ. ʇʘʨʘʣʝʣʴʥʦ ʧʝʨʝʚʽʨʷʚʩʷ ʧʨʦʬʽʣʴ ʨʦʟʧʦʜʽʣʫ ʯʘʩʪʦʪ: 

ʦʯʽʢʫʚʘʥʘ ʢʚʘʟʽʣʽʥʽʡʥʽʩʪʴ ʫ ʣʦʛʘʨʠʬʤʽʯʥʠʭ ʢʦʦʨʜʠʥʘʪʘʭ ʚʚʘʞʘʣʘʩʷ ʩʠʛʥʘʣʦʤ 

ʧʨʠʨʦʜʥʦʩʪʽ, ʪʦʜʽ ʷʢ ʚʠʨʘʟʥʽ çʧʦʣʠʮʽè ʘʙʦ ʨʦʟʨʠʚʠ ʩʚʽʜʯʠʣʠ ʧʨʦ ʩʧʦʪʚʦʨʝʥʥʷ ʜʘʥʠʭ. 

ʅʘ ʧʽʜʩʪʘʚʽ ʮʠʭ ʧʝʨʝʚʽʨʦʢ ʧʨʠʡʤʘʣʠʩʷ ʧʨʦʮʝʜʫʨʥʽ ʨʽʰʝʥʥʷ ʧʨʦ ʜʦʧʫʩʢ ʘʙʦ 

ʦʯʠʱʝʥʥʷ ʪʝʢʩʪʽʚ. ʇʨʠʥʮʠʧʦʚʠʤ ʙʫʣʦ ʜʦʢʫʤʝʥʪʫʚʘʪʠ ʢʦʞʥʠʡ ʧʦʨʽʛ ʽ ʢʦʞʥʫ 

ʧʨʠʯʠʥʫ ʚʽʜʩʽʢʘʥʥʷ ʫ ʩʧʝʮʽʘʣʴʥʠʭ ʪʘʙʣʠʮʷʭ ʢʦʥʪʨʦʣʶ ʷʢʦʩʪʽ, ʱʦʙʠ ʙʫʜʴ-ʷʢʠʡ 

ʧʨʦʛʽʥ ʟʛʦʜʦʤ ʤʦʞʥʘ ʙʫʣʦ ʚʽʜʪʚʦʨʠʪʠ ʟ ʽʜʝʥʪʠʯʥʠʤʠ ʚʭʽʜʥʠʤʠ ʫʤʦʚʘʤʠ. 

ʇʽʩʣʷ ʜʦʧʫʩʢʫ ʢʦʨʧʫʩʫ ʘʢʪʠʚʫʚʘʚʩʷ ʙʝʟʚʯʠʪʝʣʴʥʠʡ ʤʦʜʫʣʴ ʚʠʜʽʣʝʥʥʷ 

ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ. ʁʦʛʦ ʨʦʣʴ ʧʦʣʷʛʘʣʘ ʫ ʣʦʢʘʣʽʟʘʮʽʾ ʩʤʠʩʣʦʚʠʭ ʮʝʥʪʨʽʚ ʢʦʨʦʪʢʦʛʦ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʙʝʟ ʟʚʝʨʥʝʥʥʷ ʜʦ ʪʦʥʘʣʴʥʠʭ ʽʥʜʠʢʘʪʦʨʽʚ. ʇʦʻʜʥʫʚʘʣʠʩʷ ʜʚʽ 
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ʚʟʘʻʤʦʜʦʧʦʚʥʶʚʘʣʴʥʽ ʧʨʦʮʝʜʫʨʠ: TF-IDF ʷʢ ʤʽʨʘ ʢʦʨʧʫʩʥʦʾ ʩʧʝʮʠʬʽʯʥʦʩʪʽ ʩʣʽʚ ʽ 

ʩʪʽʡʢʠʭ ʩʣʦʚʦʩʧʦʣʫʯʝʥʴ ʪʘ TextRank ʷʢ ʛʨʘʬʦʚʘ ʨʘʥʛʦʚʦ-ʧʝʨʝʭʦʜʦʚʘ ʤʦʜʝʣʴ, ʱʦ 

ʯʫʪʣʠʚʘ ʜʦ ʣʦʢʘʣʴʥʠʭ ʟʚôʷʟʢʽʚ ʫ ʚʽʢʥʽ ʩʧʽʚʟʫʩʪʨʽʯʝʡ. ʆʙʠʜʚʘ ʩʠʛʥʘʣʠ ʥʦʨʤʫʚʘʣʠʩʷ ʚ 

ʻʜʠʥʝ ʯʠʩʣʦʚʝ ʧʦʣʝ, ʧʽʩʣʷ ʯʦʛʦ ʚʠʢʦʥʫʚʘʣʦʩʷ ʟʣʠʪʪʷ ʟ ʧʨʽʦʨʠʪʝʪʦʤ ʩʪʘʙʽʣʴʥʦʩʪʽ ʥʘ 

ʤʘʣʠʭ ʚʠʙʽʨʢʘʭ. ʋ ʥʘʜʢʦʨʦʪʢʠʭ ʧʦʚʽʜʦʤʣʝʥʥʷʭ ʙʽʣʴʰʫ ʜʦʚʽʨʫ ʥʘʜʘʚʘʣʠ ʨʘʥʛʦʚʦʤʫ 

ʩʠʛʥʘʣʫ, ʯʫʪʣʠʚʦʤʫ ʜʦ ʩʪʨʫʢʪʫʨʥʦʾ ʨʦʣʽ ʣʝʢʩʝʤ ʫ ʚʠʩʣʦʚʣʶʚʘʥʥʽ, ʪʦʜʽ ʷʢ ʟʽ 

ʟʨʦʩʪʘʥʥʷʤ ʢʦʨʧʫʩʫ ʚʘʛʠ TF-IDF ʽ TextRank ʚʠʨʽʚʥʶʚʘʣʠʩʷ. ɺʘʞʣʠʚʦ, ʱʦ ʮʝʡ 

ʤʦʜʫʣʴ ʥʝ ʚʠʢʦʥʫʚʘʚ ʢʣʘʩʠʬʽʢʘʮʽʶ ʩʘʤ ʧʦ ʩʦʙʽ; ʡʦʛʦ ʟʘʚʜʘʥʥʷʤ ʙʫʣʦ ʩʬʦʨʤʫʚʘʪʠ 

ʚʘʛʦʚʫ ʦʧʦʨʫ ʜʣʷ ʥʘʩʪʫʧʥʦʛʦ ʢʦʥʪʫʨʫ, ʷʢʠʡ ʧʨʠʡʤʘʻ ʨʽʰʝʥʥʷ ʧʨʦ ʧʦʣʷʨʥʽʩʪʴ. 

 

 
ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʧʽʜʩʠʩʪʝʤ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʩʠʩʪʝʤʠ 

 

ʗʜʨʦ ʩʠʩʪʝʤʠ ʩʪʘʥʦʚʠʪʴ ʣʝʢʩʠʢʦʥʥʘ ʚʘʣʝʥʪʥʽʩʪʴ, ʜʝ ʢʦʞʥʽʡ ʣʝʢʩʝʤʽ ʥʘʜʘʥʦ 

ʯʠʩʣʦʚʫ ʦʮʽʥʢʫ ʫ ʰʢʘʣʽ ʚʽʜ ʦʜʠʥʠʮʽ ʜʦ ʜʝʚôʷʪʠ. ʏʠʩʣʦʚʘ ʧʨʠʨʦʜʘ ʣʝʢʩʠʢʦʥʫ ʜʘʻ 

ʤʦʞʣʠʚʽʩʪʴ ʙʫʜʫʚʘʪʠ ʧʦʷʩʥʶʚʘʥʽ ʨʽʰʝʥʥʷ, ʫ ʷʢʠʭ ʚʠʜʥʦ, ʷʢ ʩʘʤʝ ʦʢʨʝʤʽ ʣʝʢʩʝʤʠ 

ʚʧʣʠʚʘʶʪʴ ʥʘ ʩʫʤʘʨʥʫ ʧʦʣʷʨʥʽʩʪʴ. ɸʛʨʝʛʫʚʘʥʥʷ ʨʝʘʣʽʟʦʚʫʚʘʣʦʩʷ ʷʢ ʟʚʘʞʝʥʝ ʩʝʨʝʜʥʻ, 

ʜʝ ʚʘʛʠ ʧʦʭʦʜʠʣʠ ʟ ʙʝʟʚʯʠʪʝʣʴʥʠʭ ʤʦʜʝʣʝʡ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ, ʘ ʚʣʘʩʥʝ ʯʠʩʣʦʚʽ 

ʟʥʘʯʝʥʥʷ ð ʽʟ ʣʝʢʩʠʢʦʥʫ. ʆʢʨʝʤʫ ʫʚʘʛʫ ʧʨʠʜʽʣʝʥʦ ʣʦʢʘʣʴʥʽʡ ʣʦʛʽʮʽ ʟʘʧʝʨʝʯʝʥʥʷ: ʫ 

ʚʫʟʴʢʦʤʫ ʚʽʢʥʽ ʥʘʚʢʦʣʦ ʜʽʻʩʣʽʚʥʦʾ ʛʨʫʧʠ ʘʙʦ ʧʨʠʢʤʝʪʥʠʢʦʚʦʛʦ ʧʨʝʜʠʢʘʪʠʚʘ 

ʚʽʜʙʫʚʘʣʦʩʷ ʽʥʚʝʨʪʫʚʘʥʥʷ ʘʙʦ ʟʤʝʥʰʝʥʥʷ ʝʬʝʢʪʫ ʚʠʭʽʜʥʦʾ ʚʘʣʝʥʪʥʦʩʪʽ, ʱʦ 

ʜʦʟʚʦʣʷʣʦ ʫʥʠʢʘʪʠ ʧʦʤʠʣʢʦʚʠʭ ʧʦʟʠʪʠʚʽʚ, ʩʧʨʠʯʠʥʝʥʠʭ ʤʝʭʘʥʽʯʥʦʶ ʩʫʤʦʶ 

ʧʦʟʠʪʠʚʥʠʭ ʣʝʢʩʝʤ. ɯʥʪʝʥʩʠʚʘʪʦʨʠ ʪʘ ʜʠʤʽʥʫʪʠʚʠ ʪʨʘʢʪʫʚʘʣʠʩʷ ʷʢ ʤʦʜʠʬʽʢʘʪʦʨʠ 

ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʥʝʡʪʨʘʣʴʥʦʾ ʟʦʥʠ ʟ ʚʝʨʭʥʴʦʶ ʤʝʞʝʶ ʚʧʣʠʚʫ, ʱʦʙ ʥʝ ʜʦʧʫʩʪʠʪʠ 



ɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʢʦʤʧôʁ ʪʝʨʥʠʭ ʥʘʫʢ 

 ȬȻȶȹ-2025 287 

ʜʦʤʽʥʫʚʘʥʥʷ ʩʪʠʣʽʩʪʠʯʥʦʛʦ ʤʘʨʢʝʨʘ ʥʘʜ ʟʤʽʩʪʦʚʦʶ ʯʘʩʪʠʥʦʶ ʚʠʩʣʦʚʣʶʚʘʥʥʷ. 

ʂʽʥʮʝʚʝ ʨʽʰʝʥʥʷ ʧʨʠʡʤʘʣʦʩʷ ʟʘ ʪʨʠʧʦʨʦʛʦʚʦʶ ʩʭʝʤʦʶ ʟ ʬʽʢʩʦʚʘʥʦʶ çʤʝʨʪʚʦʶ 

ʟʦʥʦʶè ʥʘʚʢʦʣʦ ʥʫʣʷ, ʧʨʠʟʥʘʯʝʥʦʶ ʜʣʷ ʚʽʜʩʽʢʘʥʴ ʚʠʧʘʜʢʦʚʠʭ ʨʽʰʝʥʴ ʫ 

ʧʨʠʢʦʨʜʦʥʥʠʭ ʩʠʪʫʘʮʽʷʭ. ʇʘʨʘʤʝʪʨʠ ʧʦʨʦʛʽʚ ʽ ʚʝʨʩʽʾ ʣʝʢʩʠʢʦʥʫ ʬʽʢʩʫʚʘʣʠʩʷ ʚ 

ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʭ ʪʘʙʣʠʮʷʭ ʙʘʟʠ ʜʘʥʠʭ ʨʘʟʦʤ ʽʟ ʯʘʩʦʚʦʶ ʤʽʪʢʦʶ, ʱʦ ʩʪʚʦʨʶʚʘʣʦ 

ʧʨʦʟʦʨʫ ʽʩʪʦʨʽʶ ʟʤʽʥ ʽ ʩʧʨʦʱʫʚʘʣʦ ʘʫʜʠʪ. 

ɸʨʭʽʪʝʢʪʫʨʥʦ ʩʠʩʪʝʤʘ ʨʝʘʣʽʟʦʚʘʥʘ ʫ ʩʝʨʝʜʦʚʠʱʽ .NET ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ MS 

SQL Server ʷʢ ʮʝʥʪʨʘʣʴʥʦʾ ʉʂɹɼ. ʈʦʟʰʘʨʦʚʘʥʘ ʧʦʙʫʜʦʚʘ ʚʢʣʶʯʘʣʘ ʩʝʨʚʽʩ ʧʨʠʡʦʤʫ 

ʡ ʥʦʨʤʘʣʽʟʘʮʽʾ, ʘʥʘʣʽʪʠʯʥʠʡ ʰʘʨ ʙʝʟʚʯʠʪʝʣʴʥʠʭ ʦʙʯʠʩʣʝʥʴ ʽ ʣʝʢʩʠʢʦʥʥʦʛʦ 

ʘʛʨʝʛʫʚʘʥʥʷ, ʧʽʜʩʠʩʪʝʤʫ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʪʘ ʰʘʨ ʟʙʝʨʝʞʝʥʥʷ ʧʨʦʤʽʞʥʠʭ 

ʘʨʪʝʬʘʢʪʽʚ. ʉʪʨʫʢʪʫʨʘ ʙʘʟʠ ʜʘʥʠʭ ʤʽʩʪʠʣʘ ʪʘʙʣʠʮʽ ʜʦʢʫʤʝʥʪʽʚ, ʪʦʢʝʥʽʚ, 

ʩʣʦʚʦʩʧʦʣʫʯʝʥʴ, ʯʘʩʪʦʪʥʠʭ ʧʨʦʬʽʣʽʚ, ʚʘʛ TF-IDF ʽ TextRank, ʣʝʢʩʠʢʦʥʥʠʭ ʟʥʘʯʝʥʴ, 

ʧʨʦʤʽʞʥʠʭ ʘʛʨʝʛʘʪʽʚ ʽ ʬʽʥʘʣʴʥʠʭ ʚʝʨʜʠʢʪʽʚ, ʘ ʪʘʢʦʞ ʞʫʨʥʘʣʠ ʧʘʨʘʤʝʪʨʽʚ ʽ ʚʝʨʩʽʡ. 

ʊʘʢʠʡ ʫʩʪʨʽʡ ʫʤʦʞʣʠʚʣʶʚʘʚ ʥʝ ʪʽʣʴʢʠ ʧʝʨʝʚʽʨʷʪʠ ʙʫʜʴ-ʷʢʠʡ ʢʨʦʢ ʧʦʩʪʬʘʢʪʫʤ, ʘ ʡ 

ʚʠʙʽʨʢʦʚʦ ʧʝʨʝʦʙʯʠʩʣʶʚʘʪʠ ʦʢʨʝʤʽ ʰʘʨʠ ʙʝʟ ʧʦʚʥʦʛʦ ʧʝʨʝʟʘʧʫʩʢʫ ʢʦʥʚʝʻʨʘ, ʱʦ 

ʚʘʞʣʠʚʦ ʜʣʷ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʽ ʜʣʷ ʩʝʨʽʡʥʠʭ ʝʢʩʧʝʨʠʤʝʥʪʽʚ ʫ ʧʨʦʮʝʩʽ ʪʝʩʪʫʚʘʥʥʷ. 

ʄʝʪʦʜʠʢʘ ʪʝʩʪʫʚʘʥʥʷ ʙʫʣʘ ʧʦʙʫʜʦʚʘʥʘ ʥʘ ʜʚʦʭ ʨʽʚʥʷʭ. ʄʦʜʫʣʴʥʠʡ ʨʽʚʝʥʴ 

ʧʝʨʝʚʽʨʷʚ ʢʦʨʝʢʪʥʽʩʪʴ ʽ ʩʪʘʙʽʣʴʥʽʩʪʴ ʢʦʞʥʦʛʦ ʝʪʘʧʫ ʦʢʨʝʤʦ. ɼʣʷ ʥʦʨʤʘʣʽʟʘʮʽʾ 

ʦʮʽʥʶʚʘʣʘʩʷ ʽʥʚʘʨʽʘʥʪʥʽʩʪʴ ʪʦʢʝʥʽʟʘʮʽʾ ʜʦ ʛʨʘʬʽʯʥʠʭ ʚʘʨʽʘʮʽʡ ʽ ʥʝʚʠʜʠʤʠʭ ʩʠʤʚʦʣʽʚ; 

ʚʠʤʽʨʶʚʘʣʦʩʷ, ʥʘʩʢʽʣʴʢʠ ʨʽʟʥʽ ʜʞʝʨʝʣʘ ʟ ʨʽʟʥʦʶ ʧʫʥʢʪʫʘʮʽʡʥʦʶ ʜʠʩʮʠʧʣʽʥʦʶ ʜʘʶʪʴ 

ʦʜʥʘʢʦʚʠʡ ʨʝʟʫʣʴʪʘʪ. ɼʣʷ ʩʢʨʠʥʽʥʛʫ ʷʢʦʩʪʽ ʦʮʽʥʶʚʘʣʘʩʷ ʯʫʪʣʠʚʽʩʪʴ ʧʦʢʘʟʥʠʢʘ 

çʥʫʜʦʪʠè ʜʦ ʜʦʚʞʠʥʠ ʽ ʞʘʥʨʫ, ʧʝʨʝʚʽʨʷʣʘʩʷ ʩʪʽʡʢʽʩʪʴ ʮʽʧʬʽʚʩʴʢʦʛʦ ʧʨʦʬʽʣʶ ʚ 

ʪʝʤʘʪʠʯʥʦ ʨʦʟʥʝʩʝʥʠʭ ʧʽʜʚʠʙʽʨʢʘʭ. ɹʝʟʚʯʠʪʝʣʴʥʠʡ ʤʦʜʫʣʴ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ 

ʪʝʩʪʫʚʘʚʩʷ ʥʘ ʫʟʛʦʜʞʝʥʽʩʪʴ ʽʟ ʣʶʜʩʴʢʦʶ ʽʥʪʫʾʮʽʻʶ: ʜʣʷ ʚʠʙʨʘʥʠʭ ʧʽʜʤʥʦʞʠʥ 

ʝʢʩʧʝʨʪʠ ʧʦʧʝʨʝʜʥʴʦ ʧʦʟʥʘʯʘʣʠ ʩʤʠʩʣʦʚʽ ʷʜʨʘ, ʧʽʩʣʷ ʯʦʛʦ ʧʦʨʽʚʥʶʚʘʣʠ ʨʘʥʞʫʚʘʥʥʷ 

ʩʠʩʪʝʤʠ ʪʘ ʨʫʯʥʽ ʨʝʬʝʨʝʥʩʠ. ɺ ʣʝʢʩʠʢʦʥʥʦʤʫ ʢʦʥʪʫʨʽ ʧʨʦʚʦʜʠʣʠʩʷ ʢʦʥʪʨʦʣʴʥʽ ʩʝʨʽʾ 

ʥʘ ʰʘʙʣʦʥʘʭ ʟʘʧʝʨʝʯʝʥʥʷ ʪʘ ʽʥʪʝʥʩʠʚʘʪʦʨʘʭ, ʱʦʙ ʧʝʨʝʢʦʥʘʪʠʩʷ ʫ ʚʽʜʩʫʪʥʦʩʪʽ 

ʩʠʩʪʝʤʘʪʠʯʥʠʭ ʧʝʨʝʢʦʩʽʚ ʜʦ ʢʨʘʡʥʴʦʛʦ ʧʦʟʠʪʠʚʫ ʯʠ ʥʝʛʘʪʠʚʫ ʚ ʫʤʦʚʘʭ ʢʦʨʦʪʢʦʛʦ 

ʢʦʥʪʝʢʩʪʫ. 

ɯʥʪʝʛʨʘʣʴʥʠʡ ʨʽʚʝʥʴ ʪʝʩʪʫʚʘʥʥʷ ʦʮʽʥʶʚʘʚ ʧʦʚʝʜʽʥʢʫ ʩʠʩʪʝʤʠ ʷʢ ʮʽʣʦʛʦ. 

ʇʨʦʚʦʜʠʣʘʩʷ ʧʝʨʝʭʨʝʩʥʘ ʧʝʨʝʚʽʨʢʘ ʟ ʧʦʜʽʣʦʤ ʥʘ ʥʝʟʘʣʝʞʥʽ ʧʽʜʚʠʙʽʨʢʠ; ʜʣʷ ʢʦʞʥʦʾ ʟ 

ʪʨʴʦʭ ʢʘʪʝʛʦʨʽʡ: ʧʦʟʠʪʠʚʥʦʾ, ʥʝʡʪʨʘʣʴʥʦʾ ʪʘ ʥʝʛʘʪʠʚʥʦʾ ï ʦʙʯʠʩʣʶʚʘʣʠʩʷ ʪʦʯʥʽʩʪʴ, 

ʧʦʚʥʦʪʘ ʽ F1-ʤʽʨʘ, ʘ ʪʘʢʦʞ ʤʘʢʨʦ- ʽ ʟʚʘʞʝʥʽ ʘʛʨʝʛʘʪʠ, ʯʫʪʣʠʚʽ ʜʦ ʜʠʩʙʘʣʘʥʩʫ ʢʣʘʩʽʚ, 

ʷʢʠʡ ʫ ʢʦʨʦʪʢʠʭ ʧʦʚʽʜʦʤʣʝʥʥʷʭ ʚʠʥʠʢʘʻ ʤʘʡʞʝ ʟʘʚʞʜʠ. ʂʦʞʥʘ ʩʝʨʽʷ 

ʩʫʧʨʦʚʦʜʞʫʚʘʣʘʩʷ ʷʢʽʩʥʠʤ ʨʦʟʙʦʨʦʤ ʧʦʤʠʣʦʢ. ʋ ʭʠʙʥʦ ʧʦʟʠʪʠʚʥʠʭ ʨʽʰʝʥʥʷʭ 

ʜʦʤʽʥʫʚʘʣʠ ʽʨʦʥʽʯʥʽ ʧʘʪʝʨʥʠ, ʽʥʚʝʨʩʽʾ ʩʝʥʩʫ ʟʘ ʨʘʭʫʥʦʢ ʢʦʥʪʝʢʩʪʫ ʧʦʟʘ 

ʧʦʚʽʜʦʤʣʝʥʥʷʤ ʽ ʧʦʻʜʥʘʥʥʷ ʧʦʟʠʪʠʚʥʠʭ ʝʤʦʜʟʽ ʟ ʥʝʛʘʪʠʚʥʠʤ ʚʝʨʙʘʣʴʥʠʤ ʟʤʽʩʪʦʤ; ʫ 

ʭʠʙʥʦ ʥʝʛʘʪʠʚʥʠʭ ʟʘʚʫʘʣʴʦʚʘʥʽ ʦʮʽʥʢʠ ʟ ʤôʷʢʠʤʠ ʽʥʪʝʥʩʠʬʽʢʘʪʦʨʘʤʠ ʽ ʩʢʣʘʜʥʠʤʠ 

ʟʘʧʝʨʝʯʥʠʤʠ ʣʘʥʮʶʞʢʘʤʠ, ʱʦ ʚʠʭʦʜʷʪʴ ʟʘ ʤʝʞʽ ʣʦʢʘʣʴʥʦʛʦ ʚʽʢʥʘ. ʂʘʪʘʣʦʛ ʧʦʤʠʣʦʢ 

ʟʙʝʨʽʛʘʚʩʷ ʷʢ ʥʘʨʦʩʪʘʶʯʘ ʙʘʟʘ ʧʨʠʢʣʘʜʽʚ ʽʟ ʬʽʢʩʘʮʽʻʶ ʪʝʢʩʪʫ, ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ, 

ʚʘʛʦʚʦʛʦ ʚʥʝʩʢʫ ʢʦʞʥʦʾ ʣʝʢʩʝʤʠ ʪʘ ʬʽʥʘʣʴʥʦʛʦ ʨʽʰʝʥʥʷ. ʅʘ ʧʽʜʩʪʘʚʽ ʮʴʦʛʦ ʢʘʪʘʣʦʛʫ 

ʚʠʢʦʥʫʚʘʣʠʩʷ ʪʦʯʢʦʚʽ ʢʦʨʝʢʮʽʾ: ʟʚʫʞʫʚʘʣʘʩʷ ʘʙʦ ʨʦʟʰʠʨʶʚʘʣʘʩʷ çʤʝʨʪʚʘ ʟʦʥʘè, 
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ʫʪʦʯʥʶʚʘʣʠʩʷ ʧʦʨʦʛʠ ʜʣʷ ʧʝʨʝʭʦʜʫ ʤʽʞ ʢʘʪʝʛʦʨʽʷʤʠ, ʧʝʨʝʛʣʷʜʘʣʠʩʷ ʧʨʘʚʠʣʘ 

ʣʦʢʘʣʴʥʦʛʦ ʚʨʘʭʫʚʘʥʥʷ ʟʘʧʝʨʝʯʝʥʥʷ.  

ʇʨʘʢʪʠʯʥʦ ʫʩʷ ʽʥʪʝʣʝʢʪʫʘʣʴʥʘ ʩʠʩʪʝʤʘ ʙʫʣʘ ʧʦʢʨʠʪʘ ʪʝʩʪ-ʢʝʡʩʘʤʠ. ʆʜʠʥ ʟ 

ʷʢʠʭ ʥʘʚʝʜʝʥʦ ʚ ʪʘʙʣʠʮʽ 1. 

 

ʊʘʙʣʠʮʷ 1 ï ʊʝʩʪ-ʢʝʡʩ 1 
ʊʝʩʪ-ʢʝʡʩ ID: Aʂ0004 ʇʨʽʦʨʠʪʝʪ: 1 ʉʪʚʦʨʝʥʦ: 12.05.2025, 

ɿʘʣʫʮʴʢʘ ʆ. 

ʅʘʟʚʘ: ʇʝʨʝʚʽʨʢʘ ʢʦʨʝʢʪʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʪʦʥʘʣʴʥʦʩʪʽ 

ɺʭʽʜʥʽ ʜʘʥʽ: ʊʝʢʩʪʦʚʝ ʧʦʚʽʜʦʤʣʝʥʥʷ .txt 

ʂʨʦʢʠ ʆʯʽʢʫʚʘʥʠʡ ʨʝʟʫʣʴʪʘʪ 

ʇʝʨʝʜʫʤʦʚʘ: ʥʘ ʚʢʣʘʜʮʽ çɹʘʟʘ 

ʧʦʚʽʜʦʤʣʝʥʴè ʢʦʨʠʩʪʫʚʘʯ ʤʘʻ ʦʙʨʘʪʠ 

ʨʷʜʦʢ ʪʝʢʩʪʦʚʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ, 

ʧʦʜʘʣʴʰʠʡ ʘʥʘʣʽʟ ʷʢʦʛʦ 

ʚʽʜʙʫʚʘʪʠʤʝʪʴʩʷ. ʇʦʚʽʜʦʤʣʝʥʥʷ 

ʤʽʩʪʠʪʴ ʷʚʥʦ ʥʝʛʘʪʠʚʥʠʡ ʭʘʨʘʢʪʝʨ, ʱʦ 

ʥʝʦʙʭʽʜʥʦ ʜʦʚʝʩʪʠ. 

1. ɿʘʧʫʩʪʠʪʠ ʜʦʜʘʪʦʢ ʪʘ ʦʙʨʘʪʠ 
ʚʢʣʘʜʢʫ çɹʘʟʘ ʧʦʚʽʜʦʤʣʝʥʴè 

2. ʆʙʨʘʪʠ ʨʷʜʦʢ ʪʝʢʩʪʦʚʦʛʦ 
ʧʦʚʽʜʦʤʣʝʥʥʷ ʟ ʥʝʛʘʪʠʚʥʠʤ 

ʝʤʦʮʽʡʥʠʤ ʟʘʙʘʨʚʣʝʥʥʷʤ. 

3. ʅʘʪʠʩʥʫʪʠ ʢʥʦʧʢʫ çɸʥʘʣʽʟè 

4. ʇʦʨʽʚʥʷʪʠ ʬʘʢʪʠʯʥʠʡ ʨʝʟʫʣʴʪʘʪ ʟ 

ʦʯʽʢʫʚʘʥʠʤ 

 

 

 

ʉʠʩʪʝʤʘ ʤʘʻ ʜʦʚʝʩʪʠ, ʱʦ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʤʽʩʪʠʪʴ 

ʥʝʛʘʪʠʚʥʝ ʟʘʙʘʨʚʣʝʥʥʷ ʽʟ 

ʚʽʨʦʛʽʜʥʽʩʪʶ, ʙʽʣʴʰʦʶ ʟʘ 

80%. 

 

 

 

ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʘʥʘʣʽʟʫ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʽʟ ʚʽʨʦʛʽʜʥʽʩʪʶ 

97.4% ʤʽʩʠʪʴ ʥʝʛʘʪʠʚʥʝ 

ʟʘʙʘʨʚʣʝʥʥʷ.  

 

ʈʝʟʫʣʴʪʘʪ ʚʠʢʦʥʘʥʥʷ ʪʝʩʪ-ʢʝʡʩʫ: ʧʨʦʡʜʝʥʦ ʫʩʧʽʰʥʦ 

 

ʇʨʠʢʣʘʜ ʚʠʢʦʥʘʥʥʷ ʪʝʩʪʫ, ʥʘʚʝʜʝʥʦʤʫ ʚ ʪʘʙʣʠʮʽ 1 ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ 

ʧʩʠʭʦʝʤʦʮʽʡʥʦʛʦ ʟʘʙʘʨʚʣʝʥʥʷ ʥʘʚʝʜʝʥʦ ʥʘ ʨʠʩʫʥʢʫ 2. 

 ʇʽʜ ʯʘʩ ʩʝʨʽʡʥʠʭ ʝʢʩʧʝʨʠʤʝʥʪʽʚ ʦʩʦʙʣʠʚʠʡ ʘʢʮʝʥʪ ʨʦʙʠʚʩʷ ʥʘ ʨʝʛʨʝʩʽʡʥʠʭ 

ʧʝʨʝʚʽʨʢʘʭ, ʜʝ ʟʤʽʥʶʚʘʚʩʷ ʣʠʰʝ ʦʜʠʥ ʢʣʘʩ ʧʘʨʘʤʝʪʨʽʚ. ɿʦʢʨʝʤʘ, ʚʘʨʽʶʚʘʣʘʩʷ 

ʰʠʨʠʥʘ ʚʽʢʥʘ ʜʣʷ ʟʘʧʝʨʝʯʝʥʥʷ, ʧʽʩʣʷ ʯʦʛʦ ʦʮʽʥʶʚʘʣʠʩʷ ʤʝʪʨʠʢʠ ʽ ʷʢʽʩʥʽ ʧʦʤʠʣʢʠ. 

ɹʫʣʦ ʧʦʢʘʟʘʥʦ, ʱʦ ʥʘʜʪʦ ʰʠʨʦʢʝ ʚʽʢʥʦ ʧʨʦʚʦʢʫʻ ʧʦʤʠʣʢʦʚʽ ʽʥʚʝʨʩʽʾ ʫ ʚʠʧʘʜʢʘʭ, ʜʝ 

ʟʘʧʝʨʝʯʝʥʥʷ ʥʘʣʝʞʠʪʴ ʜʦ ʽʥʰʦʛʦ ʩʠʥʪʘʢʩʠʯʥʦʛʦ ʚʫʟʣʘ, ʪʦʜʽ ʷʢ ʥʘʜʪʦ ʚʫʟʴʢʝ 

ʧʦʟʙʘʚʣʷʻ ʩʠʩʪʝʤʫ ʟʜʘʪʥʦʩʪʽ ʚʯʘʩʥʦ ʽʥʚʝʨʪʫʚʘʪʠ ʧʦʣʷʨʥʽʩʪʴ ʫ ʨʦʟʪʷʛʥʫʪʠʭ 

ʢʦʥʩʪʨʫʢʮʽʷʭ. ʎʷ ʝʤʧʽʨʠʯʥʘ ʢʨʠʚʘ ʚʽʜʛʫʢʫ ʩʣʫʛʫʚʘʣʘ ʘʨʛʫʤʝʥʪʦʤ ʜʣʷ 

ʢʦʥʩʝʨʚʘʪʠʚʥʠʭ ʥʘʣʘʰʪʫʚʘʥʴ ʽ ʙʫʣʘ ʟʘʬʽʢʩʦʚʘʥʘ ʚ ʞʫʨʥʘʣʴʥʠʭ ʪʘʙʣʠʮʷʭ ʧʘʨʘʤʝʪʨʽʚ 

ʷʢ ʝʪʘʣʦʥ ʜʣʷ ʥʘʩʪʫʧʥʠʭ ʟʤʽʥ. ʇʨʠʢʣʘʜ ʫʩʧʽʰʥʦʛʦ ʚʠʢʦʥʘʥʥʷ ʶʥʽʪ-ʪʝʩʪʽʚ ʥʘʚʝʜʝʥʦ 

ʥʘ ʨʠʩʫʥʢʫ 3. 
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ʋ ʧʠʪʘʥʥʷʭ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʙʫʣʦ ʚʘʞʣʠʚʦ ʚʽʜʦʢʨʝʤʠʪʠ ʚʘʞʢʽ ʪʘ ʣʝʛʢʽ ʰʘʨʠ 

ʦʙʯʠʩʣʝʥʴ. ʄʘʪʝʨʽʘʣʽʟʦʚʘʥʽ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʜʣʷ ʯʘʩʪʦʪʥʠʭ ʟʘʧʠʪʽʚ ʽ ʢʝʰʽ ʜʣʷ 

ʩʧʽʚʟʫʩʪʨʽʯʝʡ ʜʦʟʚʦʣʠʣʠ ʟʤʝʥʰʠʪʠ ʣʘʪʝʥʪʥʽʩʪʴ ʙʝʟ ʤʦʜʠʬʽʢʘʮʽʾ ʣʦʛʽʢʠ ʧʨʠʡʥʷʪʪʷ 

ʨʽʰʝʥʴ. ɿʙʝʨʝʞʝʥʥʷ ʧʨʦʤʽʞʥʠʭ ʘʨʪʝʬʘʢʪʽʚ ʟʙʽʣʴʰʫʻ ʦʙʩʷʛ ʩʭʦʚʠʱʘ, ʘʣʝ ʜʘʻ ʟʤʦʛʫ 

ʚʠʙʽʨʢʦʚʦ ʧʝʨʝʦʮʽʥʶʚʘʪʠ ʪʽʣʴʢʠ ʪʽ ʢʦʤʧʦʥʝʥʪʠ, ʷʢʠʭ ʪʦʨʢʥʫʣʠʩʷ ʟʤʽʥʠ ʧʘʨʘʤʝʪʨʽʚ. 

ʇʝʨʝʚʠʟʥʘʯʝʥʥʷ ʧʦʨʦʛʽʚ ʥʝ ʧʦʪʨʝʙʫʻ ʧʦʚʪʦʨʥʦʛʦ ʧʽʜʨʘʭʫʥʢʫ TF-IDF ʽ TextRank; 

ʦʥʦʚʣʝʥʥʷ ʩʣʦʚʥʠʢʦʚʠʭ ʥʦʨʤ ʪʦʨʢʘʻʪʴʩʷ ʣʠʰʝ ʧʽʜʤʥʦʞʠʥʠ ʜʦʢʫʤʝʥʪʽʚ, ʫ ʷʢʠʭ 

ʟʫʩʪʨʽʯʘʶʪʴʩʷ ʟʤʽʥʝʥʽ ʣʝʢʩʝʤʠ. ɿʘ ʪʘʢʦʾ ʦʨʛʘʥʽʟʘʮʽʾ ʜʘʥʠʭ ʯʘʩ ʦʙʨʦʙʢʠ 

ʤʘʩʰʪʘʙʫʻʪʴʩʷ ʣʽʥʽʡʥʦ ʟ ʨʦʟʤʽʨʦʤ ʧʘʨʪʽʾ, ʘ ʧʨʦʛʥʦʟʦʚʘʥʽʩʪʴ ʟʘʪʨʠʤʦʢ ʜʦʟʚʦʣʷʻ 

ʧʣʘʥʫʚʘʪʠ ʨʝʩʫʨʩʠ ʙʝʟ ʟʘʚʠʱʝʥʠʭ ʟʘʧʘʩʽʚ. 

 

 
ʈʠʩʫʥʦʢ 2 ï ʇʨʠʢʣʘʜ ʚʠʢʦʥʘʥʥʷ ʤʦʜʫʣʴʥʦʛʦ ʪʝʩʪʫ 

 

 

 
ʈʠʩʫʥʦʢ 3 ï ɺʠʢʦʥʘʥʥʷ ʶʥʽʪ-ʪʝʩʪʽʚ 
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ʆʢʨʝʤʦʶ ʪʝʤʦʶ ʩʪʘʣʘ ʽʥʪʝʨʧʨʝʪʘʮʽʷ ʥʝʡʪʨʘʣʴʥʦʾ ʢʘʪʝʛʦʨʽʾ. ɺ ʫʤʦʚʘʭ 

ʢʦʨʦʪʢʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʥʝʡʪʨʘʣʴʥʽʩʪʴ ʥʝ ʻ ʪʨʠʚʽʘʣʴʥʦʶ ʩʝʨʝʜʠʥʦʶ ʤʽʞ ʧʦʟʠʪʠʚʦʤ ʽ 

ʥʝʛʘʪʠʚʦʤ. ɺʦʥʘ ʦʟʥʘʯʘʻ ʥʝʜʦʩʪʘʪʥʽʩʪʴ ʜʦʢʘʟʽʚ ʥʘ ʢʦʨʠʩʪʴ ʧʝʚʥʦʛʦ ʧʦʣʶʩʫ ʟʘ 

ʥʘʷʚʥʠʭ ʚʘʛʦʚʠʭ ʩʠʛʥʘʣʽʚ. ʋ ʟʚôʷʟʢʫ ʟ ʮʠʤ ʥʝʡʪʨʘʣʴʥʘ ʟʦʥʘ ʙʫʣʘ ʨʦʟʰʠʨʝʥʘ ʽ 

ʧʽʜʢʨʽʧʣʝʥʘ ʨʝʛʣʘʤʝʥʪʦʤ, ʱʦ ʟʘʙʦʨʦʥʷʻ ʧʨʠʡʤʘʪʠ ʨʽʰʫʯʽ ʚʝʨʜʠʢʪʠ ʥʘ ʧʽʜʩʪʘʚʽ 

ʦʜʠʥʠʯʥʠʭ ʝʤʦʮʽʡʥʠʭ ʤʘʨʢʝʨʽʚ ʙʝʟ ʧʽʜʪʨʠʤʢʠ ʢʣʶʯʦʚʠʭ ʩʣʦʚʦʩʧʦʣʫʯʝʥʴ. ʊʘʢʘ 

ʧʦʣʽʪʠʢʘ ʟʤʝʥʰʫʻ ʢʽʣʴʢʽʩʪʴ ʚʠʧʘʜʢʦʚʠʭ ʢʦʣʠʚʘʥʴ ʽ ʧʦʢʨʘʱʫʻ ʟʚʘʞʝʥʽ ʤʝʪʨʠʢʠ ʥʘ 

ʨʽʟʥʦʨʽʜʥʠʭ ʧʦʪʦʢʘʭ. 

ʋ ʤʝʞʘʭ ʧʨʘʢʪʠʯʥʠʭ ʩʮʝʥʘʨʽʾʚ ʦʩʦʙʣʠʚʦʾ ʫʚʘʛʠ ʚʠʤʘʛʘʣʠ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟ 

ʚʠʩʦʢʦʶ ʥʘʩʠʯʝʥʽʩʪʶ ʝʤʦʜʟʽ. ʑʦʙʠ ʫʥʠʢʥʫʪʠ ʩʠʪʫʘʮʽʡ, ʢʦʣʠ ʧʽʢʪʦʛʨʘʬʽʯʥʽ ʤʘʨʢʝʨʠ 

ʧʦʚʥʽʩʪʶ ʚʠʟʥʘʯʘʶʪʴ ʨʝʟʫʣʴʪʘʪ, ʙʫʣʦ ʟʘʧʨʦʚʘʜʞʝʥʦ ʚʘʛʦʚʫ ʩʢʠʜʢʫ ʜʣʷ ʝʤʦʜʟʽ ʪʘ 

ʦʙʤʝʞʝʥʥʷ ʤʘʢʩʠʤʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ, ʱʦ ʙʝʨʝ ʫʯʘʩʪʴ ʚ ʘʛʨʝʛʫʚʘʥʥʽ 

ʫ ʥʘʜʢʦʨʦʪʢʠʭ ʧʦʚʽʜʦʤʣʝʥʥʷʭ. ʎʝ ʨʽʰʝʥʥʷ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʦ ʧʦʤʽʪʥʝ ʟʥʠʞʝʥʥʷ 

ʯʘʩʪʢʠ ʭʠʙʥʦ ʧʦʟʠʪʠʚʥʠʭ ʚʝʨʜʠʢʪʽʚ ʫ ʩʘʨʢʘʩʪʠʯʥʠʭ ʢʦʥʩʪʨʫʢʮʽʷʭ ʽʟ ʧʦʟʠʪʠʚʥʠʤʠ 

ʧʽʢʪʦʛʨʘʤʘʤʠ. 

ɺʧʨʦʚʘʜʞʝʥʥʷ ʩʠʩʪʝʤʠ ʚ ʩʝʨʝʜʦʚʠʱʘʭ ʽʟ ʨʽʟʥʠʤʠ ʪʝʤʘʪʠʯʥʠʤʠ ʜʦʤʝʥʘʤʠ 

ʥʝ ʚʠʤʘʛʘʣʦ ʟʤʽʥ ʫ ʢʦʥʚʝʻʨʽ. ɸʜʘʧʪʘʮʽʷ ʟʚʦʜʠʣʘʩʷ ʜʦ ʧʝʨʝʛʣʷʜʫ ʧʦʨʦʛʽʚ ʜʦʧʫʩʢʫ 

ʢʦʨʧʫʩʫ, ʯʘʩʪʢʦʚʦʛʦ ʦʥʦʚʣʝʥʥʷ ʩʣʦʚʥʠʢʦʚʠʭ ʥʦʨʤ ʜʣʷ ʩʧʝʮʠʬʽʯʥʠʭ ʣʝʢʩʝʤ ʪʘ 

ʨʝʛʨʝʩʽʡʥʠʭ ʧʝʨʝʚʽʨʦʢ ʥʘ çʟʘʤʦʨʦʞʝʥʠʭè ʥʘʙʦʨʘʭ ʩʢʣʘʜʥʠʭ ʚʠʧʘʜʢʽʚ. 

ɺʝʨʩʽʦʥʫʚʘʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʽ ʩʣʦʚʥʠʢʽʚ, ʧʦʚôʷʟʘʥʝ ʟ ʯʘʩʦʚʠʤʠ ʤʽʪʢʘʤʠ, ʜʦʟʚʦʣʷʣʦ 

ʧʦʚʝʨʥʫʪʠʩʷ ʜʦ ʧʦʧʝʨʝʜʥʴʦʛʦ ʩʪʘʥʫ ʚ ʨʘʟʽ ʧʦʛʽʨʰʝʥʥʷ ʤʝʪʨʠʢ. ɿʘʫʚʘʞʠʤʦ, ʱʦ 

ʟʘʧʨʦʚʘʜʞʝʥʘ ʢʫʣʴʪʫʨʘ ʪʝʩʪʫʚʘʥʥʷ ʧʝʨʝʜʙʘʯʘʣʘ ʧʽʜʪʨʠʤʢʫ ʩʪʘʙʽʣʴʥʦʛʦ ʧʫʣʫ 

ʢʦʥʪʨʦʣʴʥʠʭ ʧʨʠʢʣʘʜʽʚ ʟ ʽʨʦʥʽʻʶ, ʧʦʣʽʩʝʤʽʻʶ ʽ ʩʢʣʘʜʥʠʤ ʟʘʧʝʨʝʯʝʥʥʷʤ, ʯʝʨʝʟ ʷʢʽ 

ʤʘʢʩʠʤʘʣʴʥʦ ʰʚʠʜʢʦ ʚʠʷʚʣʷʣʠʩʷ ʜʝʛʨʘʜʘʮʽʾ ʧʽʩʣʷ ʥʘʡʤʝʥʰʠʭ ʟʤʽʥ ʫ ʧʨʘʚʠʣʘʭ  

ʘʙʦ ʧʦʨʦʛʘʭ. 

ʆʙʤʝʞʝʥʥʷ ʧʽʜʭʦʜʫ ʥʝ ʧʨʠʭʦʚʫʚʘʣʠʩʷ ʡ ʩʣʫʞʠʣʠ ʦʨʽʻʥʪʠʨʘʤʠ ʜʣʷ 

ʢʦʨʝʢʪʥʦʾ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʨʝʟʫʣʴʪʘʪʽʚ. ʃʝʢʩʠʢʦʥʥʘ ʧʨʠʨʦʜʘ ʤʦʜʝʣʽ ʦʟʥʘʯʘʻ ʟʘʣʝʞʥʽʩʪʴ 

ʚʽʜ ʧʦʢʨʠʪʪʷ ʩʣʦʚʥʠʢʘ ʪʘ ʽʥʝʨʮʽʡʥʽʩʪʴ ʱʦʜʦ ʥʦʚʠʭ ʤʦʚʥʠʭ ʤʦʜ ʽ ʩʣʝʥʛʦʚʠʭ 

ʫʪʚʦʨʝʥʴ. ʇʝʨʝʚʽʨʢʘ ʮʽʧʬʽʚʩʴʢʦʛʦ ʧʨʦʬʽʣʶ ʥʘ ʜʫʞʝ ʤʘʣʠʭ ʧʽʜʚʠʙʽʨʢʘʭ ʤʘʻ 

ʩʢʨʠʥʽʥʛʦʚʠʡ ʭʘʨʘʢʪʝʨ ʽ ʤʦʞʝ ʜʘʚʘʪʠ ʭʠʙʥʽ ʩʠʛʥʘʣʠ ʥʘ ʞʘʥʨʦʚʠʭ ʤʘʪʝʨʽʘʣʘʭ ʽʟ 

ʥʘʚʤʠʩʥʦʶ ʨʠʪʤʽʢʦʶ. ɯʨʦʥʽʷ ʽ ʩʘʨʢʘʟʤ ʣʠʰʘʶʪʴʩʷ ʥʘʡʩʢʣʘʜʥʽʰʠʤʠ ʚʠʧʘʜʢʘʤʠ, ʫ 

ʷʢʠʭ ʚʽʜʩʫʪʥʽʩʪʴ ʨʦʟʛʦʨʥʫʪʦʛʦ ʢʦʥʪʝʢʩʪʫ ʟʥʠʞʫʻ ʯʫʪʣʠʚʽʩʪʴ; ʯʘʩʪʢʦʚʦ ʮʝ 

ʢʦʤʧʝʥʩʫʻʪʴʩʷ ʚʘʛʘʤʠ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ ʽ ʢʦʥʩʝʨʚʘʪʠʚʥʠʤʠ ʧʦʨʦʛʘʤʠ, ʘʣʝ ʥʝ 

ʫʩʫʚʘʻʪʴʩʷ ʧʦʚʥʽʩʪʶ. ʇʦʧʨʠ ʮʝ, ʩʠʩʪʝʤʘ ʟʘʙʝʟʧʝʯʫʻ ʩʘʤʝ ʪʽ ʚʣʘʩʪʠʚʦʩʪʽ, ʷʢʽ 

ʟʘʧʠʪʫʶʪʴ ʚʠʨʦʙʥʠʯʽ ʢʦʨʠʩʪʫʚʘʯʽ: ʧʨʦʟʦʨʽʩʪʴ ʨʽʰʝʥʴ ʥʘ ʨʽʚʥʽ ʦʢʨʝʤʠʭ ʣʝʢʩʝʤ ʽ 

ʬʨʘʟ, ʚʽʜʪʚʦʨʶʚʘʥʽʩʪʴ ʢʦʞʥʦʛʦ ʝʢʩʧʝʨʠʤʝʥʪʫ ʟʘʚʜʷʢʠ ʟʙʝʨʝʞʝʥʥʶ ʧʨʦʤʽʞʥʠʭ 

ʘʨʪʝʬʘʢʪʽʚ, ʩʪʘʙʽʣʴʥʽʩʪʴ ʧʦʚʝʜʽʥʢʠ ʥʘ ʨʽʟʥʦʨʽʜʥʠʭ ʧʦʪʦʢʘʭ, ʜʝ ʪʦʥʘʣʴʥʽʩʪʴ ʧʦʚʠʥʥʘ 

ʚʠʟʥʘʯʘʪʠʩʷ ʥʝ ʣʠʰʝ çʧʨʘʚʠʣʴʥʦè, ʘ ʡ ʦʜʥʘʢʦʚʦ ʧʨʠ ʧʦʚʪʦʨʥʠʭ ʟʘʧʫʩʢʘʭ. 

ʇʽʜʩʫʤʦʚʫʶʯʠ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʢʦʥʩʦʣʽʜʫʻ ʽʥʞʝʥʝʨʥʽ ʪʘ ʤʝʪʦʜʠʯʥʽ 

ʟʘʩʘʜʠ ʫ ʚʧʦʨʷʜʢʦʚʘʥʠʡ ʢʦʥʚʝʻʨ, ʷʢʠʡ ʧʝʨʝʪʚʦʨʶʻ ʥʝʩʪʘʙʽʣʴʥʽ ʢʦʨʦʪʢʽ ʫʢʨʘʾʥʦʤʦʚʥʽ 

ʪʝʢʩʪʠ ʥʘ ʦʙôʻʢʪ ʢʝʨʦʚʘʥʦʛʦ ʘʥʘʣʽʟʫ. ʇʦʯʝʨʛʦʚʽʩʪʴ ʢʨʦʢʽʚ: ʚʽʜ ʥʦʨʤʘʣʽʟʘʮʽʾ ʪʘ 

ʜʦʧʫʩʢʫ ʢʦʨʧʫʩʫ ʜʦ ʚʠʜʽʣʝʥʥʷ ʢʣʶʯʦʚʠʭ ʦʜʠʥʠʮʴ ʽ ʣʝʢʩʠʢʦʥʥʦʾ ʘʛʨʝʛʘʮʽʾ ʟʘʙʝʟʧʝʯʫʻ 
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ʽʥʩʧʝʢʪʦʚʘʥʽʩʪʴ ʢʦʞʥʦʾ ʣʘʥʢʠ, ʘ ʜʚʦʷʨʫʩʥʝ ʪʝʩʪʫʚʘʥʥʷ ʟ ʢʘʪʘʣʦʛʦʤ ʧʦʤʠʣʦʢ 

ʜʦʟʚʦʣʷʻ ʥʝ ʣʠʰʝ ʚʠʤʽʨʶʚʘʪʠ ʷʢʽʩʪʴ, ʘ ʡ ʧʦʢʨʦʢʦʚʦ ʾʾ ʧʦʢʨʘʱʫʚʘʪʠ, ʥʝ ʨʫʡʥʫʶʯʠ 

ʘʨʭʽʪʝʢʪʫʨʥʦʾ ʮʽʣʽʩʥʦʩʪʽ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʄɽʊʆɼ ʆʎɯʅʖɺɸʅʅʗ ʗʂʆʉʊɯ ʇʈʆɻʈɸʄʅʆɻʆ ɿɸɹɽɿʇɽʏɽʅʅʗ ʅɸ 

ʆʉʅʆɺɯ ɼʀʌɽʈɽʅʎɯɸʃʔʅʆɻʆ ʊɽʉʊʋɺɸʅʅʗ ʌʋʅʂʎɯʆʅɸʃʔʅʆɰ 

ʇʆɺɽɼɯʅʂʀ 
 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʤʝʪʦʜ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʥʘʜʽʡʥʦʩʪʽ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʰʣʷʭʦʤ 

ʽʥʪʝʛʨʘʮʽʾ ʜʠʬʝʨʝʥʮʽʘʣʴʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ ʚ CI/CD ʢʦʥʚʝʻʨʠ. ʄʝʪʦʜ ʙʘʟʫʻʪʴʩʷ ʥʘ ʢʽʣʴʢʽʩʥʽʡ 

ʦʮʽʥʮʽ ʧʦʚʝʜʽʥʢʦʚʠʭ ʨʦʟʙʽʞʥʦʩʪʝʡ ʤʽʞ ʚʝʨʩʽʷʤʠ ʇɿ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʤʝʪʨʠʢ, 

ʪʘʢʠʭ ʷʢ ʽʥʜʝʢʩ ʧʦʚʝʜʽʥʢʦʚʦʛʦ ʜʨʝʡʬʫ ʪʘ ʦʮʽʥʢʘ ʬʫʥʢʮʽʦʥʘʣʴʥʦʾ ʫʟʛʦʜʞʝʥʦʩʪʽ. ʂʣʶʯʦʚʦʶ 

ʽʥʥʦʚʘʮʽʻʶ ʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʦʜʝʣʽ ʟʚʘʞʫʚʘʥʥʷ ʟʥʘʯʫʱʦʩʪʽ ʚʠʷʚʣʝʥʠʭ ʨʦʟʙʽʞʥʦʩʪʝʡ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʯʥʦ ʨʦʟʨʽʟʥʷʪʠ ʢʨʠʪʠʯʥʽ ʨʝʛʨʝʩʽʾ ʪʘ ʥʝʟʥʘʯʥʽ ʚʽʜʭʠʣʝʥʥʷ, ʥʘʜʘʶʯʠ 

ʨʦʟʨʦʙʥʠʢʘʤ ʦʙ'ʻʢʪʠʚʥʠʡ ʩʪʘʥ ʷʢʦʩʪʽ ʥʘ ʢʦʞʥʦʤʫ ʝʪʘʧʽ ʨʦʟʨʦʙʢʠ. 

 

This paper proposes a method to enhance software reliability by integrating differential 

testing into CI/CD pipelines. The method is based on the quantitative assessment of behavioral 

discrepancies between software versions using specialized metrics, such as the Behavioral Drift 

Index and Functional Consistency Score. The key innovation is the application of a significance 

weighting model for identified discrepancies, which allows for the automatic distinction between 

critical regressions and minor deviations, providing developers with an objective quality state at 

every development stage. 

 

ʅʠʟʴʢʘ ʷʢʽʩʪʴ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ (ʇɿ) ʟʘʣʠʰʘʻʪʴʩʷ ʦʜʥʽʻʶ ʟ 

ʥʘʡʚʘʞʣʠʚʽʰʠʭ ʧʨʦʙʣʝʤ ʩʫʯʘʩʥʦʾ ʽʥʞʝʥʝʨʽʾ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʥʘʯʥʠʭ ʝʢʦʥʦʤʽʯʥʠʭ 

ʚʪʨʘʪ. ɿʛʽʜʥʦ ʟʽ ʟʚʽʪʦʤ Consortium for Information & Software Quality (CISQ), ʚʘʨʪʽʩʪʴ 

ʥʠʟʴʢʦʾ ʷʢʦʩʪʽ ʇɿ ʫ ʉʐɸ ʫ 2022 ʨʦʮʽ ʩʷʛʥʫʣʘ 2,41 ʪʨʠʣʴʡʦʥʘ ʜʦʣʘʨʽʚ, ʘ 

ʥʘʢʦʧʠʯʝʥʠʡ ʪʝʭʥʽʯʥʠʡ ʙʦʨʛ - 1,52 ʪʨʠʣʴʡʦʥʘ ʜʦʣʘʨʽʚ. ʊʨʘʜʠʮʽʡʥʽ ʧʽʜʭʦʜʠ ʜʦ 

ʪʝʩʪʫʚʘʥʥʷ, ʱʦ ʙʘʟʫʶʪʴʩʷ ʥʘ ʙʽʥʘʨʥʽʡ ʣʦʛʽʮʽ çʧʨʦʡʰʦʚ ʯʠ ʥʝ ʧʨʦʡʰʦʚè, ʯʘʩʪʦ ʥʝ 

ʟʜʘʪʥʽ ʥʘʜʘʪʠ ʧʦʚʥʫ ʢʘʨʪʠʥʫ ʧʨʦ ʩʪʘʙʽʣʴʥʽʩʪʴ ʩʠʩʪʝʤʠ ʪʘ ʚʧʣʠʚ ʟʤʽʥ ʥʘ ʾʾ ʧʦʚʝʜʽʥʢʫ 

[1, 2]. ʎʝ ʩʪʚʦʨʶʻ ʧʦʪʨʝʙʫ ʚ ʨʦʟʨʦʙʮʽ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʤʝʪʦʜʽʚ, ʷʢʽ ʙ ʟʘʙʝʟʧʝʯʫʚʘʣʠ 

ʙʝʟʧʝʨʝʨʚʥʫ ʢʽʣʴʢʽʩʥʫ ʦʮʽʥʢʫ ʷʢʦʩʪʽ ʇɿ. 

ɯʩʥʫʶʯʽ ʤʝʪʨʠʢʠ, ʪʘʢʽ ʷʢ ʧʽʜʨʘʭʫʥʦʢ ʧʦʤʠʣʦʢ ʘʙʦ ʚʽʜʩʦʪʦʢ ʧʨʦʡʜʝʥʠʭ 

ʪʝʩʪʽʚ, ʻ ʥʝʜʦʩʪʘʪʥʽʤʠ, ʦʩʢʽʣʴʢʠ ʩʧʨʘʚʞʥʷ ʚʘʨʪʽʩʪʴ ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʝ ʢʽʣʴʢʽʩʪʶ ʟʙʦʾʚ, 

ʘ ʾʭʥʽʤ ʚʧʣʠʚʦʤ. ʅʘʧʨʠʢʣʘʜ, ʦʜʠʥ ʢʨʠʪʠʯʥʠʡ ʟʙʽʡ ʫ ʙʘʥʢʽʚʩʴʢʽʡ ʩʠʩʪʝʤʽ ʤʘʻ 

ʙʽʣʴʰʠʡ ʝʢʦʥʦʤʽʯʥʠʡ ʚʧʣʠʚ, ʥʽʞ ʪʠʩʷʯʽ ʜʨʽʙʥʠʭ ʧʦʤʠʣʦʢ ʽʥʪʝʨʬʝʡʩʫ. ʎʝ ʩʪʚʦʨʶʻ 

çʩʧʽʨʘʣʴ ʙʦʨʛʫ ʷʢʦʩʪʽè, ʪʦʙʪʦ ʪʠʩʢ ʥʘ ʰʚʠʜʢʫ ʜʦʩʪʘʚʢʫ ʟʙʽʣʴʰʫʻ ʪʝʭʥʽʯʥʠʡ ʙʦʨʛ, ʱʦ 

ʨʦʙʠʪʴ ʚʠʧʨʘʚʣʝʥʥʷ ʜʦʨʦʞʯʠʤʠ ʽ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʦʚʠʭ ʧʦʤʠʣʦʢ. ʊʘʢʠʤ ʯʠʥʦʤ, 

ʚʠʥʠʢʘʻ ʛʦʩʪʨʘ ʧʦʪʨʝʙʘ ʚ ʤʝʪʦʜʘʭ, ʟʜʘʪʥʠʭ ʨʦʟʨʽʟʥʷʪʠ ʥʝʟʥʘʯʥʽ ʚʘʨʽʘʮʽʾ ʪʘ ʨʝʛʨʝʩʽʾ ʟ 

ʚʠʩʦʢʠʤ ʚʧʣʠʚʦʤ. 
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ʆʩʥʦʚʦʶ ʜʣʷ ʨʦʟʚ'ʷʟʘʥʥʷ ʮʽʻʾ ʧʨʦʙʣʝʤʠ ʻ ʢʦʥʮʝʧʮʽʷ ʪʝʩʪʫʚʘʥʥʷ ʤʝʪʦʜʦʤ 

ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ, ʜʝ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʢʦʨʝʢʪʥʦʩʪʽ ʥʝ ʧʦʪʨʽʙʝʥ ʟʘʟʜʘʣʝʛʽʜʴ ʚʽʜʦʤʠʡ 

ʝʪʘʣʦʥʥʠʡ ʨʝʟʫʣʴʪʘʪ. ɼʠʬʝʨʝʥʮʽʘʣʴʥʝ ʪʝʩʪʫʚʘʥʥʷ ʻ ʦʜʥʠʤ ʽʟ ʧʨʦʚʽʜʥʠʭ ʧʽʜʭʦʜʽʚ ʫ 

ʮʽʡ ʛʘʣʫʟʽ ʪʘ ʧʝʨʝʜʙʘʯʘʻ ʧʦʨʽʚʥʷʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʨʦʙʦʪʠ ʜʚʦʭ ʘʙʦ ʙʽʣʴʰʝ ʚʝʨʩʽʡ 

ʩʠʩʪʝʤʠ ʥʘ ʦʜʥʘʢʦʚʠʭ ʚʭʽʜʥʠʭ ʜʘʥʠʭ. ʗʢʱʦ ʨʝʟʫʣʴʪʘʪʠ ʚʽʜʨʽʟʥʷʶʪʴʩʷ, ʮʝ ʩʚʽʜʯʠʪʴ 

ʧʨʦ ʥʘʷʚʥʽʩʪʴ ʧʦʤʠʣʢʠ. ʎʝʡ ʤʝʪʦʜ ʫʩʧʽʰʥʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʜʣʷ ʪʝʩʪʫʚʘʥʥʷ 

ʢʦʤʧʽʣʷʪʦʨʽʚ, ʢʨʠʧʪʦʛʨʘʬʽʯʥʠʭ ʙʽʙʣʽʦʪʝʢ ʪʘ ʙʣʦʢʯʝʡʥ-ʩʠʩʪʝʤ.  

ʅʘʡʙʽʣʴʰ ʧʦʰʠʨʝʥʠʤʠ ʻ ʤʝʪʘʤʦʨʬʥʝ ʪʘ ʜʠʬʝʨʝʥʮʽʘʣʴʥʝ ʪʝʩʪʫʚʘʥʥʷ. 

ʄʝʪʘʤʦʨʬʥʝ ʪʝʩʪʫʚʘʥʥʷ ʧʝʨʝʚʽʨʷʻ ʥʝ ʢʦʥʢʨʝʪʥʠʡ ʨʝʟʫʣʴʪʘʪ, ʘ çʤʝʪʘʤʦʨʬʥʽ 

ʚʽʜʥʦʰʝʥʥʷè ï ʚʣʘʩʪʠʚʦʩʪʽ ʟʚ'ʷʟʢʫ ʤʽʞ ʢʽʣʴʢʦʤʘ ʚʭʦʜʘʤʠ ʯʠ ʚʠʭʦʜʘʤʠ ʦʜʥʽʻʾ 

ʧʨʦʛʨʘʤʠ [3]. ɼʠʬʝʨʝʥʮʽʘʣʴʥʝ ʪʝʩʪʫʚʘʥʥʷ, ʥʘʚʧʘʢʠ, ʧʦʨʽʚʥʶʻ ʨʝʟʫʣʴʪʘʪʠ ʜʚʦʭ ʘʙʦ 

ʙʽʣʴʰʝ ʝʢʚʽʚʘʣʝʥʪʥʠʭ ʚʝʨʩʽʡ ʩʠʩʪʝʤʠ ʥʘ ʦʜʥʘʢʦʚʠʭ ʚʭʽʜʥʠʭ ʜʘʥʠʭ [4]. ʈʦʟʙʽʞʥʽʩʪʴ ʫ 

ʨʝʟʫʣʴʪʘʪʘʭ ʩʚʽʜʯʠʪʴ ʧʨʦ ʧʦʤʠʣʢʫ, ʥʝ ʚʠʤʘʛʘʶʯʠ ʟʥʘʥʥʷ çʧʨʘʚʠʣʴʥʦʾè ʚʽʜʧʦʚʽʜʽ. ʋ 

ʪʘʙʣʠʮʽ  ʧʨʝʜʩʪʘʚʣʝʥʦ ʧʦʨʽʚʥʷʣʴʥʫ ʭʘʨʘʢʪʝʨʠʩʪʠʢʫ ʧʽʜʭʦʜʽʚ ʜʦ ʪʝʩʪʫʚʘʥʥʷ  

ʙʝʟ ʦʨʘʢʫʣʘ. 

 

ʊʘʙʣʠʮʷ 1 ï ʇʦʨʽʚʥʷʥʥʷ ʧʽʜʭʦʜʽʚ ʜʦ ʪʝʩʪʫʚʘʥʥʷ ʙʝʟ ʦʨʘʢʫʣʘ 
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ʪʝʩʪʫʚʘʥʥʷ 

ɼʠʬʝʨʝʥʮʽʘʣʴʥʝ 

ʪʝʩʪʫʚʘʥʥʷ 
ʄʝʪʘʤʦʨʬʥʝ ʪʝʩʪʫʚʘʥʥʷ 

ʇʨʠʥʮʠʧ Ὢὼ  ḳὉ Ὢὼ  ḳὪὼ  ὙὩὰὥὸὭέὲὪὼ ȟὪὼ  ḳ Ὕȟ 

ʊʠʧ ʦʨʘʢʫʣʘ ʂʦʥʢʨʝʪʥʠʡ 

(ʟʥʘʯʝʥʥʷ) 

ɺʽʜʥʦʩʥʠʡ 

(ʽʥʰʘ ʚʝʨʩʽʷ) 

ʈʝʣʷʮʽʡʥʠʡ (ʚʣʘʩʪʠʚʽʩʪʴ) 

ɿʘʩʪʦʩʫʚʘʥʥʷ ɿʘʛʘʣʴʥʘ 

ʚʝʨʠʬʽʢʘʮʽʷ 

ʈʝʛʨʝʩʽʡʥʝ 

ʪʝʩʪʫʚʘʥʥʷ 

ʊʝʩʪʫʚʘʥʥʷ ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤ 

(AI, ʥʘʫʢʦʚʽ) 

 

ɼʠʬʝʨʝʥʮʽʡʥʝ ʪʝʩʪʫʚʘʥʥʷ ʻ ʧʦʪʫʞʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʨʝʛʨʝʩʽʡʥʦʛʦ 

ʪʝʩʪʫʚʘʥʥʷ, ʦʩʦʙʣʠʚʦ ʚ CI/CD, ʜʝ ʧʦʧʝʨʝʜʥʷ ʩʪʘʙʽʣʴʥʘ ʚʝʨʩʽʷ ʩʣʫʛʫʻ ʥʘʡʥʘʜʽʡʥʽʰʠʤ 

ʦʨʘʢʫʣʦʤ ʜʣʷ ʧʦʨʽʚʥʷʥʥʷ ʟ ʥʦʚʦʶ ʚʝʨʩʽʻʶ [4]. ʍʦʯʘ ʜʠʬʝʨʝʥʮʽʡʥʝ ʪʝʩʪʫʚʘʥʥʷ 

ʝʬʝʢʪʠʚʥʦ ʚʠʷʚʣʷʻ ʨʦʟʙʽʞʥʦʩʪʽ, ʽʩʥʫʶʯʽ ʧʽʜʭʦʜʠ ʯʘʩʪʦ ʟʫʧʠʥʷʶʪʴʩʷ ʥʘ ʮʴʦʤʫ, ʪʦʙʪʦ 

ʚʦʥʠ ʥʝ ʥʘʜʘʶʪʴ ʤʝʭʘʥʽʟʤʽʚ ʜʣʷ ʘʚʪʦʤʘʪʠʯʥʦʾ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʟʥʘʯʫʱʦʩʪʽ ʮʠʭ 

ʨʦʟʙʽʞʥʦʩʪʝʡ. ʈʦʟʨʦʙʥʠʢ ʦʪʨʠʤʫʻ ʩʧʠʩʦʢ ʚʽʜʤʽʥʥʦʩʪʝʡ, ʘʣʝ ʥʝ ʤʦʞʝ ʘʚʪʦʤʘʪʠʯʥʦ 

ʚʽʜʨʽʟʥʠʪʠ ʥʝʰʢʽʜʣʠʚʠʡ çʰʫʤè ʚʽʜ ʢʨʠʪʠʯʥʦʾ ʬʫʥʢʮʽʦʥʘʣʴʥʦʾ ʨʝʛʨʝʩʽʾ [9]. 

ʄʝʪʦʶ ʜʘʥʦʾ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʤʝʪʦʜʫ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʷʢʦʩʪʽ ʇɿ, ʷʢʠʡ 

ʚʠʨʽʰʫʻ ʧʨʦʙʣʝʤʫ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʨʝʟʫʣʴʪʘʪʽʚ ʜʠʬʝʨʝʥʮʽʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ. ʎʝ 

ʜʦʩʷʛʘʻʪʴʩʷ ʰʣʷʭʦʤ ʽʥʪʝʛʨʘʮʽʾ ʜʠʬʝʨʝʥʮʽʘʣʴʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ ʚ ʢʦʥʚʝʻʨ CI/CD ʜʣʷ 

ʘʥʘʣʽʟʫ ʧʦʚʝʜʽʥʢʦʚʠʭ ʨʦʟʙʽʞʥʦʩʪʝʡ ʤʽʞ ʚʝʨʩʽʷʤʠ ʩʪʘʙʽʣʴʥʦʶ ʚʝʨʩʽʻʶ ʪʘ ʥʦʚʦʶ 

ʚʝʨʩʽʻʶ, ʚʧʨʦʚʘʜʞʝʥʥʷ ʥʘʙʦʨʫ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʤʝʪʨʠʢ (çʚʝʢʪʦʨʘ ʷʢʦʩʪʽè Q) ʜʣʷ 

ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʩʪʘʙʽʣʴʥʦʩʪʽ, ʚʢʣʶʯʘʶʯʠ ʦʮʽʥʢʫ ʬʫʥʢʮʽʦʥʘʣʴʥʦʾ ʫʟʛʦʜʞʝʥʦʩʪʽ ʪʘ 

ʽʥʜʝʢʩ ʧʦʚʝʜʽʥʢʦʚʦʛʦ ʜʨʝʡʬʫ (BDI) ʪʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʬʦʨʤʘʣʴʥʦʾ ʤʦʜʝʣʽ ʜʣʷ 
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ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʟʚʘʞʫʚʘʥʥʷ ʟʥʘʯʫʱʦʩʪʽ ʚʠʷʚʣʝʥʠʭ ʨʦʟʙʽʞʥʦʩʪʝʡ, ʱʦ ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʧʨʠʥʮʠʧʘʭ ʧʩʠʭʦʤʝʪʨʠʯʥʦʾ ʪʝʦʨʽʾ ʪʝʩʪʫʚʘʥʥʷ [8]. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʬʨʝʡʤʚʦʨʢ ʬʫʥʢʮʽʦʥʫʻ ʚ ʤʝʞʘʭ ʩʪʘʥʜʘʨʪʥʦʛʦ ʢʦʥʚʝʻʨʘ 

CI/CD [10] ʽ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʢʽʣʴʢʦʭ ʝʪʘʧʽʚ. 

ʅʘ ʧʦʯʘʪʢʦʚʠʭ ʝʪʘʧʘʭ ʟʜʽʡʩʥʶʻʪʴʩʷ ʚʠʢʦʥʘʥʥʷ ʪʘ ʟʙʽʨ çʧʦʚʝʜʽʥʢʦʚʦʛʦ 

ʚʽʜʙʠʪʢʘè, ʪʦʙʪʦ ʫ ʢʦʥʚʝʻʨʽ CI ʦʙʠʜʚʽ ʚʝʨʩʽʾ ʇɿ (base ʽ test) ʚʠʢʦʥʫʶʪʴʩʷ ʧʘʨʘʣʝʣʴʥʦ 

ʚ ʽʜʝʥʪʠʯʥʠʭ, ʽʟʦʣʴʦʚʘʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ ʥʘ ʻʜʠʥʦʤʫ ʥʘʙʦʨʽ ʪʝʩʪʽʚ. ʂʨʠʪʠʯʥʠʤ ʻ 

ʫʧʨʘʚʣʽʥʥʷ ʩʪʘʥʦʤ, ʥʘʧʨʠʢʣʘʜ, ʯʝʨʝʟ ʟʥʽʤʢʠ ɹɼ ʘʙʦ ʝʬʝʤʝʨʥʽ ʢʦʥʪʝʡʥʝʨʠ [5]. 

ɿʘʤʽʩʪʴ ʙʽʥʘʨʥʦʛʦ ʨʝʟʫʣʴʪʘʪʫ çʧʨʦʡʰʦʚ ʯʠ ʥʝ ʧʨʦʡʰʦʚè, ʩʠʩʪʝʤʘ ʟʙʠʨʘʻ 

ʙʘʛʘʪʦʚʠʤʽʨʥʠʡ çʧʦʚʝʜʽʥʢʦʚʠʡ ʚʽʜʙʠʪʦʢè ʜʣʷ ʢʦʞʥʦʛʦ ʪʝʩʪʫ. 
ʅʘʩʪʫʧʥʠʡ ʝʪʘʧ ʚʢʣʶʯʘʻ ʜʠʬʝʨʝʥʮʽʘʣʴʥʝ ʧʦʨʽʚʥʷʥʥʷ, ʪʦʙʪʦ ʜʠʬʝʨʝʥʮʽʘʪʦʨ 

ʧʦʨʽʚʥʶʻ ʚʽʜʙʠʪʢʠ base ʪʘ test, ʽʛʥʦʨʫʶʯʠ ʥʝʩʫʪʪʻʚʠʡ ʰʫʤ ʪʘ ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ 
ʜʦʧʫʩʢʠ ʜʣʷ ʯʠʩʝʣ ʟ ʧʣʘʚʘʶʯʦʶ ʢʦʤʦʶ. 

ʇʽʩʣʷ ʮʴʦʛʦ ʟʜʽʡʩʥʶʻʪʴʩʷ ʢʽʣʴʢʽʩʥʘ ʦʮʽʥʢʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʝʪʨʠʢ. 
ʈʝʟʫʣʴʪʘʪʠ ʧʦʨʽʚʥʷʥʥʷ ʘʛʨʝʛʫʶʪʴʩʷ ʫ çʚʝʢʪʦʨ ʷʢʦʩʪʽè, ʱʦ ʥʘʜʘʻ ʮʽʣʽʩʥʫ ʢʘʨʪʠʥʫ 
ʚʧʣʠʚʫ ʟʤʽʥ. ʂʣʶʯʦʚʽ ʤʝʪʨʠʢʠ ʚʢʣʶʯʘʶʪʴ: 

ɿʘʛʘʣʦʤ, ʦʮʽʥʢʘ ʬʫʥʢʮʽʦʥʘʣʴʥʦʾ ʫʟʛʦʜʞʝʥʦʩʪʽ - ʮʝ ʚʽʜʩʦʪʦʢ ʪʝʩʪʦʚʠʭ 
ʚʠʧʘʜʢʽʚ, ʫ ʷʢʠʭ ʬʫʥʢʮʽʦʥʘʣʴʥʽ ʢʦʤʧʦʥʝʥʪʠ ʚʽʜʙʠʪʢʽʚ base ʪʘ test ʻ ʽʜʝʥʪʠʯʥʠʤʠ. 
ʇʦʢʘʟʥʠʢ ʜʘʥʦʾ ʦʮʽʥʢʠ 100% ʦʟʥʘʯʘʻ ʚʽʜʩʫʪʥʽʩʪʴ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʨʝʛʨʝʩʽʡ, ʪʦʜʽ ʷʢ 
ʥʠʞʯʠʡ ʧʦʢʘʟʥʠʢ ʚʢʘʟʫʻ ʥʘ ʰʠʨʠʥʫ ʚʧʣʠʚʫ ʟʤʽʥʠ. 

ɯʥʜʝʢʩ ʧʦʚʝʜʽʥʢʦʚʦʛʦ ʜʨʝʡʬʫ (BDI) ʻ ʤʝʪʨʠʢʦʶ, ʱʦ ʢʽʣʴʢʽʩʥʦ ʦʮʽʥʶʻ 
ʟʚʘʞʝʥʫ ʚʝʣʠʯʠʥʫ ʟʤʽʥʠ ʚ ʯʠʩʣʦʚʠʭ ʘʙʦ ʩʪʨʫʢʪʫʨʥʠʭ ʚʠʭʽʜʥʠʭ ʜʘʥʠʭ ʜʣʷ ʪʠʭ ʪʝʩʪʽʚ, 
ʷʢʽ ʥʝ ʻ ʫʟʛʦʜʞʝʥʠʤʠ [6]. ʅʠʟʴʢʠʡ BDI ʩʚʽʜʯʠʪʴ ʧʨʦ ʥʝʟʥʘʯʥʽ ʟʤʽʥʠ, ʪʦʜʽ ʷʢ ʚʠʩʦʢʠʡ 
BDI ʚʢʘʟʫʻ ʥʘ ʩʫʪʪʻʚʫ ʟʤʽʥʫ ʧʦʚʝʜʽʥʢʠ ʩʠʩʪʝʤʠ. 

ʄʝʪʨʠʢʘ ʩʪʘʙʽʣʴʥʦʩʪʽ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ (PSM) ʚʠʤʽʨʶʻ ʩʝʨʝʜʥʶ ʚʽʜʩʦʪʢʦʚʫ 
ʟʤʽʥʫ ʯʘʩʫ ʚʠʢʦʥʘʥʥʷ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʘʤ'ʷʪʽ. ɿʥʘʯʝʥʥʷ PSM, ʙʣʠʟʴʢʝ ʜʦ ʥʫʣʷ 
ʚʢʘʟʫʻ ʥʘ ʩʪʘʙʽʣʴʥʽʩʪʴ, ʪʦʜʽ ʷʢ ʧʦʟʠʪʠʚʥʝ ʟʥʘʯʝʥʥʷ ʚʢʘʟʫʻ ʥʘ ʨʝʛʨʝʩʽʶ 
ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ. 

ɿʘʢʣʶʯʥʠʤ ʝʪʘʧʦʤ ʻ ʟʚʘʞʫʚʘʥʥʷ ʟʥʘʯʫʱʦʩʪʽ, ʪʦʙʪʦ ʥʝʦʙʨʦʙʣʝʥʠʡ ʩʧʠʩʦʢ 
ʨʦʟʙʽʞʥʦʩʪʝʡ ʥʝ ʻ ʜʽʻʚʠʤ. ʂʣʶʯʦʚʦʶ ʽʥʥʦʚʘʮʽʻʶ ʻ ʤʦʜʝʣʴ ʜʣʷ ʘʚʪʦʤʘʪʠʯʥʦʾ 
ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʧʨʠʩʚʦʻʥʥʷ ʯʠʩʣʦʚʦʾ ʪʘʢ ʟʚʘʥʦʾ çʦʮʽʥʢʠ ʚʧʣʠʚʫè ʢʦʞʥʽʡ 
ʨʦʟʙʽʞʥʦʩʪʽ. ʎʷ ʤʦʜʝʣʴ ʥʘʪʭʥʝʥʥʘ ʧʩʠʭʦʤʝʪʨʠʯʥʦʶ ʪʝʦʨʽʻʶ ʪʝʩʪʫʚʘʥʥʷ [8], ʜʝ 
ʪʝʩʪʦʚʝ ʟʘʚʜʘʥʥʷ (ʪʝʩʪʦʚʠʡ ʚʠʧʘʜʦʢ) ʤʘʻ ʨʽʟʥʫ çʚʘʛʫè ʘʙʦ çʟʜʘʪʥʽʩʪʴ ʜʦ 
ʜʠʩʢʨʠʤʽʥʘʮʽʾè. 

ʌʘʢʪʦʨʠ ʟʚʘʞʫʚʘʥʥʷ ʚʢʣʶʯʘʶʪʴ: 
ï ʪʠʧ ʨʦʟʙʽʞʥʦʩʪʽ; 
ï ʢʨʠʪʠʯʥʽʩʪʴ ʢʦʜʫ; 
ï ʽʩʪʦʨʠʯʥʘ ʩʪʘʙʽʣʴʥʽʩʪʴ ʪʝʩʪʫ. 
ʎʝʡ ʧʽʜʭʽʜ ʧʝʨʝʪʚʦʨʶʻ ʩʫʙ'ʻʢʪʠʚʥʫ ʦʮʽʥʢʫ ʩʝʨʡʦʟʥʦʩʪʽ ʧʦʤʠʣʢʠ ʥʘ 

ʬʦʨʤʘʣʴʥʠʡ, ʢʝʨʦʚʘʥʠʡ ʜʘʥʠʤʠ ʧʨʦʮʝʩ. ɸʛʨʝʛʦʚʘʥʘ ʦʮʽʥʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 
ʘʚʪʦʤʘʪʠʟʘʮʽʾ çʚʦʨʽʪ ʷʢʦʩʪʽè ʚ CI/CD, ʱʦ ʨʝʘʣʽʟʫʻ ʧʘʨʘʜʠʛʤʫ çʙʝʟʧʝʨʝʨʚʥʦʾ ʦʮʽʥʢʠ 
ʷʢʦʩʪʽè, ʜʝ ʷʢʽʩʪʴ ʩʪʘʻ ʚʠʤʽʨʶʚʘʥʦʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢʦʶ ʢʦʞʥʦʛʦ ʢʦʤʽʪʫ. 

ʆʪʞʝ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʟʘʙʝʟʧʝʯʫʻ ʧʝʨʝʭʽʜ ʚʽʜ ʷʢʽʩʥʦʛʦ, 

ʦʨʽʻʥʪʦʚʘʥʦʛʦ ʥʘ ʧʦʤʠʣʢʠ ʪʝʩʪʫʚʘʥʥʷ ʜʦ ʢʽʣʴʢʽʩʥʦʾ, ʦʨʽʻʥʪʦʚʘʥʦʾ ʥʘ ʧʦʚʝʜʽʥʢʫ 

ʤʦʜʝʣʽ ʦʮʽʥʢʠ ʷʢʦʩʪʽ. ʅʘʙʽʨ ʤʝʪʨʠʢ (FCS, BDI, PSM) ʥʘʜʘʻ ʙʘʛʘʪʦʚʠʤʽʨʥʠʡ çʚʝʢʪʦʨ 
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ʷʢʦʩʪʽè, ʱʦ ʜʘʻ ʙʽʣʴʰ ʪʦʥʢʝ ʫʷʚʣʝʥʥʷ ʧʨʦ ʩʪʘʙʽʣʴʥʽʩʪʴ ʩʠʩʪʝʤʠ, ʥʽʞ ʪʨʘʜʠʮʽʡʥʽ 

ʤʝʪʦʜʠ. 

ʂʣʶʯʦʚʠʤ ʚʥʝʩʢʦʤ ʻ ʬʦʨʤʘʣʽʟʦʚʘʥʘ ʤʦʜʝʣʴ ʟʚʘʞʫʚʘʥʥʷ ʨʦʟʙʽʞʥʦʩʪʝʡ, ʱʦ 

ʩʧʠʨʘʻʪʴʩʷ ʥʘ ʧʨʠʥʮʠʧʠ ʧʩʠʭʦʤʝʪʨʠʯʥʦʾ ʪʝʦʨʽʾ [8], ʷʢʘ ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʯʥʦ 

ʩʦʨʪʫʚʘʪʠ ʚʽʜʭʠʣʝʥʥʷ ʟʘ ʟʥʘʯʫʱʽʩʪʶ, ʚʠʨʽʰʫʶʯʠ ʛʦʣʦʚʥʫ ʧʨʦʙʣʝʤʫ ʽʥʪʝʨʧʨʝʪʘʮʽʾ 

ʨʝʟʫʣʴʪʘʪʽʚ ʜʠʬʝʨʝʥʮʽʘʣʴʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ [9]. ɯʥʪʝʛʨʘʮʽʷ ʚ CI/CD ʢʦʥʚʝʻʨʠ 

ʧʝʨʝʪʚʦʨʶʻ ʦʮʽʥʢʫ ʷʢʦʩʪʽ ʥʘ ʙʝʟʧʝʨʝʨʚʥʠʡ, ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʡ ʧʨʦʮʝʩ [10]. 

ɽʬʝʢʪʠʚʥʽʩʪʴ ʤʝʪʦʜʫ ʟʘʣʝʞʠʪʴ ʚʽʜ ʧʦʢʨʠʪʪʷ ʥʘʙʦʨʫ ʪʝʩʪʽʚ ʽ ʚʽʥ ʥʝ ʤʦʞʝ 

ʚʠʷʚʠʪʠ ʧʦʤʠʣʢʠ, ʧʨʠʩʫʪʥʽ ʚ ʦʙʦʭ ʚʝʨʩʽʷʭ ʇɿ. 

ʇʝʨʩʧʝʢʪʠʚʠ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ ʚʢʣʶʯʘʶʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʜʣʷ ʟʘʤʽʥʠ ʝʚʨʠʩʪʠʯʥʦʛʦ ʤʝʭʘʥʽʟʤʫ ʢʣʘʩʠʬʽʢʘʮʽʾ ʨʦʟʙʽʞʥʦʩʪʝʡ 

(ʥʘʧʨʠʢʣʘʜ, ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ LLM) [9], ʨʦʟʰʠʨʝʥʥʷ ʬʨʝʡʤʚʦʨʢʫ ʥʘ 

ʥʝʬʫʥʢʮʽʦʥʘʣʴʥʽ ʚʣʘʩʪʠʚʦʩʪʽ, ʪʘʢʽ ʷʢ ʙʝʟʧʝʢʘ ʪʘ ʩʪʽʡʢʽʩʪʴ ʜʦ ʟʙʦʾʚ, ʧʦʙʫʜʦʚʘ 

ʧʨʦʛʥʦʩʪʠʯʥʠʭ ʤʦʜʝʣʝʡ ʷʢʦʩʪʽ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɸʅɸʃɯɿ ɯʉʅʋʖʏʀʍ ʈɯʐɽʅʔ ɼʃʗ ʈʆɿʉʃɯɼʋɺɸʅʅʗ ʂɯɹɽʈɯʅʎʀɼɽʅʊɯɺ 

ʂʈʀʊʀʏʅʆɰ ɯʅʌʈɸʉʊʈʋʂʊʋʈʀ ʋʂʈɸɰʅʀ 
 

 
ɺ ʨʦʙʦʪʽ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʦʩʦʙʣʠʚʦʩʪʽ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʫ ʚʩʽʭ ʩʬʝʨʘʭ 

ʜʽʷʣʴʥʦʩʪʽ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʋʢʨʘʾʥʠ. ʆʩʥʦʚʥʠʡ ʥʘʧʨʷʤʦʢ ʟʦʩʝʨʝʜʞʝʥʠʡ ʥʘ 

ʚʠʷʚʣʝʥʥʽ, ʨʦʟʢʨʠʪʽ, ʨʦʟʩʣʽʜʫʚʘʥʽ ʪʘ ʜʦʢʫʤʝʥʪʘʮʽʾ ʧʦʜʽʡ. ʊʘʢʦʞ ʚʨʘʭʦʚʘʥʦ ʜʦʚʽʜ ɭʚʨʦʧʠ, 

ʉʐɸ ʪʘ ʽʥʰʠʭ ʢʨʘʾʥ. 

 

The paper examines the specifics of cyber incident investigation in all areas of critical 

infrastructure activity in Ukraine. The main focus is on the detection, disclosure, investigation, and 

documentation of events. Evidence from Europe, the USA, and other countries is also taken  

into account. 

 

ʇʨʦʛʨʝʩ ʨʦʟʚʠʪʢʫ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʫ ʩʫʩʧʽʣʴʩʪʚʽ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ 

ʚʝʣʠʢʠʤ ʦʙʩʷʛʦʤ ʮʠʬʨʦʚʠʭ ʜʘʥʠʭ ʪʘ ʟʨʦʩʪʘʥʥʷʤ ʢʽʣʴʢʦʩʪʽ ʟʘʛʨʦʟ ʪʘ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ 

ʚ ʫʩʽʭ ʩʬʝʨʘʭ ʞʠʪʪʷ ʪʘ ʥʘ ʦʙôʻʢʪʘʭ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʱʦ ʩʧʨʷʤʦʚʘʥʥʽ ʥʘ 

ʧʦʨʫʰʝʥʥʷ ʮʽʣʽʩʥʦʩʪʽ, ʜʦʩʪʫʧʥʦʩʪʽ ʪʘ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʚʘʞʣʠʚʠʭ ʜʝʨʞʘʚʥʠʭ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ. ʆʩʦʙʣʠʚʦʾ ʫʚʘʛʠ ʧʦʪʨʝʙʫʻ ʧʠʪʘʥʥʷ ʚʯʘʩʥʦʛʦ ʚʠʷʚʣʝʥʥʷ, 

ʨʝʘʛʫʚʘʥʥʷ ʪʘ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ. ɿʘʭʠʩʪ ʽʥʬʦʨʤʘʮʽʾ ï ʮʝ ʧʝʨʰʠʡ ʝʪʘʧ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ, ʧʨʦʪʝ, ʨʽʚʝʥʴ ʢʽʙʝʨʟʣʦʯʠʥʦʩʪʽ ʟʨʦʩʪʘʻ ʢʦʞʥʦʛʦ ʜʥʷ. ɺʘʞʣʠʚʦ 

ʨʦʟʫʤʽʪʠ, ʱʦ ʨʦʙʠʪʠ ʢʦʣʠ ʚʞʝ ʚʽʜʙʫʚʘʻʪʴʩʷ ʽʥʮʠʜʝʥʪ. ɺ ʮʽʡ ʩʪʘʪʪʽ ʨʦʟʛʣʷʥʫʪʦ ʝʪʘʧʠ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʪʘ ʤʝʪʦʜʠ, ʱʦ ʤʦʞʫʪʴ ʟʘʙʝʟʧʝʯʠʪʠ ʰʚʠʜʢʫ ʨʝʘʢʮʽʶ ʥʘ ʽʥʮʠʜʝʥʪʠ ʪʘ 

ʟʘʚʝʨʰʠʪʠ ʘʪʘʢʠ ʥʘ ʧʦʯʘʪʢʦʚʦʤʫ ʝʪʘʧʽ. 

ʄʝʪʦʶ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʘʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʨʦʟʩʣʽʜʫʚʘʥʥʷ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʪʘ ʨʦʟʨʦʙʣʝʥʥʷ ʤʝʪʦʜʠʯʥʠʭ ʨʝʢʦʤʝʥʜʘʮʽʡ ʜʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʝʬʝʢʪʠʚʥʦʛʦ ʧʨʦʮʝʩʫ ʨʝʘʛʫʚʘʥʥʷ ʫ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ. 

ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʜʘʥʠʭ CERT-UA ʟ ʧʦʯʘʪʢʫ 2025 ʨʦʢʫ ʬʽʢʩʫʻʪʴʩʷ ʙʣʠʟʴʢʦ 15 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʥʘ ʜʝʥʴ ʪʘ ʽʩʥʫʻ ʧʦʥʘʜ 150 ʢʣʘʩʪʝʨʽʚ ʢʽʙʝʨʟʘʛʨʦʟ. ʆʩʥʦʚʥʝ ʜʞʝʨʝʣʦ 

ʜʣʷ ʙʽʣʴʰʽʩʪʴ ʟʘʛʨʦʟ ʥʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʋʢʨʘʾʥʠ  ʻ ʨʦʩʽʷ [1, 2]. ʅʘʡʙʽʣʴʰ 

ʧʦʰʠʨʝʥʠʤʠ ʪʠʧʘʤʠ ʭʘʢʝʨʩʴʢʦʾ ʘʢʪʠʚʥʦʩʪʽ ʻ ʰʧʠʛʫʥʩʪʚʦ, ʩʘʙʦʪʘʞ ʪʘ ʬʽʥʘʥʩʦʚʦ 

ʚʤʦʪʠʚʦʚʘʥʽ ʟʣʦʯʠʥʠ. ɿʘ ʧʝʨʽʦʜ 2022-2025 ʩʪʘʣʠ ʧʦʰʠʨʝʥʽ ʘʪʘʢʠ ʥʘ ʚʽʡʩʴʢʦʚʫ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʪʘ ʚʽʡʩʴʢʦʚʦʩʣʫʞʙʦʚʮʽʚ. [8]  
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ɸʢʪʠʚʥʘ ʮʠʬʨʦʚʽʟʘʮʽʷ ʜʝʨʞʘʚʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ, ʚʧʨʦʚʘʜʞʝʥʥʷ ʝʣʝʢʪʨʦʥʥʠʭ 

ʩʝʨʚʽʩʽʚ ʪʘ ʩʠʩʪʝʤ ʦʙʨʦʙʢʠ ʜʘʥʠʭ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʱʦ ʩʪʘʥʦʚʣʷʪʴ ʩʝʨʡʦʟʥʫ ʟʘʛʨʦʟʫ ʜʣʷ ʩʪʘʙʽʣʴʥʦʩʪʽ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ [1, 2]. ʉʫʯʘʩʥʽ ʢʽʙʝʨʘʪʘʢʠ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ 

ʚʠʩʦʢʠʤ ʨʽʚʥʝʤ ʩʢʣʘʜʥʦʩʪʽ, ʮʽʣʝʩʧʨʷʤʦʚʘʥʽʩʪʶ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʝʪʦʜʽʚ 

ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ, ʱʦ ʫʩʢʣʘʜʥʶʻ ʾʭ ʩʚʦʻʯʘʩʥʝ ʚʠʷʚʣʝʥʥʷ ʪʘ ʥʝʡʪʨʘʣʽʟʘʮʽʶ [3]. 

ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʥʘʷʚʥʽʩʪʴ ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʦʾ ʙʘʟʠ ʋʢʨʘʾʥʠ ʫ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ï ʟʦʢʨʝʤʘ, ɿʘʢʦʥʽʚ ʋʢʨʘʾʥʠ çʇʨʦ ʦʩʥʦʚʥʽ ʟʘʩʘʜʠ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠè [4], çʇʨʦ ʽʥʬʦʨʤʘʮʽʶè [5], çʇʨʦ ʟʘʭʠʩʪ ʽʥʬʦʨʤʘʮʽʾ ʚ 

ʽʥʬʦʨʤʘʮʽʡʥʦ-ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭè [6] ï ʙʽʣʴʰʽʩʪʴ ʜʝʨʞʘʚʥʠʭ ʫʩʪʘʥʦʚ ʥʝ 

ʤʘʶʪʴ ʯʽʪʢʦ ʚʠʟʥʘʯʝʥʠʭ ʧʨʦʮʝʜʫʨ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʽʥʮʠʜʝʥʪʽʚ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ. 

ʎʝ ʫʩʢʣʘʜʥʶʻ ʧʨʦʮʝʩʠ ʟʙʦʨʫ ʮʠʬʨʦʚʠʭ ʜʦʢʘʟʽʚ, ʘʥʘʣʽʟʫ ʧʨʠʯʠʥ ʽʥʮʠʜʝʥʪʽʚ ʪʘ 

ʬʦʨʤʫʚʘʥʥʷ ʟʚʽʪʽʚ, ʱʦ ʚʽʜʧʦʚʽʜʘʶʪʴ ʤʽʞʥʘʨʦʜʥʠʤ ʚʠʤʦʛʘʤ [7]. 

ʂʣʶʯʦʚʦʶ ʧʨʦʙʣʝʤʦʶ ʻ ʚʽʜʩʫʪʥʽʩʪʴ ʫʥʽʬʽʢʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʨʦʟʩʣʽʜʫʚʘʥʥʷ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʷʢʠʡ ʙʠ ʚʨʘʭʦʚʫʚʘʚ ʩʧʝʮʠʬʽʢʫ ʘʨʭʽʪʝʢʪʫʨʠ ʜʝʨʞʘʚʥʠʭ ɯʊ-ʩʠʩʪʝʤ, 

ʨʽʟʥʦʨʽʚʥʝʚʽʩʪʴ ʜʦʩʪʫʧʫ ʜʦ ʨʝʩʫʨʩʽʚ, ʘ ʪʘʢʦʞ ʦʙʤʝʞʝʥʥʷ ʫ ʪʝʭʥʽʯʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ. 

ʏʝʨʝʟ ʮʝ ʧʨʦʮʝʩ ʨʝʘʛʫʚʘʥʥʷ ʯʘʩʪʦ ʤʘʻ ʬʨʘʛʤʝʥʪʘʨʥʠʡ ʭʘʨʘʢʪʝʨ, ʘ ʚʟʘʻʤʦʜʽʷ ʤʽʞ 

ʘʜʤʽʥʽʩʪʨʘʪʦʨʘʤʠ ʩʠʩʪʝʤ, ʬʘʭʽʚʮʷʤʠ ʟ ɯɹ ʪʘ ʘʥʘʣʽʪʠʢʘʤʠ CERT ʟʜʽʡʩʥʶʻʪʴʩʷ ʙʝʟ 

ʥʘʣʝʞʥʦʾ ʢʦʦʨʜʠʥʘʮʽʾ [8]. 

ʄʽʞʥʘʨʦʜʥʠʡ ʜʦʩʚʽʜ, ʚʠʢʣʘʜʝʥʠʡ ʫ ʩʪʘʥʜʘʨʪʘʭ ISO/IEC 27035:2023 [9] ʪʘ 

NIST SP 800-61 Rev.2 [10], ʜʝʤʦʥʩʪʨʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ 

ʫʧʨʘʚʣʽʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʘʤʠ, ʷʢʠʡ ʚʢʣʶʯʘʻ ʝʪʘʧʠ ʚʠʷʚʣʝʥʥʷ, ʘʥʘʣʽʟʫ, ʨʝʘʛʫʚʘʥʥʷ, 

ʜʦʢʫʤʝʥʪʫʚʘʥʥʷ ʪʘ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʧʨʦʮʝʩʽʚ. ʊʘʢʦʞ ʮʽʥʥʠʤʠ ʻ ʨʝʢʦʤʝʥʜʘʮʽʾ ENISA 

[11] ʽ CERT-EU, ʱʦ ʜʝʪʘʣʽʟʫʶʪʴ ʧʨʘʢʪʠʯʥʽ ʘʩʧʝʢʪʠ ʦʨʛʘʥʽʟʘʮʽʾ ʨʦʙʦʪʠ ʢʦʤʘʥʜ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ ʫ ʜʝʨʞʘʚʥʦʤʫ ʩʝʢʪʦʨʽ (ʪʘʙʣʠʮʷ 1). 

ʆʪʞʝ, ʘʢʪʫʘʣʴʥʦʶ ʟʘʜʘʯʝʶ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʘʜʘʧʪʦʚʘʥʦʛʦ ʤʝʪʦʜʫ 

ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʜʣʷ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʋʢʨʘʾʥʠ, ʷʢʠʡ 

ʙʠ ʧʦʻʜʥʫʚʘʚ ʚʠʤʦʛʠ ʤʽʞʥʘʨʦʜʥʠʭ ʩʪʘʥʜʘʨʪʽʚ ʟ ʤʦʞʣʠʚʦʩʪʷʤʠ ʥʘʮʽʦʥʘʣʴʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʢʽʙʝʨʟʘʭʠʩʪʫ. 

ɺʠʢʣʘʜ ʦʩʥʦʚʥʦʛʦ ʤʘʪʝʨʽʘʣʫ. ʈʦʟʩʣʽʜʫʚʘʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʫ ʜʝʨʞʘʚʥʠʭ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʻ ʦʜʥʠʤ ʽʟ ʢʣʶʯʦʚʠʭ ʥʘʧʨʷʤʽʚ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʜʝʨʞʘʚʥʦʛʦ ʩʝʢʪʦʨʫ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʧʨʠʚʘʪʥʠʭ ʦʨʛʘʥʽʟʘʮʽʡ, ʜʝʨʞʘʚʥʽ ʩʪʨʫʢʪʫʨʠ 

ʤʘʶʪʴ ʩʧʨʘʚʫ ʟ ʢʦʥʬʽʜʝʥʮʽʡʥʠʤʠ ʜʘʥʠʤʠ, ʷʢʽ ʩʪʘʥʦʚʣʷʪʴ ʜʝʨʞʘʚʥʫ ʪʘʻʤʥʠʮʶ ʘʙʦ 

ʤʽʩʪʷʪʴ ʧʝʨʩʦʥʘʣʴʥʽ ʚʽʜʦʤʦʩʪʽ ʛʨʦʤʘʜʷʥ, ʱʦ ʨʦʙʠʪʴ ʾʭ ʧʦʪʝʥʮʽʡʥʦʶ ʮʽʣʣʶ ʜʣʷ 

ʩʢʣʘʜʥʠʭ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʭ ʘʪʘʢ [1, 2]. 

ɿʛʽʜʥʦ ʟʽ ʩʪʘʥʜʘʨʪʦʤ ISO/IEC 27035:2023, ʧʨʦʮʝʩ ʫʧʨʘʚʣʽʥʥʷ ʽʥʮʠʜʝʥʪʘʤʠ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʚʢʣʶʯʘʻ ʧôʷʪʴ ʦʩʥʦʚʥʠʭ ʝʪʘʧʽʚ: ʧʽʜʛʦʪʦʚʢʫ, ʚʠʷʚʣʝʥʥʷ, 

ʦʮʽʥʶʚʘʥʥʷ, ʨʝʘʛʫʚʘʥʥʷ ʪʘ ʚʽʜʥʦʚʣʝʥʥʷ [3]. ʋ ʢʦʥʪʝʢʩʪʽ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ 
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ʩʠʩʪʝʤ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʠʤ ʻ ʧʝʨʰʠʡ ʝʪʘʧ ï ʧʽʜʛʦʪʦʚʢʘ, ʷʢʠʡ ʧʝʨʝʜʙʘʯʘʻ ʩʪʚʦʨʝʥʥʷ 

ʧʦʣʽʪʠʢʠ ʨʝʘʛʫʚʘʥʥʷ, ʬʦʨʤʫʚʘʥʥʷ ʢʦʤʘʥʜʠ CSIRT (Computer Security Incident 

Response Team), ʥʘʣʘʰʪʫʚʘʥʥʷ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʢʘʥʘʣʽʚ ʢʦʤʫʥʽʢʘʮʽʾ ʤʽʞ 

ʧʽʜʨʦʟʜʽʣʘʤʠ [4]. 

ʄʘʪʝʤʘʪʠʯʥʘ ʤʦʜʝʣʴ ʦʮʽʥʶʚʘʥʥʷ ʨʠʟʠʢʫ ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʫʟʘʛʘʣʴʥʝʥʘ ʬʦʨʤʫʣʘ [10]:  

R=PiĬIi 

ʜʝ Pi ï ʡʤʦʚʽʨʥʽʩʪʴ ʚʠʥʠʢʥʝʥʥʷ ʽʥʮʠʜʝʥʪʫ; I i ï ʚʧʣʠʚ ʽʥʮʠʜʝʥʪʫ (ʥʘʩʣʽʜʢʠ). 
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ʨʠʥʛʫ ʽʥʮʠʜʝʥʪʽʚ ʫ 

ʜʝʨʞʘʚʥʠʭ ʫʩʪʘʥʦ-
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ʞʘʚʥʦʛʦ ʩʝʢʪʦʨʫ. 
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ISO/IEC 

27035, NIST 

SP 800-61, 

ɿʘʢʦʥ 

ˉ2163-VIII  

Wazuh, ELK 

Stack, MISP, 

IBM QRadar 

ɸʢʪʠʚʥʘ ʨʦʟʙʫʜʦʚʘ 

ʥʘʮʽʦʥʘʣʴʥʦʾ 

ʩʠʩʪʝʤʠ ʢʽʙʝʨʟʘ-

ʭʠʩʪʫ; ʩʪʚʦʨʝʥʥʷ 

ʥʘʚʯʘʣʴʥʠʭ ʣʘʙʦ-

ʨʘʪʦʨʽʡ ʫ ɿɺʆ. 
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ɺʘʞʣʠʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʤʝʪʦʜʽʚ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʻ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʩʠʩʪʝʤ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʙʝʟʧʝʢʠ (SIEM), ʟʦʢʨʝʤʘ ʪʘʢʠʭ 

ʷʢ Wazuh, ELK Stack (Elasticsearch, Logstash, Kibana) ʘʙʦ IBM QRadar, ʱʦ 

ʜʦʟʚʦʣʷʶʪʴ ʟʙʠʨʘʪʠ, ʢʦʨʝʣʶʚʘʪʠ ʪʘ ʘʥʘʣʽʟʫʚʘʪʠ ʧʦʜʽʾ ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ [5].  

ʄʝʪʦʜʠʢʘ ʨʦʟʩʣʽʜʫʚʘʥʥʷ, ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʫ ʜʦʩʣʽʜʞʝʥʥʽ, ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʧʦʻʜʥʘʥʥʽ ʚʠʤʦʛ ISO/IEC 27035 ʪʘ NIST SP 800-61 Rev.2 [6], ʷʢʽ ʚʠʟʥʘʯʘʶʪʴ 

ʩʪʨʫʢʪʫʨʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦ ʽʥʮʠʜʝʥʪ-ʤʝʥʝʜʞʤʝʥʪʫ. ɿʛʽʜʥʦ ʟ ʨʝʢʦʤʝʥʜʘʮʽʷʤʠ NIST, 

ʧʨʦʮʝʩ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʘʢʠʭ ʝʪʘʧʽʚ: ʧʽʜʛʦʪʦʚʢʘ, ʚʠʷʚʣʝʥʥʷ ʪʘ ʘʥʘʣʽʟ, ʫʩʫʥʝʥʥʷ, 

ʥʝʡʪʨʘʣʽʟʘʮʽʷ ʪʘ ʚʽʜʥʦʚʣʝʥʥʷ, ʧʽʩʣʷʽʥʮʠʜʝʥʪʥʠʡ ʘʥʘʣʽʟ [7]. ɼʦʜʘʪʢʦʚʠʤ ʝʣʝʤʝʥʪʦʤ 

ʤʝʪʦʜʫ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʬʦʨʝʥʟʠʢ-ʽʥʩʪʨʫʤʝʥʪʽʚ ï Autopsy, Volatility, FTK Imager, 

Wireshark, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʚʽʜʥʦʚʣʶʚʘʪʠ ʭʨʦʥʦʣʦʛʽʶ ʧʦʜʽʡ, ʘʥʘʣʽʟʫʚʘʪʠ ʪʨʘʬʽʢ ʪʘ 

ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʜʞʝʨʝʣʘ ʢʦʤʧʨʦʤʝʪʘʮʽʾ [8].  

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʤʝʪʦʜʠʢʘ ʧʝʨʝʜʙʘʯʘʻ ʩʪʚʦʨʝʥʥʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʽʛʦʥʫ 

ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʤʦʜʝʣʶʚʘʪʠ ʘʪʘʢʠ, ʬʽʢʩʫʚʘʪʠ ʧʦʜʽʾ, 

ʧʨʦʚʦʜʠʪʠ ʘʥʘʣʽʟ ʣʦʛʽʚ ʪʘ ʪʝʩʪʫʚʘʪʠ ʘʣʛʦʨʠʪʤʠ ʨʝʘʛʫʚʘʥʥʷ ʙʝʟ ʨʠʟʠʢʫ ʜʣʷ ʨʝʘʣʴʥʠʭ 

ʩʠʩʪʝʤ. ɺʦʥʘ ʤʦʞʝ ʙʫʪʠ ʘʜʘʧʪʦʚʘʥʘ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʫ ʜʝʨʞʘʚʥʠʭ ʫʩʪʘʥʦʚʘʭ, ʜʝ ʻ 

ʧʦʪʨʝʙʘ ʫ ʩʪʚʦʨʝʥʥʽ ʙʝʟʧʝʯʥʠʭ ʩʝʨʝʜʦʚʠʱ ʜʣʷ ʚʽʜʧʨʘʮʶʚʘʥʥʷ ʩʮʝʥʘʨʽʾʚ ʨʝʘʛʫʚʘʥʥʷ 

ʥʘ ʽʥʮʠʜʝʥʪʠ ʙʝʟ ʟʘʣʫʯʝʥʥʷ ʟʦʚʥʽʰʥʽʭ ʩʠʩʪʝʤ [9]. ɺʧʨʦʚʘʜʞʝʥʥʷ ʨʦʟʨʦʙʣʝʥʦʛʦ 

ʧʽʜʭʦʜʫ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ: 

- ʩʢʦʨʦʪʠʪʠ ʯʘʩ ʚʠʷʚʣʝʥʥʷ ʪʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ; 

- ʫʥʽʬʽʢʫʚʘʪʠ ʜʽʾ ʬʘʭʽʚʮʽʚ ʧʨʠ ʨʦʟʩʣʽʜʫʚʘʥʥʽ; 

- ʧʽʜʚʠʱʠʪʠ ʷʢʽʩʪʴ ʜʦʢʫʤʝʥʪʫʚʘʥʥʷ ʜʦʢʘʟʦʚʦʾ ʙʘʟʠ; 

- ʟʘʙʝʟʧʝʯʠʪʠ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʚʠʤʦʛʘʤ ʤʽʞʥʘʨʦʜʥʠʭ ʩʪʘʥʜʘʨʪʽʚ ʫ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ [10, 11]. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ 

ʜʦʟʚʦʣʷʻ ʧʽʜʚʠʱʠʪʠ ʨʽʚʝʥʴ ʛʦʪʦʚʥʦʩʪʽ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʜʦ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʟʘʛʨʦʟʠ, ʤʽʥʽʤʽʟʫʚʘʪʠ ʥʘʩʣʽʜʢʠ ʘʪʘʢ ʽ ʩʬʦʨʤʫʚʘʪʠ ʦʩʥʦʚʫ ʜʣʷ 

ʧʦʜʘʣʴʰʦʾ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʧʨʦʮʝʩʽʚ ʢʽʙʝʨʟʘʭʠʩʪʫ.  

ɺʠʩʥʦʚʦʢ. ʇʨʦʚʝʜʝʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʢʘʟʘʣʦ, ʱʦ ʝʬʝʢʪʠʚʥʝ ʨʦʟʩʣʽʜʫʚʘʥʥʷ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʫ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʧʦʪʨʝʙʫʻ ʢʦʤʧʣʝʢʩʥʦʛʦ 

ʧʽʜʭʦʜʫ, ʷʢʠʡ ʧʦʻʜʥʫʻ ʪʝʭʥʽʯʥʽ, ʦʨʛʘʥʽʟʘʮʽʡʥʽ ʪʘ ʧʨʦʮʝʜʫʨʥʽ ʟʘʭʦʜʠ. ɸʥʘʣʽʟ 

ʽʩʥʫʶʯʠʭ ʤʽʞʥʘʨʦʜʥʠʭ ʩʪʘʥʜʘʨʪʽʚ (ISO/IEC 27035, NIST SP 800-61 Rev.2, ENISA 

Guidelines) ʪʘ ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʦʾ ʙʘʟʠ ʋʢʨʘʾʥʠ ʩʚʽʜʯʠʪʴ ʧʨʦ ʥʝʦʙʭʽʜʥʽʩʪʴ 

ʘʜʘʧʪʘʮʽʾ ʢʨʘʱʠʭ ʩʚʽʪʦʚʠʭ ʧʨʘʢʪʠʢ ʜʦ ʥʘʮʽʦʥʘʣʴʥʠʭ ʫʤʦʚ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʜʝʨʞʘʚʥʦʛʦ ʩʝʢʪʦʨʫ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʧʝʨʝʜʙʘʯʘʻ ʧʦʝʪʘʧʥʫ 

ʧʨʦʮʝʜʫʨʫ: ʚʠʷʚʣʝʥʥʷ ʽʥʮʠʜʝʥʪʫ, ʢʣʘʩʠʬʽʢʘʮʽʶ, ʟʙʽʨ ʮʠʬʨʦʚʠʭ ʜʦʢʘʟʽʚ, ʘʥʘʣʽʪʠʯʥʫ 

ʦʙʨʦʙʢʫ, ʬʦʨʤʫʚʘʥʥʷ ʟʚʽʪʫ ʪʘ ʢʦʨʠʛʫʚʘʥʥʷ ʧʦʣʽʪʠʢ ʙʝʟʧʝʢʠ. ʈʝʘʣʽʟʘʮʽʷ ʪʘʢʦʛʦ 
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ʧʽʜʭʦʜʫ ʜʦʟʚʦʣʷʻ ʩʢʦʨʦʪʠʪʠ ʯʘʩ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ, ʟʥʠʟʠʪʠ ʨʽʚʝʥʴ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʠʟʠʢʽʚ ʽ ʧʽʜʚʠʱʠʪʠ ʜʦʩʪʦʚʽʨʥʽʩʪʴ ʨʝʟʫʣʴʪʘʪʽʚ ʨʦʟʩʣʽʜʫʚʘʥʥʷ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ʅɽʁʈʆʄɽʈɽɾɽɺʀʁ ʇɯɼʍɯɼ ɼʆ ʈɸʅʅʔʆɻʆ ɺʀʗɺʃɽʅʅʗ ʆɿʅɸʂ 

ɸʋʊʀɿʄʋ ɿɸ ʌʆʊʆɿʆɹʈɸɾɽʅʅʗʄ 
 

ʋ ʨʦʙʦʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʧʽʜʭʽʜ ʜʦ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʦʟʥʘʢ 

ʨʦʟʣʘʜʽʚ ʘʫʪʠʯʥʦʛʦ ʩʧʝʢʪʨʘ ʟʘ ʩʪʘʪʠʯʥʠʤʠ ʬʦʪʦʟʦʙʨʘʞʝʥʥʷʤʠ ʦʙʣʠʯ ʜʽʪʝʡ. ɸʨʭʽʪʝʢʪʫʨʘ 

ʙʘʟʫʻʪʴʩʷ ʥʘ ʤʦʜʝʣʽ Vision Transformer, ʜʦʥʘʚʯʝʥʽʡ ʟʘ ʩʭʝʤʦʶ transfer learning ʥʘ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ ʜʘʪʘʩʝʪʽ, ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʨʦʟʰʠʨʝʥʦʛʦ ʧʨʝʧʨʦʮʝʩʠʥʛʫ ʪʘ ʘʫʛʤʝʥʪʘʮʽʡ 

ʜʣʷ ʥʦʨʤʘʣʽʟʘʮʽʾ ʫʤʦʚ ʟʡʦʤʢʠ ʡ ʯʘʩʪʢʦʚʦʾ ʢʦʤʧʝʥʩʘʮʽʾ ʢʣʘʩʦʚʦʛʦ ʜʠʩʙʘʣʘʥʩʫ. ʂʣʶʯʦʚʦʶ 

ʦʩʦʙʣʠʚʽʩʪʶ ʻ ʽʥʪʝʛʨʘʮʽʷ ʧʽʢʩʝʣʴʥʠʭ ʦʟʥʘʢ ʽʟ ʤʦʨʬʦʤʝʪʨʠʯʥʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ, 

ʦʙʯʠʩʣʝʥʠʤʠ ʟʘ facial-landmarks MediaPipe Face Mesh, ʱʦ ʜʘʻ ʟʤʦʛʫ ʧʦʙʫʜʫʚʘʪʠ 

ʽʥʪʝʨʧʨʝʪʦʚʘʥʫ ʦʟʥʘʢʦʚʫ ʤʦʜʝʣʴ ʨʠʟʠʢʫ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ 

ʜʦʧʦʤʽʞʥʠʡ ʩʢʨʠʥʽʥʛʦʚʠʡ ʽʥʩʪʨʫʤʝʥʪ, ʱʦ ʜʦʧʦʚʥʶʻ, ʘʣʝ ʥʝ ʟʘʤʽʥʶʻ ʢʣʽʥʽʯʥʫ ʜʽʘʛʥʦʩʪʠʢʫ, ʪʘ 

ʤʦʞʝ ʙʫʪʠ ʧʦʢʣʘʜʝʥʠʡ ʚ ʦʩʥʦʚʫ ʮʠʬʨʦʚʠʭ ʩʝʨʚʽʩʽʚ ʧʝʨʚʠʥʥʦʛʦ ʚʽʜʙʦʨʫ ʧʘʮʽʻʥʪʽʚ. 

 

This paper presents a neural networkïbased approach to early detection of autism 

spectrum disorder markers from static facial photographs of children. The proposed architecture is 

built upon a Vision Transformer model fine-tuned via transfer learning on a specialised facial 

image dataset, combined with extensive preprocessing and augmentation to normalise imaging 

conditions and partially address class imbalance. A key feature is the integration of pixel-level 

representations with morphometric characteristics derived from MediaPipe Face Mesh facial 

landmarks, enabling an interpretable risk-oriented feature space. The approach is positioned as an 

auxiliary screening tool that complements, rather than replaces, clinical diagnosis and can 

underpin scalable digital services for preliminary risk assessment. 

 

ʈʦʟʣʘʜʠ ʘʫʪʠʯʥʦʛʦ ʩʧʝʢʪʨʘ ʥʘʣʝʞʘʪʴ ʜʦ ʛʨʫʧʠ ʥʝʡʨʦʨʦʟʚʠʪʢʦʚʠʭ  

ʧʦʨʫʰʝʥʴ [1], ʜʣʷ ʷʢʠʭ ʨʘʥʥʻ ʚʠʷʚʣʝʥʥʷ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʟ ʦʛʣʷʜʫ ʥʘ 

ʝʬʝʢʪʠʚʥʽʩʪʴ ʢʦʨʝʢʮʽʡʥʠʭ ʧʨʦʛʨʘʤ, ʧʦʜʘʣʴʰʫ ʩʦʮʽʘʣʽʟʘʮʽʶ ʪʘ ʷʢʽʩʪʴ ʞʠʪʪʷ  

ʜʠʪʠʥʠ [2]. ʊʨʘʜʠʮʽʡʥʽ ʧʽʜʭʦʜʠ ʜʦ ʜʽʘʛʥʦʩʪʠʢʠ ˇʨʫʥʪʫʶʪʴʩʷ ʥʘ ʢʣʽʥʽʯʥʠʭ ʽʥʪʝʨʚôʶ, 

ʘʥʢʝʪʫʚʘʥʥʽ ʪʘ ʪʨʠʚʘʣʦʤʫ ʧʦʚʝʜʽʥʢʦʚʦʤʫ ʩʧʦʩʪʝʨʝʞʝʥʥʽ [3], ʱʦ ʧʦʪʨʝʙʫʻ ʟʥʘʯʥʠʭ 

ʨʝʩʫʨʩʽʚ, ʫʯʘʩʪʽ ʚʠʩʦʢʦʢʚʘʣʽʬʽʢʦʚʘʥʠʭ ʬʘʭʽʚʮʽʚ ʽ ʯʘʩʪʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʽʟʥʴʦʛʦ 

ʚʩʪʘʥʦʚʣʝʥʥʷ ʜʽʘʛʥʦʟʫ. ʅʘ ʪʣʽ ʨʦʟʚʠʪʢʫ ʤʝʪʦʜʽʚ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫ ʡ ʛʣʠʙʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʟʨʦʩʪʘʻ ʽʥʪʝʨʝʩ ʜʦ ʥʝʜʦʨʦʛʠʭ, ʤʘʩʰʪʘʙʦʚʘʥʠʭ ʽ ʥʝʽʥʚʘʟʠʚʥʠʭ ʩʢʨʠʥʽʥʛʦʚʠʭ 

ʨʽʰʝʥʴ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʬʦʪʦʟʦʙʨʘʞʝʥʥʷ ʦʙʣʠʯ ʷʢ ʜʞʝʨʝʣʦ ʬʝʥʦʪʠʧʽʯʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʧʦʪʝʥʮʽʡʥʽ ʦʟʥʘʢʠ ʨʦʟʣʘʜʽʚ ʘʫʪʠʯʥʦʛʦ ʩʧʝʢʪʨʘ. 
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ʈʘʥʥʻ ʚʠʷʚʣʝʥʥʷ ʦʟʥʘʢ ʘʫʪʠʟʤʫ ʻ ʥʘʜʟʚʠʯʘʡʥʦ ʘʢʪʫʘʣʴʥʦʶ ʧʨʦʙʣʝʤʦʶ 

ʩʫʯʘʩʥʦʾ ʤʝʜʠʮʠʥʠ ʪʘ ʧʩʠʭʦʥʝʚʨʦʣʦʛʽʾ, ʦʩʢʽʣʴʢʠ ʩʚʦʻʯʘʩʥʘ ʜʽʘʛʥʦʩʪʠʢʘ ʟʥʘʯʥʦ 

ʧʽʜʚʠʱʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʢʦʨʝʢʮʽʡʥʠʭ ʧʨʦʛʨʘʤ ʪʘ ʩʦʮʽʘʣʴʥʦʾ ʽʥʪʝʛʨʘʮʽʾ ʜʽʪʝʡ ʽʟ ʮʠʤ 

ʩʪʘʥʦʤ [4]. ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʦʮʽʥʶʚʘʥʥʷ ʯʘʩʪʦ ʟʘʣʝʞʘʪʴ ʚʽʜ ʩʫʙôʻʢʪʠʚʥʠʭ 

ʩʧʦʩʪʝʨʝʞʝʥʴ ʬʘʭʽʚʮʽʚ ʽ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʠʭ ʧʩʠʭʦʣʦʛʽʯʥʠʭ ʪʝʩʪʽʚ, ʱʦ ʫʩʢʣʘʜʥʶʻ 

ʨʘʥʥʻ ʚʠʷʚʣʝʥʥʷ, ʦʩʦʙʣʠʚʦ ʥʘ ʩʪʘʜʽʷʭ, ʢʦʣʠ ʩʠʤʧʪʦʤʠ ʻ ʤʽʥʽʤʘʣʴʥʦ ʚʠʨʘʞʝʥʠʤʠ ʘʙʦ 

ʤʘʶʪʴ ʥʝʯʽʪʢʫ ʟʦʚʥʽʰʥʶ ʧʨʦʷʚʥʽʩʪʴ. ʋ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʢʦʤʧôʶʪʝʨʥʝ ʟʽʨ [5] ʽ 

ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʤʝʪʦʜʠ [6, 7] ʚʽʜʢʨʠʚʘʶʪʴ ʥʦʚʽ ʧʝʨʩʧʝʢʪʠʚʠ ʜʣʷ ʦʙôʻʢʪʠʚʥʦʛʦ 

ʘʥʘʣʽʟʫ ʚʽʟʫʘʣʴʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʱʦ ʤʽʩʪʠʪʴ ʩʠʛʥʘʣʠ ʨʘʥʥʽʭ ʧʨʦʷʚʽʚ ʘʫʪʠʟʤʫ, ʪʘʢʠʭ ʷʢ 

ʤʽʤʽʢʘ, ʧʦʛʣʷʜ, ʞʝʩʪʠʢʫʣʷʮʽʷ, ʧʦʚʝʜʽʥʢʦʚʽ ʧʘʪʝʨʥʠ ʫ ʧʦʙʫʪʦʚʠʭ ʫʤʦʚʘʭ. 

ʉʫʯʘʩʥʽ ʢʦʥʚʦʣʶʮʽʡʥʽ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ [8] ʟʜʘʪʥʽ ʝʬʝʢʪʠʚʥʦ ʚʠʜʽʣʷʪʠ 

ʣʦʢʘʣʴʥʽ ʪʘ ʛʣʦʙʘʣʴʥʽ ʦʟʥʘʢʠ ʟʽ ʩʢʣʘʜʥʠʭ ʚʽʟʫʘʣʴʥʠʭ ʜʘʥʠʭ [9], ʩʪʽʡʢʽ ʜʦ ʰʫʤʽʚ ʽ 

ʟʤʽʥʥʠʭ ʫʤʦʚ ʦʩʚʽʪʣʝʥʥʷ [10], ʱʦ ʭʘʨʘʢʪʝʨʥʽ ʜʣʷ ʧʦʙʫʪʦʚʠʭ ʬʦʪʦʟʦʙʨʘʞʝʥʴ. 

ɸʜʘʧʪʠʚʥʽ ʢʦʥʚʝʻʨʠ ʦʙʨʦʙʢʠ ʟʦʙʨʘʞʝʥʴ [11], ʷʢʽ ʚʨʘʭʦʚʫʶʪʴ ʧʦʢʘʟʥʠʢʠ ʷʢʦʩʪʽ, ʪʘʢʽ 

ʷʢ ʨʽʟʢʽʩʪʴ, ʢʦʥʪʨʘʩʪ, ʝʢʩʧʦʟʠʮʽʡʥʘ ʟʙʘʣʘʥʩʦʚʘʥʽʩʪʴ ʽ ʨʽʚʝʥʴ ʬʦʥʦʚʠʭ ʟʘʚʘʜ, 

ʜʦʟʚʦʣʷʶʪʴ ʦʧʪʠʤʽʟʫʚʘʪʠ ʧʨʦʮʝʩ ʪʨʝʥʫʚʘʥʥʷ ʤʦʜʝʣʝʡ, ʧʽʜʚʠʱʫʶʯʠ ʪʦʯʥʽʩʪʴ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʚʽʪʴ ʧʨʠ ʥʘʷʚʥʦʩʪʽ ʩʧʦʪʚʦʨʝʥʠʭ ʘʙʦ ʯʘʩʪʢʦʚʦ ʥʝʢʦʨʝʢʪʥʠʭ  

ʜʘʥʠʭ [12, 13]. ʇʦʻʜʥʘʥʥʷ ʙʘʟʦʚʠʭ ʘʨʭʽʪʝʢʪʫʨ CNN ʽʟ ʤʦʜʫʣʷʤʠ ʜʦʥʘʚʯʘʥʥʷ ʥʘ 

ʦʯʠʱʝʥʠʭ ʽ ʩʠʨʠʭ ʜʘʪʘʩʝʪʘʭ ʟʘʙʝʟʧʝʯʫʻ ʙʽʣʴʰ ʛʥʫʯʢʝ ʫʟʘʛʘʣʴʥʝʥʥʷ ʧʘʪʝʨʥʽʚ [14] ʽ 

ʟʤʝʥʰʫʻ ʚʧʣʠʚ ʘʨʪʝʬʘʢʪʽʚ ʪʘ ʰʫʤʽʚ ʥʘ ʨʽʰʝʥʥʷ ʤʦʜʝʣʽ [15]. 

ɺʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʻ ʤʦʜʫʣʴʥʘ ʧʦʙʫʜʦʚʘ ʩʠʩʪʝʤʠ, ʷʢʘ ʜʦʟʚʦʣʷʻ ʽʥʪʝʛʨʫʚʘʪʠ 

ʧʦʧʝʨʝʜʥʶ ʦʙʨʦʙʢʫ ʟʦʙʨʘʞʝʥʴ, ʥʘʚʯʘʣʴʥʽ ʢʦʥʪʫʨʠ, ʦʮʽʥʢʫ ʷʢʦʩʪʽ ʪʘ ʧʨʠʢʣʘʜʥʽ 

ʽʥʪʝʨʬʝʡʩʠ ʜʣʷ ʽʥʪʝʨʘʢʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ [16]. ʊʘʢʠʡ ʧʽʜʭʽʜ ʚʽʜʢʨʠʚʘʻ ʤʦʞʣʠʚʦʩʪʽ 

ʜʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʨʽʰʝʥʴ [17] ʫ ʧʨʘʢʪʠʢʫ ʤʝʜʠʯʥʦʛʦ ʩʢʨʠʥʽʥʛʫ ʪʘ 

ʜʦʩʣʽʜʞʝʥʴ, ʜʝ ʧʦʪʨʽʙʥʦ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦ ʦʮʽʥʶʚʘʪʠ ʯʠʩʣʝʥʥʽ ʚʽʟʫʘʣʴʥʽ ʧʘʨʘʤʝʪʨʠ, 

ʱʦ ʢʦʨʝʣʶʶʪʴ ʽʟ ʨʠʟʠʢʦʤ ʨʦʟʚʠʪʢʫ ʘʫʪʠʟʤʫ. ʇʦʜʘʣʴʰʠʡ ʨʦʟʚʠʪʦʢ ʚʢʣʶʯʘʻ 

ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʤʝʭʘʥʽʟʤʽʚ ʧʦʷʩʥʶʚʘʥʦʩʪʽ ʨʽʰʝʥʴ ʤʦʜʝʣʝʡ, ʽʥʪʝʛʨʘʮʽʶ ʟ 

ʤʫʣʴʪʠʤʦʜʘʣʴʥʠʤʠ ʜʘʥʠʤʠ, ʪʘʢʠʤʠ ʷʢ ʚʽʜʝʦ ʪʘ ʘʫʜʽʦ, ʘ ʪʘʢʦʞ ʩʪʚʦʨʝʥʥʷ ʘʜʘʧʪʠʚʥʠʭ 

ʩʠʩʪʝʤ, ʱʦ ʟʜʘʪʥʽ ʥʘʚʯʘʪʠʩʷ ʥʘ ʥʦʚʠʭ ʜʘʥʠʭ ʙʝʟ ʧʦʚʥʦʛʦ ʧʝʨʝʥʘʚʯʘʥʥʷ, ʱʦ ʩʫʪʪʻʚʦ 

ʧʽʜʚʠʱʫʻ ʾʭʥʶ ʧʨʘʢʪʠʯʥʫ ʮʽʥʥʽʩʪʴ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʥʝʡʨʦʤʝʨʝʞʝʚʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʨʘʥʥʴʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʦʟʥʘʢ ʘʫʪʠʟʤʫ ʟʘ ʩʪʘʪʠʯʥʠʤʠ ʬʦʪʦʟʦʙʨʘʞʝʥʥʷʤʠ ʦʙʣʠʯ ʽʟ ʬʦʢʫʩʦʤ ʥʘ 

ʧʦʷʩʥʶʚʘʥʦʩʪʽ ʨʝʟʫʣʴʪʘʪʽʚ ʪʘ ʧʨʦʛʥʦʟʫʚʘʥʥʽ ʩʪʫʧʝʥʷ ʨʠʟʠʢʫ, ʘ ʥʝ ʣʠʰʝ ʙʽʥʘʨʥʽʡ 

ʢʣʘʩʠʬʽʢʘʮʽʾ çʘʫʪʠʟʤ / ʥʝ ʘʫʪʠʟʤè. ʆʙôʻʢʪʦʤ ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʩʪʫʧʘʻ ʧʨʦʮʝʩ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʨʠʟʠʢʫ ʨʦʟʣʘʜʽʚ ʘʫʪʠʯʥʦʛʦ ʩʧʝʢʪʨʘ ʟʘ ʟʦʙʨʘʞʝʥʥʷʤʠ 

ʦʙʣʠʯ, ʘ ʧʨʝʜʤʝʪʦʤ ï ʥʝʡʨʦʤʝʨʝʞʝʚʽ ʤʦʜʝʣʽ ʪʘ ʤʝʪʦʜʠ ʤʫʣʴʪʠʤʦʜʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ 

ʩʪʘʪʠʯʥʠʭ ʟʦʙʨʘʞʝʥʴ, ʱʦ ʧʦʻʜʥʫʶʪʴ ʧʽʢʩʝʣʴʥʽ ʦʟʥʘʢʠ ʟ ʤʦʨʬʦʤʝʪʨʠʯʥʠʤʠ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʢʨʘʥʽʦʬʘʮʽʘʣʴʥʦʾ ʦʙʣʘʩʪʽ. 
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ʇʦʩʪʘʚʣʝʥʘ ʤʝʪʘ ʜʦʩʷʛʘʻʪʴʩʷ ʰʣʷʭʦʤ ʧʦʙʫʜʦʚʠ ʛʽʙʨʠʜʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ, 

ʷʜʨʦʤ ʷʢʦʾ ʻ ʪʨʘʥʩʬʦʨʤʝʨʥʘ ʤʦʜʝʣʴ Vision Transformer (ViT), ʜʦʥʘʚʯʝʥʘ ʥʘ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʦʤʫ ʜʘʪʘʩʝʪʽ ʟʦʙʨʘʞʝʥʴ ʦʙʣʠʯ ʜʽʪʝʡ ʟ ʘʫʪʠʟʤʦʤ ʽ ʙʝʟ ʥʴʦʛʦ. 

ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʩʭʝʤʘ transfer learning: ʧʦʧʝʨʝʜʥʴʦ ʥʘʪʨʝʥʦʚʘʥʽ ʰʘʨʠ ViT 

ʘʜʘʧʪʫʶʪʴʩʷ ʜʦ ʜʦʤʝʥʫ ʟʘ ʨʘʭʫʥʦʢ ʜʦʥʘʚʯʘʥʥʷ ʥʘ ʤʘʨʢʦʚʘʥʦʤʫ ʥʘʙʦʨʽ Autism 

Spectrum Detection (Kaggle + Zenodo), ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʫʟʘʛʘʣʴʥʝʥʥʷ ʥʘ ʨʝʘʣʽʩʪʠʯʥʠʭ 

ʜʘʥʠʭ ʟʘ ʫʤʦʚ ʦʙʤʝʞʝʥʦʛʦ ʦʙʩʷʛʫ ʢʣʽʥʽʯʥʦ ʨʝʣʝʚʘʥʪʥʠʭ ʟʦʙʨʘʞʝʥʴ. ɼʦʜʘʪʢʦʚʦ 

ʨʝʘʣʽʟʦʚʘʥʦ ʧʨʝʧʨʦʮʝʩʠʥʛ ʽ ʘʫʛʤʝʥʪʘʮʽʶ ʜʘʥʠʭ, ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʥʦʨʤʘʣʽʟʘʮʽʶ 

ʦʩʚʽʪʣʝʥʥʷ, ʤʘʩʰʪʘʙʽʚ ʪʘ ʚʘʨʽʘʪʠʚʥʦʩʪʽ ʧʦʟʠ ʦʙʣʠʯʯʷ, ʘ ʪʘʢʦʞ ʥʘ ʯʘʩʪʢʦʚʫ 

ʢʦʤʧʝʥʩʘʮʽʶ ʢʣʘʩʦʚʦʛʦ ʜʠʩʙʘʣʘʥʩʫ. 

ʂʣʶʯʦʚʦʶ ʚʽʜʤʽʥʥʽʩʪʶ ʧʽʜʭʦʜʫ ʻ ʽʥʪʝʛʨʘʮʽʷ ʧʽʢʩʝʣʴʥʦʾ ʨʝʧʨʝʟʝʥʪʘʮʽʾ ʟ 

ʤʦʨʬʦʤʝʪʨʠʯʥʠʤ ʘʥʘʣʽʟʦʤ facial-landmarks. ɼʣʷ ʮʴʦʛʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʤʦʜʝʣʴ 

MediaPipe Face Mesh, ʱʦ ʚʽʜʪʚʦʨʶʻ ʛʫʩʪʫ ʩʽʪʢʫ ʦʨʽʻʥʪʠʨʽʚ ʦʙʣʠʯʯʷ ʪʘ ʜʦʟʚʦʣʷʻ 

ʩʬʦʨʤʫʚʘʪʠ ʚʝʢʪʦʨ ʘʥʪʨʦʧʦʤʝʪʨʠʯʥʠʭ ʧʦʢʘʟʥʠʢʽʚ: ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʚʝʨʪʠʢʘʣʴʥʠʭ ʽ 

ʛʦʨʠʟʦʥʪʘʣʴʥʠʭ ʩʝʛʤʝʥʪʽʚ, ʦʮʽʥʢʫ ʩʠʤʝʪʨʽʾ, ʧʨʦʩʪʦʨʦʚʝ ʧʦʣʦʞʝʥʥʷ ʦʯʝʡ, ʨʦʪʦʚʦʾ 

ʱʣ̔ʠʥʠ, ʥʦʩʦ-ʛʫʙʥʦʛʦ ʪʨʠʢʫʪʥʠʢʘ ʡ ʢʦʥʪʫʨʽʚ ʥʠʞʥʴʦʾ ʱʝʣʝʧʠ. ʆʪʨʠʤʘʥʽ 

ʤʦʨʬʦʤʝʪʨʠʯʥʽ ʽʥʜʝʢʩʠ ʟʽʩʪʘʚʣʷʶʪʴʩʷ ʟ ʢʘʨʪʘʤʠ ʚʥʫʪʨʽʰʥʴʦʾ ʫʚʘʛʠ  

ʪʨʘʥʩʬʦʨʤʝʨʘ [18], ʱʦ ʜʘʻ ʟʤʦʛʫ ʧʦʚôʷʟʘʪʠ ʟʦʥʠ, ʥʘ ʷʢʽ çʟʚʝʨʪʘʻ ʫʚʘʛʫè ʤʦʜʝʣʴ,  

ʽʟ ʬʝʥʦʪʠʧʽʯʥʦ ʦʩʤʠʩʣʝʥʠʤʠ ʢʨʘʥʽʦʬʘʮʽʘʣʴʥʠʤʠ ʩʪʨʫʢʪʫʨʘʤʠ. ʊʘʢʠʤ ʯʠʥʦʤ 

ʬʦʨʤʫʻʪʴʩʷ ʫʟʘʛʘʣʴʥʝʥʠʡ ʚʝʢʪʦʨ ʤʦʨʬʦʣʦʛʽʯʥʦ-ʚʽʟʫʘʣʴʥʠʭ ʦʟʥʘʢ, ʱʦ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʷʢ ʦʩʥʦʚʘ ʜʣʷ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʨʽʰʝʥʴ. 

ɼʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʦʷʩʥʶʚʘʥʦʩʪʽ ʨʝʟʫʣʴʪʘʪʽʚ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʘʧʨʦʧʦʥʦʚʘʥʦ 

ʧʦʷʩʥʶʚʘʣʴʥʠʡ ʤʦʜʫʣʴ ʥʘ ʦʩʥʦʚʽ ʤʦʚʥʦʾ ʤʦʜʝʣʽ ʪʠʧʫ T5, ʷʢʠʡ ʧʝʨʝʪʚʦʨʶʻ ʯʠʩʣʦʚʽ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʤʦʨʬʦʤʝʪʨʠʯʥʠʭ ʽʥʜʝʢʩʽʚ ʪʘ ʧʨʦʩʪʦʨʦʚʠʡ ʨʦʟʧʦʜʽʣ ʫʚʘʛʠ ViT ʫ 

ʢʦʨʦʪʢʽ ʪʝʢʩʪʦʚʽ ʧʦʷʩʥʝʥʥʷ. ʎʽ ʧʦʷʩʥʝʥʥʷ ʬʦʨʤʫʣʶʶʪʴʩʷ ʚ ʥʝʡʪʨʘʣʴʥʽʡ, 

ʥʝʜʽʘʛʥʦʩʪʠʯʥʽʡ ʬʦʨʤʽ ʡ ʦʧʠʩʫʶʪʴ, ʷʢʽ ʦʙʣʘʩʪʽ ʦʙʣʠʯʯʷ ʪʘ ʷʢʽ ʩʪʨʫʢʪʫʨʥʽ 

ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʙʫʣʠ ʥʘʡʙʽʣʴʰ ʨʝʣʝʚʘʥʪʥʠʤʠ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʯʠ ʟʥʠʞʝʥʥʷ 

ʧʨʦʛʥʦʟʦʚʘʥʦʛʦ ʨʠʟʠʢʫ. ʊʘʢʘ ʽʥʪʝʛʨʘʮʽʷ ʢʘʨʪ ʫʚʘʛʠ, ʣʝʥʜʤʘʨʢʽʚ ʽ ʛʝʥʝʨʘʪʠʚʥʦʾ 

ʤʦʚʥʦʾ ʤʦʜʝʣʽ ʩʪʚʦʨʶʻ ʙʘʛʘʪʦʨʽʚʥʝʚʠʡ ʤʝʭʘʥʽʟʤ ʽʥʪʝʨʧʨʝʪʘʮʽʾ, ʷʢʠʡ ʨʦʙʠʪʴ ʨʦʙʦʪʫ 

ʢʣʘʩʠʬʽʢʘʪʦʨʘ ʧʨʦʟʦʨʦʶ ʜʣʷ ʬʘʭʽʚʮʷ ʡ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʷʢ ʜʦʧʦʤʽʞʥʠʡ 

ʽʥʩʪʨʫʤʝʥʪ ʧʨʠ ʧʨʠʡʥʷʪʪʽ ʢʣʽʥʽʯʥʠʭ ʨʽʰʝʥʴ. 

ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʘ ʯʘʩʪʠʥʘ ʧʽʜʭʦʜʫ ʧʝʨʝʜʙʘʯʘʻ ʜʦʥʘʚʯʘʥʥʷ ViT ʥʘ 

ʨʦʟʜʽʣʝʥʠʭ ʥʘ ʥʘʚʯʘʣʴʥʫ, ʚʘʣʽʜʘʮʽʡʥʫ ʪʘ ʪʝʩʪʦʚʫ ʧʽʜʚʠʙʽʨʢʘʭ ʜʘʥʠʭ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʢʣʘʩʠʯʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʝʬʝʢʪʠʚʥʦʩʪʽ: ʪʦʯʥʦʩʪʽ, ʧʦʚʥʦʪʠ, ʧʨʝʮʠʟʽʡʥʦʩʪʽ, F1-ʤʽʨʠ ʪʘ 

ʘʥʘʣʽʟʫ ʤʘʪʨʠʮʽ ʥʝʪʦʯʥʦʩʪʝʡ. ʆʢʨʝʤʫ ʫʚʘʛʫ ʧʨʠʜʽʣʝʥʦ ʭʘʨʘʢʪʝʨʫ ʧʦʤʠʣʦʢ 

ʢʣʘʩʠʬʽʢʘʮʽʾ, ʟʦʢʨʝʤʘ ʚʠʧʘʜʢʘʤ ʭʠʙʥʦʥʝʛʘʪʠʚʥʠʭ ʨʽʰʝʥʴ, ʷʢʽ ʻ ʢʨʠʪʠʯʥʠʤʠ ʜʣʷ 

ʩʢʨʠʥʽʥʛʦʚʠʭ ʩʮʝʥʘʨʽʾʚ. 
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ʅʘʫʢʦʚʘ ʥʦʚʠʟʥʘ ʨʦʙʦʪʠ ʧʦʣʷʛʘʻ ʫ ʧʦʻʜʥʘʥʥʽ ʪʨʘʥʩʬʦʨʤʝʨʥʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʟʦʙʨʘʞʝʥʴ ʦʙʣʠʯ ʽʟ ʜʝʪʘʣʴʥʠʤ ʤʦʨʬʦʤʝʪʨʠʯʥʠʤ ʘʥʘʣʽʟʦʤ facial-landmarks ʪʘ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʶ ʛʝʥʝʨʘʮʽʻʶ ʧʦʷʩʥʝʥʴ ʨʽʰʝʥʴ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʪʨʘʜʠʮʽʡʥʠʭ ʧʽʜʭʦʜʽʚ, 

ʱʦ ʦʙʤʝʞʫʶʪʴʩʷ ʙʽʥʘʨʥʦʶ ʢʣʘʩʠʬʽʢʘʮʽʻʶ ʪʘ ʥʝʧʨʦʟʦʨʠʤʠ ʢʘʨʪʘʤʠ ʫʚʘʛʠ, 

ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʧʽʜʭʽʜ ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʩʪʫʧʝʥʷ 

ʨʠʟʠʢʫ, ʟʘʙʝʟʧʝʯʫʻ ʽʥʪʝʨʧʨʝʪʦʚʘʥʽʩʪʴ ʥʘ ʨʽʚʥʽ ʘʥʪʨʦʧʦʤʝʪʨʠʯʥʠʭ ʽʥʜʠʢʘʪʦʨʽʚ ʽ ʤʦʞʝ 

ʙʫʪʠ ʽʥʪʝʛʨʦʚʘʥʠʡ ʫ ʩʢʨʠʥʽʥʛʦʚʽ ʩʠʩʪʝʤʠ ʷʢ ʜʦʧʦʤʽʞʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ ʨʘʥʥʴʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʦʟʥʘʢ ʘʫʪʠʟʤʫ. ʁʦʛʦ ʧʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʧʦʣʷʛʘʻ ʫ ʩʪʚʦʨʝʥʥʽ ʧʝʨʝʜʫʤʦʚ 

ʜʣʷ ʥʝʜʦʨʦʛʠʭ ʽ ʤʘʩʰʪʘʙʦʚʘʥʠʭ ʮʠʬʨʦʚʠʭ ʩʝʨʚʽʩʽʚ ʧʝʨʚʠʥʥʦʛʦ ʩʢʨʠʥʽʥʛʫ, ʷʢʽ 

ʜʦʧʦʚʥʶʶʪʴ, ʘʣʝ ʥʝ ʟʘʤʽʥʶʶʪʴ ʢʣʽʥʽʯʥʫ ʜʽʘʛʥʦʩʪʠʢʫ, ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʝʪʠʯʥʠʭ ʚʠʤʦʛ 

ʜʦ ʦʧʨʘʮʶʚʘʥʥʷ ʧʝʨʩʦʥʘʣʴʥʠʭ ʟʦʙʨʘʞʝʥʴ ʜʽʪʝʡ. 
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ʍʤʝʣʴʥʠʮʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

 

ɺʀʗɺʃɽʅʅʗ ʐɸɹʃʆʅɯɺ ɺɽɹ-ʇʈʆʇɸɻɸʅɼʀ ʅɽʁʈʆʄɽʈɽɾɽɺʀʄʀ 

ʄɽʊʆɼɸʄʀ 
 
ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʥʝʡʨʦʤʝʨʝʞʝʚʠʡ ʧʽʜʭʽʜ ʜʦ ʚʠʷʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʚʝʙ-ʧʨʦʧʘʛʘʥʜʠ 

ʚ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʪʝʢʩʪʘʭ ʥʘ ʦʩʥʦʚʽ ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʤʦʜʝʣʝʡ BERT ʪʘ RoBERTa ʟ ʘʢʮʝʥʪʦʤ 
ʥʘ ʦʧʪʠʤʽʟʘʮʽʾ ʙʘʣʘʥʩʫʚʘʥʥʷ ʥʘʚʯʘʣʴʥʦʛʦ ʜʘʪʘʩʝʪʘ ʤʽʞ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʤʠ ʪʘ 
ʥʝʡʪʨʘʣʴʥʠʤʠ ʬʨʘʛʤʝʥʪʘʤʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʽʥʪʝʛʨʦʚʘʥʠʡ ʤʝʪʦʜ ʘʥʘʣʽʟʫ, ʷʢʠʡ ʧʨʘʮʶʻ ʥʘ 
ʨʽʚʥʽ ʨʝʯʝʥʴ, ʦʮʽʥʶʻ ʡʤʦʚʽʨʥʽʩʪʴ ʥʘʷʚʥʦʩʪʽ ʦʢʨʝʤʠʭ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʭ ʪʝʭʥʽʢ ʽ ʬʦʨʤʫʻ 
ʫʟʘʛʘʣʴʥʝʥʽ ʧʦʢʘʟʥʠʢʠ ʾʭ ʚʠʨʘʞʝʥʦʩʪʽ ʥʘ ʨʽʚʥʽ ʚʩʴʦʛʦ ʪʝʢʩʪʫ. ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʽ ʨʝʟʫʣʴʪʘʪʠ 
ʥʘ ʢʦʨʧʫʩʽ ʟ ʨʦʟʤʽʪʢʦʶ ʟʘ ʰʘʙʣʦʥʘʤʠ UNLP 2025 ʟʘʩʚʽʜʯʫʶʪʴ, ʱʦ ʦʧʪʠʤʘʣʴʥʘ ʯʘʩʪʢʘ 
ʥʝʡʪʨʘʣʴʥʠʭ ʪʝʢʩʪʽʚ (ʙʣʠʟʴʢʦ 30%) ʟʘʙʝʟʧʝʯʫʻ ʜʦʩʷʛʥʝʥʥʷ F1 = 0,725 ʜʣʷ ʫʢʨʘʾʥʦʤʦʚʥʦʾ 
RoBERTa, ʱʦ ʧʝʨʝʚʠʱʫʻ ʧʦʢʘʟʥʠʢʠ ʚʽʜʦʤʠʭ ʤʽʞʥʘʨʦʜʥʠʭ ʧʽʜʭʦʜʽʚ. 

 
The paper presents a neural-network-based approach to detecting web propaganda 

patterns in Ukrainian texts using transformer models BERT and RoBERTa, with a focus on 
optimizing dataset balancing between propagandistic and neutral fragments. An integrated 
sentence-level analysis method is proposed, which estimates the likelihood of specific propaganda 
techniques and aggregates their intensity at the document level. Experiments on a corpus annotated 
with UNLP 2025 propaganda patterns show that an optimal proportion of neutral texts (around 
30%) enables the Ukrainian RoBERTa model to reach an F1 score of 0.725, outperforming a range 
of existing international baselines. 

 

ʉʪʨʽʤʢʘ ʤʝʜʽʘʪʠʟʘʮʽʷ ʩʫʩʧʽʣʴʥʠʭ ʧʨʦʮʝʩʽʚ ʽ ʧʝʨʝʥʝʩʝʥʥʷ ʧʦʣʽʪʠʯʥʦʾ 
ʢʦʤʫʥʽʢʘʮʽʾ ʫ ʚʝʙ-ʧʨʦʩʪʽʨ ʧʨʠʟʚʝʣʠ ʜʦ ʷʢʽʩʥʦ ʥʦʚʦʾ ʨʦʣʽ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʦʛʦ 
ʢʦʥʪʝʥʪʫ. ɺʝʙ-ʧʣʘʪʬʦʨʤʠ, ʩʦʮʽʘʣʴʥʽ ʤʝʨʝʞʽ ʪʘ ʥʦʚʠʥʥʽ ʘʛʨʝʛʘʪʦʨʠ ʩʪʘʣʠ ʥʝ ʣʠʰʝ 
ʢʘʥʘʣʘʤʠ ʧʦʰʠʨʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ, ʘ ʡ ʧʦʚʥʦʮʽʥʥʠʤʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʘʤʠ ʜʣʷ 
ʤʘʩʰʪʘʙʦʚʘʥʦʛʦ ʤʘʥʽʧʫʣʷʪʠʚʥʦʛʦ ʚʧʣʠʚʫ ʥʘ ʛʨʦʤʘʜʩʴʢʫ ʜʫʤʢʫ, ʝʣʝʢʪʦʨʘʣʴʥʫ 
ʧʦʚʝʜʽʥʢʫ ʪʘ ʫʷʚʣʝʥʥʷ ʧʨʦ ʢʣʶʯʦʚʽ ʧʦʜʽ ʾ[1]. ɸʣʛʦʨʠʪʤʽʯʥʽ ʩʪʨʽʯʢʠ, ʧʝʨʩʦʥʘʣʽʟʦʚʘʥʽ 
ʨʝʢʦʤʝʥʜʘʮʽʾ ʪʘ ʪʘʨʛʝʪʦʚʘʥʘ ʨʝʢʣʘʤʘ ʧʽʜʩʠʣʶʶʪʴ ʝʬʝʢʪ çʽʥʬʦʨʤʘʮʽʡʥʠʭ 
ʙʫʣʴʙʘʰʦʢè ʽ ʩʧʨʠʷʶʪʴ ʪʦʤʫ, ʱʦ ʢʦʨʠʩʪʫʚʘʯ ʩʪʠʢʘʻʪʴʩʷ ʟ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʤʠ 
ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʥʘʚʽʪʴ ʙʝʟ ʫʩʚʽʜʦʤʣʝʥʥʷ ʾʭ ʤʘʥʽʧʫʣʷʪʠʚʥʦʾ ʧʨʠʨʦʜʠ [2, 3]. 

ɿʘ ʪʘʢʠʭ ʫʤʦʚ ʟʘʚʜʘʥʥʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʚʝʙ-ʧʨʦʧʘʛʘʥʜʠ 
ʧʝʨʝʭʦʜʠʪʴ ʽʟ ʧʣʦʱʠʥʠ ʩʫʪʦ ʪʝʦʨʝʪʠʯʥʦʾ ʧʨʦʙʣʝʤʠ ʤʝʜʽʘʟʥʘʚʩʪʚʘ ʚ ʟʦʥʫ ʢʨʠʪʠʯʥʦ 
ʚʘʞʣʠʚʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ [4]. ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʘʥʘʣʽʟʫ ʪʝʢʩʪʫ [5, 6], ʱʦ 
ʩʧʠʨʘʶʪʴʩʷ ʥʘ ʧʦʚʝʨʭʥʝʚʽ ʩʪʘʪʠʩʪʠʯʥʽ ʦʟʥʘʢʠ [7] ʘʙʦ ʬʽʢʩʦʚʘʥʽ ʩʣʦʚʥʠʢʠ [8], 
ʚʠʷʚʣʷʶʪʴʩʷ ʥʝʜʦʩʪʘʪʥʽʤʠ: ʩʫʯʘʩʥʽ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʦʧʝʨʫʶʪʴ 
ʪʦʥʢʠʤʠ ʩʝʤʘʥʪʠʯʥʠʤʠ ʥʘʪʷʢʘʤʠ [9], ʢʦʥʪʝʢʩʪʫʘʣʴʥʠʤʠ ʨʘʤʢʘʤʠ [10, 11], 
ʤʽʞʪʝʢʩʪʦʚʠʤʠ ʚʽʜʩʠʣʘʥʥʷʤʠ, ʩʪʠʣʽʩʪʠʯʥʠʤʠ ʧʨʠʡʦʤʘʤʠ [12, 13], ʷʢʽ ʚʘʞʢʦ 
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ʟʘʬʽʢʩʫʚʘʪʠ ʞʦʨʩʪʢʦ ʟʘʜʘʥʠʤʠ ʧʨʘʚʠʣʘʤʠ. ʋ ʮʠʭ ʫʤʦʚʘʭ ʩʘʤʝ ʪʨʘʥʩʬʦʨʤʝʨʥʽ ʤʦʚʥʽ 
ʤʦʜʝʣʽ [14] ʩʪʘʣʠ ʙʘʟʦʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ, ʟʜʘʪʥʠʤ ʚʨʘʭʦʚʫʚʘʪʠ ʰʠʨʦʢʠʡ ʢʦʥʪʝʢʩʪ, 
ʣʘʪʝʥʪʥʽ ʩʝʤʘʥʪʠʯʥʽ ʟʚôʷʟʢʠ ʪʘ ʩʪʠʣʽʩʪʠʯʥʽ ʧʘʪʝʨʥʠ. 

ɺʦʜʥʦʯʘʩ ʝʬʝʢʪʠʚʥʽʩʪʴ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʤʦʜʝʣʝʡ ʥʘʧʨʷʤʫ ʟʘʣʝʞʠʪʴ ʚʽʜ 
ʩʪʨʫʢʪʫʨʠ ʪʘ ʟʙʘʣʘʥʩʦʚʘʥʦʩʪʽ ʥʘʚʯʘʣʴʥʠʭ ʚʠʙʽʨʦʢ [15]. ɼʣʷ ʟʘʚʜʘʥʥʷ ʚʠʷʚʣʝʥʥʷ 
ʧʨʦʧʘʛʘʥʜʠ ʧʨʦʙʣʝʤʘ ʢʣʘʩʦʚʦʛʦ ʜʠʩʙʘʣʘʥʩʫ ʻ ʦʩʦʙʣʠʚʦ ʛʦʩʪʨʦʶ: ʪʝʢʩʪʠ ʟ 
ʤʘʥʽʧʫʣʷʪʠʚʥʠʤʠ ʧʘʪʝʨʥʘʤʠ [16], ʷʢ ʧʨʘʚʠʣʦ, ʟʘʡʤʘʶʪʴ ʤʝʥʰʫ ʯʘʩʪʢʫ 
ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʧʦʪʦʢʫ [17], ʪʦʜʽ ʷʢ ʥʝʡʪʨʘʣʴʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʤʘʩʦʚʦ ʧʝʨʝʚʘʞʘʶʪʴ. 
ʂʨʽʤ ʪʦʛʦ, ʦʢʨʝʤʠʡ ʪʝʢʩʪ ʤʦʞʝ ʤʽʩʪʠʪʠ ʢʽʣʴʢʘ ʨʽʟʥʠʭ ʪʠʧʽʚ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʭ 
ʪʝʭʥʽʢ ʦʜʥʦʯʘʩʥʦ [18, 19], ʱʦ ʟʫʤʦʚʣʶʻ ʙʘʛʘʪʦʤʽʪʢʦʚʫ ʧʨʠʨʦʜʫ ʟʘʚʜʘʥʥʷ ʡ ʨʦʙʠʪʴ 
ʢʣʘʩʠʯʥʫ ʙʘʛʘʪʦʢʣʘʩʦʚʫ ʢʣʘʩʠʬʽʢʘʮʽʶ ʥʝʧʨʠʜʘʪʥʦʶ [20]. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʫ ʜʦʩʣʽʜʞʝʥʥʽ ʧʽʜʭʽʜ ʩʧʨʷʤʦʚʘʥʠʡ ʥʘ ʧʽʜʚʠʱʝʥʥʷ 
ʝʬʝʢʪʠʚʥʦʩʪʽ ʚʠʷʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʚʝʙ-ʧʨʦʧʘʛʘʥʜʠ ʚ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʪʝʢʩʪʘʭ ʥʘ 
ʦʩʥʦʚʽ ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ ʤʦʜʝʣʝʡ BERT ʪʘ RoBERTa ʯʝʨʝʟ ʮʽʣʝʩʧʨʷʤʦʚʘʥʫ 
ʦʧʪʠʤʽʟʘʮʽʶ ʙʘʣʘʥʩʫʚʘʥʥʷ ʜʘʪʘʩʝʪʘ, ʟʦʢʨʝʤʘ ʰʣʷʭʦʤ ʚʘʨʽʶʚʘʥʥʷ ʯʘʩʪʢʠ 
ʥʝʡʪʨʘʣʴʥʠʭ ʪʝʢʩʪʽʚ ʫ ʥʘʚʯʘʣʴʥʽʡ ʚʠʙʽʨʮʽ.  

ɸʚʪʦʤʘʪʠʟʦʚʘʥʝ ʚʠʷʚʣʝʥʥʷ ʧʨʦʧʘʛʘʥʜʠ ʚ ʪʝʢʩʪʘʭ ʨʦʟʚʠʚʘʣʦʩʷ ʚʽʜ ʢʣʘʩʠʯʥʠʭ 
ʤʝʪʦʜʽʚ ʦʙʨʦʙʢʠ ʧʨʠʨʦʜʥʦʾ ʤʦʚʠ ʜʦ ʩʫʯʘʩʥʠʭ ʛʣʠʙʦʢʠʭ ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʘʨʭʽʪʝʢʪʫʨ. 
ʅʘ ʨʘʥʥʽʭ ʝʪʘʧʘʭ ʜʦʩʣʽʜʞʝʥʥʷ ʬʦʢʫʩʫʚʘʣʠʩʷ ʥʘ ʩʣʦʚʥʠʢʦʚʠʭ ʧʽʜʭʦʜʘʭ, ʘʥʘʣʽʟʽ 
ʧʦʣʷʨʥʦʩʪʽ, ʽʥʜʠʢʘʪʦʨʘʭ ʩʫʙôʻʢʪʠʚʥʦʩʪʽ, ʤʦʜʘʣʴʥʦʩʪʽ ʡ ʝʤʦʮʽʡʥʦʾ ʟʘʙʘʨʚʣʝʥʦʩʪʽ 
ʚʠʩʣʦʚʣʶʚʘʥʴ. ʊʘʢʽ ʤʝʪʦʜʠ ʜʦʟʚʦʣʷʣʠ ʬʽʢʩʫʚʘʪʠ ʟʘʛʘʣʴʥʫ ʥʘʩʪʘʥʦʚʫ ʪʝʢʩʪʫ, ʘʣʝ 
ʙʫʣʠ ʤʘʣʦʯʫʪʣʠʚʠʤʠ ʜʦ ʢʦʥʢʨʝʪʥʠʭ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʭ ʪʝʭʥʽʢ, ʷʢ-ʦʪ çʘʧʝʣʷʮʽʷ ʜʦ 
ʩʪʨʘʭʫè, çʬʘʣʴʰʠʚʘ ʜʠʣʝʤʘè, çʧʽʜʤʽʥʘ ʧʨʠʯʠʥʥʦ-ʥʘʩʣʽʜʢʦʚʠʭ ʟʚôʷʟʢʽʚè ʪʦʱʦ. 

ʇʝʨʝʭʽʜ ʜʦ ʢʦʨʧʫʩʥʠʭ ʜʦʩʣʽʜʞʝʥʴ ʽ ʧʦʷʚʠ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʜʘʪʘʩʝʪʽʚ, 
ʟʦʢʨʝʤʘ ʥʦʚʠʥʥʠʭ ʢʦʨʧʫʩʽʚ ʽʟ ʨʦʟʤʽʪʢʦʶ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʭ ʧʨʠʡʦʤʽʚ, ʚʽʜʢʨʠʚ 
ʤʦʞʣʠʚʽʩʪʴ ʙʽʣʴʰ ʪʦʥʢʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʧʘʪʝʨʥʽʚ. ʋ ʥʠʟʮʽ ʨʦʙʽʪ ʙʫʣʦ ʧʦʢʘʟʘʥʦ, ʱʦ 
ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʣʘʩʠʯʥʠʭ ʚʝʢʪʦʨʥʠʭ ʧʨʝʜʩʪʘʚʣʝʥʴ (TF-IDF, word2vec, doc2vec) ʫ 
ʧʦʻʜʥʘʥʥʽ ʟ ʘʥʩʘʤʙʣʝʚʠʤʠ ʘʣʛʦʨʠʪʤʘʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ (SVM, Random Forest, 
Stacking Classifier) ʜʦʟʚʦʣʷʻ ʜʦʩʷʛʘʪʠ ʧʨʠʡʥʷʪʥʠʭ ʟʥʘʯʝʥʴ Accuracy ʽ F1-ʤʽʨʠ, ʦʜʥʘʢ 
ʟʘʣʠʰʘʻ ʦʙʤʝʞʝʥʥʷ ʱʦʜʦ ʢʦʥʪʝʢʩʪʥʦʛʦ ʨʦʟʫʤʽʥʥʷ ʡ ʧʝʨʝʥʦʩʠʤʦʩʪʽ ʤʦʜʝʣʝʡ ʤʽʞ 
ʜʦʤʝʥʘʤʠ. 

ʉʫʪʪʻʚʠʡ ʧʨʦʛʨʝʩ ʟʘʙʝʟʧʝʯʠʣʠ ʪʨʘʥʩʬʦʨʤʝʨʥʽ ʤʦʜʝʣʽ BERT-ʧʦʜʽʙʥʦʾ 
ʘʨʭʽʪʝʢʪʫʨʠ. ɰʭ ʟʘʩʪʦʩʫʚʘʥʥʷ ʜʘʣʦ ʟʤʦʛʫ ʚʨʘʭʦʚʫʚʘʪʠ ʢʦʥʪʝʢʩʪ ʢʦʞʥʦʛʦ ʪʦʢʝʥʘ ʱʦʜʦ 
ʚʩʴʦʛʦ ʪʝʢʩʪʫ, ʤʦʜʝʣʶʚʘʪʠ ʩʝʤʘʥʪʠʯʥʽ ʪʘ ʩʠʥʪʘʢʩʠʯʥʽ ʟʚôʷʟʢʠ ʡ ʝʬʝʢʪʠʚʥʦ 
ʨʦʟʨʽʟʥʷʪʠ ʷʢ ʟʘʛʘʣʴʥʠʡ ʪʦʥ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʪʘʢ ʽ ʩʧʝʮʠʬʽʯʥʽ ʤʘʥʽʧʫʣʷʪʠʚʥʽ 
ʩʪʨʫʢʪʫʨʠ. ʈʦʟʨʦʙʣʝʥʽ ʨʽʰʝʥʥʷ ʥʘ ʙʘʟʽ BERT, RoBERTa, XLM-RoBERTa, GPT-
ʧʦʜʽʙʥʠʭ ʤʦʜʝʣʝʡ ʜʝʤʦʥʩʪʨʫʚʘʣʠ ʟʨʦʩʪʘʥʥʷ F1-ʤʽʨʠ ʫ ʧʦʨʽʚʥʷʥʥʽ ʟ ʧʦʧʝʨʝʜʥʽʤʠ 
ʧʽʜʭʦʜʘʤʠ, ʟʦʢʨʝʤʘ ʚ ʟʘʜʘʯʘʭ ʢʣʘʩʠʬʽʢʘʮʽʾ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʭ ʪʝʭʥʽʢ ʟʘ ʝʪʘʣʦʥʥʠʤʠ 
ʥʘʙʦʨʘʤʠ SemEval ʪʘ ʥʠʟʢʦʶ ʤʫʣʴʪʠ- ʽ ʤʫʣʴʪʠʤʦʜʘʣʴʥʠʭ ʢʦʨʧʫʩʽʚ. 

ʈʘʟʦʤ ʽʟ ʪʠʤ ʫ ʙʽʣʴʰʦʩʪʽ ʨʦʙʽʪ ʢʣʶʯʦʚʘ ʫʚʘʛʘ ʧʨʠʜʽʣʷʣʘʩʷ ʘʙʦ 
ʤʫʣʴʪʠʤʦʜʘʣʴʥʦʩʪʽ (ʧʦʻʜʥʘʥʥʶ ʪʝʢʩʪʫ ʟ ʚʽʟʫʘʣʴʥʠʤʠ ʜʘʥʠʤʠ, ʟʦʢʨʝʤʘ ʤʝʤʘʤʠ ʪʘ 
ʟʦʙʨʘʞʝʥʥʷʤʠ), ʘʙʦ ʙʘʛʘʪʦʤʦʚʥʦʩʪʽ (ʨʦʟʰʠʨʝʥʥʶ ʤʦʜʝʣʝʡ ʥʘ ʢʽʣʴʢʘ ʤʦʚ ʟʘ 
ʜʦʧʦʤʦʛʦʶ ʩʧʽʣʴʥʠʭ ʧʨʦʩʪʦʨʦʚʠʭ ʨʝʧʨʝʟʝʥʪʘʮʽʡ), ʘʙʦ ʤʝʪʘ-ʥʘʚʯʘʥʥʶ ʡ ʜʦʤʝʥʥʦ-
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ʦʨʽʻʥʪʦʚʘʥʦʤʫ ʜʦʥʘʚʯʘʥʥʶ. ʅʘʪʦʤʽʩʪʴ ʧʠʪʘʥʥʷ ʦʨʛʘʥʽʟʘʮʽʾ ʥʘʚʯʘʣʴʥʦʾ ʚʠʙʽʨʢʠ, 
ʟʦʢʨʝʤʘ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʤʽʞ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʤʠ ʪʘ ʥʝʡʪʨʘʣʴʥʠʤʠ ʪʝʢʩʪʘʤʠ, 
ʨʦʟʛʣʷʜʘʣʦʩʷ ʧʝʨʝʚʘʞʥʦ ʚ ʢʦʥʪʝʢʩʪʽ ʘʫʛʤʝʥʪʘʮʽʾ (EDA, back-translation, ʩʠʥʪʝʪʠʯʥʽ 
ʧʨʠʢʣʘʜʠ) ʡ ʢʦʤʧʝʥʩʘʮʽʾ ʜʠʩʙʘʣʘʥʩʫ ʯʝʨʝʟ ʚʘʛʠ ʢʣʘʩʽʚ. 

ʇʨʘʢʪʠʯʥʦ ʚʽʜʩʫʪʥʽ ʜʦʩʣʽʜʞʝʥʥʷ, ʜʝ ʮʽʣʝʩʧʨʷʤʦʚʘʥʦ ʘʥʘʣʽʟʫʻʪʴʩʷ ʚʧʣʠʚ 
ʯʘʩʪʢʠ ʪʝʢʩʪʽʚ ʙʝʟ ʧʨʦʷʚʽʚ ʧʨʦʧʘʛʘʥʜʠ ʫ ʥʘʚʯʘʣʴʥʦʤʫ ʥʘʙʦʨʽ ʥʘ ʟʜʘʪʥʽʩʪʴ ʤʦʜʝʣʝʡ 
ʨʦʟʨʽʟʥʷʪʠ: 

ï ʪʝʢʩʪʠ ʟ ʢʦʥʢʨʝʪʥʠʤ ʧʘʪʝʨʥʦʤ; 
ï ʪʝʢʩʪʠ ʟ ʽʥʰʠʤʠ ʧʘʪʝʨʥʘʤʠ; 
ï ʥʝʡʪʨʘʣʴʥʽ ʪʝʢʩʪʠ ʙʝʟ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʭ ʪʝʭʥʽʢ. 
ʎʷ ʧʨʦʛʘʣʠʥʘ ʦʩʦʙʣʠʚʦ ʢʨʠʪʠʯʥʘ ʜʣʷ ʫʢʨʘʾʥʦʤʦʚʥʦʛʦ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ 

ʧʨʦʩʪʦʨʫ, ʜʝ ʥʘʷʚʥʽ ʢʦʨʧʫʩʠ ʤʘʥʽʧʫʣʷʪʠʚʥʠʭ ʤʘʪʝʨʽʘʣʽʚ ʣʠʰʝ ʬʦʨʤʫʶʪʴʩʷ, ʘ 
ʧʠʪʘʥʥʷ ʟʙʘʣʘʥʩʦʚʘʥʦʩʪʽ ʜʘʪʘʩʝʪʽʚ ʫ ʨʦʟʨʽʟʽ ʢʦʥʢʨʝʪʥʠʭ ʧʘʪʝʨʥʽʚ ʽ ʥʝʡʪʨʘʣʴʥʠʭ 
ʧʦʚʽʜʦʤʣʝʥʴ ʥʘʙʫʚʘʻ ʥʝ ʣʠʰʝ ʥʘʫʢʦʚʦʛʦ, ʘ ʡ ʧʨʘʢʪʠʯʥʦʛʦ ʟʥʘʯʝʥʥʷ ʜʣʷ ʧʨʦʪʠʜʽʾ 
ʜʝʟʽʥʬʦʨʤʘʮʽʾ. 

ʄʝʪʦʶ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚʠʷʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʚʝʙ-
ʧʨʦʧʘʛʘʥʜʠ ʚ ʫʢʨʘʾʥʦʤʦʚʥʠʭ ʚʝʙ-ʪʝʢʩʪʘʭ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʨʘʥʩʬʦʨʤʝʨʥʠʭ 
ʥʝʡʨʦʤʝʨʝʞʝʚʠʭ ʤʦʜʝʣʝʡ ʰʣʷʭʦʤ ʦʧʪʠʤʽʟʘʮʽʾ ʙʘʣʘʥʩʫʚʘʥʥʷ ʜʘʪʘʩʝʪʘ, ʟʦʢʨʝʤʘ 
ʚʩʪʘʥʦʚʣʝʥʥʷ ʦʧʪʠʤʘʣʴʥʦʾ ʯʘʩʪʢʠ ʥʝʡʪʨʘʣʴʥʠʭ ʪʝʢʩʪʽʚ ʫ ʥʘʚʯʘʣʴʥʽʡ ʚʠʙʽʨʮʽ. 

ʇʦʯʘʪʢʦʚʠʡ ʥʘʙʽʨ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʥʝʨʽʚʥʦʤʽʨʥʠʤ ʨʦʟʧʦʜʽʣʦʤ ʧʨʠʢʣʘʜʽʚ ʟʘ 
ʧʘʪʝʨʥʘʤʠ: ʦʢʨʝʤʽ ʪʝʭʥʽʢʠ (çLoaded Languageè, çCherry Pickingè) ʧʨʝʜʩʪʘʚʣʝʥʽ 
ʟʥʘʯʥʦ ʙʽʣʴʰʝ, ʪʦʜʽ ʷʢ ʽʥʰʽ (çStraw Manè, çThought-Terminating Clich®è) ʤʘʶʪʴ 
ʩʫʪʪʻʚʦ ʤʝʥʰʽ ʦʙʩʷʛʠ ʘʥʦʪʦʚʘʥʠʭ ʬʨʘʛʤʝʥʪʽʚ. ʆʢʨʽʤ ʪʦʛʦ, ʽʩʥʫʻ ʦʢʨʝʤʘ ʧʽʜʤʥʦʞʠʥʘ 
ʬʨʘʛʤʝʥʪʽʚ, ʜʝ ʥʝ ʟʘʬʽʢʩʦʚʘʥʦ ʞʦʜʥʦʛʦ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʦʛʦ ʰʘʙʣʦʥʫ. 

ɹʘʣʘʥʩʫʚʘʥʥʷ ʟʜʽʡʩʥʶʻʪʴʩʷ ʟʘ ʜʚʦʭ ʧʨʠʥʮʠʧʽʚ. ʇʦ-ʧʝʨʰʝ, ʜʣʷ ʢʦʞʥʦʛʦ 
ʧʘʪʝʨʥʘ p  ʬʦʨʤʫʻʪʴʩʷ ʥʘʚʯʘʣʴʥʘ ʚʠʙʽʨʢʘ, ʜʝ ʧʦʟʠʪʠʚʥʽ ʧʨʠʢʣʘʜʠ ʨʝʧʨʝʟʝʥʪʫʶʪʴ 
ʨʝʘʣʴʥʠʡ ʨʦʟʧʦʜʽʣ ʮʴʦʛʦ ʧʘʪʝʨʥʘ, ʘ ʥʝʛʘʪʠʚʥʽ ʧʨʠʢʣʘʜʠ ʚʽʜʙʠʨʘʶʪʴʩʷ ʪʘʢ, ʱʦʙ 
ʟʘʙʝʟʧʝʯʠʪʠ ʟʘʜʘʥʫ ʯʘʩʪʢʫ m ʥʝʡʪʨʘʣʴʥʠʭ ʬʨʘʛʤʝʥʪʽʚ ʩʝʨʝʜ ʫʩʽʭ ʥʝʛʘʪʠʚʽʚ. ʇʨʠ 
ʮʴʦʤʫ ʜʦ ʥʝʛʘʪʠʚʽʚ ʚʭʦʜʷʪʴ ʷʢ ʥʝʡʪʨʘʣʴʥʽ ʪʝʢʩʪʠ, ʪʘʢ ʽ ʬʨʘʛʤʝʥʪʠ, ʜʝ ʧʨʠʩʫʪʥʽ ʽʥʰʽ 
ʧʘʪʝʨʥʠ, ʘʣʝ ʚʽʜʩʫʪʥʽʡ p . 

ʇʦ-ʜʨʫʛʝ, ʬʦʨʤʫʻʪʴʩʷ ʩʧʝʮʽʘʣʴʥʘ ʚʘʣʽʜʘʮʽʡʥʘ ʚʠʙʽʨʢʘ, ʫ ʷʢʽʡ ʫʩʽ ʧʘʪʝʨʥʠ 
ʧʨʝʜʩʪʘʚʣʝʥʽ ʨʽʚʥʦʤʽʨʥʦ, ʘ ʢʽʣʴʢʽʩʪʴ ʥʝʡʪʨʘʣʴʥʠʭ ʬʨʘʛʤʝʥʪʽʚ ʩʧʽʚʤʽʨʥʘ ʟ ʩʫʤʘʨʥʦʶ 
ʢʽʣʴʢʽʩʪʶ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʭ ʧʨʠʢʣʘʜʽʚ. ʊʘʢʘ ʢʦʥʩʪʨʫʢʮʽʷ ʜʦʟʚʦʣʷʻ ʦʙôʻʢʪʠʚʥʦ 
ʦʮʽʥʠʪʠ, ʯʠ ʥʝ çʧʣʫʪʘʻè ʤʦʜʝʣʴ ʦʢʨʝʤʽ ʧʘʪʝʨʥʠ ʤʽʞ ʩʦʙʦʶ ʪʘ ʯʠ ʟʙʝʨʽʛʘʻʪʴʩʷ ʾʾ 
ʟʜʘʪʥʽʩʪʴ ʨʦʟʨʽʟʥʷʪʠ ʤʘʥʽʧʫʣʷʮʽʡʥʽ ʡ ʥʝʡʪʨʘʣʴʥʽ ʪʝʢʩʪʠ ʧʨʠ ʟʤʽʥʽ m. 

ʂʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʻ ʪʝ, ʱʦ ʨʦʟʤʽʪʢʘ ʚʠʢʦʥʫʻʪʴʩʷ ʥʘ ʨʽʚʥʽ ʨʝʯʝʥʴ, ʘ ʥʝ 
ʧʦʚʥʠʭ ʪʝʢʩʪʽʚ. ʎʝ ʜʘʻ ʟʤʦʛʫ ʧʽʜʚʠʱʠʪʠ ʱʽʣʴʥʽʩʪʴ ʢʦʨʠʩʥʠʭ ʧʨʠʢʣʘʜʽʚ ʫ ʚʠʙʽʨʮʽ ʪʘ 
ʩʢʦʥʮʝʥʪʨʫʚʘʪʠ ʥʘʚʯʘʥʥʷ ʥʘ ʙʝʟʧʦʩʝʨʝʜʥʽʭ ʥʦʩʽʷʭ ʧʘʪʝʨʥʽʚ. ɺʦʜʥʦʯʘʩ ʪʘʢʘ ʛʣʠʙʠʥʘ 
ʨʦʟʤʽʪʢʠ ʧʦʨʦʜʞʫʻ ʦʢʨʝʤʽ ʦʙʤʝʞʝʥʥʷ, ʷʢʽ ʙʫʜʫʪʴ ʨʦʟʛʣʷʥʫʪʽ ʚ ʦʙʛʦʚʦʨʝʥʥʽ. 

ʇʦʙʫʜʦʚʘʥʠʡ ʤʝʪʦʜ (ʨʠʩʫʥʦʢ 1) ʥʘ ʦʩʥʦʚʽ ʙʽʥʘʨʥʠʭ ʤʦʜʝʣʝʡ 
ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʷʢ ʻʜʠʥʠʡ ʽʥʪʝʛʨʦʚʘʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʘʥʘʣʽʟʫ ʚʝʙ-ʢʦʥʪʝʥʪʫ [21]. 
ɺʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʩʣʫʛʫʻ ʜʦʚʽʣʴʥʠʡ ʪʝʢʩʪ ï ʧʫʙʣʽʢʘʮʽʷ ʚ ʩʦʮʽʘʣʴʥʽʡ ʤʝʨʝʞʽ, ʩʪʘʪʪʷ 
ʦʥʣʘʡʥ-ʚʠʜʘʥʥʷ ʘʙʦ ʬʨʘʛʤʝʥʪ ʥʦʚʠʥʥʦʾ ʩʪʨʽʯʢʠ. 
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ʈʠʩʫʥʦʢ 1 ï ʄʝʪʦʜ ʚʠʷʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʚʝʙ-ʧʨʦʧʘʛʘʥʜʠ 

 
ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʚʠʢʦʥʫʻʪʴʩʷ ʧʦʧʝʨʝʜʥʷ ʦʙʨʦʙʢʘ: ʪʝʢʩʪ ʨʦʟʙʠʚʘʻʪʴʩʷ ʥʘ 

ʦʢʨʝʤʽ ʨʝʯʝʥʥʷ, ʟʜʽʡʩʥʶʻʪʴʩʷ ʾʭ ʪʦʢʝʥʽʟʘʮʽʷ ʪʘ ʧʝʨʝʪʚʦʨʝʥʥʷ ʫ ʬʦʨʤʘʪ, ʧʨʠʜʘʪʥʠʡ 
ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʦʧʨʘʮʶʚʘʥʥʷ ʪʨʘʥʩʬʦʨʤʝʨʥʠʤʠ ʤʦʜʝʣʷʤʠ. 

ʅʘ ʜʨʫʛʦʤʫ ʝʪʘʧʽ ʢʦʞʥʝ ʨʝʯʝʥʥʷ ʥʝʟʘʣʝʞʥʦ ʧʦʜʘʻʪʴʩʷ ʥʘ ʚʭʽʜ ʫʩʽʤ ʙʽʥʘʨʥʠʤ 
ʤʦʜʝʣʷʤ, ʜʝ ʢʦʞʥʘ ʟ ʥʠʭ ʚʽʜʧʦʚʽʜʘʻ ʦʢʨʝʤʦʤʫ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʦʤʫ ʰʘʙʣʦʥʫ. ɼʣʷ 
ʢʦʞʥʦʾ ʤʦʜʝʣʽ ʦʙʯʠʩʣʶʻʪʴʩʷ ʡʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʫ ʚʽʜʧʦʚʽʜʥʦʤʫ ʨʝʯʝʥʥʽ ʧʨʠʩʫʪʥʷ 
ʢʦʥʢʨʝʪʥʘ ʪʝʭʥʽʢʘ ʧʨʦʧʘʛʘʥʜʠ. ʗʢʱʦ ʮʷ ʡʤʦʚʽʨʥʽʩʪʴ ʧʝʨʝʚʠʱʫʻ ʟʘʟʜʘʣʝʛʽʜʴ ʦʙʨʘʥʠʡ 
ʧʦʨʦʛʦʚʠʡ ʨʽʚʝʥʴ, ʚʚʘʞʘʻʪʴʩʷ, ʱʦ ʨʝʯʝʥʥʷ ʤʽʩʪʠʪʴ ʚʽʜʧʦʚʽʜʥʠʡ ʰʘʙʣʦʥ. ʋ 
ʨʝʟʫʣʴʪʘʪʽ ʜʣʷ ʢʦʞʥʦʛʦ ʨʝʯʝʥʥʷ ʬʦʨʤʫʻʪʴʩʷ ʥʘʙʽʨ ʧʨʦʧʘʛʘʥʜʠʩʪʩʴʢʠʭ ʪʝʭʥʽʢ, ʷʢʽ ʚ 
ʥʴʦʤʫ ʚʠʷʚʣʝʥʦ. 

ʅʘ ʪʨʝʪʴʦʤʫ ʝʪʘʧʽ ʟʜʽʡʩʥʶʻʪʴʩʷ ʫʟʘʛʘʣʴʥʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʥʘ ʨʽʚʥʽ ʚʩʴʦʛʦ 
ʪʝʢʩʪʫ. ɼʣʷ ʢʦʞʥʦʛʦ ʰʘʙʣʦʥʫ ʦʙʯʠʩʣʶʶʪʴʩʷ ʽʥʪʝʛʨʘʣʴʥʽ ʧʦʢʘʟʥʠʢʠ ʡʦʛʦ 
ʚʠʨʘʞʝʥʦʩʪʽ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʫʩʽʭ ʨʝʯʝʥʴ, ʫ ʷʢʠʭ ʙʫʣʦ ʟʘʬʽʢʩʦʚʘʥʦ ʡʦʛʦ ʧʨʦʷʚ. 
ʇʘʨʘʣʝʣʴʥʦ ʚʠʜʽʣʷʶʪʴʩʷ ʨʝʯʝʥʥʷ, ʫ ʷʢʠʭ ʤʦʜʝʣʴ ʦʮʽʥʶʻ ʥʘʷʚʥʽʩʪʴ ʪʽʻʾ ʯʠ ʽʥʰʦʾ 
ʪʝʭʥʽʢʠ ʷʢ ʥʘʡʙʽʣʴʰ ʡʤʦʚʽʨʥʫ; ʩʘʤʝ ʚʦʥʠ ʤʦʞʫʪʴ ʜʝʤʦʥʩʪʨʫʚʘʪʠʩʷ ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʷʢ 
ʥʘʡʭʘʨʘʢʪʝʨʥʽʰʽ ʧʨʠʢʣʘʜʠ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʘʻ ʟʤʦʛʫ ʥʝ ʣʠʰʝ ʚʩʪʘʥʦʚʠʪʠ ʬʘʢʪ 
ʥʘʷʚʥʦʩʪʽ ʯʠ ʚʽʜʩʫʪʥʦʩʪʽ ʧʨʦʧʘʛʘʥʜʠ ʚ ʪʝʢʩʪʽ, ʘ ʡ ʜʝʪʘʣʽʟʫʚʘʪʠ, ʷʢʽ ʩʘʤʝ ʪʝʭʥʽʢʠ 
ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʪʘ ʚ ʷʢʠʭ ʬʨʘʛʤʝʥʪʘʭ ʚʦʥʠ ʧʨʦʷʚʣʷʶʪʴʩʷ ʥʘʡʽʥʪʝʥʩʠʚʥʽʰʝ. 

ɼʣʷ ʦʙôʻʢʪʠʚʥʦʾ ʦʮʽʥʢʠ ʨʝʟʫʣʴʪʘʪʽʚ ʨʦʟʨʦʙʣʝʥʠʡ ʧʽʜʭʽʜ ʙʫʣʦ ʟʽʩʪʘʚʣʝʥʦ ʟ 
ʥʠʟʢʦʶ ʚʽʜʦʤʠʭ ʨʽʰʝʥʴ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʪʨʘʥʩʬʦʨʤʝʨʥʽ ʤʦʜʝʣʽ ʡ ʘʥʩʘʤʙʣʝʚʽ 
ʧʽʜʭʦʜʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʧʨʦʧʘʛʘʥʜʠ ʚ ʘʥʛʣʦʤʦʚʥʠʭ ʪʘ ʤʫʣʴʪʠʤʦʚʥʠʭ ʢʦʨʧʫʩʘʭ. ʋ 
ʙʽʣʴʰʦʩʪʽ ʪʘʢʠʭ ʨʦʙʽʪ F1-ʤʽʨʘ ʢʦʣʠʚʘʻʪʴʩʷ ʥʘ ʨʽʚʥʽ 0,57ï0,60 ʜʣʷ ʩʢʣʘʜʥʠʭ ʟʘʜʘʯ 
ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʝʭʥʽʢ ʧʨʦʧʘʛʘʥʜʠ ʟʘ ʝʪʘʣʦʥʥʠʤʠ ʥʘʙʦʨʘʤʠ ʜʘʥʠʭ. 


























































































































































































































































































































































































